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SIGCOMM Treasurer’s Report August, 2003
Dear SIGCOMM Colleagues,

Some of you may have noticed that my name started appearing in the inside of the front
cover of CCR as Secretary/Treasurer in 2002, a position I assumed at the request of the
most recent ex-officers (Partridge/Zhang/Delp). Although this term ended recently, I
would like to take this opportunity to report to you on the state of SIG finances.

The past 18 months have seen a series of significant changes in the economy, many of
which have affected our SIG as well. The challenges of this period, together with a
conservative approach for the future, have resulted in some recent fiscal changes which
are worth reviewing. Although the SIG experienced significant unexpected expenses in
FY2002, recent budget changes bring us back to a more sustainable plan by FY04.

Budget Issues:

In the July 2001 - June 2002 fiscal year (FY2002), deficit spending was over double what
was planned. In FY03 the budget was modified to significantly reduce organization costs
(nearly halved) and anticipated a reduction in conference expense coupled with an
increase in conference revenue. The FY03 organization costs were kept close to budget,
but additional conference losses, largely due to Sigcomm 02 but balanced by workshop
income, resulted in a loss $12K larger than expected. FY04 increases in dues help turn
the organization deficit into a gain, and more conservative conference budgets should
help eliminate the conference deficit. Overall, FY03 actual and FY04 planned represent
steps in a fiscally viable direction. A summary of our budgets appears below:

BUDGET Actual Budget Actual Actual
FY 2004 FY 2003 FY 2003 FY 2002 FY 2001
7/03-6/04 7/02-6/03 7/02-6/03 7/01-6/02 7/00-6/01
Organization
Revenue $111,628 $78,882 $75,060 $106,364 $119,362
Expense $89,188 $122,746  $119,871 $210,189 $201,240
Net $22,440 -$43,864  -$44,811 -$103,825 -$81,878
Conferences

Revenue $276,936  $275,630 $268,022 $228,165  $302,175
Expense $272,111 $287,855 $267,178 $307,141 $257,308
Net $4,824 -$12,225 $844 -$78,976 $44,867

Organization and Conferences

Revenue $388,564 $354,512 $343,082 $334,528 $421,538
Expense $361,299 $410,600 $387,049 $517,329 $458,549
Net $27,264 -$56,089  -$43,967 -$182,801 -$37,011

Fund Balances
Beginning $217,867 $273,956 $273,956 $456,756 $493,767
Ending $245,131 $217,867 $229,989 $273,956 $456,756
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These past two fiscal years were impacted by a number of challenges:

* One-time support of a National Academy of Science workshop to investigate the
impact of 9/11.

¢ Seeding a number of new workshops (HotNets, Latin American, Internet
Measurement), each permitted to operate at a small loss until established.

* A policy of distributing paper proceedings of these new seeded workshops to the
entire SIG membership (a new cost exceeding 75% of registration fees).

* Conference/workshop losses, where the Latin American workshop came in at
50% over the expected ‘seed’ cost, and Sigcomm 02 conference lost $37K —
which was somewhat offset by revenues of the workshops. We were also
impacted by the ratio of student to full member registrations, since student
registrations are typically heavily subsidized.

* SIG taxing structure changes. In FY2003, ACM instituted an expense-based
overhead tax, so we were taxed on what we spend, not on what we pull in as
revenue (as was previously the case). This affects surplus spending, as that money
was taxed when earned, and is now taxed again when spent. The SIG also lost
expected interest revenue on its surplus, as a result of economic changes.

Our FY04 budget takes these issues into account, and is much more conservative, being
based on a number of budget guidelines which have been recently recommended.

Dues Increases:

SIGCOMM has increased its dues for FY04 to:

ACM member $25
ACM student member $15
non-ACM member $35

This increase reflects increases in the overall operating costs of the SIG, notably to cover
increased publication costs. This is the first real increase for regular members since 1990,
and restores both student and non-member rates to their 1990 levels.

New SIG Budget Guidelines:

In order to continue to hold a number of conferences and workshops, ACM requires each
SIG to hold a surplus related to a fraction of planned meeting budgets. Maintaining the
SIG surplus is critical to the SIG continuing to sponsor these meetings.

In previous years this surplus was sufficiently large that we had the opportunity to utilize

portions to support seeding new workshops and conferences, and supporting unique
events for which corporate support would be difficult. Due to the change of the economic
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climate, including the challenges of maintaining corporate support for our larger meetings
(e.g., the Sigcomm Conference), a number of policies have been instituted to stabilize the
SIG surplus as follows:

* Balance unplanned costs by restructuring discretionary items.
Unforseen events are (by definition) difficult to anticipate, but, where possible,
support for such events will be balanced against planned investments for the
coming year.

*  Workshop proceedings only to workshop participants and by direct purchase.
Although the distribution of proceedings of new workshops may significantly
increase their impact, it is not feasible to distribute proceedings to all members
out of either SIG revenue or surplus at this time. Proceedings will be distributed
where the workshop raises supporting funds, typically via corporate sponsorship.

* Student fees representative of per-person costs.
The SIG continues to encourage student participation in workshops and
conferences. Again, due to the current economy, student fees are expected to
increase substantially to eliminate the gap between per-person revenue and per-
person costs.

* Conferences budget for surplus.
Conferences are now expected to budget a modest surplus, both to reduce the
liability to the surplus as well as to (hopefully) restock it.

* Limit new ‘seed’ workshops.
The number of new ‘seed’ workshops per year has been reduced to 1; seedling
workshops are expected to break-even by their third year. IMW-II and HotNets-I
both showed profits in 2002. The Latin American workshop for Oct. 2003 is
being monitored closely to avoid the overruns of 2001.

The above policies are augmented by codifying some of the more informal policies and
procedures of conference budgeting, to streamline the budgeting process, unify policies
across SIGCOMM sponsored meetings, and reduce exposure to unforseen costs.

I hope this review has been helpful, and although my term has recently ended, I will
continue to work with Martina Zitterbart, our new Secretary/Treasurer, as well as the
entire SIGCOMM Executive Committee, to ensure the financial stability of the SIG well
into the future.

I look forward to your comments and feedback.
Joseph D. Touch
Outgoing Secretary/Treasurer

ACM SIGCOMM
touch@isi.edu
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ABSTRACT

This paper proposes a detection mechanism called DCAP for a net-
work provider to monitor incoming traffic and identify misbehav-
ing flows without having to keep per-flow accounting at any of its
routers. Misbehaving flows refer to flows that exceed their stipu-
lated bandwidth limit. Through collaborative aggregate policing at
both ingress and egress nodes, DCAP is able to quickly narrow the
search to a candidate group that contains the misbehaving flows,
and eventually identify the individual culprits. In comparison to
per-flow policing, the amount of state maintained at an edge router
is reduced from O(n) to O(y/n), where n is the number of ad-
mitted flows. Simulation results show that DCAP can successfully
detect a majority (64-83%) of the mishehaving flows with almost
zero false alarms. Packet losses suffered by innocent flows due to
undetected misbehaving activity are insignificant (0.02-0.9%). We
also successfully build a prototype that demonstrates how DCAP
can be deployed with minimal processing overhead in a soft-QoS
architecture.

Keywords
Misbehaving flow detection, Traffic policing, Flow-level account-
ing

1. INTRODUCTION

Considerable research has focused on extending the Internet archi-
tecture beyond best-effort to provide different classes of services to
different applications depending on their Quality of Service (QoS)
requirements. Existing proposals range from per-flow mechanisms
such as IntServ [11] and RSVP [8] to per-class mechanisms such
as Diff-Serv [7] and Clearing Houses [10].

Two integral components of any QoS architecture are: admission
control and traffic policing [11]. These two components, in combi-
nation with appropriate QoS scheduling policies, enable a network
provider to dynamically allocate its shared resources to various cus-
tomers and satisfy their QoS requirements. While admission con-
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trol limits the number of flows in the system to avoid depletion of
resources, traffic policing is responsible for ensuring that the ad-
mitted flows use only their allocated share of network resources.

In this paper, we focus on the traffic policing component and ad-
dress the question of how a network provider can effectively detect
misbehaving flows with minimal overhead. We define a flow to be
misbehaving if it generates traffic in excess to its allocated share. It
is crucial to detect and penalize misbehaving flows because they
can potentially starve other flows sharing the same physical re-
sources, resulting in degraded performance for legitimate flows.
We make two simple assumptions: First, the only resource under
contention between the flows is the network bandwidth. Second,
we use a predictive service model where a source specifies its band-
width requirement (during admission control) based on its average
rate.

The traditional approach to traffic policing in the context of IntServ,
Diff-Serv and ATM networks, is to monitor every admitted flow at
the routers [9, 15, 35]. Per-flow policing may incur significant pro-
cessing overhead at the routers (O(n) where n is the number of
flows) resulting in poor scalability. To partially alleviate the prob-
lem, the policing can be completely shifted to the edge of an ISP’s
network.

In this paper, we present an alternative to per-flow policing which
trades off detection accuracy for increased scalability. Detection
accuracy refers to the probability of detecting misbehaving flows
at a router. We propose an aggregate policing mechanism, called
DCAP (Detection via Collaborative Aggregate Policing), that has
both a good misbehaving flow detection probability and a reduced
state and overhead at the routers. DCAP works well under the as-
sumption that the number of misbehaving flows is small compared
to the total number of flows in the system. We thereby discount
the state required for containing misbehaving flows after they are
detected from our analysis.

1.1 Paper Contributions and Overview

In this paper, we propose a detection system, Detection via Collab-
orative Aggregate Policing (DCAP), that allows a network provider®
to continuously monitor admitted traffic and detect misbehaving
flows in an efficient and scalable manner. The design of DCAP is

LA network provider refers to a backbone or regional Internet Ser-
vice Provider (ISP) that administers its own network domain and
provides Internet access to individual and corporate customers or
smaller service providers.
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driven by three goals: (a) to protect the well-behaved flows against
resource depletion due to misbehaving flows, (b) to identify and
eventually penalize the misbehaving flows, and (c) to achieve ro-
bustness with respect to noise conditions and errors in workload
modeling.

Our main contribution is to show how one can leverage distributed,
aggregate policing at edge routers to quickly identify a group that
contains the misbehaving flows. The problem can then be simpli-
fied into measuring only the flows within this “candidate” group.
The principal observation is that it is relatively harmless to have
delay in detecting a misbehaving flow when the overall load is rel-
atively low due to statistical multiplexing. This motivates our ap-
proach to aggregate multiple flows for group policing, which elim-
inates per-flow state management at edge routers. We propose an
explicit Flow-ldentifier (Fid) assignment scheme to group the ad-
mitted flows and police the aggregate group. The fact that each
edge router maintains only the aggregate state for each group is
crucial for the reduction of state from O(n), which would be re-
quired if each flow were policed individually, to O(y/n), where n
is the number of admitted flows. Aggregate policing also reduces
the per-packet processing overhead. In addition, aggregate policing
is more robust to noise conditions and variations of a flow’s rate.
This is because, the aggregate rate of flows in a group has a much
lesser variance (as a fraction of the net aggregate rate) in compari-
son to the average variance of the rate of a flow (as a fraction of the
flow’s rate) in the group.

We analyze the performance of DCAP through simulations and
characterize the trade-offs between different performance criteria
by tuning various parameters of DCAP. Results show that DCAP
can detect a majority of mishehaving flows with close to zero false-
alarms and low detection time for a variety of source models. We
also demonstrate the practicality of our scheme by prototyping our
algorithm using a Click router [25].

The rest of the paper is organized as follows. In Section 2, we
formulate the tracking of misbehaving flow as an on-line change
detection problem, in which one needs to detect the occurrence of
misbehaving behavior as soon as possible, but with a low rate of
false alarms. We discuss related work in Section 2.2. Section 3
describes the F'id assignment, aggregate policing and misbehaving
flow detection scheme within DCAP in details. In Section 4, we
illustrate how DCAP can be applied to three different scenarios:
(a) within a single ISP, (b) in an overlay network, and (c) across
multiple ISPs. We explain our evaluation methodology and present
our simulations results in Section 5. Section 6 illustrates the opera-
tion of DCAP through a proof-of-concept prototype built on top of
a Click router [25]. The prototype demonstrates that the process-
ing overhead introduced by DCAP at an edge router is insignificant.
Section 7 summarizes key results and addresses several deployment
issues.

2. MISBEHAVING FLOW DETECTION
During admission control, a service contract is negotiated between
the service provider and the user. The service contract describes the
type and amount of traffic sent by the user, and the expected perfor-
mance offered by the network provider. A key component required
to enforce service contracts is a mechanism to detect misbehaving
flows that fail to comply with the allocated rate specified in their
service contracts. In this section, we will formulate the misbehav-
ing flow detection problem and discuss previous approaches to this
problem.

ACM SIGCOMM Computer Communications Review

2.1 Problem Formulation

Misbehaving flow detection (MFD) is an example of on-line change
detection problems [6], in which one needs to detect the occur-
rence of abnormal traffic behavior as soon as possible, with a set of
constraints, e.g., without exceeding the tolerable number of false
alarms. A false alarm happens when a flow is detected as mis-
behaving when it is not. Let n be the number of incoming flows
fi(s, d) between a specific ingress-egress pair (s, d), each with an
allocated rate of A; (s, d), and m be the number of non-complying
flows, where m < n. The problem is to correctly identify as many
of these m flows as possible, i.e., to maximize the probability of
successful detection. The three intuitive performance metrics for
evaluating an MFD scheme are:

1. probability of successful detection, P.q (i.e., a misbehaving
flow is not detected),

2. probability of false alarms, P, (i.e., a flow is detected as
misbehaving when it is not), and

3. time to detect, tqclay

Since the main goal of service contract enforcement is to deliver
end-to-end QoS assurance to all admitted flows, the most impor-
tant criteria is to protect the well-behaved flows that use legitimate
amount of resources against misbehaving behavior. We quantify
how well the performance of well-behaved flows is preserved in
terms of Pois, the probability of dropped packets from the comply-
ing flows. Identifying the misbehaving flow itself is secondary, as
long as the impact from undetected flows’ activities on other well-
behaved flows, i.e., Puis, is negligible. When the overall load is
relatively low, misbehaving flows can be harmless even if they are
not identified. On the other hand, false alarms may seriously de-
grade the performance of good flows. Therefore, we can tolerate
low P4 but P, should be close to zero.

In summary, an ideal MFD algorithm with the goal of enforcing
service contract should achieve the following (in the order of im-
portance):

. minimum P,

. minimum Phis,

. maximum possible successful detection probability, Ps4, and
. small tgelay,

WP

2.2 Previous Approaches
We make the distinction between two different types of traffic polic-
ing:

o profile-based: The traffic profile of all the flows being po-
liced is known to the router implementing the policing mech-
anism.

o profile-less: The router has no knowledge of the traffic char-
acteristics of the individual flows.

Our problem falls under the domain of profile-based policing since
we have prior knowledge of the allocated rates of the individual
flows. We will briefly describe the associated related work for both
types of traffic policing.

2.2.1 Profile-based policing
The traffic profile of a flow describes the characteristics of the traf-
fic generated by the flow (e.g. peak rate, average rate etc.). Any
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profile-based policing mechanism is associated with the goal of
identifying flows that violate their specified traffic profiles. profile-
based policing is normally used in the context of QoS architecture
to detect malicious flows (flows that transmit more than their re-
served rate as specified in their traffic profile). The most common
example of profile-based policing is Token Bucket Filter (TBF) [9],
a per-flow policing algorithm which ensures that every flow adheres
to its traffic profile. Per-flow policing has been used in the context
of IntServ [31], DiffServ [15, 35] and ATM [4, 29, 9] networks.
While per-flow policing provides the most accurate accounting in-
formation, the required state complexity maintained at each edge
router grows linearly with the number of flows, n. Maintaining a
counter to measure the traffic sent by millions of concurrent flows
in the future will be too expensive (using SRAM) or slow (using
DRAM) [14]. Current state of the art policing tools like Cisco’s
Netflow [1] periodically sample packets and may be too slow, in-
accurate and memory intensive. Hence per-flow state maintenance
may hinder scalability in future high-bandwidth networks.

Machiraju et al. [26] have suggested an alternative approach where
the traffic profile is maintained in the packets rather than the routers
themselves. This approach uses the Dynamic Packet State(DPS)
concept proposed in [33]. Along with the profile, the service provider
also provides a certificate during the admission control phase that
acts as a proof to ensure that the end-host does not cheat by modify-
ing its traffic profile. Though this approach removes the necessity
of maintaining per-flow state at the routers, it does require a modi-
fication of the behavior of end-hosts and the packet header format.

2.2.2 Profile-less policing

Profile-less policing attempts to achieve fairness amongst flows
traversing a router and distributes the available bandwidth fairly
amongst the individual flows. The most common examples of profile-
less policing are the fair queuing algorithms. While many of these
algorithms like Weighted Fair Queuing (WFQ) [12, 27, 28] main-
tain per-flow state at the individual routers to enforce fairness, ac-
tive queue management techniques like Stochastic Fair Blue (SFB)
[17] achieve approximate fairness using minimal per-flow state.
SFB is derived from a queue management technique BLUE [18]
proposed as an alternative to the RED queuing discipline for early
detection of congestion. SFB provides a scalable way to identify
and rate-limit non-responsive flows using BLUE, which marks or
drops packets based on loss rate and link utilization history.

Estan et al. [14] use a SFB-like approach to identify and provide ac-
curate traffic statistics for the heavy-hitters, i.e., elephant flows that
contribute to most the majority of the traffic on a specific router
interface. Though we would classify this work under profile-less
policing, this technique could be useful for detecting malicious
flows that are also heavy-hitters and consume a lot of extra band-
width.

3. OUR APPROACH: DCAP

In this section, we will describe our solution, Detection via Col-
laborative Aggregate Policing (DCAP), for the mishehaving flow
detection problem.

To reduce the processing and state complexity of per-flow policing,
we propose to aggregate flows for group policing. In this process,
we do sacrifice a certain level of accuracy in tracking flows’ behav-
ior. Aggregate policing allows us to detect a group that contains
the misbehaving flows. The problem can then be simplified into
measuring only the flows within this smaller “candidate” group.
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However, we still need to preserve the uniqueness of each flow to
be able to identify a misbehaving flow eventually. To achieve this,
each admitted flow is assigned a flow-identifier, F'id, which is then
inserted in the packet header. We assume an application proxy on
the client side will be configured to insert the proper Fids before
forwarding the packets to the edge router.

A few questions remain to be addressed:

1. How are flows assigned into groups?

2. Can an Fid be devised to represent both the flow itself and
the groups it is in?

3. How does one combine various aggregate policers to effec-
tively identify misbehaving flows?

In the following two sections, we describe the mechanisms of our
scheme, DCAP, that address theses issues.

3.1 Fid Assignment

There are several possible ways to identify flows, and assign them
into different bins for aggregate policing. One simple way is to
assign each flow with a random identifier, F'id, which does not
require a central database to keep track of which F'ids have been
assigned. This approach comes with two disadvantages. First, po-
tential F'id collisions (if the number of unique F'ids is small) will
make it impossible to identify unique flow. Secondly, there is a lack
of control and flexibility over how flows are aggregated together.
Ideally, we would like to assign flows with similar bandwidth re-
quirements and characteristics into the same group for policing.

3.1.1 Fid Assignment and Releasing in DCAP

We introduce the notion of a Resource Manager that explicitly as-
signs F'ids to flows. The Resource Manager (RM) is a logical unit
that can be physically placed at the fault monitoring point or pol-
icy server in an ISP?. The RM maintains the repository of admitted
flows, their traffic profiles and service contracts for accounting pur-
poses. Only aggregate states of the reservations are maintained at
the edge routers (to both reduce the state and the overhead of polic-

ing).

We make two observations. First, though we maintain per-flow
state at the RM, this state is accessed infrequently for verification
purposes. Hence, the communication between the edge routers and
the RM s relatively infrequent. Second, the RM, a single logi-
cal unit, in practice is implemented in a distributed fashion across
different POPs in an ISP (refer to Section 3.3.1 for more details).
Therefore the RM is not a single point of failure.

Every F'id consists of two 16-bit sub-fields: FidIn and FidEg.
All flows that enter or exit at a particular ER are aggregated into
different groups based on their Fiids. The FidIn and FidEg sub-
fields of a flow identify the groups that the flow belongs to at its
ingress and egress ER, respectively. In other words, each of the
subfields (FidIn and FidEg) serves as group identifiers, while
together they form a F'id that uniquely identifies a single flow. Be-
fore an Fid is allocated to a flow, the RM has to check whether the
Fid has been previously assigned to avoid accidental re-use of the
same Fid.

2The Resource Manager (RM) should be located very close to the
collection of edge routers within a given point of presence(POP).
The RM can be implemented as in a distributed manner such that
every POP is associated with a local RM (Section 3.3.1).
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Figure 1: lllustrations: (a) F'id assignments, and (b) aggregate
policing at ingress and egress routers.

Each edge router E'R; a set of M unique group identifiers, denoted
as A; = {xs1, %42, ..., Zim }, Where each member is a 16-bit bi-
nary number and is unique across the set A;. The sets .4; and A;
associated with any two ER; and E R; are mutually disjoint.

Any F'id of an admitted flow should satisfy the following proper-
ties:

1. If the flow is routed from E R to E Ry, then FidIn € As,
and FidEg € Ag.

2. No other flow should have the same F'id.

3. Flows with the same FidIn (or F'idEg) have similar band-
width requirements.

When a new flow from ER; to ER, is admitted, the RM picks a
random x, from A, and a random y, from A, such that the Fid
with FidIn = xs and FidEg = yg4 satisfies the above properties.
This Fid is assigned to the flow, and a new entry with this Fid and
its allocated bandwidth is added to the Fid-Repository (FR). The to-
tal number of flows that can be uniquely identified in this scheme is
K - M? for a particular ingress ER, where K is the total number of
potential egress ERs, each having its own unique set of identifiers.
We assume the admitted flow will send a TEARDOWN message
to the ingress ER when it terminates. The TEARDOWN message
contains the Fid, and its allocated bandwidth. Upon receiving the
TEARDOWN message, the RM updates the FR accordingly and
releases the F'id.

In the example shown in Figure 1, a new flow that arrives at ingress
router ER, is assigned an F'id with the first subfield, FidIn equals
to z, and FidEg equals y. At ER,, the new flow is aggregated
with other flows with the same subfield, FidIn = z, for group
policing. At E R, this flow is grouped with other flows with Fid Eg
=y for policing. Every flow will be policed at both its ingress and
egress ER in two distinct groups, thereby increasing the chances
of detecting misbehaving flows. Every ER maintains only the ag-
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gregate state for each group and hence does not store any per-flow
state.

3.1.2 Explicitly Assigned vs User-Selected Fids

In our approach, we attempt to maximize the level of flow aggrega-
tion without compromising the uniqueness of Fids, thereby mini-
mizing the number of groups to be policed at every edge router(ER).
Explicit assignment has two distinct advantages: First, the amount
of aggregate policing needed to be performed at the router can dras-
tically be reduced. For example, if there are n flows from an ingress
ER to a specific egress ER, an optimal assignment of explicit Fids
can be achieved by maintaining only /n groups at each of the two
routers. We discuss this optimal assignment in the next section.
Secondly, flows with similar bandwidth requirements can be aggre-
gated into a common group to increase the effectiveness of group
policing. It reduces the chances of a small bandwidth mishehaving
flow hiding in an aggregate containing some large bandwidth flows.
This is because it becomes hard to distinguish minor variations of
a large bandwidth flow from large-scale bandwidth violations of a
small bandwidth flow.

On the other hand, if flows were allowed to assume their own Fids,
then it would be necessary to maintain a membership function to
map the random F'ids to a particular group. The cost of performing
an online grouping of flows based on these functions would be very
high because the Fids are continuously changing. Techniques like
Stochastic Fair Blue (SFB) [18] that use random hash functions
cannot be applied because they do not provide an inverse mapping
from group identifiers to actual F'ids. Thus, using SFB alone does
not provide a direct mechanism to verify whether a suspected flow
is truly misbehaving.

3.1.3 Other Challenges

Routing Changes: When a routing change occurs and causes an
active flow to change its ingress or egress points, the previously
assigned F'id may not match the group identifiers in one of the
new ERs or both. Whenever this happens, we can either

1. remark the packets of this flow as best-effort, or
2. contact the RM for re-admission of this flow with the new
endpoints.

Further investigation is needed to understand the performance and
security issues of both approaches.

Meeting Fid Demands: The typical number of simultaneous flows
observed on an ingress link is between 300 and 5000 [19]. It is ex-
pected that 5-10% of these will be latency sensitive applications
and need F'ids. Even if the demand for F'ids increases 10 times in
future, we need at most M = /5000, which is roughly 71 unique
identifiers per A set. Based on the discussion in [32], the total
number of ERs within an ISP, K, is in the order of 500.3 There-
fore, the total number of unique identifiers required for the whole
ISP (M x K) is roughly 35,500 in this case. Allocating 16-bits
(2*¢ = 65536) for each subfield should be more than sufficient for
producing mutually disjoint .A; for all routers.

Security Concerns with identifiers: One important security con-
cern with our Fid assignment is the notion of bogus identifiers.

3 K=number of POPs x number of ERs/pop. Major Tier-1 ISPs
has about 25 POPs in the continental USA and each POP consists
of a few core routers and 10-20 gateway routers.
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Figure 2: Control blocks of DCAP.

An external misbehaving user/application may attempt to create
its own bogus F'id which is valid but has not been explicitly as-
signed by the RM and generate a flow with such an identifier. One
possible way of dealing with bogus identifiers is to use the no-
tion of one-way trapdoor functions. A function f() is said to be
a one-way trapdoor function if it is one-one and easy to compute
while £7*() should be very hard to compute unless given a trap-
door [20]. The classic example of a one-way trapdoor function
is public-key cryptography. Let us assume that the RM and the
ERs within one ISP know a one-way function f() with its corre-
sponding trapdoor, ¢ (not known to the external world). If a flow
is supposed to be allocated an identifier, Fid = FidIn, FidEg,
the actual identifier explicitly assigned to it will be f(F'id) as op-
posed to just Fid. Upon receiving a packet with a flow identifier,
x, the edge router first computes £~ (x) to find the correspond-
ing ingress/egress group identifiers. Since one-way trapdoor func-
tions are very hard to break, this can prevent the problem of bo-
gus identifiers. To avoid replay attacks (using previously specified
identifiers), we can just continuously modify the group identifiers
at all edge routers. However, there are two basic problems with
this approach: (a) computing f~* may sometimes be an expensive
operation especially if public-keys are used. (b) 32-bits in a flow
identifier may be insufficient to perform these operations. A de-
tailed analysis of security concerns of our approach is outside the
scope of this paper.

3.2 DCAP: Detection via Collaborative Ag-

gregate Policing
DCAP is mainly designed for detecting a small number of misbe-
having flows among a large group of admitted flows. There are
three stages in the detection process:

e Perform aggregate policing at both ingress and egress routers
to quickly identify a subgroup that contains the misbehaving
flows,

e Guess candidate flows within the group that violate aggregate
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bandwidth allocation via sampling within a specified time
window, and

o \erify whether these flows are truly misbehaving.

Figure 2 highlights the major control blocks of DCAP. The remain-
ing of this section discusses the technical details of each detection
phase and example pseudo-codes are included in Figure 3.

3.2.1 Aggregate Policing

DCAP deploys traffic policer (TPs) at both ingress and egress ERs
for policing the traffic from admitted flows with the matching group
identifiers (FidIn or FidFEg). Each TP is a collection of continuous-
state Token Bucket Filters (TBF) [9, 36, 30]). A TBF consists of a
counter, which is incremented by the size of each arriving packet,
and decrements periodically by a specific rate, as long as the value
of the counter is positive. Every group identifier, z € A;, is asso-
ciated with a TBF with two parameters, r¢ot and byot, Where roy is
the total average rate of admitted flows and b:.+ is the total burst
size. When a new flow between EFRs and ERg4 with allocated
bandwidth A, is admitted and assigned an F'id, the RM updates
the TPs at both ingress and egress routers. The total acceptable rate
reor fOr the TBF with the matching FidIn and FidEg (at ER,
and E Ry, respectively) is increased by A,.w. Packets that violate
the associated traffic profile are discarded. Each TP keeps track of
the dropped packets and reports the statistics to the RM.

Since the policing at the TP is performed on a group of flows shar-
ing the same 16-bit subfield of F'id, the amount of state information
maintained at the ingress ER is proportional to A, the number of
unique identifiers in the set, .A. Consider an example ISP domain
with K edge routers and M=100. Each ER maintains only 100
pieces of state information, but an arbitrary router can admit up to
K x 10,000 flows with unique F'ids. A per-flow policing scheme
would have require each ER to maintain all K" x 10, 000 states.

3.2.2  Providing Best Guesses
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I pseudo-code excuted by ingress router
PROCEDURE ADC(RECV)
Ilcalled when a RECV message arrives
(A, s ,d) = read(RECV)
/I get the allocated rate, A, ingress and egress point, s and d
if (measured load < bottleneck link capacity):
(FidIn, FidEg) = get_Fid()
/I get unique Fid from RM
r_tot(FidIn) = r_tot(Fidin) + A
/lupdate TBF w/ FidIn with allocated rate, A
update(d, A)
/lcontact egress router d, to update TBF w/ FidEg

/I pseudo-code executed by ingress and egress router
PROCEDURE MONITOR()
for each k in TBF_LIST:
if tot_arrival[k] > r_tot[k]:
send_ALARM(identifier[k])
MICRO(K)
/lif TBF k overflows, send ALARM to RM
Ilenter micro-policing mode

PROCEDURE MICRO(K)
for each flow in TBF[K]:
m[flow] = sample_rate
list = find_top5_flows()
Iist[flow]=(Fid of flow, measured rate of flow)
send_RM(list)

1/ pseudo-code executed by the Resource Manager
PROCEDURE VERIFY(list)
for each flow in list:
if m_flow > (1 + e) A_flow:
penalize(flow)

Figure 3: Pseudo-codes for DCAP mechanisms.

As an example, let a flow with F'id = [f, g] be mishehaving. All
flows with the same FidIn = f will be policed as an aggregate
in the same Token Bucket at the ingress ER, TP, regardless of
what their FidFEg is. If the total allocated rate of FidIn = f is
violated, the affected TP reports f to the RM using an ALARM
message (Figure 2). However, this information alone is insufficient
for pinpointing the exact mishehaving flow, because there can be as
many as K - M flows with the same F'idIn that could potentially
be misbehaving. If the TP at an egress ER FidEg = g also sends
an ALARM message, the RM guesses that a flow with Fid that
contains both f and g as its subfield is misbehaving, and submits
this F'id for verification.

However, a mishehaving flow may not always be detected at both
its ingress and egress ERs. To improve the effectiveness of DCAP,
we introduce a “micro-sampling” mode. Whenever a group TBF
that violates the aggregate rate is identified, DCAP requires the
edge routers to sample individual flows within this group for a dura-
tion of ¢mp. At the end of this period, the associated ER identifies
nmp largest flows, and report their F'ids, along with the sampled
rate, to the RM. Normally the potentially misbehaving flows are
the ones that transmit at a much higher rate relative to other mem-
bers.

In this paper, we consider ¢mp= 5 seconds and n.,,= 5 for perfor-
mance evaluation. With the assumption that the number of misbe-
having flows is relatively small, nm,=5 is reasonable, as shown in
the ns simulations (Section 5). However, fixing a value of n.,;, does
have its disadvantage. It limits the efficacy of the micro-policing in
two scenarios: (a) if the number of large flows is greater than nmp,
and (b) if many small mishehaving flows are hiding in the aggre-
gate after discounting the n.,p, large flows. An alternative solution
is to report all the flows that are “disproportionally” larger than the
rest in the group. We can leverage the fact that flows with similar
bandwidth are aggregated for policing in the same group to com-
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pute the relative “size” of the flows as the following. Let r:.t be
the allocated bandwidth to a traffic aggregate that has » admitted
flows. We estimate the bandwidth requirement of individual flows
as ot /m. All the flows with the sampled rate exceeding 7ot /7
by a large margin (say 5%) are potentially mishbehaving and will be
reported to RM.

3.2.3 \Verifying Misbehaving Behavior

For each reported flow with Fid = [z, y], the RM compares the
allocated rate, A(z,y) with the measured rate m(z, y) reported in
the ALARM message:

m(z,y) < (1+e€)- Az, y) (1)

where e is a hysteresis parameter to absorb transient behavior of
bursty traffic. If the condition in (1) is violated, the flow is con-
sidered misbehaving. e is typically between 0 and 0.05. A counter
associated with this flow is incremented for every such violation of
condition (1). To reduce the probability of false alarm, we intro-
duce a second hysteresis parameter, n, which determines the min-
imum number of violations before a flow is reported as misbehav-
ing. A reasonable range for ) is between one and five.

3.2.4 Hiding in the Aggregate

Although group policing allows our architecture to scale, it limits
the effectiveness of DCAP because a misbehaving flow can “hide”
in the aggregate. This can happen when:

o the aggregate usage of the group is less than the total allo-
cated rate because certain flows are under-utilizing their re-
sources, and

e The mishehaving flow is relatively small compared to other
larger, yet legitimate, flows in a misbehaving group.

To address this problem, we introduce redundancy by deploying a
traffic policer at every egress point as well. By assigning a unique
Fid to every flow, we ensure that no two flows are in the same
group in both the associated ingress and egress ERs. Essentially
every flow is policed in the aggregate at two distinct points to max-
imize the number of mishehaving flows that are detected. Secondly,
we assign flows with similar bandwidth requirement into the same
group (Property 3 of F'ids in Section 3.1.1).

3.3 Other Issues

3.3.1 Implementation of the Resource Manager
Although the Resource Manager (RM) is described as a single log-
ical entity within a domain, it can be implemented as a distributed
architecture across POPs. Every POP of an ISP usually has a fault
monitoring facility to continuously manage the link and router sta-
tus in its network. The additional functions of the RM can be im-
plemented as additional pieces of software that reside in these mon-
itoring facilities. For example, a local-RM of a POP can maintain
part of the domain’s database, by tracking F'ids where at least one
of the FidIn or FidFEg is a valid group identifier of an edge router
within the same POP. For every flow that is admitted, a new entry
with its F'id and allocated bandwidth is created in the partial FR
databases at both its ingress and egress POPs. Similarly, when a
flow stops, we remove the flow’s entry from the local RMs in its
ingress and egress POPs, respectively.
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An alternative model for building a Resource Manager would be to
just distribute the state amongst the edge routers as opposed to ag-
gregating it at specific monitoring points within a POP. This alter-
native model is mainly applicable outside the realm of ISPs where
we cannot assume the presence of any POP structure. (refer to sec-
tion 4.2, for the applicability of this model and DCAP for overlay
networks)

While the alternative model may no longer have the state reduction
property of DCAP (i.e. the nodes will maintain per-flow state),
the nodes still need to perform only aggregate policing. This is
because, the active state at a node (state used for policing flows
on a per-packet basis) is still the aggregate state while the per-flow
state is accessed less frequently.

3.3.2 Penalizing Misbehaving Flows

Once a mishehaving flow is detected, several penalty actions can be
taken against it: e.g., dropping all the packets of this flow, demoting
all its packets to best-effort, or charging more for the connection.
Such a penalty would require keeping some state information at the
edge router, but only for a very small subset of flows that misbehave
(assuming the number of mishehaving flows is small). Our frame-
work can support any of these penalty actions, but for simplicity,
we choose packet dropping as the default. We will not address the
impact of different penalty actions in detail, since the main focus
of this paper is the design of a scalable detection system to identify
and isolate these malicious flows. We also do not consider the ad-
ditional state incurred for containing the malicious flows after they
are identified.

4. APPLICABILITY OF DCAP

In the previous section, we described our solution to the malicious
flow detection within one ISP’s network. In this section, we will de-
scribe different scenarios under which our solution can be applied.
In particular, we will consider 3 specific scenarios: (a) Single ISP
scenario, (b) Policing in Overlay Networks, (c) End-to-end flows
traversing multiple 1SPs.

Until now, we have been vague about the definition of a flow. The
notion of a flow in our work can be more generic than just an end-
to-end connection between two end-hosts. DCAP places three con-
straints on the definition of a flow:

1. Every flow is associated with a unique flow-identifier as spec-
ified by an ISP (refer to Section 3.1 for more details). At a
router, all packets with the same flow-identifier belong to one
flow.

2. All packets of a flow are associated with the same ingress
and egress routers within the ISP’s network.

3. If multiple end-to-end connections have the same QoS re-
quirements and share the same intra-domain path between a
specific pair of ingress and egress routers, they can be treated
as a single flow if the connections originate from the same
customer that is accountable for billing purposes (from an
ISP’s perspective).

4.1 Single ISP Scenario

We will now use the generality in the definition of a flow to show
how DCAP can be used for policing within an ISP. Service Level
Agreements(SLAs) offered by one ISP to another is normally a
complicated agreement, which is carefully worded to address dif-
ferent aspects of performance(latency, bandwidth, loss) at a very
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Figure 4: Supporting Dynamic SLAs between ISPs

coarse granularity. A sample SLA document of a popular ISP is
available online [3]. These SLAs are normally static and negotiated
on a monthly/yearly basis rather than on very small time granulari-
ties.

An ISP can offer to provide transit service between two of its neigh-
boring ISPs. In the simplest case, the transit ISP statically provi-
sions a certain amount of bandwidth between its two neighbors.
DCAP provides a scalable way of extending this notion of SLAs to
a dynamic reservation model within one ISP without making much
modifications to the existing Internet architecture. Figure 4 illus-
trates a simple scenario where ISP Y has four neighbors A,B,C,X.
ISP Y can dynamically provision a certain amount of bandwidth b
from ISP X to ISP A and present the edge router of ISP X with an
Fid and a corresponding bandwidth b. ISP X can potentially insert
this F'id to any packet destined for ISP A (which can be directly
determined from the BGP tables in ISP X*). Similarly, ISP Y can
potentially offer many such Fids of varying bandwidths dynami-
cally to ISP X for each of its other neighbors A,B,C.

DCAP provides a scalable policing model to ensure that the neigh-
boring ISPs do not violate their SLA agreements. However one
may think that such a system can be deployed by simply using
a per-flow or a single aggregate policing model. We argue that
DCAP provides two distinct advantages over both cases in this sce-
nario. First, certain tier-1 ISPs have around N = 500 — 2000
ISPs as neighbors. In the worst case scenario, if each pair of these
ISPs (N x N — 1) setup an SLA through their common neighbor,
per-flow policing may not be a scalable option. Second, between
a pair of neighboring ISPs(say X and A), it may be beneficial for
ISP Y to handle multiple Fids of varying bandwidths rather than a
single Fid of a certain aggregate rate. This offers ISP X the addi-
tional flexibility of partitioning these F'ids offered by Y amongst
its different customers.

4.2 Overlay QoS Provider Scenario

OverQoS [34] and Service Overlay Networks [13] are two recent
proposals to provide some form of end-to-end QoS guarantees us-
ing an overlay network. These architectures enable a third-party to
set up an overlay network and offer customers coarse-level band-
width guarantees. Traffic policing is also an integral component of
these architectures.

The fundamental reason why DCAP would be appropriate for such
overlay architectures stems from the assumption that the entire over-

4If Y peers with A at multiple locations, the traffic from X to A
needs to be diverted along a single egress point of Y to preserve the
semantics of a flow.
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lay is owned by a single administrator. To deploy DCAP, we as-
sume that every overlay node could be a potential egress point and
the F'id allocation is based on the ingress and egress points (en-
try and exit points within the overlay) of a QoS flow. Here, a flow
could either represent a single end-to-end connection or an aggre-
gate pipe for a customer. However, we make one assumption: The
ingress and egress overlay node remain the same during the course
of a flow. This assumption definitely holds for at least the ingress
node since a typical deployment strategy for many overlay-based
solutions is to enable the first overlay node as the default gateway
of an end-host.

An overlay network may not have specific aggregation points to
provide the functionality of a resource manager for a collection of
nodes. Hence, this functionality needs to be distributed across all
overlay nodes (as described in Section 3.3.1).

4.3 QoS across Multiple ISPs

In order to use DCAP as the traffic policing building block for pro-
viding QoS across multiple ISPs, we need to make a few assump-
tions. First, we require an explicit RSVP-like admission control
phase to signal an individual flow’s performance requirements to
the ingress nodes of all ISPs. The ISPs along the path can locally
decide to admit or reject the flow based on the availability of its
network resources. Second, an admitted flow is supposed to carry a
stack of identifiers (one F'id per ISP along the path). Once a packet
of a flow exits an ISP’s boundary, the egress router should strip off
the corresponding F'id from the top of the stack. Third, when a
connection ends, the flow sends its ingress router an explicit mes-
sage (TEARDOWN) to release the resources.

These assumptions also pose as challenges towards deploying DCAP
in a multiple ISP scenario to provide end-to-end QoS. IntServ [11],
having been proposed almost a decade ago is far from being de-
ployed. The presence of multiple ISPs raises a fundamental limita-
tion towards deploying end-to-end QoS.

An alternative aspect currently under investigation is whether SLAs
between ISPs could be composed together for providing some mean-
ing form of end-to-end QoS guarantees. In Section 4.1, we pre-
sented a model of a dynamic SLA that one ISP acts as a transit
provider and offers a pipe abstraction between two of its neighbor-
ing ISPs. Consider a simple scenario of 4 ISPs, AB,Cand D ina
routing path. Assume that dynamic SLAs between A-B-C (i.e. B
offering a transit SLA between A and C) and B-C-D with identifiers
f1 and f5 are already in place. We can compose these identifiers
at the transit point between B and C to offer a pipe abstraction be-
tween A and D. If such a model can be extended end-to-end, we
can potentially offer coarse bandwidth guarantees between various
pairs of stub networks. If such a pipe abstraction between stub
networks is associated with multiple Fids the stub networks is re-
sponsible for allocating these F'ids to the individual flows.

5. PERFORMANCE EVALUATION

In this Section, we evaluate the performance and robustness of
DCAP via simulation study. We first describe our methodology
in Section 5.2, including details on network topology and traffic
generation in our simulations. In Section 5.3, we list the four test
scenarios, which are designed to address specific issues. The results
and detailed discussions of each case are presented in Section 5.4-
5.5.

5.1 Simulation Model: Assumptions
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Figure 5: Simulation Topology

To distinguish between QoS flows and non-QoS flows, we intro-
duce two classes of flows: high-priority and best-effort. We assume
that high-priority flows require statistical QoS guarantees while
best-effort traffic does not receive any performance assurance. Core
routers employ priority queuing to distinguish QoS flows from non-
QoS flows. We use a per-flow reservation protocol like RSVP [8]
to signal individual flow’s performance requirements to the ingress
nodes, which locally admit or reject new flows based on the avail-
ability of the network resources.

There are typically two types of admission control mechanisms:
parameter-based or measurement-based. Measurement-based ad-
mission control (MBAC) algorithms base their decisions on mea-
surements of existing traffic while parameter-based techniques ad-
mit flows based on worst-case bounds of different quality metrics
(delay, bandwidth, loss rate). Therefore, MBACs are best suited
for providing soft real-time service without hard guarantees. Many
MBAC algorithms and principles outlined in [22, 23, 21, 24] can
be applied in combination with DCAP. For our simulation study
and lab prototype reported in this paper, we use the Measured Sum
(MS) algorithm: a new flow arriving at edge router ER and des-
tined for edge router E R, with bandwidth requirement A; is ad-
mitted if:

Ai =+ Ltot (S, d) S R(S, d)

where Lot (s, d) is the total estimated traffic and R(s,d) is the
total capacity reserved for carrying high priority traffic between any
pair of ingress-egress routers, (s,d). R(s,d) could be statically
configured by an ISP based on traffic predictions or dynamically
allocated based on aggregate reservation requests. We assume the
former case in this paper.

5.2 Simulation Setup

We use the ns-network simulator to implement the basic mecha-
nisms of DCAP. The TP® is implemented as a connector in front
of a node, and a time-window estimator is introduced at each input
link to estimate the rate of existing flows. The admission control
module is created as an NsObject and inserted before the ingress
ERs. The various tasks of the RM in our architecture are imple-
mented at the Tcl-level. Our DCAP-patch works for ns-2.1b6.

Since it is infeasible to run large-scale Internet simulations over ac-

5We modify the DiffServ module contributed by Sean Murphy,
http://www:.teltec.dcu.ie/ murphys/ns-work/diffserv/index.html.
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tual networks, we use ns to simulate a simple subgraph of an Inter-
net topology shown in Figure 5 that consists of a set of core routers
(CRs) and egress routers (ERs). The CRs are fully meshed, while
the ERs form stub networks connected to individual CRs. Flows
from host networks enter and exit the network domain through
edge routers, AR0O-ARS8, where they are aggregated for policing
using the DCAP scheme. All routers support priority scheduling
and there is enough buffering for 200 packets at each queue. All
control signaling between the RM (not shown on the figure) and
the ERs is carried in UDP messages.

We are unable to access real traffic traces from Internet backbone
networks because such data is proprietary. Instead, we derive traffic
models based on published results and data sets collected by ISPs
themselves.

The arrival process of the admission-controlled traffic is modeled as
Poisson with arrival denoted as \; (¢). We use the index ¢ to indicate
the time-of-day dependence of the traffic demand as reported in
[16] and [19]. For example, the bandwidth consumption typically
peaks between 10 a.m. and 2 p.m. during the day and shows a dip
from midnight to 3-4 a.m. To reflect the realistic traffic demand,
we introduce + 10-15% changes to A;(¢) at a regular interval of
30 minutes. The traffic distributions from an ingress ER to a set of
egress ERs are based on a random probabilistic model.

We use four kinds of traffic source models in our experiments:

1. We use EXP1 to model a typical Voice-over-1P source. EXP1
has exponential on and off times with an average of 1.004
s and 1.587 s, respectively. This corresponds to a 38.53%
talk-spurt cycle, as recommended by ITU-T specification for
conversational speech [5]. The peak transmission rate is 64
kbps, and the average is 24.8 kbps.

2. EXP2 also has exponential on and off times, but with an av-
erage of 100 ms and 900 ms, respectively. The peak rate
is increased to 248 kbps while keeping the average rate the
same as EXP1, leading to a burstier source.

3. CBRis a constant bit rate source of 64 kbps.

4. PARETO source has Pareto on and off times but the average
rate is the same as EXP1.

EXP1, EXP2 and CBR have exponential lifetimes with an average
of 300s. The flow lifetimes of PARETO sources follow a lognor-
mal distribution with average of 300 s. The aggregation of Pareto
sources is known to exhibit long-range dependencies [37]. For all
four cases, packets are 320 bytes in length.

In our simulations, we assume that each new flow will request for
bandwidth r that is equal to its average rate, regardless of its source
model. The network does not have a priori knowledge on the peak
rate or characteristics of the flows.

5.3 Test Scenarios

As discussed in Section 2.1, there are different performance criteria
in evaluating DCAP as a mishehaving flow detection mechanism.
In particular, we are interested in two events: successful detection
and false alarms. The probability of successful detection Psq is
approximated as the fraction of misbehaving flows that are actually
detected. Similarly, the probability of false alarm P, is the fraction
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of normal flows that are incorrectly reported as misbehaving. Since
the flows are policed as an aggregate, misbehaving flows can cause
packets from complying flows to be dropped. The probability of a
packet being incorrectly dropped, denoted as Pnis, quantifies the
impact of misbehaving flows on end-to-end performance seen by
other member flows.

We study the trade-offs between these different metrics by tuning
the parameters of DCAP. Following the discussion in Section 2.1, it
is more desirable to sometimes miss the detection of a misbehaving
flow (hence lower P.4) than to wrongly penalize the good flows
and hurt their performance. Therefore, the objective of DCAP is to
maximize Psq, while keeping P, and Pp,;s to near zero.

To examine the robustness of DCAP, we simulate four extreme
cases:

Case 1: False Positive Detection

This is a control experiment with zero misbehaving flows to deter-
mine the optimum choice of DCAP parameters to reduce the num-
ber of false alarms.

Case 2: Homogeneous Flows:

This arrangement is similar to Case 1, but now a small fraction, ~,
of the flows are misbehaving. All the flows generate traffic with the
same average rate and have similar characteristics.

Case 3: Mixing Elephants and Mice

Flows generally do not have similar bandwidth requirements in a
real network. Previous studies show that 20% of the flows (known
as elephants) contribute to 80% of the Internet traffic. It is impor-
tant to understand how DCAP copes with such scenario.

In this test scenario, we assign F'ids such that one large flow (the
elephant) and many simultaneous small flows (mice) are grouped
together for policing. The allocated rate of the elephant flow A; is
10 times larger than the allocated rate of a small flow, As. All of
the small flows are compliant, and only the large flow misbehaves.

Case 4: Hiding in the Aggregate

Again, we consider a mixture of one large flow and many simul-
taneous flows like Case 3. However, the large flow is compliant
this time, and a fraction ~ of the small flows are misbehaving. This
is the case in which the small misbehaving flows may survive the
group policing without being detected by hiding in the group ag-
gregate (Section 3.2.4) if we only perform regular sampling.

We repeat each experiment using four different source models: EXP1,
EXP2, CBR and PARETO. For each scenario, the simulation was
repeated 10 times with different random seeds, and the average P4,
Pra, and Piis Was computed. Each simulation ran for 1000s. All
experiments were performed under high load with 20% blocking
probability. A misbehaving source requests allocation for r kbps
but sends traffic at a higher rate, randomly chosen between 1.1 - r
and 1.2 - r kbps (10-20% violation). The average and peak rate for
each source model is the same as described in Section 5.2.

5.4 Results and Discussions

Case 1: False Positive Detection

The experiments in Case 1 are intended for understanding the limi-
tations of the DCAP and its performance sensitivity with respect to
different choices of design parameters. ldeally, none of the flows
should be reported as “misbehaving”, but the transient behavior of
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Figure 7: Case 2: Many small homogeneous flows; a small fraction, v =0.1, misbehave.

bursty traffic could momentarily overflow the Token Bucket Fil-
ters (TBFs) and be interpreted as mishehaving, leading to a “false
alarm”. Figure 6a shows how the choice of bucket size, brgr at the
Traffic Policers (TP) affects the probability of mis-marked pack-
ets, Pmis- A smaller value of brgr is more effective in detecting
misbehaving flows, but there should be enough tokens to allow the
legitimate packets to pass, and keep the Pnis low. Except for the
CBR traffic, Puis is below 0.01 for other source models. When the
brar is set to 6000 using a fixed leaky rate, all the flows (including
CBR traffic) can be policed with losses Pn;s less than 0.005. The
two hysteresis parameters n and e determine under what conditions
a flow is reported as “misbehaving” (Section 3.2.3), but have no
effect on Ppis.

We can relax the condition for DCAP by increasing e and 7, and
this helps to reduce the number of false alarms. Figure 6b and 6¢
study how P, varies as a function of » for e = 0.0 and 0.05. For a
0% tolerance level in DCAP (i.e., e=0), P, decreases gradually as
7 is increased. However, we notice that P, drastically decreases
for all the source models when the tolerance level is increased to
5%. This indicates that P, is more sensitive to e than 7. For the
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rest of the experiments, we choose €=0.05 and brgr = 6000.

Case 2: Homogeneous Flows Scenario

Increasing n causes a delay in reporting misbehaving flows and
may adversely impact the effectiveness of DCAP. We examine this
issue in Case 2. We set the value of ~ (fraction of misbehaving
flows) to be 0.1. Figure 7a and 7b show the variation of P.q and
P, as n is increased from 1 to 10. The effect of n on Psq for
the CBR source is minimal. For the other source models, P.q de-
creases sharply when 7 is increased and the rate of decrease varies
across the source models. From Figure 7b, we can infer that only
in the case of the EXP2 source model is P, sensitive to the value
of n. With n = 1, we can detect most of the misbehaving flows
with EXP1 (79%), CBR (83%) and PARETO (64%) sources with
virtually zero P, . In the case of EXP2, there is a trade-off between
maximizing P.q and minimizing P, as we choose the value for 7.
This indicates that burstier sources are more difficult to detect. The
observed Pnis is between 0.02-0.79%.

We also measured the detection time for each correctly identified
misbehaving flow and plotted the distributions in Figure 7c. With
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Table 1: Case 3: One large misbehaving flow and many small
complying flows. =5, brgr = 6000, € = 0.05.

[Source [ EXPL | EXP2_ | CBR [ PARETO |
P 1.0 10 1.0 1.0
Pra 00077 | 0.027 | 0.012 | 00013
Puis_|| 0003 | 0.00021 | 0.0072 | 0.0037

Péd
©

o
©

°
3

o
o

Probability of Successful Detection,

041

0.‘15 0‘.2 . . . 014
Probability of Malicious Flows, y
Figure 8: Case 4: One large flow (A;) and many small flows
(As); ~ of small flows misbehave.

n = 1, the average detection time is 26.9 seconds, which is less
than 1/10 of the average duration of a flow. 90% of the flows are
detected within 78.9 seconds. When we increase 7 to 5, the average
detection time increases to 33.8 seconds, which is still reasonably
fast. The 90*"-percentile detection time is 80.4 seconds in this case.

The simulations in Case 2 show the basic results of DCAP hold
across different source models. Although long range dependent
traffic like PARETO is harder to detect, we can achieve a reasonable
success rate (0.64) with zero false alarms. The presence of burstier
sources, EXP2, pose challenges to the DCAP scheme, and we need
to choose the value for 7 carefully to maximize P.q while keeping
P, reasonably small.

Case 3: Mixing Elephant and Mice

We have so far considered only homogeneous flows with the same
rates. In the next two cases, we consider an extreme case where
one large flow and many small flows are aggregated together for
policing (Section 5.3). We repeat our experiments for four differ-
ent source models. In Case 3, only the large flow is misbehaving.
The results are summarized in Table 1. For all source models, we
always successfully detect the misbehaving large flow and P, is at
most 0.027.

Case 4: Hiding in the Aggregate

Case 4 addresses the scenario where misbehaving small flows “hide”
in the aggregate with another large flow. The probability of a small
flow being misbehaving is ~. Intuitively, we suspect that detection
is harder in this case, because the misbehaving flows can “steal” the
idle bandwidth allocated to the large flow. Since the traffic policer
can only enforce the total allocated rate, the misbehaving flows may
not be detected. Figure 8 shows the Psq achieved for different val-
ues of  and Table 2 summarize Psq4, Pra and Pp,s for v = 0.1 and
0.5. Surprisingly, we notice that the Ps4 achieved with v = 0.1 for
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Table 2: Case 4: One large flow and many small flows. ~ of
small flows misbehave. n = 5, brgr = 6000, € = 0.05.

[ Source Model [l EXP1 [ EXP2 | CBR [ PARETO |
v=0.1

Psq 0.74 0.43 0.75 0.57

Py, 0.00066 | 0.011 0.0 0.0

Pris 0.0032 0.00016 | 0.0047 | 0.0028 |
~v=0.5

Pgsa 0.61 0.51 0.67 0.39

Py, 0.00067 | 0.025 0.0 0.0

Pris 0.0030 0.00047 | 0.0088 | 0.0022

EXP1, CBR, and PARETO sources are fairly close to the results in
Case 2, where there is no large flow. But for EXP2, the success rate
is significantly smaller (Ps4=0.43 in Case 4 as supposed to 0.54
in Case 1). When ~ increases, the success rate Psq decreases for
EXP1, CBR and PARETO source models. With EXP2, P.q fluctu-
ates as we vary ~, and is actually higher at v=0.5 than v=0.1. This
is because the active cycle of EXP2 is very short (10%), and can
easily go undetected if it coincides with the idle period of the large
flow. However, when the fraction of misbehaving flows increases,
there is an increased likelihood that some of the misbehaving flows
will synchronize or overlap in their active cycles, leading to over-
flow of the TBF at the traffic policer. When the aggregate rate is
violated, all the flows sharing the same subfield (F'idIn or FidEg)
will be monitored individually (micro-monitoring) and the misbe-
having flow can be correctly identified. The probability of false
alarms P, and mis-marked packets Pu,;s are negligible in this case
across different values of + and source models.

5.5 Further Sensitivity Analysis

So far, we have been considering flows with homogeneous source
characteristics in our simulations. The next experiment uses a ran-
dom mixture of the four different source models (EXP1, EXP2,
CBR and PARETO), each with different peak rates, idle times and
burst times. Each arriving flow chooses among these source mod-
els at random. We repeat the experiment in Case 2, with n=1 using
heterogeneous flows (HET), and compare the results with Case 2
where homogeneous flows are used. Results are summarized in Ta-
ble 3. With HET sources, the success rate P.q is lower than all
the other homogeneous source models, but the differences in P,
and Pns are negligible. It is difficult to tune the hysteresis or TBF
parameters to optimize the overall performance since the source
characteristics are not known a priori.

We repeat the Case 2 experiment using the EXP1 source with the
following modifications:

a. DCAP without micro-policing mode, and

b. DCAP deployed at ingress ERs only.

Results show that only 23% of misbehaving flows are detected in
(@), and 53% in (b), which is significantly lower than 79%, when
DCAP is deployed at both ingress and egress ERs (Figure 7).

6. IMPLEMENTATION

In this section, we provide a brief description of a DCAP proto-
type implemented on top of the Click modular router [25]. We
use this implementation to evaluate certain performance metrics
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which could not be accurately quantified through simulations. One
such important metric is the overhead incurred at an edge router by
adding DCAP control functionalities. The current implementation
works on Linux 2.2.16 and 2.2.17 kernels.

6.1 Overview of Prototype

Click is a Linux-based software router, and is assembled from packet
processing modules called elements. Individual elements imple-
ment simple router functions like packet classification, queuing and
scheduling. We extend the Click router to support three additional
elements: the traffic policing (TP) unit, the reservation agent(RA),
and DCAP agent. The RA s responsible for directing flow requests
to the Resource Manager (RM) and forwarding responses from the
RM to the client. The TP is implemented as a set of token bucket
filters to police admitted flows. When a specific group of aggre-
gate traffic exceeds its allocated threshold, an alarm is sent to the
DCAP agent, which then handles the micro flow policing and ver-
ification process to identify the misbehaving flows as described in
Section 3.2.

The communication between the Click router and the Resource

Manager is performed through SNMP. In order to enhance the through-

put of the Click router, we reduce the number of context switches
required for processing the control packets from the RM by batch-
ing the messages from the RM to the Click router.

6.2 Experimental Setup

Using our DCAP prototype, we measure the performance overhead
of adding the Reservation and Monitoring agents in an edge router.
To quantify this overhead, we compare the maximum throughput
obtained from our implementation to a basic implementation of
Click which did not contain any of the monitoring tools (hereafter
referred to as default Click). This experiment helps provide insights
as to whether it is practical to deploy DCAP.

For evaluation purposes, we set up our own cluster of machines
over a 10.0.0.0/24 network. The throughput measurements depend
on the configuration of the network testbed and the machine imple-
menting the Click router. For studying the performance, we restrict
ourselves to the communication between the RM and one edge
router (implemented on top of Click). The machine running the
Click router has the following configuration: Pentium-111 650 Mhz,
3com 3¢905 Ethernet controller. We use one other machine with a
similar configuration as the RM. We used four other machines as
sources and sinks of traffic. All these machines are connected to
a backbone router using 100 Mbps connections. The router is a
Bay Networks Accelar-1100B router with the capacity to support
16 100 Mbps Ethernet ports. The traffic statistics was periodically
sent to the RM every 100ms. We modified Mgen [2], a publicly
available traffic modeling software, to generate traffic for our ex-
periments.

Table 3: Comparisons between heterogeneous and homoge-
neous source models: v = 0.1, brgr = 6000,¢ = 0.05.

Source || HET EXP1 EXP2 CBR PARETO
Model

n=1

Pyq 0.55 0.79 0.73 0.83 0.64

Pra 0.0 0.0 0.14 0.0025 | 0.0
Phis 0.0030 || 0.0028 | 0.00016 | 0.0079 | 0.0031
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Table 4: Average Performance Reduction vs number of flows

Number of flows | Reduction in Throughput(%)
< 300 <0.1
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Figure 9: Response Time of Flow Allocation for varying loads

6.3 Experimental Results

In our first experiment, we measured the maximum throughput of
our implementation at different loads and compared it to a default
Click router. A basic flow in our setup has a bandwidth of 80 kbps
and a packet size of 1024 bytes. As the number of flows increases,
the amount of policing and state needed at the edge router also
increases.

Table 4 shows the average reduction in the throughput of the access
router for varying number of flows. We make two observations.
First, the overhead incurred due to DCAP, i.e., the percentage of
throughput degradation from default Click, is small. The maximum
throughput difference observed in all our experiments is 5% and the
average degradation is much smaller than this. Second, we notice
that the throughput of the Click router saturates in our system at
around 400 flows. Beyond 500 flows, we observed packet drops in
the network interface.

In the second experiment, we measured the response time for flow
allocation at different loads. We achieved a particular load in the
system by maintaining a constant number of active flows and send-
ing dummy flow requests to the Click router from the Traffic gen-
erator. There are three stages in the process of obtaining a response
for a flow request: the RA in Click forwards the request to the RM,
the RM performs admission control on the flow, and the RM sends
the response to the requesting entity through the RA.

In Figure 9, we plot the cumulative distribution of the response time
at three different loads: 200 flows (small load), 400 flows (satura-
tion point) and 500 flows (high load). From the graph, we can
observe that the mean response time increases as the load increases
and the CDF shifts to the right. In all our experiments, we ob-
serve a minimum response time of 2.5 ms and a maximum of 7.2
ms. Our results indicate that the standard deviation of our response
time is high. This can be attributed to the batching of responses
at the RM and timer-based processing of flow requests at the Click
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router. However, this variance is tolerable since the mean response
time is small.

7. CONCLUSIONS

Although detection of misbehaving flows has been recognized as
an important aspect of resource control, a practical and scalable
way of implementing it has not been studied in great detail. This
paper proposes a new scheme called DCAP (Detection via Collabo-
rative Aggregate Policing) for policing incoming flows and detect-
ing misbehaving behavior without requiring per-flow state mainte-
nance at any edge routers. By aggregating flows for group polic-
ing, DCAP only requires O(+/n) state maintenance at edge routers
(where n is the number of flows), which is substantially better than
previous approaches. Extensive simulations show that DCAP is ef-
fective and robust across a variety of source models and extreme
cases. For the EXP1 source (\VolP type), DCAP can successfully
detect 79% of misbehaving flows with almost zero false alarms and
about 0.3% incorrectly-dropped packets. However, further study
is needed to improve the detection of bursty misbehaving sources.
Our approach has significant practical value since DCAP can be im-
plemented with simple per-packet operations in a high-speed line
card on a router. Our prototype demonstrates that DCAP adds min-
imal processing overhead to edge routers.

7.1 Future Work

As part of the future work, we will address the various practical
issues of deploying DCAP in the existing Internet.

Changes to Routers: To deploy DCAP, no changes are required
in the core routers, while the policing and monitoring need to be
added to the edge routers. From our Click implementation, we infer
that the modifications needed to add the extra DCAP mechanisms
in an edge router is minimal. The entire implementation consists of
4463 lines of C++ code. Per-packet operations of DCAP can also
be implemented in hardware.

Alternate Accounting Mechanism: In this paper, we perform reg-
ular sampling during the “micro-policing” phase of DCAP to track
the bandwidth usage of individual flows within a sub-group. In
future, we will consider alternative accounting mechanisms, in-
cluding the scheme proposed in [14], to track the top flows (also
known as heavy hitters) that contribute the most to the traffic within
a group.

Security Issues: In Section 3.1.3, we briefly specified some of the
security concerns (like bogus identifiers) with our solution. While
we have made some in-roads towards addressing some of these con-
cerns, a more detailed analysis of security issues is part of future
work.
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Abstract

Network operators must have control over the flow of traffic into,
out of, and across their networks. However, the Border Gateway
Protocol (BGP) does not facilitate common traffic engineering tasks,
such as balancing load across multiple links to a neighboring AS or
directing traffic to a different neighbor. Solving these problems is
difficult because the number of possible changes to routing poli-
cies is too large to exhaustively test all possibilities, some changes
in routing policy can have an unpredictable effect on the flow of
traffic, and the BGP decision process implemented by router ven-
dors limits an operator’s control over path selection.

We propose fundamental objectives for interdomain traffic engi-
neering and specific guidelines for achieving these objectives within
the context of BGP. Using routing and traffic data from the AT&T
backbone we show how certain BGP policy changes can move traf-
fic in a predictable fashion, despite limited knowledge about the
routing policies in neighboring AS’s. Then, we show how opera-
tors can gain greater flexibility by relaxing some steps in the BGP
decision process and ensuring that neighboring AS’s send consis-
tent advertisements at each peering location. Finally, we show that
an operator can manipulate traffic efficiently by changing the routes
for a small number of prefixes (or groups of related prefixes) that
consistently receive a large amount of traffic.

Categories and Subject Descriptors

C.2.2 [Computer-Communication Networks]: Network Protocols—
Routing Protocols; C.2.3 [Computer-Communication Networks]:
Network Operations—Network management, Network monitoring,
Public networks; C.2.5 [Computer-Communication Networks]:
Local and Wide-Area Networks—Internet

General Terms

Measurement, Performance

1. Introduction

Operating a large IP backbone requires continuous attention to
the distribution of traffic over the network. Equipment failures and
changes in routing policies in neighboring domains can trigger sud-
den shifts in the flow of traffic. Flash crowds caused by special
events and new applications can also cause significant changes in
the load on the network. Network failures and traffic fluctuations
degrade user performance and lead to inefficient use of network re-
sources. Network operators adapt to changes in the distribution of
traffic by adjusting the configuration of the routing protocols run-
ning on their routers. Additionally, routing configuration changes
are often necessary after deploying new routers and links. Develop-
ing effective techniques for adapting routes to the prevailing traffic
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and topology has been an active area of research and standards ac-
tivity during recent years [1, 2, 3, 4]. Previous work on traffic engi-
neering has focused predominantly on Interior Gateway Protocols
(IGPs), such as OSPF, IS-IS, and MPLS, which control the flow of
traffic within a single Autonomous System (AS).

In practice, though, most traffic in a large backbone network tra-
verses multiple domains, making interdomain routing an important
part of traffic engineering. We motivate the need for interdomain
traffic engineering with three examples:

o Congested edge link: The links between domains are com-
mon points of congestion in the Internet. Upon detecting an
overloaded edge link, an operator can change the interdo-
main paths to direct some of the traffic to a less congested
link.

e Upgraded link capacity: Operators of large IP backbones
frequently install new, higher-bandwidth links between do-
mains. Exploiting the additional capacity may require rout-
ing changes that divert traffic traveling via other edge links
to the new link.

e Violation of peering agreement: An AS pair may have a busi-
ness arrangement that restricts the amount of traffic they ex-
change; for example, the outbound and inbound traffic may
have to stay within a factor of 1.5. If this ratio is exceeded,
an AS may need to direct some traffic to a different neighbor.

The state of the art for interdomain traffic engineering is ex-
tremely primitive. The IETF’s Traffic Engineering Working Group,
which has focused almost exclusively on intradomain traffic engi-
neering, recently noted that interdomain traffic engineering “is usu-
ally applied in a trial-and-error fashion. A systematic approach for
inter-domain traffic engineering is yet to be devised” [1]. Opera-
tors make manual changes in the routing policies without a good
understanding of the effects on the flow of traffic or the impact on
other domains.

Ultimately, this ad hoc approach to interdomain traffic engineer-
ing must evolve into mature, well-tested guidelines and mecha-
nisms. This paper is a first step in that direction. Recent previous
work has presented a high-level overview of interdomain traffic en-
gineering [5] and described the traffic data that must be measured
to perform interdomain traffic engineering [6]. In addition, several
commercial products help large campus and corporate networks
balance load over connections to multiple upstream providers [7];
however, these products do not address the challenges of traffic en-
gineering for large ASes in the core of the Internet. Our work is
the first to propose fundamental objectives for interdomain traffic
engineering, as well as specific guidelines for service providers to
achieve these objectives within the context of BGP. We argue that
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the guidelines we present are practical by characterizing traffic and
routing data from a large, tier-1 IP backbone.

Neighboring ASes use the Border Gateway Protocol (BGP) to
exchange routing information to provide end-to-end connectivity
between hosts in different domains [8, 9, 10]. Each BGP advertise-
ment announces reachability to a destination prefix that represents
a block of IP addresses. Each advertisement includes a list of the
ASes in the path, along with several other attributes. The routers
in each AS apply local routing policies that manipulate these at-
tributes to influence the selection of the best route for each destina-
tion prefix and to decide whether to propagate this route to neigh-
boring ASes. Operators affect the flow of traffic by tuning the local
routing policies that affect the selection of the best path for a des-
tination prefix. Choosing the appropriate configuration is difficult
since it depends on the network topology, the IGP parameters, the
BGP advertisements from neighboring ASes, and the current traf-
fic patterns. Our work focuses on the impact of BGP policies on
the flow of traffic leaving an AS at the egress points that connect
to neighboring domains. Some traffic engineering tasks necessitate
changes to how traffic enters the network. However, controlling
how traffic enters the network in a predictable way requires coor-
dination with neighboring domains [1]. The results of our analysis
of outbound traffic can be applied by the neighboring ASes to in-
fluence how traffic enters the network.

Interdomain traffic engineering is significantly more complicated
than intradomain traffic engineering. While IGPs select paths based
on link metrics, such as static weights or dynamic load informa-
tion, BGP advertisements do not explicitly convey any information
about the resources available on a path. BGP routing policies are
complex and depend on a variety of factors, such as the commer-
cial relationships with neighboring ASes [11]. The selection of
the best path for each prefix depends not only on the routing poli-
cies but also on the advertisements sent by neighboring domains.
Operators have, at best, indirect influence on BGP path selection.
In fact, changing the BGP policy in one AS may alter the adver-
tisements propagated to neighboring domains, which may inadver-
tently affect how traffic enters the AS. The constraints that BGP
imposes on making “good” routing decisions makes moving to a
radically different interdomain routing paradigm desirable, but ex-
tremely difficult in practice. Rather than proposing a new routing
protocol, our analysis identifies ways to support traffic engineering
within the existing BGP framework.

Router vendors support a wide variety of configuration com-
mands that provide significant flexibility in specifying BGP poli-
cies. Selecting the right policy changes for a particular traffic-
engineering task is challenging, especially for service providers
that have many connections to neighboring domains. Our study
focuses on developing traffic engineering techniques that achieve
the following objectives:

e Achieving predictable traffic flow changes: Some routing
changes have effects that are difficult to predict in advance,
due to the routing policies in other domains. Our analysis
identifies approaches for tuning policies in ways that have
predictable outcomes and limit the changes seen by neigh-
boring domains.

o Limiting the influence of neighboring domains: Certain prac-
tices, such as sending inconsistent advertisements at differ-
ent peering locations, can have a significant impact on the
path selection process. Our analysis shows how operators
can check for these practices and use BGP policies that limit
their effects.
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e Reducing the overhead of routing changes: Changing the
routing policy may trigger new advertisements that impose
a load on the routers and a delay for converging to a new set
of routes. Our analysis shows that operators can limit over-
head by focusing on the small number of prefixes (or groups
of prefixes) that consistently receive a large amount of traffic.

Although this paper primarily describes how to achieve these ob-
jectives within the context of BGP, these objectives are applicable
to interdomain traffic engineering in general. We discuss our re-
sults for these three objectives after a brief background section on
the BGP protocol and traffic engineering tools and an overview of
our measurement data from AT&T’s IP backbone.

2. BGP Traffic Engineering

This section presents an overview of BGP and the attributes as-
sociated with route advertisements. We briefly describe tools that
could allow operators to adjust the routing configuration to the pre-
vailing traffic.

2.1 Border Gateway Protocol

Internet routing operates at the level of address blocks, or pre-
fixes. Each prefix consists of a 32-bit address and a mask length;
for example, 192.0.2.0/24 represents the 256 addresses ranging
from 192.0.2.0 to 192.0.2.255. An IP router constructs a forward-
ing table that is used to select the output interface for each incom-
ing packet, based on the longest-matching prefix for that destina-
tion address. Routers in different ASes use BGP to exchange up-
date messages about how to reach different destination prefixes. A
router sends an announcement to notity its neighbor of a new route
to the destination prefix and sends a withdrawal to revoke the route
when it is no longer available. Each advertisement includes a num-
ber of attributes about the route, including the list of ASes along the
path to the destination prefix. Before accepting an advertisement,
the receiving router checks for the presence of its own AS number
in the AS path to detect and remove routing loops.

A router may receive routes for the same prefix from multiple
neighboring ASes. The router applies import policies to filter un-
wanted routes and to manipulate the attributes of the remaining
routes. Ultimately, the router invokes a decision process to se-
lect exactly one “best” route for each destination prefix among
all the routes it hears. The router then applies export policies to
manipulate attributes and decide whether to advertise the route to
neighboring ASes. In addition to exchanging BGP messages with
neighboring domains, an AS may use internal BGP (iBGP) to dis-
tribute routing information among its routers. Ultimately, every
router must select a single best route for each prefix among the
advertisements from the various external BGP (eBGP) and iBGP
neighbors.

BGP advertisements can include numerous attributes [9], and the
BGP decision process implemented by router vendors has several
steps, which proceed in order and sequentially eliminate candidates
for the best route [12, 13, 14]. To simplify the discussion, we focus
on five main steps in the selection process:

1. Highest local preference: Prefer routes with the highest local
preference, assigned by the import policy and conveyed to
other routers via iBGP.

2. Shortest AS path: Prefer routes with the shortest AS path
length, as conveyed in the BGP advertisement.

3. eBGP over iBGP: Prefer routes learned via eBGP over routes
learned via iBGP, since leaving the AS directly is preferable
to traveling through the AS.
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Figure 1: Flow of traffic from ingress routers to the egress links.
Each node represents a router within the AS. Routers with the
same shading have the same closest egress point.

4. Lowest IGP metric: Prefer routes with the smallest intrado-
main (IGP) metric to reach the next hop. This enables each
router to select its “closest” exit point.

5. Lowest router ID: Prefer the route learned from a router with
the lowest identifier, as conveyed during BGP session es-
tablishment. This step breaks ties between routes that are
equally good after the previous steps have been applied.

We primarily focus on how operators can assign local preference
to influence the first step of the BGP decision process; router con-
figuration languages provide operators with flexibility in assigning
local preference based on the destination prefix, the AS path, and
other BGP attributes. Our observations also apply to other BGP at-
tributes, such as the origin type and the multiple-exit discriminator
(MED), as discussed in the Appendix.

2.2 Traffic Engineering Tools

The construction of the forwarding table at each router depends
on the complex interaction of BGP routing policies, the distribu-
tion of update messages via iBGP, and the IGP parameters. Over
time, each router receives eBGP messages from neighboring do-
mains and iBGP messages that report the best routes seen at other
routers in the AS. The routers also participate in an IGP that af-
fects their selection of the best path, as well as the route through
the domain to reach the BGP next hop. Figure 1 shows a collection
of routers that select different routes toward a destination prefix
reachable via ASes A and B. Each router selects a route with the
“closest” egress point, based on the IGP weights. Modeling the
impact of interdomain routing on the flow of traffic in the network
requires a way to separate the roles of BGP policies and IGP param-
eters in the construction of the forwarding table. It also requires a
way to capture how the asynchronous exchange of eBGP and iBGP
messages affects the selection of the best path at each router.

Operators can use tools to predict the influence of changes to
the BGP policies and IGP weights on the flow of traffic', as shown
in Figure 2. The first module [17] captures the first three steps of
the BGP decision process that do not depend on the IGP weights.
For each prefix, this produces a set of egress points, where the final

I The use of these tools rests on the assumption that the inputs are relatively
stable. The operator controls the import policies and the IGP weights, and
topology changes occur only in response to unexpected failures and planned
maintenance/upgrades. Although the BGP updates from other ASes change
over time, the BGP routes for most prefixes stay the same for weeks at a
time [15]; the BGP routes for the most popular prefixes are especially sta-
ble [16]. In addition, we envision that operators would not need to change
BGP policies all that frequently—only in response to significant changes in
the topology or traffic demands.
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selection of the closest egress point may vary at different routers in-
side the AS, as shown in Figure 1. The second module [4] captures
the selection of the closest egress point, based on the IGP cost and
the router ID tie-break (steps 4-5) for each router in the domain;
this module also identifies the IGP path(s) associated with the min-
imum cost. Together, the two tools predict the how traffic would
flow through the AS for each ingress point and destination prefix.
By combining this information with traffic measurements from the
ingress points [18], the tools can predict how a change in routing
configuration would influence the load on each link in the domain.

However, to use these tools effectively, operators must first be
able to identify good candidate changes to the routing configura-
tion. BGP is a policy-based routing protocol that provides substan-
tial flexibility in matching and assigning the attributes in the adver-
tisement messages. This is important for two main reasons. First,
the search space of changes to BGP policies and IGP weights is ex-
tremely large—far too large to explore exhaustively. Second, BGP
permits operators to make ineffectual or even harmful changes in
an attempt to shift traffic from one path to another. Making these
kinds of changes in the operational network can cause significant
degradation in user performance, and trigger unnecessary routing
updates throughout the Internet. Experiments with routing changes
should be conducted outside of the network, using accurate tools to
predict the effects. Still, it is important to avoid spending valuable
time exploring innumerable changes to BGP policy in the tool. In
this paper, we identify effective and efficient ways to tune the BGP
import policies for traffic engineering.

3. Measurement Data

Effective traffic engineering requires an understanding of the net-
work paths and traffic volume associated with each destination pre-
fix. This section describes the collection of BGP routing tables and
flow-level traffic measurements from the routers that connect the
AT&T backbone to other large providers.

3.1 BGP Routing Tables

Ideally, the operator would have a complete, up-to-date snap-
shot of all of the BGP updates heard from eBGP neighbors, which
would enable the operator to precisely determine how a change
in import policies would affect the routing decision made by each
router. However, acquiring a timely view of all of the BGP update
messages in the network may be difficult. Ideally, IP routers would
be able to provide a continuous feed of all of the routes (both best
and alternate paths) as they arrive, but this feature is not universally
available. An alternate approach is to extract the set of paths from
the BGP routing table (the Routing Information Base) from each
router at the edge of the network. A simple script can connect to
each router and issue a command to dump the current routing ta-
ble (e.g., “show ip bgp” in Cisco I0S). Figure 3 shows an example
line in a BGP routing table. The entry lists a single route for prefix
38.138.55.0/24 that was learned via iBGP (the “i” before the pre-
fix) and has a next-hop IP address of 192.168.0.10. The routing
table entry includes other attributes such as the multiple-exit dis-
criminator (MED) value (2130), local preference (100), AS path
(1701 17031), and the origin type (“i”” for IGP). The “>" symbol
indicates that this is the router’s “best” route for this prefix.

Using routing tables to extract all paths to a prefix imposes two
limitations on the quality of the data. The first limitation concerns
the consistency of the data. Dumping the entire routing table im-
poses a load on the router, making it impractical to collect these ta-
bles very frequently. In fact, since routing table dumps do not occur
instantaneously, the state of the table may change during the dump
itself; most router implementations avoid this problem by defer-
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Figure 2: Predicting the impact of BGP policies and IGP weights on the flow of traffic.
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Figure 3: Example BGP routing table entry for prefix 38.138.55.0/24

ring changes in the routing table until the dump is complete. Table
dumps may not occur at exactly the same time across all routers,
thus causing occasional inconsistencies in the network-wide view
of the routing choices. The significance of these issues depends
on how often routing changes occur relative to the frequency of
the routing table dumps. Given that many routes are stable for
days or weeks at a time [15, 16], these types of inconsistencies are
likely uncommon. However, a live feed of BGP updates from each
router would provide precise information about the routes available
to each router at a particular time and would eliminate this concern
entirely.

Relying on routing tables can adversely affect the completeness
of the routing information. The routing table represents the collec-
tion of routes affer the import policies have been applied. Hence,
the table does not include any routes filtered by the import policy.
Since we do not try to model changes in the filtering policy, this
is not a significant limitation. Each routing table entry includes
attributes such as local preference, origin type, and MED after ma-
nipulation by the existing import policy. This does not preclude
experimenting with different import policies that change the assign-
ment of local preference or origin type, or that reset the MED value.
Finally, routing table entries such as the one shown in Figure 3 do
not include the community values included in the BGP advertise-
ment. As such, these BGP tables are not useful for experimenting
with import policies based on communities. Despite these short-
comings, the routing table data is sufficient for evaluating policies
that set local preference based on the prefix and AS path.

We collected BGP routing tables from routers that connect the
AT&T backbone to other large providers and extracted the routes
for each prefix. We focused on the routes learned via eBGP and ig-
nored the routes that were propagated from other routers via iBGP.
To focus on routes that traverse the peering links, we excluded pre-
fixes that are reached directly by connections to customers of the
AT&T backbone. Suppose a prefix has routes learned from both
customers and peers. If the customer route has a high local prefer-
ence, then we do not include any of the routes for this prefix in our
analysis, since traffic to this prefix should travel via the customer
link(s) rather than peering links. On the other hand, if the customer
route has a low local preference (indicative of a backup route), then
we include the routes learned from peers, since traffic to this prefix
should travel via peering links rather than customer links.

3.2 Flow-Level Traffic Measurements

The influence of changes in BGP import policies depends on the
amount of traffic that moves to new routes. Our analysis draws
on daily summaries of the traffic leaving the AT&T backbone via
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peering links. The data were collected using Cisco’s Netflow fea-
ture [19]. Netflow produces a single measurement record for each
“flow”—a group of packets that match in key IP and TCP/UDP
header fields and appear close together in time. Each Netflow
record includes the start and finish time of the flow, the number
of bytes and packets, the source and destination IP addresses, the
mask length for the longest-matching prefix in the forwarding table,
the TCP/UDP port numbers, and several other fields. The routers
that connect AT&T to other large providers are configured to run
Sampled Netflow [20], which performs one-out-of-/N' sampling of
the packets before constructing the flows. This reduces the packet
handling overhead and the number of flow records, at the expense
of a reduction in accuracy.

The routers in each Point-of-Presence (PoP) were configured to
send the measurement records to a dedicated collection machine.
Each collection server was configured to aggregate the flow-level
records to compute the volume of traffic for each destination prefix
on an hourly time scale. Each flow-level record was associated
with a destination prefix based on the destination IP address and the
mask length. The collection server was configured to aggregate the
measurement records separately for inbound and outbound traffic.
Each Netflow record includes identifiers for the input and output
links that carried the traffic for the packets in the flow. These links
can be classified as edge and core links, based on a snapshot of the
network topology. Outbound traffic travels from a core link to an
edge link, whereas inbound traffic travels in the opposite direction.

The collection server corrected for the influence of one-out-of-/V
sampling at the router by multiplying the resulting traffic volumes
by N. In addition, the collection server applied stratified sampling
to reduce the processing overhead [21]. This sampling scheme fo-
cuses on a subset of the records based of the number of bytes asso-
ciated with the flow. Records for large flows are always included in
the aggregation. Smaller flows are included with a probability pro-
portional to their size; the aggregation applies an appropriate cor-
rection factor to account for the effects of sampling. Together, the
two forms of sampling make it possible to collect and analyze mea-
surement data on a large number of high-speed links. Adjusting for
the effects of sampling produces an unbiased estimator of the vol-
ume of traffic destined to each prefix. The estimates have very low
variance, except for destination prefixes that receive an extremely
low volume of traffic. In the next three sections, we analyze daily
totals of outbound traffic volumes. We also avoid drawing conclu-
sions about the amount of traffic associated with prefixes that have
low (and, thus, potentially inaccurate) traffic volumes.

The Netflow measurements were collected throughout the day on
March 1, 2002 and the BGP routing tables were dumped at approx-
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Figure 4: Neighbor’s behavior upon receiving a new route.

imately 2 a.m. EST on the same day. Additionally, we collected the
same data on April 1, 2002 to verify the results of the analysis. We
parsed and preprocessed the data and stored the results ina MySQL
database. One database table stores the set of eBGP-learned routes
for each destination prefix. Each entry in this table includes the
date of the BGP dump, the associated router, the advertised pre-
fix, the AS path, and whether or not this route was a “best” route
for that destination prefix. A second table stores daily summaries
of the outbound traffic. Each entry in this table includes the date
when the measurements were collected, the associated router, the
destination prefix, and the number of bytes sent outbound to the
destination prefix via that router.

4. Achieving Predictable Traffic Flow Changes

Effective traffic engineering relies on policy changes that have
a predictable influence on the flow of traffic through the network,
which is inherently difficult for two main reasons. First, modify-
ing the import policies may cause the AS to change its choices for
best routes, and thus send new routing advertisements fo neighbor-
ing domains, which may in turn affect where and whether traffic
enters the AS from these neighbors. Second, small changes in the
advertisements sent by neighboring domains may cause unintended
changes in the selection of the best routes for a destination prefix.
In this section, we show that careful modification of import policies
can control these effects and thus improve predictability of changes
to the flow of traffic.

4.1 Avoid Globally-Visible Changes

When adjusting routing policies, operators should minimize the
impact on the behavior of downstream neighbors. If a policy change
causes neighboring domains to change their behavior (e.g., by se-
lecting a different best route for a prefix), the amount of traffic en-
tering the AS from these neighbors may be unpredictable. Suppose
that a particular edge link is congested and the network operator as-
signs a lower local preference value to some of the routes traversing
the congested link. The new import policy will remove these routes
from the set of possible best routes for these prefixes, thus causing
some routers to direct traffic for these destination prefixes to a dif-
ferent route via a different egress link. Moving the traffic reduces
the load on the congested link. However, the affected routers might
advertise a new route to their eBGP neighbors, such as downstream
customers, potentially causing significant changes in the volume of
inbound traffic.

In the example shown in Figure 4, ASes A and B both adver-
tise paths to destinations in AS C. Initially, there are five “best”
routes—two via AS A and three via AS B. Routers on the west
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Figure 5: Cumulative distribution of the number of next-hop
ASes among the shortest AS paths for a prefix. Prefixes that
have advertisements from only one next-hop are ideal candi-
dates for BGP traffic engineering, since policy changes can be
made without changing inter-AS traffic flow.

coast route via AS A and routers on the east coast route via AS B.
Suppose that the leftmost link to AS B is congested (as illustrated
by the dashed line), and the import policy for this egress point is
modified to assign a lower local preference to routes originating
from AS C. After this change, some routers might switch from a
route via the leftmost link to AS B to a route via the rightmost link
to AS A. These routers would advertise the new best path to down-
stream neighbors. Depending on the neighbor’s routing policies,
the new advertisement might cause the neighbor to select a differ-
ent next-hop AS (i.e., another ISP) for reaching this prefix. This
could result in an unpredictable decrease in the volume of traffic
entering the domain at this router. Similarly, the routing change
could trigger an increase in traffic if other neighbors preferred the
(A, C) route over the (B, C) route.

To prevent the effects of routing changes from propagating to
neighboring domains, a network operator should only adjust rout-
ing policies for prefixes for which every potential best route has the
same BGP attributes (except for the next-hop IP address, of course).
This approach still gives an operator significant flexibility, because
the operator can route traffic for that destination via any subset of
these advertised routes without affecting the BGP advertisements
seen by neighboring ASes. Depending on the BGP implementa-
tion, downstream ASes may not even receive a new BGP advertise-
ment, since none of the attributes conveyed to eBGP neighbors has
changed (this feature is called non-transitive attribute filtering).

For our data, 47.8% of the prefixes have shortest AS paths with a
single next-hop AS, as shown in Figure 5; these prefixes contribute
over 40% of the outbound traffic. For these prefixes, reducing the
local preference at one peering location would shift traffic to an-
other egress link to the same peer. In some cases, an operator may
need to move traffic from one next-hop AS to another. As shown
in Figure 5, a reasonable fraction of prefixes and traffic have short-
est paths with two next-hop ASes (e.g., if these two ASes share
a common, multi-homed customer like AS C). This is useful for
moving traffic between two neighboring ASes without having to
select routes with different AS path lengths. (The network may
have routes to two ASes via the same egress router. In this case, it
is possible to move traffic between egress links without changing
the traffic flow within the AS.) Although this type of routing change
requires sending a new advertisement to some downstream ASes,
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Figure 6: Cumulative fraction of outbound traffic vs. AS path
length for various next-hop ASes. Assigning a lower local pref-
erence to all traffic destined for certain AS and path length can
have vastly different effects depending on which ASes adver-
tisements are affected.

advertising a route with the same AS path length reduces the likeli-
hood that a downstream AS selects a best path through a different
provider.

4.2 Limit Reaction to Minor Changes

Router configuration languages provide significant flexibility in
assigning local preference values to routes. For example, these lan-
guages allow an operator to assign local preference based on the
destination prefix or regular expressions on the AS path. However,
the import policy has only an indirect affect on the path selection
process. Changes in the advertisements sent by neighboring do-
mains may cause the existing import policies to assign a different
local preference value and shift traffic to or from a particular edge
link. For example, suppose a neighboring domain D advertises a
three-hop AS path “D B C” to reach a particular destination, and
then later changes to the path “D A C”; this may occur for traffic
engineering reasons, similar to the example shown in Figure 4. An
import policy that sets local preference based a specific AS path “D
B C” would assign a different value for a route with the path “D A
C”, which may cause an unintended shift in the traffic associated
with the destination prefix.

Network operators can design import policies that are robust
to small changes in BGP advertisements by avoiding policies that
make such fine-grain distinctions between different AS paths. For
example, suppose a network has several high-bandwidth links to
AS D and one low-bandwidth link. Then, the import policy for
the low-bandwidth link could be configured to assign a lower lo-
cal preference value to certain routes based just on the origin AS
(e.g., C) or even the AS path length. For example, the import pol-
icy could assign a small local preference to all destination prefixes
with three-hop AS paths. This would divert traffic for destination
prefixes with a three-hop (shortest) AS path to other egress points
that have shortest paths with three AS hops. This approach is sim-
ple and does not depend on the exact sequence of ASes in the path.
However, the specific effects of this technique depend on how traf-
fic is distributed over different lengths of AS paths. This may vary
across different next-hop ASes.

A network operator might expect to see differences in the dis-
tribution of traffic over AS path lengths and may have to consider
per-AS traffic patterns when designing policies that are based on
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AS path length. Figure 6 shows the cumulative distribution of out-
bound traffic carried by best paths of different lengths. Each curve
corresponds to the traffic traversing a different next-hop AS, iden-
tified by A, B, C, D, and E; for example, nearly all traffic to AS C
follows a one-hop path, and nearly 70% of the outbound traffic to
AS E travels over a one-hop AS path (where AS E is the next-hop
AS). In contrast, the majority of traffic traveling via the other three
ASes travels on AS paths of length two or three. These differences
stem from the various roles ASes in the Internet can play, as well
as historical and network-specific artifacts (e.g., a single ISP net-
work might consist of multiple ASes). In some cases, an AS hosts a
large number of services and directly-connected customers that do
not have their own AS numbers. This type of network sends traffic
over paths with a single AS hop, as shown in the plot for AS E. In
other cases, an AS is a transit provider for a large number of tier-
2 providers or multi-homed institutions. Outbound traffic to these
types of networks is likely to traverse paths of different lengths, as
shown in the plots for ASes A, B, and D.

5. Limiting the Influence of Neighboring ASes

The routing choices for each prefix depend on the routing adver-
tisements heard from neighboring domains. The common practice
of AS prepending (i.e., repeating an element in the AS path be-
fore readvertising to make the path appear longer) limits the ability
to spread traffic over a large number of egress points in different
parts of the network. In addition, although BGP import policies
can reassign some attributes (such as origin type and MED), other
attributes, such as the AS path, depend on the policies applied in
other ASes. Inconsistencies in the routes advertised via different
eBGP sessions with the same next-hop AS can reduce an opera-
tor’s control over traffic flow. In this section, we quantify these
effects and suggest techniques for increasing control over the flow
of outbound traffic.

5.1 Limiting the Influence of AS Path Length

Even if advertisements are consistent across eBGP sessions to
the same next-hop AS, path length has a significant influence on
the comparison of routes via different ASes. AS prepending in-
creases the length of the AS path by repeating an AS number mul-
tiple times to artificially make a path look longer. Consider an AS
100 that connects to AS 200 and AS 300, as in Figure 7. AS 100
may send a one-hop route to AS 200 and a two-hop route to AS
300 to encourage traffic destined to AS 100 to traverse a route via
AS 200. An AS that connects to these two ASes would receive
routes (200, 100) and (300, 100, 100), perhaps at different loca-
tions in the network. If both routes are assigned the same local
preference, the AS would direct all of the traffic to the (200, 100)
paths. Alternatively, the operator could assign lower local prefer-
ence to the (200, 100) path, which would force all of the traffic to
use the (300, 100, 100) path. Using both paths (via different egress
points in the network) is not possible in general.

We investigated the frequency of AS prepending in the BGP
routing data from the AT&T network. Approximately 32% of the
routes in the BGP tables had some amount of AS prepending. Fig-
ure 9 shows the distribution of the amount of prepending in these
paths. The majority of the paths were extended by one or two hops;
four paths were extended by as many as 16 hops. AS path prepend-
ing contributes to the diversity of AS path lengths, as shown by the
cumulative distribution plot in Figure 10. The majority of prefixes
have AS paths of a single length, and the majority of traffic is as-
sociated with these prefixes. However, about 40% of the prefixes
have paths with different lengths. Most of these prefixes have paths
with just two or three unique lengths. The different lengths stem
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Figure 7: Example of AS path prepending. AS 100 can make a
path look arbitrarily longer to downstream networks (e.g., AS
400) by prepending its AS to the path one or more times.

Figure 8: Shortest AS path length does not always reflect short-
est network distance. A shorter path from Boston to Washing-
ton, D.C. that traverses two intermediate ASes on the way may
be shorter than a path with one intermediate AS that that does
not have a geographically proximal exchange point.

from a mixture of AS prepending and routes with a different num-
ber of unique ASes in the path. In either case, the different lengths
limit flexibility in selecting a set of best routes, since the second
step in the BGP decision process forces all best paths to have the
same length.

While small differences in AS path length restrict routing choices
significantly, they are also not often indicative of the best route
to a particular prefix. As shown in Figure 8, a path from Boston
to Washington, D.C. that crosses two intermediate networks with
conveniently-located exchange points is preferable to a path that
has fewer AS hops, but requires the packets to travel to a distant ex-
change point>. Similarly, a path with fewer AS hops may traverse a
network that is experiencing high latency or loss or contains many
intra-AS router hops. Forcing all best paths to have the same AS
path length may be unnecessarily restrictive. Figure 6 shows that,
for many ASes, the majority of traffic travels over shortest AS paths

2Network operators in Europe face these challenges continually. These op-
erators typically tag transatlantic routes with a particular community value
and assign a different local preference value accordingly.
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Figure 9: Frequency of AS prepending of different lengths for
the 32% of all advertised routes that include some amount of
prepending. Twelve advertised paths were extended by at least
14 hops.
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Figure 10: Cumulative distribution of the number of unique AS
path lengths. Prefixes that have multiple AS path lengths limit
flexibility in selecting a set of best routes.

of length 2 or 3. Furthermore, almost no traffic traverses AS paths
of length 4 or longer.

Consequently, it may be effective to allow the set of best paths to
include AS paths with small differences in length (e.g., having one
2-hop path and one 3-hop path to a prefix, rather than allowing only
the 2-hop path). Coarse-grained AS path length categorization can
be achieved by disabling step 2 of the BGP decision process and
instead assigning local preference ranges based in part on AS path
length. For example, a network operator could assign a range of
local preference values to one-hop paths, another range to paths
of length 2 or 3, and so on. This ensures that AS path length has
an influence on the decision process without imposing the strict re-
quirement that all best paths for a prefix must have the same length.

5.2 Consistent Advertisements from Neighbors

BGP update messages from neighboring ASes have a significant
impact on the flow of traffic through a network. A neighbor AS can
exert influence on how traffic leaves a network by sending incon-
sistent routing advertisements over different eBGP sessions. For
example, suppose that a network connects to AS A at locations on
the east and west coast. If AS A advertises a prefix only on the east
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Figure 11: Distribution of the number of prefixes with the same
routing choices (log-log scale).

coast, then this would force the other network to carry all of the
outbound traffic for this prefix to the east coast. Alternatively, AS
A might advertise the path with a different AS path length or ori-
gin type at different locations. Advertising inconsistent routes can
have a significant and unpredictable influence on the flow of traffic
by limiting the number of possible egress points; in addition, this
practice is often a violation of peering agreements.

We analyzed the routes in the BGP tables to identify paths of
different AS path lengths from the same next-hop AS for the same
destination prefix. All but two peers, which local routing policy
indicated were special cases, advertised consistent AS path lengths
for more than 99% of advertised prefixes. However, our prelim-
inary evaluation shows many instances where a peer advertises a
prefix at some peering points but not others. Some inconsistencies
can likely be explained by the asynchrony in downloading the BGP
tables from the routers; in our ongoing work, we are trying to better
understand the nature of these inconsistencies.

6. Reducing the Overhead of Routing Changes

Traffic engineering involves moving a portion of the traffic in
the network from one link to another. The BGP import policies can
select this traffic based on the prefixes and the attributes in the route
advertisements. An operator could conceivably configure import
policies to manage traffic on a per-prefix basis. In this section,
we first argue that simpler import policies that focus on groups of
related prefixes, such as prefixes with the same routing choices or
the same origin AS, can achieve traffic engineering goals with a
relatively small number of policy changes. Then, we argue that
import policies should focus on the routes to popular destinations
to move large amounts of traffic with a small number of routing
changes. Finally, we discuss how operators can focus on prefixes
(or groups of prefixes) with stable traffic volumes over time.

These three techniques reduce the overhead of routing changes
in several ways. Moving groups of prefixes that carry more traf-
fic eases management overhead by reducing the number of changes
that an operator must make to achieve a task, and setting policies
based on groups of prefixes with stable traffic volumes reduces the
likelihood that an operator will have to be constantly adjusting rout-
ing policies to achieve a certain traffic engineering task.

6.1 Group Related Prefixes

Because a typical default-free BGP routing table contains routes
for more than 100,000 prefixes, exploring all possible combinations
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of import policies is computationally intractable. Furthermore, im-
port policies that are tailored to every prefix at every router would
be extremely complicated to configure and expensive for the router
to apply. Such fine-tuned policies might not remain appropriate
following a shift in traffic or a change in the neighbors’ routing
advertisements.

Many prefixes have the same attributes across all eBGP adver-
tisements from neighboring domains (the routing choices in Fig-
ure 2). For example, a single institution, such as a company or
university campus, may announce a dozen different destination pre-
fixes from a single location. These prefixes tend to have identical
routes in a BGP table at an arbitrary point in the Internet’. Because
many prefix advertisements have the same characteristics, a net-
work operator can effect policy changes for a significant number of
prefixes simply by changing policies based on characteristics in the
routing advertisements (e.g., AS path properties), rather than on the
specific prefix.

To identify groups of related prefixes, we propose a canonical
representation of the routing choices announced by neighboring
domains. Most of the steps in the BGP decision process depend
on the import policy or IGP weights, except for the step based on
AS path length. We classify each prefix based on the routers where
the routes for that prefix were learned, as well as the AS paths that
were learned for each prefix. If several prefixes are advertised to
the same set of routers and, at each router, the routes for those
prefixes have the same AS paths, we say that those prefixes have
the same routing choices. This concept facilitates comparisons be-
tween different destination prefixes and can be useful for predicting
the impact of changes in import policy, since many computations
can be performed once per group of prefixes.

In our data, we find a total of 20, 086 unique representations of
routing choices. Figure 11 shows the distribution of the number of
prefixes associated with each set of routing choices, starting with
the set with the largest number of prefixes. A set of routing choices
is associated with five destination prefixes on average. However,
in some cases, many more prefixes are associated with a particu-
lar routing choice. 2, 142 destination prefixes had exactly the same
set of routing choices, and 88 sets of routing choices were associ-
ated with 100 or more prefixes. Because many prefixes have the
same routing choices, a network operator can affect the routes for
a large group of prefixes by selecting import policies based on the
attributes in the routing advertisements, rather than on each spe-
cific prefix. For example, a network operator can manipulate the
traffic for a group of prefixes by assigning local preference to these
advertisements based on their common attributes, such as AS path
characteristics.

6.2 Focus on Popular Destinations

Defining independent import policies even for 20,000 unique
routing choices is still an unreasonable requirement. Fortunately,
the bulk of the traffic is concentrated in a small fraction of routing
choices. The bottom curve in Figure 12 shows the cumulative dis-
tribution of the proportion of traffic destined to most popular pre-
fixes. For example, traffic destined for the top 1% of the prefixes
is responsible for about 20% of the outbound traffic volume. The
top 10% of prefixes accounts for approximately 70% of the traffic.
These results are consistent with the trends seen in earlier traffic
measurement studies [18, 24, 25]. The results are more dramatic

3Previous work has made similar observations [22, 23]. However, this work
did not consider the volume of traffic associated with these groups of pre-
fixes, and focused on grouping the routes from a single BGP routing table,
rather than constructing an AS-wide view of routing choices across multiple
edge routers.
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Figure 13: Cumulative distribution of traffic for one next-hop
AS at one router. A small number of groups of prefixes with
common routing advertisements are responsible for the major-
ity of outbound traffic.

when we group prefixes with the same routing choices, as shown
by the middle curve in Figure 12. For example, 10% of the sets of
routing choices contribute more than 80% of the traffic. Grouping
traffic by origin AS—the AS that originates the BGP announce-
ment and receives the traffic—produces similar results, as shown
by the top curve. The top 10% of origin ASes are responsible for
approximately 82% of the outbound traffic.

By focusing on the small fraction of prefixes that carry the ma-
jority of the traffic, an operator can manipulate a large volume of
traffic with a small number of routing changes. For example, an
operator who wishes to reduce the load on an outgoing link might
assign a smaller local preference value to the route advertisements
associated with one or more popular prefixes at that router, thus
shifting traffic destined for these prefixes to a different egress point.
That is, each ingress point that is sending traffic to these destina-
tions prefixes via this outgoing link would start sending the traffic
via the next closest egress point with a “best” route. Rather than
moving traffic for individual prefixes, the import policy modifica-
tions based on route advertisement attributes can move the traffic
associated with popular groups of related prefixes. Figure 13 shows
the distribution of traffic for a single egress point (a particular next-
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Figure 14: Proportion of traffic for each group of prefixes for
one next-hop AS at one router. Each group of prefixes carries
a different proportion of total outbound traffic at that router,
providing network operators flexibility in shifting arbitrary
amounts of traffic.

hop AS at one router). Compared to Figure 12, the bottom curve in
Figure 13 shows a more even distribution across the destination pre-
fixes, since each egress point carries traffic destined to some subset
of prefixes. Nevertheless, the top curves show that a few groups of
prefixes carry most of the traffic.

A relatively simple change in import policy can move a signif-
icant amount of traffic to or from a particular egress link. How-
ever, the appropriate amount of traffic to move may depend on the
current link loads. Typically, an operator selects a set of prefixes
to shift based on the current traffic distribution. Figure 14 shows
the proportion of traffic traversing a particular egress point associ-
ated with each origin AS and each set of unique routing choices.
Knowledge about traffic distributions for each origin AS and each
set of prefixes with common routing attributes allows the operator
to identify groups of prefixes associated with a certain proportion
of the traffic and devise changes to import policy that manipulate
an appropriate traffic volume.

6.3 Move Stable Traffic Volumes

Section 6.2 describes how to shift traffic by making import pol-
icy changes that affect the routes taken to groups of destination pre-
fixes. The effects of these types of changes depend on the volume
of traffic traveling to the destination associated with these routes.
Even if the aggregate utilization of the link is relatively stable, the
contribution of individual prefixes or origin ASes can be highly
variable. Figure 15 shows the cumulative distribution of origin
ASes experiencing a particular change in traffic between April 1,
2002 and April 8, 2002. The bottom curve shows the results for
all origin ASes. For example, the point (1,0.7) on the lower line
indicates that 70% of all origin ASes experience less than a 100%
fluctuation in traffic from week-to-week; the remaining 30% of the
origin ASes experience more fluctuation. This amount of variation
would make it difficult to use traffic measurements from one day to
drive traffic engineering decisions on another day. In particular, the
prediction tools described in Section 2.2 would not make accurate
estimations about how much traffic would be affected by changes
in import policies.

Fortunately, by focusing on the groups of prefixes that carry sig-
nificant portions of traffic, a network operator can make the effects
of BGP policy changes more predictable. This is illustrated in the
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Figure 15: Cumulative distribution of origin ASes experiencing
a particular fraction change in traffic from week-to-week. The
graph shows this characteristic both for all origin ASes and for
“popular” origin ASes—those that receive at least 0.01% of the
total outbound traffic. Popular origin ASes tend to be more
stable: only 20% of all popular origin ASes experienced more
than a 50% traffic fluctuation from week to week, even though
45% of all origin ASes experienced such a fluctuation.

top curve in Figure 15, which focuses on the origin ASes that re-
ceive at least 0.01% of the total traffic (“popular” origin ASes). The
graph shows that popular origin ASes tend to have more stable traf-
fic volumes: only 20% of all popular origin ASes experienced more
than a 50% traffic fluctuation from week to week, even though 45%
of all origin ASes experienced such a fluctuation. Graphs for other
pairs of days one week apart show similar trends, which are consis-
tent with earlier studies that show that aggregation results in more
stable traffic loads over time [25]. Thus, network operators should
focus their attention on changing routes for prefixes and groups of
prefixes that are responsible for larger fractions of the traffic. Fine
tuning by moving small amounts of traffic may prove rather diffi-
cult in practice.

Nevertheless, the degree of stability varies across the popular
destinations—certain destinations have remarkably stable traffic vol-
umes, as shown by the left portion of the two curves in Figure 15.
Just over 7% of all origin ASes have a traffic volume that fluctu-
ates less than 5% between the two dates. This amount of fluctua-
tion is arguably small enough to enable the traffic engineering tools
to make accurate predictions of the volume of traffic that would
move from one route to another. Tracking measurement data over
time would allow an operator to identify the specific prefixes (and
groups of prefixes) with relatively stable traffic volumes. The oper-
ator can focus on routes for these destinations when trying to move
traffic from one link to another.

7. Conclusion and Future Work

BGP is a flexible interdomain routing protocol that scales to the
large number of ASes in today’s Internet. However, BGP was not
designed with traffic engineering in mind. The attributes available
in BGP advertisements, the restrictions in the BGP decision pro-
cess, and the constraints imposed by configuration languages all
limit an operator’s ability to tune routing policies to the prevailing
traffic patterns. A network operator can achieve certain traffic en-
gineering goals by making changes to the BGP import policies run-
ning on its routers. Using BGP policies to shift traffic requires ex-
treme care: changes should result in predictable and stable changes
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in traffic flow and minimize the possibility of affecting inbound
traffic volumes. In particular, our analysis suggests that operators
should make policy changes based on large groups of prefixes (e.g.,
groups of prefixes that have a common origin AS, or other common
attributes), limit policy sensitivity to AS path changes by assigning
policies based on AS path regular expression matches, and assign
local preference based on ranges of AS path lengths, rather than
using AS path length as an absolute metric.

The techniques we suggest can be used together to solve real
traffic engineering problems. For example, suppose an operator re-
alizes (say, via SNMP data) that a particular edge link is congested.
First, fine-grain measurement data (such as Netflow) can be used to
identify the destination prefixes responsible for the bulk of the traf-
fic traversing this link; historical measurement data could be used
to determine which of these prefixes have stable traffic volumes.
Next, the operator could analyze the routing data to focus on the
popular, stable prefixes that have a single “best” AS path across all
of the egress points. Then, the operator could consider modifying
the import policy at the congested router to assign a lower local
preference to some of these destination prefixes to divert this traf-
fic to the other egress links. Rather than assigning local preference
directly to each prefix, the operator could inspect the routing data
to select a suitable regular expression on the AS path attribute. Fi-
nally, the operator could test this policy using the prediction tool in
Figure 2 to check how the proposed change would affect the flow
of traffic in the network. In fact, ultimately, the traffic engineering
tools could evolve to automate many of these steps by identifying
specific destination prefixes and import policy changes for the op-
erator.

Interdomain traffic engineering using BGP policies presents many
interesting avenues for future work:

o Traffic stability: The amount of traffic traveling to each des-
tination prefix varies over time. Effective traffic engineering
relies on understanding how traffic stability varies with the
level of aggregation and over time. Section 6.3 makes a few
initial observations about the stability of traffic volumes for
prefixes and groups of prefixes, but a better understanding
about traffic stability could enable operators to make traf-
fic engineering changes with higher confidence. The notions
of “operational constancy” and “predictive constancy” [26]
may be helpful in identifying which kinds of fluctuations in
traffic volume might affect traffic engineering decisions.

o [nbound traffic: In this paper, we have focused on the influ-
ence of BGP import policies on outbound traffic; however,
a complete solution should consider inbound traffic as well.
Since an operator has limited control over how traffic enters
the network (using crude techniques such as AS prepending),
we believe that neighboring ASes should coordinate to gain
a greater level of predictability with respect to how traffic en-
ters each network. We are considering ways for neighboring
ASes to cooperate without revealing their network topologies
and routing policies [27].

e Performance objective: Traffic engineering involves tuning
routing policies based on a target performance objective. The
commercial relationships between ASes impose constraints
and costs based on the volume of traffic exchanged with neigh-
boring domains. In addition, the distribution of traffic after
network failures may also play a role in evaluating possi-
ble changes to the routing configuration. Drawing on earlier
work on IGP optimization, our ongoing work considers new
objective functions that capture the constraints of both in-

Volume 33, Number 5: October 2003



tradomain and interdomain routing, including the influence
of peering agreements.

o End-to-end performance: Changes in BGP policies affect the
end-to-end path from a source to a destination which, in turn,
influences performance. We are investigating ways to collect
information about the performance properties of the rest of
the path to help weigh the benefits of different changes in
BGP policies and IGP weights. For example, active mea-
surements that identify congestion problems in other ASes
would lend insight into which policy changes would improve
end-to-end performance.

These ongoing research efforts can draw on and extend the insights
from the analysis of routing and traffic data we have presented.

Appendix

In this appendix, we discuss lower-level details related to the con-
figuration of import policies on BGP-speaking routers. First, we
describe configuration options that operators should enable to make
the BGP decision process deterministic and reduce the overhead of
making changes in import policies. Then, we discuss the influence
of other BGP attributes (besides local preference and AS path) on
the decision process.

A. Router Configuration Options

The traffic engineering framework in Figure 2 of Section 2.2 de-
pends on the ability to predict how BGP import policies affect the
selection of the best route. We discuss configuration options that
an operator should enable to ensure that the BGP decision process
has a deterministic outcome. Then, we describe other configuration
options that enable network operators to modify an import policy
without resetting the BGP session.

A.1 Deterministic BGP Decision Process

Some router vendors have an additional step in the BGP decision
process that occurs between the “lowest IGP metric” and the final
“lowest router ID” steps. This additional step prefers the “oldest”
route—the route that was received the earliest among the ones still
in consideration. Including this step has the desirable effect of fa-
voring the more stable routes over the routes that change frequently.
However, this makes the outcome of the BGP decision process de-
pendent on the order the router receives the advertisements, making
it impossible to predict the selection of the best route from a static
snapshot of the routing choices. Disabling age-based tie-breaking
forces a deterministic selection based on the smallest router ID.
Other BGP features, such as route flap damping [28], can help re-
duce the likelihood of selecting unstable routes.

The MED attribute is another potential source of non-determinism.
As discussed above, the comparison of MED values applies only to
routes learned from the same next-hop AS. As a result, the compar-
ison between routes is not necessarily transitive—route r; being
“better” than route 72 and route r2 being “better” than r3 does not
necessarily imply that route r; is “better” than r3. This can make
the selection of the best path dependent on the order of the com-
parison between paths, as illustrated by a detailed example in [29].
Router vendors recommend enabling the “bgp deterministic-med”
option for deterministic path selection in the presence of MEDs.

A.2 Avoiding BGP Session Resets

A router applies the import policy to filter and manipulate BGP
advertisements as they arrive from a BGP neighbor, as part of con-
structing the Routing Information Base (RIB). After a change in
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the import policy, the router needs to apply the new import policy
to the existing routes learned from the BGP neighbor. However, the
RIB only stores the routes as they appear after import processing
under the old policy, and the old import policy may have filtered
some routes and manipulated the attributes of others. Applying a
new import policy could conceivably require the router to reset the
session with the BGP neighbor in order to receive a fresh copy of
each advertisement. This introduces substantial overhead on both
routers and causes temporary routing instability that could spread
to other parts of the Internet.

To avoid this problem, operators can configure their routers to
store a local copy of each received advertisement. Enabling the
“soft-reconfiguration” feature on inbound routes allows the router
to apply the new import policy without disrupting the BGP session
with the neighbor [30]. Enabling soft reconfiguration has the addi-
tional advantage of allowing operators to inspect or dump a copy of
the received routes (e.g., using the “show ip bgp received-routes”
command on a Cisco router). Dumping the received routes is use-
ful for diagnosing routing problems and provides a more complete
view of the routing choices learned from neighboring domains than
the RIB does. However, the soft-reconfiguration feature has the
disadvantage of consuming additional memory on the router. The
relatively new “route refresh” option [31] in BGP is a viable alter-
native, if the neighbor’s router supports it. This feature allows a
router to signal a BGP neighbor to send a fresh copy of each adver-
tisement without resetting the BGP session.

B. BGP Attributes and the Decision Process

To simplify the discussion, Section 2.1 presented a view of the
BGP decision process that omitted the influence of two BGP at-
tributes, origin type and multi-exit discriminator (MED). The origin
type identifies how the origin AS learned about the route—within
the AS (e.g., static configuration), EGP (a now-defunct distance-
vector protocol), or injection from another routing protocol. These
origin types are known as IGP, EGP, and INCOMPLETE. After
considering AS path length, the BGP decision process prefers IGP
routes over EGP routes, and EGP routes over INCOMPLETE. The
MED attribute is an integer value set by an eBGP neighbor to en-
courage the recipient to pick a particular egress point for traffic.
After considering the origin type and before considering “eBGP
vs. iBGP,” the decision process selects routes with the lowest MED
value. The default behavior in most routers is to compare MED
values only across routes with the same next-hop AS.

We have focused on how local preference assignment influences
the first stage in the BGP decision process. After local preference,
AS path length influences the selection of the “best” routes. Be-
cause origin type and MED affect the next two stages of the deci-
sion process, these attributes may remove some of the routes from
consideration, reducing the set of “best” routes. In some cases, an
eBGP neighbor may require the AS to accept these attributes as
they appear in the advertisement messages. For example, a neigh-
bor may use the MED attribute to override “hot potato” routing,
where an AS can select the “closest” egress point based on the IGP
path costs. Two AS’s may have an agreement in advance to send
and accept the MEDs. Alternatively, an operator may choose to ig-
nore these two attributes by resetting their values in the import pol-
icy. Operators sometimes choose to reset the origin type and MED
values to prevent an eBGP neighbor from using these attributes to
affect the outcome of the decision process.

Alternatively, operators can reassign origin type or MED values
in the import policy to influence route selection. This complements
the influence of local preference on the decision process by giving
an operator control after the selection of the routes with the shortest
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AS path. For example, if an AS has multiple BGP sessions with a
neighboring domain and wants to shed some traffic from an egress
point, an operator can assign a higher MED value (or less preferable
origin type) to some prefixes at this egress point. An operator can
also override the default behavior of limiting MED comparison to
routes with the same next-hop AS. For example, Cisco 10S has a
“always-compare-MED” command that causes the BGP decision
process to compare MED values across all routes, irrespective of
the next-hop AS. For all of these techniques for configuring import
policies, network operators can draw on the insights in the main
body of our paper to decide which traffic they should move between
egress points.

Network operators can employ a variety of other techniques to
influence the decision process. Section 5.1 described how a neigh-
boring domain might employ AS prepending in the export policy to
inflate the AS path length. An operator can use this technique in the
import policy to influence the selection of best routes, effectively
eliminating some routes in the “AS path length” step. Operators
might also use the BGP community attribute to “program” a wide
variety of policies for path selection. A community is an opaque
string that is assigned to a route by an import or export policy. The
import policy could tag a route with a community string to label
whether the route was learned from a peer or a customer, or based
on the geographic location. A network operator can use these tags
to affect the assignment of other BGP attributes or the decision of
whether to export the route to certain neighboring AS’s. For exam-
ple, an operator could use the tags to instruct routers in Europe to
assign lower local preference values to routes learned in the United
States in order to minimize the use of slow (and often expensive)
transatlantic links.
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ABSTRACT

This paper discusses a link layer approach to improving T&P p
formance in the face of periodic network disconnectionstwdek
disconnections are encountered in many scenarios, imgumting
out-of-range in a wireless network, during network handafid
also in the case of Networked Surfaces, a novel LAN techiyolog
which provides the motivation for this work.

A “smart link layer” employing repetition of selected patkat re-

connection time is shown to improve TCP’s utilisation of aadin-

necting network to nearly 100%. This solution is also dertraesd

in the context of a Networked Surface prototype, improvir@PT
performance for both bulk transfers and interactive traffic

The smart link layer solution is lightweight, requiringtlé pro-
cessing and buffering only one packet per TCP connectioms It
therefore easily retro-fitted to existing TCP-capable cesj with-
out modifying the internal operation of those devices.

Keywords
TCP, Disconnection, Link Layer, Mobile Networking

1. INTRODUCTION

The Internet Protocol Suite, in particular TCP/IP, has baean-
away success. However, these protocols were conceived athen
data communications was carried over wired links. Thoses day
are long gone and new environments such as mobile telephnahy a
Wireless LANs are now becoming ubiquitous.

In these new settings some of the original design assungptibn
TCP no longer hold true with respect to the handling of ersoich
as lost packets. This unfortunately results in a large perdoce
degradation in these environments. This is because TCknassu

*Much of this work was done whilst at the Laboratory for Commu-
nication Engineering, which is part of the University of Candge.
fMuch of this work was done whilst at AT&T Laboratories Cam-
bridge.
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all packet loss is due to network congestion, whereas irethets
tings it may be due to a number of factors including momelstari
high link error rates and handoffs of mobile devices betwejn-
cent base stations.

By assuming network congestion is the cause of these efr@iR,
does the wrong thing: it drastically reduces its transmitdeiv
and deploys the slow start algorithm. This results in ursed net-
work bandwidth and applications experiencing increasea/onk
latency. This behaviour has also been observed in netwadnksen
devices can be disconnected, even when the disconnecesdaint
is near the human threshold of noticeability (under 1 seyossl
well as longer durations (e.g. changing a network cable;rute).
Part of the motivation for this work was the development obaah
LAN technology called Networked Surfaces [21] which extsbi
disconnections; details of this technology are discusaetidr in
Section 3. Such disconnections may also be found when using
wireless networking with signal fading (e.g. due to beingtioa
limit of the range available), in wireless handoff scensyior in
other situations where the network access path changesa(esmn
a device is removed from a wired docking station and starts¢o
a wireless network).

1.1 Related Work

Past attempts to address this problem can be neatly divitietvo
distinct camps.

The first group does not attempt to change or modify the TCP pro
tocol, instead using methods such as injecting, removirdptay-

ing TCP packets based on a superior understanding aboutisvhat
happening at the link layer. Snoop [6] looks at this problem i
the context of a wireless lossy link on the periphery of a dimet-
work. It requires that base stations have large memory aowkps-

ing power to store network packets while handoffs take plate
base station also gives local acks and suppresses dupdicise
The "Delayed Dupacks” scheme [23] looks at the same problem
but in the context of a reliable link layer protocol which ackvl-
edges each packet and performs fast retransmission. Ttensys
allows the TCP receiver to delay acks by a set amount and ades n
send them at all if a new packet arrives prior to the timeoUtLIP
(Transport Unaware Link Improvement Layer) [18] also afpésiio
recover from retransmission losses before TCP coarsa-trae-
outs occur. AIRMAIL (Asymmetric Reliable Mobile Access In
Link Layer) [2] uses similar ideas.

The second group focusses on modifying how TCP works. Cac-
eres and Iftode [8] were one of the first to examine the problem
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of disconnected periods affecting TCP, which they founddcouo

simulated channel and analyses the performance chasticieof

during mobile handoff. They propose a system augmenting TCP the algorithms, and Section 6 goes on to determine the mifect

so that, on reconnection, a mobile host would retransmitralrau
of duplicate acks, and so that a fast retransmit mode is attom
cally entered. Other research focuses on the use of praxtestb
isolate the effects of disconnection to a single link. I-T[@Pdoes

ness of the best-performing algorithm on the Networked &erf
platform, under both bulk transfer and interactive traffidtprns.
Finally, Section 7 compares the techniques presentedsrptper
with those in the literature, and Section 8 concludes thepap-

TCP proxying at such a gateway and modification must be made cluding a discussion of future work.

to the non-ideal segment (meaning the wireless side) todwepr
performance. The disadvantage is that end-to-end TCP gieman
are not upheld, in that acks are sent for data which has noalhct
reached the final endpoint. M-TCP [7] also uses a proxy agproa
but maintains end-to-end semantics. It does so by usingettla
acks and by placing TCP in persist mode to avoid losing packet
during handoffs.

Other methods of modifying TCP behaviour use “flags” or con-
trol messages to trigger appropriate responses from T@RnSes
based on this general theme including Explicit Loss Notifica
(ELN) [5], Explicit Bad State Notification (EBSN) [4], Exit
Link Failure Notification (ELFN) [13], Route Failure Notifition
(RFN) [9], as well as an ICMP-based solution [12].

It is also appropriate to summarise the recent efforts ofdsteds
bodies, in particular the IETF, with regard to this probleffhe
Performance Implications of Link Characteristics (PILC)NIng
Group is looking at how the IP Protocol Suite works with diffe
ent types of link layers. The latest draft document from grsup
[16] attempts to characterise links and come up with besttjue
suggestions for system administrators. The disconneptioiolem,
described by that group as recovery from subnetwork outages
addressed by recommending that packets are not discarded du
an outage and an interface (such as those described abops)-be
vided to allow IP and the higher layers to be notified onceitfie |
has been restored. If this is not feasible, it is recommettigiaithe
link layer retains one or more of the packets which could reot b
transmitted during the disconnected period, and retrassimése
packets on reconnection. A similar approach was decidea upo

2. THEEFFECT OF DISCONNECTION ON
TCP

TCP regards all packet losses as indications of congestidrile
working well for wired infrastructure, this has caused mangb-
lems when combined with wireless access, in which channetser
causing dropped packets are more common. Distinguishidg an
coping with such losses in order to make TCP fully utilise sslo
channel has been the subject of much research, as desaritie i
previous section.

However, there are many differences between disconneatiohn
lossy channels, which means that the same solutions mayarkt w
well for both cases. Firstly, in the lossy channel case, dhgi-
ous that discovering the loss and retransmitting quicklgésir-
able. However, with disconnection, retransmissions ateuseful
until the link is re-established. On the contrary, transimgt and
retransmitting packets for a disconnected device is gteednto
be a waste of network bandwidth.

Secondly, the timescales for channel losses and discaongetre
very different, with the former operating on a packet-bym
basis and in the microseconds range, while disconnecticms m
last anywhere between milliseconds and minutes, depeditige
cause. A short disconnection may be due to a Mobile IP handoff
occurring, while a longer disconnection may be due to a modem
connection failing and having to be reconnected. Discotimes
typically last longer than a TCP timeout, while potentiatlging
shorter than the lifetime of a TCP connection.

when the research presented in this paper was begun, in March

2000, and experimental results concerning the performahtés
solution are presented below.

Other recent work in the IETF includes the development of the
TRIGTRAN framework [10]. This proposal, like the PILC one,
involves a mechanism to alert the transport layer about gggn
in individual links along the network path from source totites
tion. Under this scheme, hosts may request notification vifign
ger events such as Connectivity Interrupted, ConnectiRégtored
and Packets Discarded by Subnet occur. However, this woetys
recent and is currently lacking in experimental support.

1.2 Paper Structure

This paper describes the implementation and experimensdli-e
ation of a “smart link layer” to solve the problem of TCP peffo
mance degradation during disconnected periods, as medivat
the introduction of a new type of LAN named Networked Surface
which is prone to disconnections. Section 2 presents the gezP
formance degradation problem in detail. Section 3 thenrdes
Networked Surfaces and presents the motivation behind tnk w
as a whole, as well as the impetus for making the specific desig
choices present in the smart link layer. Section 4 presenlis-a
cussion of the design space for the smart link layer apprcamuth
identifies a number of candidate algorithms for experimental-
uation. Section 5 evaluates these algorithms on a testhied as
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In order to illustrate the detailed effects of disconnetim a run-
ning TCP connection, a simple experiment was conducted ichwh
a file was transferred over a disconnecting link. The TCRctta
occurring in this experiment is shown in Figure 1. As the fegur
shows, the sender does not react to disconnection, anchueati
sending (pointlessly) until its window is full. It then waitor acks,
but times out before any ack arrives and retransmits thepficket.
Retransmission occurs two more times, with an increasingdut
period each time — this is because TCP assumes that the lagk of
sponse is due to the network being congested, and so trieko b
off to let the network recover. When reconnection occursPTC
does not immediately restart, instead continuing to watil its
next timeout. When this happens, the packet gets througisjraa
an ack to be received and further packet transmission tonesu
Note that over 1.5s of connected time was wasted by TCP in this
case.

3. NETWORKED SURFACES

The motivation behind this work is the introduction of a neype

of network, known as Networked Surfaces [21]. This netwark i
based on the use of physical surfaces such as desks to perdbrm
working. Devices such as laptop computers and PDAs can@&cqui
network connectivity by simply being placed on top of suchua s
face, in any position and at any orientation. Networked &e$
can also provide power to devices such as mobile phonesctrey
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Figure 1: TCP File Transfer with Disconnection

TCP traces in this paper are presented as follows.

The vertical lines are transmitted segments, the dots &gg ac

returning. In zoomed-out plots (such as the one above)ethes
are hard to distinguish individually, and appear as slaped
line.

The shaded portions are periods of disconnection. Segments
dropped during these disconnected periods are shown with
crosses.

Segments and acks inserted by the smart link layer (fo be
described) on reconnection are shown with circles and|plus
marks, respectively.

support low-speed devices such as keyboards and sensthegn
can locate devices to within a few centimetres and a few dsgre

The vision behind Networked Surfaces is that they provieebst

of both worlds between wired and wireless paradigms. As with
wired devices, networking is provided at a high bandwidti§g/s

in the first prototype) and does not have to be shared withr othe
devices in a physical space, and electrical power is pravidéthe
same time, the inconvenience and hassle of carrying andcting
cables is avoided, thus providing a very user-friendly emvinent

for mobile computing users.

Networked Surfaces operate by using electrically condegtads

stallation of a NIC's software driver would entail modifizat of
the TCP/IP stack of the device.

One key issue in the usability of Networked Surfaces is tloe fa
that devices are susceptible to occasional disconnecgoree any
movement of a device may cause the connected pads to lose con-
tact. When this happens, the pads must all undergo disctonec
and then re-execute the handshaking protocol before datafér
can resume, a process typically taking between 200ms and<$00
Movement may happen because a user is actively operatirtgthe
vice (e.g. typing); they may therefore be directly incorieaced
by the lack of connectivity (e.g. typing into a remote teraijn
The optimisation of TCP performance in these circumstanges
therefore important to the usefulness of Networked Susfaksiete
that Networked Surfaces dwt suffer from high bit error rates; the
5Mbit/s prototype network offers a bit error rate 15~ '°. They
also do not suffer from link-layer packet loss, as the linjelapro-
tocol used avoids losses due to collisions. For more infiona
see [20].

In considering the implementation of a solution to this peol, a
number of constraining factors are noted. Firstly, thetsmtumust
be applicable to a variety of devices using Networked Sedawh-
ich, as stated above, may not be internally modifiable. Evieanw
programmable, the device may have limited CPU, memory and/o
battery life, so minimal use of resources is important. Téeoad
factor to be considered is that the solution must also rurherdée-
vice acting as IP-level gateway between the Networked Seidad
other networks. A solution which demands high per-conoecti
processing and memory requirements may therefore limiakita
ity of a Networked Surface to supporting many devices, aodish
be avoided. Finally, it is important to be able to commuréoaith
unmodified corresponding hosts, as otherwise the solutioudv
be impractical for reasons of deployability.

These factors (in particular the first two) dictate that aisoh op-
erating externally to TCP/IP is required. Such a solutiased in

the link layer and known henceforth as the “smart link 18yisrlis-
cussed in the next section, where the requirements abolveavi

a strong role in guiding the design decisions made. Furtkser d
cussion on advantages and disadvantages of a link layeoagpr
when compared to solutions modifying TCP may be found in Sec-
tion 7.

4. DESIGN OF THE SMART LINK LAYER
The “smart link layer” augments a traditional link layer @gswith
limited awareness of transport-layer functionality, sattmethods
can be applied in order that TCP connections which haveesitall
during a disconnected period are promptly “kick-startewl’tecon-
nection, i.e. the flow of data is promptly resumed.

on the surface and the base of the device. When a device comedlo illustrate the placement of the smart link layer in thewwek,

into contact with a surface, a handshaking procedure cahses
various conducting paths formed to be assigned to functoch
as ground, power, and networking buses. Disconnectiortés thel
by the custom link layer protocol used, and when it occuesctin-
nected pads are returned to a disconnected state, readynéw a
connection. It is important to note that Networked Surfad€ N
functionality is intended to be added to existing devicasluding
devices which are not reprogrammable, and which therefave h
hardcoded TCP/IP stacks. Even when devices are reprogrialema
e.g. with notebook computers, it is not normally expecteat th-
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a network connection involving a disconnecting link is ae@d in
Figure 2. This diagram shows the general case in which the dis
connection is occurring on an unspecified link somewheréaén t
network path between the end-to-end TCP connection. Irtipeac

it is expected that most disconnections will occur in theesliftks,

e.g. on the access network for a mobile device, such as a Netwo
rked Surface—enabled PDA. It is also possible that disadiores
may be present on more than one link of the network, for exampl
during peer-to-peer transmissions between two Networketh&e
devices.
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For the purposes of the smart link layer solution, the kegtions

in the network path are at either end of the disconnecting these
are represented as “Smart Link” in Figure 2. The smart lirk la
yer operating at these points may modify the network traffia i
number of ways. Network packets in transit for a given connec
tion may be recorded, dropped or modified (the latter beingemo
computationally expensive than the other two as checksuost m
be recalculated). Packets may also be inserted at thests poin
one of two ways; as shown in the diagram, inserted packetsinay
ther be placed in the outgoing queue for the disconnectitkg(tie-
noted hereon as “re-sending” packets), or in the incomingugu
as if they had just been received on that link (denoted heeson
“re-receiving” packets).

One key advantage of a smart link layer solution is that diseo-
tion and reconnection of the link may be automatically detat
these points and may be used to trigger events. This is matitru
general, for an end-to-end protocol, which may not be abéasily
determine link states for individual links on the networltpased.
In order for the smart link layer to force a reaction from timel-e
to-end TCP engines at reconnection time, the obvious meshtod

traffic. While the latter approach gives the maximum flexipito
the smart link layer, allowing it to choose precisely theteo of
its inserted packets to potentially force the quickest T€gdvery,
it is also resource-intensive in that the inserted packaistre
constructed and checksummed by the link layer itself.

In contrast, although the use of pre-transmitted packeisiges
less flexibility, it is also much simpler to implement. Rélety lit-
tle “knowledge” of TCP/IP is required to be duplicated at liiné&
layer, and the computation required to construct valid TE pack-
ets is avoided. In addition, the use of copying assumes lzssta
the particular TCP implementation being used, in that atkyawn
options or parameters present in packets are simply passsiite
out modification. For these reasons, this research focust®ase
of copied packets retransmitted at reconnection time.

The next consideration is the number of packets that shaaleb
peated on reconnection. While it is possible to have a pdigh
as link layer retransmission of all unacknowledged dataesmom-
nection, this would require a large amount of buffer spacay m
result in a large waste of bandwidth (as packets may be stign

insert one or more packets into the network at the moment when ted needlessly), and may interfere with TCP’s own retrassions.

reconnection is detected.

The design space for solutions involving link layer insattiof
packets on reconnection is discussed below. The prioritivate

ing the particular designs discussed is the minimal usesaiunees
such as processing and memory, for the reasons describéé in t
previous section.

4.1 Parameters for Packet Insertion

Irrespective of whether inserted packets are re-sent mraeived,
there are a number of other issues to be solved. In partj¢hkne
is the issue of how the inserted packets are constructedthend
issue of how many packets are inserted.

For the issue of the construction of inserted packets, theréwo
possibilities. These packets may either be copies of padket

For these reasons, only one packet per TCP connection irbdff
Under this policy, a quick “back of the envelope” calculatghows

that the overhead is not burdensome; an access routeredtézh

a disconnecting link would only need 3kb of storage per TOR co
nection; with 100 edge nodes each using 10 active TCP connec-
tions, this would result in a requirement of 3Mb of extra RAM t
implement smart link layer functionality.

The one-packet policy still leaves the possibility for doates of
the buffered packet to be inserted on reconnection. Dupligack-
ets may be useful as they can cause the receiving TCP staémac
to be forced into a fast retransmit mode [15], since the packél
cause duplicate acks to be received. The benefit of repeaadicis
ets is therefore examined experimentally in this research.

4.2 Re-receiving Packets

have already passed through the network (and were recorded b Re-receiving means that the packets are inserted into tioenimg

the link layer), or they may be constructed afresh by the ltxyler,
presumably using information gathered from monitoringvjimas
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queues of the hosts on either side of the disconnecting Whkile
such packets will not traverse the disconnecting link, tmay be
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transmitted across other parts of the end-to-end netwohle. atl-
vantage of this approach is that, in the likely case that theot-
necting link is at the periphery of the network, one of the T«oR
respondents will receive its kick-start very quickly, asmeiwork
latency will be incurred. A key disadvantage of re-recaptithat
such packets are by definition never going to provide theviece
TCP engines with any data they have not seen before. Theke pac
ets are therefore confined to repeating old data, old acki#oirold
window advertisements.

The choice of data to re-receive is determined by that datehit
most likely to cause TCP to immediately send out more datd, an
initiate recovery mechanisms to re-establish data flow aktyuas
possible. Since these mechanisms are governed largelyelngth
ception of acks, the best information to re-receive is obsfip the
highest ack already received. To achieve this, it sufficesoto-
pare each packet passing through the link layer with thegidnk
the buffer, and replace the buffered packet if the new pdtasta
higher ack number.

Finally, in order to ensure that idle connections are nothessly

kick-started, itis sensible to only re-receive on recotinedf there

was a send attempt on that connection during the discorthpete
riod. (Other methods of monitoring connection activityclsias
idle timers, could also be used.)

4.3 Re-sending Packets

The smart link layer is also capable of re-sending packetg-at
connection time, by inserting them in the outgoing queuettier
disconnecting link. Re-sending has the disadvantage thaes
network latency is bound to be incurred before either TCRneng
receives its kick-start. However, the advantage is thare¢hsent
packets may include new data, new acks, and/or new window up-
dates.

Unlike in the re-receiving case, where the choice of whictkpa
to buffer is simple (as there is no possibility of providingwndata,
merely repeating old data), care must be taken in the chdice o
a buffered packet for re-sending. In order to facilitate djuck
restarting of TCP traffic, there are two obvious criteriabaffer-
ing, and two more subtle criteria. The obvious criteria & the
packet should have the highest acknowledgement numbethsent
far, for the same reasons as for re-reception. The packeddsho
also have the lowest unacknowledged sequence numbersas thi
the next “in-order” data that the remote TCP engine is expgct
and is therefore most likely to promote quick recovery of TitzP
traffic flow. It must be noted that this criterion relies on #il-

ity to monitor the current acknowledgement number, whictsimu
be found by scanning packets going in the opposite direclibis
would not work if the acknowledgements take a different rekw
path to the data, however, this is unlikely to be the casdheasdis-
connecting link would most often be on the access networkfier
of the endpoints.

More subtly, the buffered packet should be chosen as theeing
length packet, and the one advertising the largest receiveow.
These criteria are relevant when considering packetsnetrited
during the disconnected period. The former criterion exldab Na-
gle’s algorithm [17], which states that only one packet wahis
smaller than the MTU should be unacknowledged at any tinterot
data should be queued at source rather than sent as furthér sm
packets. A corollary of using this algorithm is that, wheme:

out and retransmission occurs on small packets, the retitiad
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packet may be longer than the original packet, as the retigns
ting TCP will put as much data as possible in this packet, up to
the MTU. A larger packet is obviously a better choice for bifig

at the smart link layer, as most or all of the outstanding data

be sent immediately at reconnection, rather than incumnogiple
round trip times for the data to be transferred.

The criterion of having the largest receive window advertient

is also related to retransmitted packets. During a disatiiore
period, it is likely that a host which has received but notcessed
some number of packets will be able to conduct some or all of
this processing and therefore be able to send larger res@idow
advertisements in subsequent retransmissions.

In summary, for the re-sending algorithm, a packet is plandde
per-connection single packet buffer, if it:

1. Has a larger acknowledgement number than the current buf-
fered packet, or

2. Has the same acknowledgement number but an older unac-
knowledged sequence number, or

3. Has the same acknowledgement and sequence numbers, but
a longer length, or

4. Has the same acknowledgement number, sequence number
and length, but advertises a larger receive window.

Finally, in order to avoid disturbing idle connections wittis pol-
icy, re-sending on reconnection only occurs if there is knawl-
edged data outstanding.

5. TESTBED EXPERIMENTS

To analyse the effect of the various link layer methods deedr
above, an experimental setup using a simulated networknethan
was constructed. This allowed tests to be run using redidraf
but with precise control over the network connectivity, aiso
provided a platform for implementation and bug-fixing of #meart
link layer algorithms.

5.1 Experimental Setup

To simulate a disconnecting channel, the Linux “etherta/ed
was used. This allows network packets to be routed to a eset-|
program, which simulates the lossy channel, and implenithets
send and receive components of the smart link layers. Thip $&
illustrated in Figure 3.

To implement the simulated channel, a two-state Markov hode
was used, with one state having 100% reliability and therattede
having 0% reliability. The mean time spent in each state was ¢
figurable to allow different channel characteristics to ineutated.
This is illustrated in Figure 4. The period spent in eachesteas
modelled by uniform random distributions, between half and-
and-a-half of the desired means; this ensured that thetsesate
not subject to interaction between TCP timers and the chiainme

ing.
In addition to implementing this model, the simulation pam

was also made to reverse the IP addresses and TCP port numbers
of all packets, thereby “mirroring” packets so that the IadaP/IP
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Figure 4: Simulated Channel Markov Model

stack treats the packets as incoming rather than outgoihig. al-
lows networking tests to be performed on a single machine. Us
ing this arrangement, networks with various connection disel
connection patterns can be simulated, and various sméreljer
algorithms can be tested. One potential disadvantage sfathi
rangement is that the sender, channel model and receivedllare
competing for CPU and memory bandwidth, however, this isanot
factor in the tests below, since the behaviour being momitis the
time taken to recover from disconnected periods, duringlvhio
traffic is being sent (apart from retransmissions), andlathents
of the testing machine are idle, with the sender stalledemhit-
ing on TCP timers.

5.2 Optimisations Tested

From the design space discussed in the previous sectiorpdive
tential optimisations were identified for experimental leation.
These optimisations, known as “smartlvls,” are outlinetble

Smartlvl 0 This is the control case, and represents unaided TCP.

Smartlvl 1 Re-receiving is used as defined in Section 4.2, and the
buffered packet is re-received once upon reconnection.

Smartlvl 2 As for smartlvl 1, but the packet is re-received five
times on reconnection.

Smartlvl 3 Re-sending is used as defined in Section 4.3, and the
buffered packet is re-sent once upon reconnection.

Smartlvl 4 As for smartlvl 3, but re-sending five times on recon-
nection.
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Figure 5: TCP File Transfer Tests over Simulated Disconnect-
ing Channel

5.3 Results

In order to determine the relative performance of the variop-
timisations outlined above, timed bulk transfers were sesing
the disconnecting channel described above. These wereictad
with the following parameters.

e The transfer size was 50Mbyte.

e Mean “uptime” was set to 0.5s, while mean “downtime” was
varied from to 0.0s to 4.5s to simulate channel availabsiti
from 10% to 100%.

e Fourteen trials were conducted at each of the ten avatiabili
levels and five smartlvls.

e The success or failure of each trial, and the time it took if
successful, was noted.

As Figure 5 shows, the trials all succeed when availabistiigh.
For availabilities below 50%, smartlvls 0, 1 and 2 begin tib. fa
Smartlvl 0 (raw TCP) fails most quickly, and at 10% availdil
experiences no successful transfers. Smartlvls 1 and Zhwise
re-reception of packets, show some improvement, but svia@l
and 4 are the definite “winners,” with 100% of transfers coetgd
successfully, even when the channel is only available 10%hef
time.

Figure 6 shows the mean transfer time for the successfusfaen
with an unmarked line indicating the minimum transfer timd-

ich would occur if the channel were used optimally. As expédct
unaided TCP degrades most quickly, and smartlvis 1 and Digxhi
some improvement. Smartlvis 3 and 4, however, stay veryeclos
to the optimal line, providing good performance even on axokh
with 10% availability.

This is further illustrated in Figure 7, which shows the Idarslard
deviation of the trials, as compared to those of unaided TGR
plot also allows the observation that, even at 80% or 90%4ahi&i
ity, unaided TCP has already diverged from optimal perforcea
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Figure 6: Mean Duration of Successful TCP File Transfer Tests
over Simulated Disconnecting Channel

with degradations of about 100% and 50% respectively froen th
optimal case.

5.4 Analysis using TCP Traces

To further explore the behaviour above, traces of file trenssivere
taken with various smartlvls. These are shown in Figures Blto
(Figure 1 showed atrace for unaided TCP, and includes a laylus
for interpreting the traces.)

The traces for smartlvls 1 and 8how that TCP does not respond
immediately when receiving repeated acks. Although regabatks

are used as a signal to TCP to start fast-retransmit of a pabke

is not successfully invoked in either case. This can be axgpia

by noting that the fast-retransmit mechanism is designée iesed
before retransmission takes place due to timeout. If such a timeout
has already occurred, then the congestion window has bseh re
to one packet. Hence, re-receptions of an old ack do not aayse
response, as the window is not advanced by this event.

The traces for smartlvis 3 and®4on the other hand, show that
TCP is immediately restarted after reconnection. This sabse

the packet re-sent on reconnection is chosen so that it serds
acknowledged data. When this packet is acknowledged, the co
gestion window is opened and slow-start proceeds as nofRel.
sending five packets at a time with smartlvl 4 does not seem to
have any added effect; although they may cause multiple a@icks
that packet, the fast-retransmit mechanism is not usethisrcase,
due to the congestion window being reset as described pgyio

The conclusion of these experiments is that a “smart linkftagm-
ploying re-sending of a well-chosen packet on reconneciorim-
prove the performance of TCP on disconnecting channelsr&dke
unaided TCP experiences bad performance even when theathann

!The five individual plus marks for the five re-receptions used
smartlvl 2 are not distinguishable at this scale, and Idakdi single
plus mark.

2The five individual circles for the five re-sent packets used i
smartlvl 4 are not distinguishable at this scale, and Idakdi single
circle.
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is 90% available, the use of the smart link layer gives neEdly%
channel utilisation at availabilities down to 10%.

6. EVALUATION OF THESMART LINK LA-
YER ON THE PROTOTYPE NETWOR-
KED SURFACE

This section describes the effects of the smart link layscideed
above, when deployed in the context of the prototype Neteark
Surface. The smart link layer was deployed at both the device
and the node acting as the Networked Surface IP gatewayon.e.
both sides of the disconnecting link. Two types of test waent
conducted. The first was similar to the experiments destribe
the previous section, and evaluated the bulk transfer pedoce

of TCP. The second characterises the interactive respdiEER
over a disconnecting Surface network, by using the Virtuat-N
work Computing (VNC) remote desktop tool.

In order to conduct these tests, the prototype Networkeéa&eir
hardware was augmented with a testing mode to allow a dewice t
disconnect at random intervals, with an adjustable meanexiad
period. The “uptime” and “downtime” of the network was also
recorded, so that its availability could be calculated.

6.1 Performance for Bulk Transfers

In order to examine TCP performance for bulk transfers owdisa
connecting Networked Surface, experiments were condumted
cording to the following parameters:

e The Networked Surface prototype was configured to provide
a 1Mbit/s network.

e Disconnections were caused at various rates, producing var
ious channel availabilities.

e Smartlvls 0 and 3 were used; smartlvl 0 is the unaided TCP
case, and smartlvl 3 is the best-performing smart link layer
optimisation, as shown previously.
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Figure 12: TCP File Transfer Tests over Disconnecting Networ-
ked Surface

e Ten transfers of 5Mbyte were conducted at each availability
and smartlvl, and the elapsed times were recorded.

As Figure 12 shows, the smatrt link layer completed 100% ofstra
fers, down to an availability of 23%, while unaided TCP did no
reliably transfer the data at 50% availability or less. Fegi3 illus-
trates that the smart link layer stays relatively close ®“iHeal”
transfer time, even down to 20% availability. Unaided TCB ha
twice the overhead of the smart link layer at 65% availahibind
very bad performance at lower availabilities.

6.2 Interactive Performance

While bulk transfer performance is important for some agpli
tions, the user of a networked device may also wish to commu-
nicate interactively. Examples of interactive applicaticare re-
mote terminal programs, web interfaces, and real-timeimatiia
applications such as streaming audio or video. Such apiolica
may not stress the bandwidth of the network available, stetsis
in Section 6.1 are not necessarily applicable in this caskaté
applicable, however, is/nchronisation, i.e. the need for a local in-
terface and the remote application to be representing the state
as much as possible. An example of bad synchronisation ia &he
user clicks on a webpage link, but only after a number of sg&on
does the page change to reflect this action. Another examiglg m
be a remote desktop mouse icon not following the local maree i
closely while it is being moved.

In order to test the smart link layer's benefits for intenaetap-
plications, a quantitative metric must be found for syncisation
performance. As described below, the “frame rate” of a remot
desktop application is one such metric.

6.2.1 Testing Method

The VNC [19] remote desktop application allows a user of one
computer to interact with a remote computer, by “forwarditige
remote display across a network, and similarly relayingoloayd
and mouse input. The VNC protocol operates as follows. When t
client connects to the server, it issues an “update requestiat
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Figure 13: Mean Duration of Successful TCP File Transfer
Tests over Disconnecting Networked Surface

server. The server responds by waiting until its displafediffrom
its record of the client’s display, and then sending a “frauofter
update” containing changes to the client’'s display. On ivaog
this update, the client applies it and immediately sendghamdup-
date request.”

Since the server only sends updates in response to requasttie
client, the protocol is self-clocking. The requests andatpsl are
sent over TCP, which retransmits the data if it arrives quterd or is
lost in transit, providing the guarantee that all messagestaally
get delivered correctly (if channel conditions permit).

Due to the protocol outlined above, only one update is seahwt
time. This implies that, for small updates, the frame rateexed

is determined by the latency of the TCP connection used ahd no
by its bandwidth. The frame rate is therefore a good meadure o
interactive performance.

6.2.2 Experimentsand Results
In order to gather frame rate data, tests were conducted testhe
following parameters.

e A VNC desktop session was set up on a machine on the net-
work.

e A program was run on the remote desktop, which caused a
small dot to appear and disappear at regular intervals. The
effect of this program was to cause the display to require a
small update every 200ms.

e The Networked Surface was configured to have various avail-
abilities, as described previously.

e Smartlvis 0 and 3 were used.

e For each test, the VNC viewer program was run on a com-
puter using the Networked Surface for 100s, and record was
made of the number of updates received over this time pe-
riod.
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e Ten tests were conducted for each smartlvl and availability

Figure 14 shows the results of these tests. The smart lirde gy
shown to perform well, providing 80% of the frame updatesneve
when the channel availability is halved, as opposed to 40%ht
unaided TCP case. These results show that interactiverpafce

of TCP over the Networked Surface channel is significantly im
proved when a smart link layer is used.

7. COMPARISON OF THE SMART LINK

LAYER WITH OTHER SOLUTIONS

The link layer—based nature of the smart link layer allowts in-

joy several advantages when compared with solutions imvglv
the modification of IP, ICMP and/or TCP that were described in
Section 1.1. Link layer solutions can be independent of t8® T
implementation used, and can therefore be deployed wittmut
cern for the devices’ particular TCP implementations. Intcast,

a TCP-based solution would have to be added to many different
TCP implementations that are in use, some of which may be hard
or impossible to modify (e.g. hardware-based TCP implement
tions). Also, link layer solutions may only affect nodesdbto the
disconnecting link. Deployment of such solutions is therefeas-

ily carried out concurrently with deployment of the discenting
network type.

In addition, the smart link layer’s particular attributdfow it to
enjoy some further advantages. As it is very lightweightah
be deployed in modest hardware as part of a NIC for mobile com-
puting devices, thus allowing it to avoid use of the scarc&JCP
and memory resources of those devices. Also, since it udgson
small amount of network bandwidth, it is relatively easy ¢owwe

it against malicious use, e.g. for denial of service attadkar-
thermore, because the smart link layer operates unilfjteitaloes
not require the use of authentication methods that mightdme n
essary in solutions which communicate state informatiog, #or
signalling a disconnected state to the TCP endpoints. ¥, astice
the smart link layer only resends traffic that has already tsesit,

it is easy to see that no data security issues are createdwsiren
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this solution.

However, there are also disadvantages to using link layetisos,
some of which are relevant to the smart link layer. To begithwi
such solutions may experience bad interactions betweersT€EP
transmissions and retransmissions at the link layer [1fh¢ dmart
link layer, however, does not try to usurp TCP’s role of emmsyr
data delivery; the retransmitted packets are solely uskiditestart
TCP’s own recovery mechanisms, and the fact that the data con
tained in this packet is delivered is a (welcome) side-éffé&ad
interactions between retransmissions are therefore estoid

Another disadvantage of link layer solutions is that theydbpre-

vent TCP transmitting during the disconnected period. Tray be
seen in the first diagram, Figure 2, which shows that a fuldein

of packets is transmitted fruitlessly during disconnettiand a pe-
riodic retransmission of the first packet in this window atsours.

In contrast, a TCP implementation which is “aware” of distec

tion would halt transmission whilst in a disconnected st#tes

saving network bandwidth.

The next disadvantage is that, not being integrated with, tG$
not certain that a link layer solution will perform well withvery
version of TCP currently deployed, or with future versioi§ GP
that may become available. The smart link layer solution may
cur this problem, however, as it only retransmits a singtekpion
reconnection, the network overhead imposed is low. Thezefbd
the smart link layer solution fails to kick-start a given T€hnec-
tion, the network will not be significantly burdened, and T@iR
simply assume its normal, if suboptimal, behaviour.

The final disadvantage to be highlighted is that the use oftend
end encryption [1] may hinder or even disable link layer sohs
which rely on being able to “sniff” packets. To handle entegb
TCP connections, the smart link layer could simply buffer thost
recent packet per source and destination IP addressesgtasalsr
mit this on reconnection. However, this technique would cuayie
with multiple TCP connections between two IP addressesofwiti
would be unable to distinguish), and may not send resultdrbtst
kick-start packet being buffered.

It must be noted that the smart link layer dows attempt to by-
pass the slow-start procedure of TCP [14], nor does it trpdoice
a raising of the congestion window. This policy is in contrs
many of the link layer solutions presented for TCP probleamsi(
described in Section 1.1), which attempt to keep the corarest
window wide despite bad channel characteristics. Thisuifice
is largely due to the timescales for which the solutions asghed;
single packet losses happen on a microsecond scale, whderdi
nections may last a number of seconds. Also, during disatiome
devices may be moved to a different network; this may cause th
congestion characteristics to change, so a slow-starjpioppate
to discover the correct new value of the congestion window.

Finally, the relevance of the smart link layer to the currdfitF
proposals is now discussed. The smart link layer technigjireac-
cord with the PILC working group’s recommendation [16] fas-d
connecting networks to buffer and resend one or more of thk-pa
ets arriving during the disconnected period. The validitythat
technique is confirmed experimentally here, and differeiffebing
criteria and retransmission technigues are examined.

Both PILC and the TRIGTRAN [10] proposal indicate that a pre-
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ferred solution for disconnection handling is the end-td-@oti-
fication of disconnections (and other network events) sb TP
(or another transport layer protocol) can react appragsiahese
proposals would avoid the disadvantages highlighted albuwe-
ever, they require much more intrusive modifications of bibih
nodes attached to the disconnecting network and the edgesnod
as well as cooperation between these nodes, in order to Botve
problem. This paper has shown that it is possible to workradou
the disconnecting network problem, at least in some cirtances.
The techniques used in this research may prove a usefultgtpp
solution for use while more thorough solutions involving difo
cation of many entities in the network can be standardisedien
ployed.

8. CONCLUSIONS AND FUTURE WORK

This paper has presented the “smart link layer” solutiontfar
problem of TCP’s bad performance in the face of disconngctin
links. Various algorithms repeating packets on reconoactiere
explored using an experimental testbed. Re-sending paokete-
connection proved to be more effective than re-receivintkets,
and repetition of packets was shown to offer no additiongkowve-
ment.

The best-performing solution was shown to achieve nearbpd0
utilisation of a disconnecting channel, at availabilitiesvn to 10%.
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ABSTRACT

We propose 4+4, a simple address extension architecture for Inter-
net that provides an evolutionary approach to extending the exist-
ing IPv4 address space in comparison to more complex and disrup-
tive approaches best exemplified by IPv6 deployment. The 4+4 ar-
chitecture leverages the existence of Network Address Translators
(NATS) and private address realms, and importantly, enables the re-
turn to end-to-end address transparency as the incremental deploy-
ment of 4+4 progresses. During the transition to 4+4, only NATs
and end-hosts need to be updated and not the network routers. The
4+4 architecture retains the existing semantics of Internet names
and addresses, and only proposes simple changes to the network
layer that focus entirely on address extension. Encapsulation is
used as the main tool to maintain backward compatibility. We
present the design, implementation, and evaluation of the 4+4 ar-
chitecture and discuss our implementation experiences and results
from local and wide-area Internet experimentation. The 4+4 source
code is freely available from the Web (comet.columbia.edu/ipv44)
for experimentation.

1. INTRODUCTION

One of the major challenges facing the current Internet is the ex-
haustion of the IPv4 address space. In 1994, the IETF Address
Lifetime Expectations (ALE) Working Group projected the exhaus-
tion of the IPv4 address space to be around 2008 [6]. Currently,
there are two competing solutions to IPv4 address extension: Net-
work Address Translators (NAT) [8] and IPv6 [16]. NATSs are
routers that can modify the IP address and port numbers of pass-
ing packets. This enables the reuse of a small number of public
addresses by many hosts behind a NAT, if only a few of those
hosts communicate with the outside world simultaneously. NATs
have helped reduce the rate of address depletion, enabling contin-
ued operation even in regions with shortages of IP addresses. As
discussed widely in the literature [23, 25], NATSs also contributed
to the loss of IP transparency [21]. As a result NATs prevent IP
level end-to-end security, reduce robustness, break a number of ap-
plication level protocols, complicate the network, and inhibit novel
uses of the Internet (e.g., peer-to-peer networking). Despite such
disadvantages NAT's are widely deployed in the network. And, al-
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though NATs adversely impact the global Internet, they represent
an attractive technology for many private network operators for a
number of reasons. First, if the acquisition of public IP addresses is
hard, complicated, and expensive, then setting up a NAT is quick,
easy, and cheap. Next, for many end users a “NAT-ed” connection
seems good enough. Third, alternative solutions (e.g., IPv6 deploy-
ment) seem too complicated and disruptive to deploy at present.
Finally, NAT's enable the isolation of a private domain’s addressing
and routing from that of the public Internet.

In 1994, the IETF selected IPv6 [16] as the next generation of the
Internet Protocol. At that time, however, NATs were not yet in
widespread use. The ngtrans Working Group of IETF [29] devel-
oped several transition mechanisms that would allow the temporary
co-existence of IPv4 and IPv6. However, despite the availability of
IPv6 and transition procedures, IPv6 has seen little practical de-
ployment. One reason is the complexity associated with the transi-
tion. If one cannot replace all the routers and hosts in a site at once,
then a period of co-existence follows. During such a period net-
work of co-existence administrators must manage both IP versions,
plus a number of transition mechanisms. While transition to IPv6
would benefit the whole Internet at the expense of the extra work at
individual networks, using NATs benefits the individual networks
directly, but negatively impacts the global Internet. This dilemma
between NATS and IPv6 is best discussed in [24].

If IPv6 is ever fully deployed it is likely that the transition to IPv6
may last for a long period of time in the global Internet. In fact, it is
possible that it may never be completed with a significant portion
of the Internet remaining IPv4 only. Such a situation could occur
if a certain population or sector (e.g., the cellular industry because
of the projected growth in cellular Internet devices, or regions with
shortages of IP addresses) found sufficient incentives to transition
to IPv6 while others remained content with IPv4. This would re-
sult in a possibly lengthy partitioning of the Internet with intensive
use of protocol translation and tunneling mechanisms, a result that
could be even worse than the present situation with NATs. In short,
it is possible that IPv4 and NATs will be a permanent fixture of the
communications infrastructure for sometime to come. If this is the
case, then a markedly different approach is necessary to solve the
address depletion and transparency problems. One important alter-
native approach is represented by NAT extended architectures [27],
which rely on the existence of multiple address realms and extend
the address space by requiring changes only to hosts and NAT de-
vices.

In this paper, we propose the 4+4 architecture [17], which presents
one example of a NAT-extended architecture. 4+4 provides a way
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back to unique, global, network layer host addresses, while main-
taining some of the address isolation features of NATs. End-to-
end transparency is restored in the Internet to the extent of 4+4
deployment. If 4+4 deployment becomes complete then IP address
transparency is fully restored. There is no need to change routers.
The transition process provides incentives for networks with both
private and public addresses to upgrade and increase transparent
reachability. During transition, existing IP and NAT mechanisms
are used to communicate with, and between IPv4 hosts, thus, tran-
sition does not affect existing reachability. All transition mecha-
nisms are part of either the current practice or the “final architec-
ture”, thus, there is no need to set up temporary transition features.
The final state of the network is a homogeneous and transparent
Internet that uses 64-bit addresses and a packet format similar to
tunneling.

The paper is organized as follows. Section 2 provides a brief
overview and discussion of previous address extension proposals.
Section 3 and Section 4 describe the architecture and operation of
4+4, respectively. The 4+4 transition process with a brief compar-
ison to IPv6 is presented in Section 5. A minimal impact 4+4 im-
plementation is described in Section 6. In Section 7, the resilience,
performance, and application compatibility of 4+4 is evaluated
through experimentation using local and wide area 4+4 testbeds.
Finally, Section 8 presents some concluding remarks.

2. RELATED WORK

There has been a considerable amount of work on IPng docu-
mented in the literature. Much of this work, however, predates
the design and deployment of NATs. The Simple Internet Proto-
col Plus (SIPP) [10], which later became IPv6, includes a built in
address extension mechanism. In SIPP, host addresses were orig-
inally 64-bits long with an additional “cluster-addressing” mecha-
nism. Cluster addresses are 64-bit unicast addresses referring to a
set of nodes behind boundary routers. When complemented with a
64-bit host address they enable the extension of the address space
in quite a similar manner to 4+4. The cluster address selects the
boundary router and the host address selects the host. Other uses of
cluster addressing include mobility and provider selection. Later
the IPv6 address space was extended to 128 bits and cluster ad-
dressing was omitted and merged into source routing.

Mike O’Dell proposed the separation of identifiers from locators
in his 8+8 proposal, later known as GSE [15]. In 8+8 half of the
128-bit IPv6 address is used as a locator (termed “routing goop”)
and the other half as a host identifier. End systems are not aware
of their full routing goop, only the part that describes their loca-
tion inside their site. Site border routers place the missing part of
the routing goop into the source address of outbound packets. Al-
though there are some similarities between 4+4 and 8+8, a number
of differences exist. First, in 4+4 no part of the address is used as a
location independent host identifier. Second, border routers in 4+4
do not rewrite addresses; although realm gateways associated with
4+4 rearrange addresses when forwarding packets, no new address-
ing information is added to the packet. Next, 4+4 hosts are aware
of their full addresses. Finally, the aim of the two proposals is
different. While 8+8 introduces new address semantics to achieve
a number of goals, the purpose of 4+4 is address space extension
with minimal changes to address semantics. Analysis of 8+8 can
be found in [18].

An alternative approach proposed for IPng is Nimrod [13], which
also separates host identifiers from routing locators. Routing loca-
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tors are hierarchically organized based on provider-customer rela-
tionships to allow natural prefix aggregation. The PIP proposal [7]
is similar in separating identifiers and locators. The locator used by
PIP is a list of values that can be thought of as locally significant
addresses at a given level of the topology. The list effectively spec-
ifies a source route. Hosts may learn parts of the locator from the
configuration, incoming packets, and the directory. PIP eventually
merged into SIPP and its locator semantics are reflected mostly in
SIPP’s cluster addressing. We note that the idea of using a list of
fields for addressing has already been considered during the design
of IP [1]. The primary reason was for address extension, but again
the idea was abandoned as the final 32-bit address seemed large
enough. 4+4 is similar to PIP, cluster addressing and [1] in using
a two-level address as a locator. However, 4+4 is different because
it is incremental to the existing Internet addressing and protocol.
See [9] for a detailed discussion of addressing issues.

In contrast to the IPng proposals, a number of other ideas are built
on the reuse of the existing 32-bit address space. The separation of
private and public address space was first proposed in [4] and then
in [11]. Address translation and NATs emerged as a way to con-
nect private networks to the global Internet. Realm Specific IP [28]
starts from private address realms and NATs. It provides an explicit
way for hosts in private address realms to obtain a public address
when there is a need to contact a peer in a public address realm.
Such hosts would then tunnel their traffic destined to a public peer
through a private realm to the NAT. The NAT, in turn, de-capsulates
the traffic and forwards it to the public Internet. The drawback of
realm specific IP is that while it does restore network layer trans-
parency it does not extend the address space, and as such, can only
be considered a temporary fix to the problem.

Robert Hinden proposed a “medium term” routing and addressing
scheme [12] that also uses tunneling as its main tool. Border routers
of Autonomous Systems (AS) encapsulate egress traffic and put the
source and destination AS numbers into the outer IP header. A
block of IP addresses is set aside to identify ASes in such head-
ers. These addresses are injected into the interior routing of tran-
sit ASes so only border routers need to recognize them as being
special. When the packet reaches its target AS, the ingress border
router de-capsulates the traffic and forwards it into the AS. If IP
addresses are not globally unique then Hinden suggests the use of
an AS address/host address pair as an extended address and adds
that “this could be the basis for the long term solution”. This idea
is very similar to 4+4, but 4+4 addresses have no AS significance.
Also the swapping of the two parts is new and central in 4+4 rout-
ing. The use of tunneling as a tool to solve the NAT problem is also
mentioned briefly in [21, sec. 5.2.1.3] as something that “has never
been fully developed, although is fully compatible with end-to-end
addressing”. 4+4 aims to fill that gap.

The IETF also investigated the use of IP options for address exten-
sion, as suggested by Brian Carpenter [5]. This idea was abandoned
and never implemented mostly because it is based on IP options and
hence requires changes to ARP, DNS, SNMP, and routers within a
site. 4+4 is similar to this idea, as well, but uses tunneling instead
of IP options to carry the extended addressing information.

The ideas discussed above naturally point toward NAT-extended
architectures. The recent IP Next Layer (IPNL) [27] proposal is
an early example of a NAT-extended architecture. IPNL uses ex-
isting IP address realms as “links” to an overlay (or next layer)
protocol. The new protocol is tunneled in IP packets and operates
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below the transport layer. Enhanced NAT boxes, called nl-routers,
route packets realm by realm toward the destination. IPNL intro-
duces realm numbers to identify different realms behind the same
frontdoor - an nl-router that connects private realms to the pub-
lic Internet. The public IPv4 address of a frontdoor concatenated
with a realm number identifies a private realm. The (frontdoor ad-
dress, realm number, host address) triplet, called IPNL address,
fully identifies a host in a private realm. However, IPNL addresses
are not used as long-term host identifiers, only as locators that can
change frequently. One reason for change might be a switch to a
new frontdoor (e.g., when the old one fails). IPNL uses fully qual-
ified domain names (FQDNSs) as host identifiers. Nl-routers are
able to route packets based on both FQDNs and IPNL addresses.
During the initial packet exchanges peers use FQDNs in packet
headers to address each other. At the end of such an exchange
peers learn both their own and each other’s IPNL addresses, and
uses those addresses for subsequent communications. If a connec-
tion toward two peers exits through different frontdoors then a host
may learn two or more different addresses for itself. Hosts are not
aware of all their possible addresses. This is not necessary, as the
FQDN can be used in packets to identify the host. If the IPNL ad-
dress changes during a session, then peers can automatically detect
this and switch to using the new address. To facilitate such rout-
ing a new routing protocol is installed among nl-routers behind the
same frontdoor that distributes DNS and realm number informa-
tion among nl-routers. Nl-routers are also aware of the FQDN’s and
host addresses of all hosts in the realms they are attached to. This
enables them to resolve FQDNs to IPv4 addresses for incoming
FQDN-addressed packets. Nl-routers are also capable of perform-
ing realm number translation to allow two realms behind the same
frontdoor to use the same realm number.

While we believe that IPNL is much easier to deploy than IPv6,
IPNL is a fairly complex architecture that represents a significant
departure from the current routing and addressing paradigm. Hosts
are no longer aware of their full network layer addresses, only their
names. Host identifiers are DNS names once and for all. More-
over, the routing infrastructure becomes irrevocably intermingled
with the DNS. Domain names are intentionally aggregate adminis-
tratively and not topologically. A distinction between the current
public address realm and private address realms is maintained in
the architecture. It is not clear if, or how, this distinction can be
removed later and the Internet made homogeneous again. Besides
the more important architectural impact, IPNL routing raises some
performance issues too. Nl-routers need to manage DNS related
routing information and a per-host database. Per-packet process-
ing is complicated for some packets. The packet header is also
quite large, 44 bytes for intra-realm packets and 60 bytes for global
packets, plus the size of FQDNs if used.

TRIAD [26] is also a new Internet architecture that builds on the
existence of IPv4 address realms and uses names as identifiers. Its
primary focus is content distribution. TRIAD introduces a content
layer and Content Routers. Content routers hold DNS information
and forward combined name lookups/connection setup requests to-
ward destinations. The result of this lookup represents transport
connection information and a list of relay identifiers that specify a
path through several consecutive address realms. A shim header is
added to IP packets that contains the list of relays, enabling relays
at the border of address realms to forward packets. IP addresses be-
come locally significant with names representing globally unique
identifiers. In comparison, 4+4 proposes simple changes to the net-
work layer focusing entirely on address extension while retaining
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existing semantics as far as possible.

3. 4+4 ARCHITECTURE

The primary goal of the 4+4 address extension is to provide nodes
currently in private address realms with an end-to-end address. The
4+4 extended address is formed by concatenating two 32-bit IPv4
addresses: a public and a private one. The public address selects the
address realm, while the private address selects the node inside the
realm. In fact, the public part is the address of the NAT connecting
the realm to the public Internet. Nodes in the public Internet use
their existing address as the public part and 0.0.0.0 as the private
part.

4+4 packets are minimally encapsulated IP packets [14]. They con-
tain two 32-bit fields for each of the source and destination ad-
dresses. The two parts of the extended address are placed into the
two 32-bit address fields. The fields are managed such that the
outer header always contains addresses that are understood by the
IPv4 routers in the realm the packet is transiting; that is, in a pri-
vate realm the private half of the extended address is visible in the
outer header, while in the public Internet the public half is visible.
This ensures that routers can forward packets toward the destina-
tion without understanding 4+4.

In what follows, we describe addressing and the header format,
while routing is discussed in Section 4.

3.1 Network Model

We define an address realm as a collection of networks using ad-
dresses from the same address block, while using one address only
once; that is, an IP address unambiguously identifies an interface
within an address realm. We further differentiate the one and only
public address realm that uses the public IPv4 address space and
several private address realms, each of which may re-use the private
address space designated by [11]. It is also possible for a private
address realm to use a block of IP addresses not belonging to [11],
if none of those addresses are used anywhere in the public address
realm. This allows a private realm to maintain any existing address-
ing when transiting to 4+4. For the sake of clarity in this paper, we
use the term “private” for realms and addresses outside the public
realm. Both the public and private realms contain the usual TCP/IP
networks with routers and hosts. Today, private realms connect to
the public realm via NATs.

Figure 1 shows a typical network scenario assumed by 4+4. The
“grey colored” networks belong to the public address realm and
each “white colored” network represents a separate private realm.
For example, networks 1 and 3 represent realm A and realm B,
respectively, and both can re-use the entire private address space.

Upgraded NATs, called realm gateways, represent an integral part
of the 4+4 architecture. In addition to the address translation func-
tion, realm gateways perform a few simple operations on 4+4 pack-
ets. Note that the use of these address translation functions will di-
minish as transition to 4+4 progresses and be fully removed once
full deployment is complete. Realm gateways also act as legacy
routers that forward [Pv4 packets with public destination addresses.
Realms may be interconnected using arbitrary topology and an ar-
bitrary number of realm gateways. The only requirement is that
each interface of a realm gateway must strictly belong to either a
private or the public realm to separate the address spaces. Note that
the public address realm need not be contiguous.
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In Figure 1 private realm A and B are connected to the public net-
work 2 via realm gateways with public addresses A and B, respec-
tively. These addresses are separate from the address pool assigned
for the address translation function. The figure also shows four
hosts, two in the public realm (nodes C and D) and two in private
address realms (nodes X and Y).

[ public address realm

network 2

()
LC

[ private address realm
@ realm gateway
® host

realmB
network 3

o X

realmA
network 1

Figure 1: Example networks with arbitrarily interconnected
realms.

IPv4 addresses in the public realm are called level I addresses (ad-
dresses A, B, C and D in Figure 1), while addresses in private
realms are called level 2 addresses (X and Y). In the remainder
of this paper bold capitals are used to denote 32-bit [Pv4 addresses
and the nodes having those addresses. The term router always de-
notes a legacy IPv4 router that is unaware of 4+4.

The routers inside private address realms are configured with the
routing information for both private and public addresses; that is,
they know how to route toward both level 1 and level 2 destina-
tions. For example, assume that node D in network 6 posts a packet
to node C in network 2, as illustrated in Figure 1. The packet uses
public source and destination addresses and is delivered unaltered
to the destination through the routers and realm gateways of net-
work 3. The routers in the public address realm, on the other hand,
are configured to route toward public addresses only. This means
that realm gateways must filter out routing information of private
addresses when communicating with routers in the public address
realms. Note that realm boundaries do not have to coincide with
autonomous system boundaries.

3.2 Addressing

The 4+4 address of a node inside a private realm is a concatena-
tion of two IPv4 addresses: the public address of a realm gateway
and one of the node’s own private addresses. We denote this as
A.X, where A represents the realm gateway and X represents the
node’s own address. The first and second parts of the address are
called level 1 and level 2 parts, respectively. 4+4 nodes may have
multiple addresses if the host has multiple interfaces or the realm is
‘multihomed’ (i.e., there are multiple realm gateways with different
addresses). Any (level 1 part, level 2 part) combination constitutes
a valid address of a node. Multiple addresses of the same node are
treated the same way as in IPv4, that is, nodes accept packets on all
of their addresses and may use any of their addresses as the source
address for outgoing packets. Transport layer semantics remain un-
changed where sockets are bound to a tuple of two 4+4 addresses
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and two port numbers.

The DNS is used to store and retrieve 4+4 addresses in conceptu-
ally the same manner as with IPv4. There are two possible alter-
native ways to store 4+4 addresses in the DNS. First, a new record
type could be defined. Second, two type A records could be used
to store the level 1 and level 2 parts of the 4+4 address. The two
records would be accessible through a prepended domain name,
similar to SRV records [20]. For example, the level 1 and 2 parts
of the 4+4 address of the machine foo.bar . edu could be stored
under 11.foo.bar.eduand 12.foo.bar.edu. The ben-
efit of the latter approach is that it requires no modification to DNS
servers. Our implementation, which is discussed later in this paper,
uses this approach.

A host may have multiple level 1 and level 2 address parts. This
is similar to a host having multiple IPv4 addresses today. The
level 2 address of a host inside a private realm is also advertised
as a legacy IPv4 address to allow IPv4 communications inside a
realm. Similarly, the level 1 address of a host in the public Internet
is also available as an IPv4 address. Reverse DNS can be provided
by prepending the reverse of the level 2 address part to the usual
d.c.b.a.in-addr.arpa DNS name.

One important feature of 4+4 is the isolation of routing and address-
ing between various realms. The administrator of one private realm
may choose arbitrary routing and addressing plans inside the realm
without affecting other realms. Realms can also be extended with-
out involving any globally coordinated address allocation process.
The isolation also permits the migration of a private realm (e.g.,
because of a change of provider) without changing the addresses
and communication inside the realm. Naturally, if a private realm
changes the public address of its realm gateway, the 4+4 address
of all the hosts inside will change. This, however, does not affect
IPv4 routing and the traffic inside the domain. Provider change af-
fects only the level 1 part of the 4+4 address and the old level 1 part
can co-exist with the new one for extended periods of time. Dur-
ing such a coexistence new sessions with external hosts can start
with the new level 1 part allowing smooth migration. We note that
such isolation also exists when using NATs. Besides easy address
expansion, this is another important feature of NAT that makes it a
popularity technology.

Finally, we note that more than two levels of address parts is possi-
ble, if the amount of address extension provided by the two levels
is not sufficient. Details can be found in [31] that address this issue.

3.3 Header Syntax

The 444 header is shown in Table 1. On the one hand it can be
viewed as an IPv4 encapsulated IPv4 packet with a syntax similar
to minimal IP-in-IP encapsulation [14]. This is how legacy IPv4
routers view the packet; they process only the IPv4 header part
leading to backward compatibility. On the other hand, the full 4+4
header can be viewed as a new network protocol header with 64-bit
source and destination addresses. This is how 4+4 capable end-
hosts view it.

The first three rows of fields in the 4+4 header are interpreted in
the same manner as the IPv4 header, with the exception that the
Protocol 1 field is set to a value that specifies 4+4 encapsu-
lation. Currently this value is 233. The Source Address 1
and 2 fields collectively contain the full 4+4 address of the source
node, while the Destination Address 1 and 2 fields con-
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Ver. | Hlen | DS byte

Identification
TTL | Protocol 1
Source Address 1

Destination Address 1
Source Address 2
Destination Address 2
| SPos [ DPos | Header Checksum 2

Total Length
Flag | Fragment offset
Header Checksum 1

Protocol 2

Table 1: The 4+4 header

tain the full destination address.

The SPos and DPos fields indicate how the source and destination
4+4 addresses are partitioned into the two 32-bit fields. A value of
0 means that the address is unswapped, that is, the level 1 address
part is in the outer header and the level 2 is in the inner header. A
value of 1 means that the two address parts are exchanged and the
address is swapped.

The Protocol 2 field indicates the transport protocol, while the
Header Checksum 2 covers the end-to-end information in the
4+4 header. This includes the addresses, the Protocol 2 field,
and the payload length, which is the total length minus the IP
header length.

Similar to IPv6, only end hosts may fragment IP packets. This is
accomplished by setting the Don’t Fragment bit in the IPv4
header and using path MTU discovery [3]. The fragmentation re-
lated fields of the IPv4 header are used exactly as in IPv4. All frag-
ments contain the inner header as well. Reassembly is performed
at the final destination only.

A system using extension headers similar to IPv6 can be defined
for 4+4. This would allow the reuse of several mechanisms defined
for IPv6. Fragmentation can also be made part of the extension
header mechanism leaving the second row of the header mostly un-
used. Due to the change in addressing, the TCP and UDP pseudo-
headers also change to include the full 64-bit address in calculating
checksums when sending 4+4 packets.

We note that an alternative way of storing the 4+4 address infor-
mation in packets would be the use of a new IP option. Legacy
routers would only need to transparently forward this option un-
changed. However, it may seriously impact performance caused by
slow-path processing in many routers for all 4+4 packets. In ad-
dition, packets with unknown IP options are often dropped in the
Internet. As a results of these issues, we did not pursue this alter-
native further.

4. ROUTING

One of the benefits of 4+4 is that IPv4 only nodes can essentially
communicate as today. They use IPv4 packets, the existing IPv4
routers and if they are in different address realms then they use
NATs. Therefore, no new transition mechanisms are needed to pro-
vide service to legacy IPv4 hosts.

Four different scenarios are possible with regards to the relative lo-
cation of two IPv4 only nodes. If the two nodes are located in the
same private realm, the private IPv4 addresses and the IPv4 proto-
col are used. If both nodes reside in the public address realm, then
they can use their public addresses and the IPv4 protocol to com-
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municate, even when the nodes are separated by one or more pri-
vate realms. This is possible because the routers inside the private
realms have public address routing information and are capable of
forwarding packets with public addresses. If one of the IPv4 nodes
is in a private realm and the other node is in the public Internet, then
address translation is performed as it is done today using a NAT. In
this case, the known problems of NATSs apply. These limitations
can be resolved by upgrading the nodes to 4+4. Finally, if both
nodes are in different private address realms then it is impossible
for them to communicate unless they upgrade to 4+4. In what fol-
lows, we describe, how two 4+4 nodes in different private address
realms can communicate with each other.

4.1 Routing between two Private Realms
Assume that a node X wishes to send a packet to node Y, as illus-
trated in Figure 2 and shown with solid arrows. Assume further,
that both nodes are 4+4 aware, that is, their operating systems can
send and receive 4+4 packets. First, node X checks if any of the
level 1 address parts returned by DNS for node Y match any of its
own level 1 address parts. If that is the case then the two nodes
are in the same address realm and the node uses IPv4 packets to
communicate. If this is not the case then X selects one level 1 and
level 2 part from the set of address parts of node Y to form the
destination address (e.g., B.Y). A source address is also selected
(e.g., AX).

Next, the source node creates a 4+4 header and fills in the source
and destination address fields as follows. The level 1 part of the
source address is placed in Source Address 2 and the level 2
part in Source Address 1. The level 1 and level 2 parts of
the destination address are placed in Destination Address
1 and 2, respectively. In other words the source address in the
packet is swapped, while the destination address is unswapped.
This packet header is denoted symbolically as,

X B

ATY

where the upper row represents the addresses in the outer IPv4
header (source address is X, destination address is B) and the lower
row represents the addresses in the inner header (source address is
A, destination address is Y). The full 4+4 source address A.X is in
the left column and is swapped. The full 4+4 destination address
B.Y is in the right column and is unswapped. The IPv4 routers in
realm A only see X — B.

public
Internet

Figure 2: Routing between two 4+4 nodes in different realms.
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As a result, the routers will forward the packet toward node B, as
shown in Figure 2. When it reaches the border of realm A, the realm
gateway exchanges the content of the fields Source Address
1 and 2 leaving the source address unswapped. This is depicted
visually at the bottom of Figure 2. Following this the packet is for-
warded into the level 1 (public) Internet. At this point the addresses
in the packet are as shown in Figure 2. The IPv4 routers see only
A — B and continue forwarding the packet toward node B. We
note that in the case of a ‘multihomed’ realm, it may be a realm
gateway other than A that executes the change. When node B re-
ceives the packet and sees that it is a 4+4 packet, then it swaps
Destination Address 1 and 2. The outer header contains
A — Y allowing the routers inside realm B to forward the packet
to node Y. When node Y receives the packet, it recognizes itself in
the full destination address. If it is required to send a response, it
gets the complete 4+4 address of the sender from the packet. The
response packet is routed across realm boundaries in the same way
as the forwarded packet. Realm gateways B and A will swap source
and destination addresses, respectively. The addressing fields of the
packet will be,

Y A B
—

B X’

A B
N

Y X’

X
N

Y A

as the packet travels through realm B, the level 1 realm and realm A,
respectively.

This swapping procedure ensures that private [Pv4 addresses are
never used in the outer header outside the private realm they belong
to. Therefore, IPv4 routers in both private and public realms only
see the addresses on which they have routing information. When
realm gateways swap source or destination addresses, they also set
the SPos or DPos fields accordingly. Realm gateways also decre-
ment the TTL field and recalculate the Header Checksum 1.
In this manner TTL scoping remains unchanged with each router
and realm gateway counting as one hop.

4.2 Routing between Public and Private

Realms
In what follows, we describe routing between a node in the public
Internet and a node in a private address realm (e.g., node C and
node X in Figure 2).

If both nodes are 4+4 capable then they can use the full 4+4 header
to communicate. The 4+4 address of node C is C.0. Here 0 refers to
the all-zero IP address 0.0.0.0. The realm gateway performs exactly
the same address swapping operation as described in the previous
section. The addresses in a packet sent from X to C are shown in
Figure 2 next to the dotted arrows. On the return path, the fields
are the same with the source and destination exchanged. If any of
the nodes is not 4+4 capable, for example when no 4+4 address is
available from the DNS, then IPv4 and traditional address transla-
tion is used. Note that here we use an existing mechanism (i.e.,
address translation) as a transition tool to enable communication
between upgraded and non-upgraded hosts in different realms.

4.3 ICMP Message Routing

ICMP messages provide important error feedback, control, and de-
bugging functions that are an integral part of the Internet Protocol
suite. ICMP messages are used in 4+4 conceptually the same way
as in IPv4. The current definition of the ICMP protocol is used un-
changed, although it is possible to restructure the ICMP protocol
as done in the case of IPv6. ICMP messages generated by 4+4
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end-hosts, such as Echo or Port Unreachable are addressed and
routed just like any other 4+4 packet. End-hosts include the full
4+4 header plus 8 bytes of the original packet. This allows for the
inclusion of protocol and port numbers.

Some ICMP messages generated by routers in response to packets
not addressed to them require special attention from realm gate-
ways and 4+4 hosts. These ICMP messages include Redirect,
Host and Network Unreachable, Fragmentation Required, Time
Exceeded, Parameter Problem and Source Quench messages. Other
messages, such as Router Discovery messages or Echo and Echo
Reply are either always sent inside subnets and thus are not affected
by 4+4 or are end-to-end messages. Since routers along a path may
only be IPv4 routers, the ICMP messages may not be sent to the
original source, but to the outer IPv4 source address of the packet.
The following paragraphs discuss this issue in more detail.

Assume that node A.X sent a packet (packet p) to node B.Y, but
the packet cannot be delivered and router R generates an ICMP
message in response. If R is in realm A then the outer source ad-
dress field of p contains the level 2 address of the source node X.
In this case, the ICMP message will reach the source node without
any special treatment. The source node is able to recognize that the
ICMP message is sent in response to an 4+4 packet by looking at
the ICMP payload.

If the router R is in the public address realm, then the ICMP mes-
sage will be sent to the realm gateway A. This realm gateway de-
termines that the packet included in the ICMP message is a 4+4
packet and converts the IP header of the ICMP message to 4+4.
The destination address will be A.X (swapped) copied from packet
p included in the ICMP message. The source address will be R.0.
This allows the original sender to identify the router that generated
the ICMP message.

If the router is in realm B,or in any private address realm different
from A, then the ICMP message will be routed toward the realm
gateway A. However, because the ICMP packet is an IPv4 packet
containing a private source address, it needs address translation and
will be captured by the realm gateway at the realm border, (i.e., B
in our case). Recognizing the ICMP message as a response to a 4+4
packet, the realm gateway converts the ICMP message header into
4+4, with the destination address A.X unswapped and source ad-
dress B.R unswapped and forwards it into the public address realm.
This packet is then routed to node A.X as a regular 4+4 packet.

4.4 Routing Configuration

Realm operators may use their own addressing plan inside a pri-
vate realm. Nodes need not renumber their level 2 address parts
when the level 1 address parts of the realm changes, e.g., the realm
switches providers or a realm gateway is added or removed. It is
also possible to partition a private realm by separating the two net-
works and changing the level 1 parts of the two partition differently.

Multihoming private realms may be configured in several ways.
One extreme is to assign a different IPv4 address to each realm
gateway. Any of these addresses can be used as the level 1 part of
the 444 address for hosts inside the realm. In this case, the hosts
need to be configured with all or some of the possible level 1 ad-
dress parts. By selecting the level 1 address part, nodes can effec-
tively select the ingress realm gateway for the traffic addressed to
them. An additional benefit of such a realm gateway configuration
is that the address of realm gateways can be easily aggregated in
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the core of the Internet. This, however, comes at the expense of
resilience. If a realm gateway or its provider fails, no other realm
gateway can take over.

To overcome this problem, realm gateways can advertise and use
the address of another gateway in addition to their own. If one
realm gateway fails, traffic addressed to it will be rerouted to an-
other realm gateway advertising its address. The extreme case is
when all realm gateways are configured with the same address, re-
sulting in a single possible level 1 address part for the hosts inside.
Since realm gateways hold no per-flow state, if one of the realm
gateways fails, another one can take over in forwarding the flows
for the failed realm gateway. This feature of realm gateways opens
the way for a number of further multihoming setups that are outside
the scope of our current work.

We note that the situation discussed above is very similar to the is-
sue of multihoming in IPv4 or IPv6. With 4+4, however, the inter-
nal addressing of the realm can be hidden from the public Internet.
This reduces both the amount of routing information (i.e., the num-
ber of prefixes) and the number of changes needed in the core of
the Internet. In addition, there is no need to request a new, possibly
separate, address block whenever a realm grows beyond its current
allocation.

S. TRANSITION TO 4+4

Technically the transition to 4+4 represents a straightforward, step-
wise upgrade of NAT's and hosts. To upgrade a private access realm
at least one of its NAT's must be upgraded first to act as a realm gate-
way. The new functions required include (1) the ability to swap
addresses in 4+4 headers; (2) the conversion of ICMPv4 message
headers; and (3) the participation in routing and filtering of private
addresses. The last function is already part of many NATSs today.

Once the private realm has at least one realm gateway, hosts inside
the realm can start upgrading. To upgrade a host, its operating sys-
tem must be augmented with the ability to send and receive 4+4
packets. Auxiliary protocols, such as DHCP, ARP, RARP, router
discovery, etc., need not be modified. Similar to IPv6, some ap-
plications also need to be upgraded at least to handle larger ad-
dresses. Bump-in-the stack address translation [19] developed for
IPv6 might be used allowing applications that do not carry IP ad-
dresses in payloads to run unchanged.

The DNS itself need not be modified if 4+4 addresses are stored
as two type A records, as discussed in Section 3.2. However, if a
particular upgraded host needs a domain name its address needs to
be included in the DNS zone files and made available to the outside
world.

5.1 Transition Incentives

Transition is likely to be started by networks that have an insuffi-
cient amount of IPv4 addresses. These may be existing networks
using NATSs or new networks that find the acquisition of many IP
addresses too costly. This is part of the incentives, as transition
is directly motivated by the problem the 4+4 architecture aims to
solve, i.e., address depletion.

Upgraded hosts immediately gain access to all other 4+4 nodes
globally regardless of location. This immediately enables several
new applications, such as file sharing or peer gaming that are com-
plicated today because many hosts and therefore users are behind
NATs. Upgraded hosts use IPv4 inside a realm and IPv4 plus NAT's
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outside a realm to communicate with non-upgraded hosts, just as
they did before the upgrade. This means that hosts can be upgraded
one-at-a-time without impacting other hosts. Also, transition builds
on the popularity of NATs by using a similar network setup.

As the number of upgraded hosts increases in private realms, hosts
in the public address realm also have a growing incentive to up-
grade to 4+4. They can do so at any time individually. As a re-
sult, upgraded nodes gain access to hosts in other already estab-
lished private 4+4 domains, (e.g., to run peer-to-peer applications).
At this point IP transparency between such hosts is accomplished.
End-to-end transparency is restored in the Internet to the extent of
4+4 deployment. When, if ever, deployment becomes complete
then IP address transparency will also be fully restored. Note that
this would be accomplished without replacing or even reconfigur-
ing routers. Backbone operators, for example, may remain com-
pletely unaffected. Of course, if a router has not been upgraded,
its control plane cannot be reached from outside the address realm,
(e.g., for management purposes). But because routers are usually
managed from within the same domain this problem may not be
serious. In addition, a control software upgrade of the router would
solve this problem.

As the number of hosts reachable via 4+4 increases, organizations
that had no NATs before may see the benefits of setting up their
own address realms. By doing so, they have the opportunity to in-
stall new equipment without obtaining more public IP addresses.
The existing nodes need not be renumbered; public addresses may
remain to be used inside the realm even for communicating with
the outside world. In addition, the routing information of the realm
may be hidden from the outside world. The address translation
function of realm gateways is required only for communicating
with IPv4 only hosts. As transition progresses it will be invoked
less frequently and can be completely removed once the majority
of the nodes have transitioned. This way 4+4 provides a way out of
using NATs.

One benefit of the above transition process is that the upgrade of
individual realms is de-coupled and may happen at different paces.
The most complex transition tool is the NAT itself. This provides
communication between hosts if no native IPv4 or 4+4 path is avail-
able. There is no transition mechanism to allow communication
between certain hosts (e.g., IPv4 only hosts in different private ad-
dress realms). However, such a possible lack of reachability would
not discourage starting the transition, as it is already in place to-
day. In contrast, it provides an incentive as transition provides the
missing reachability.

5.2 444 and IPv6

The major benefits of 4+4 over IPv6 are its backwards compatibil-
ity, the ease of transitioning, and the isolation of realms. Due to the
backward compatibility of the packet header and addressing, the
transition can be gradually started, gradually evolving to the new
4+4 architecture. There is no need for temporary transition mech-
anisms (such as tunneling, tunnel brokers, 6to4, 6over4 or DSTM,
as discussed in [29]), all new mechanisms are final. There is no
need for a new addressing plan, dual routing, new network man-
agement tools, new routing protocols, or new routers. The transi-
tion requires little new software and minimal changes to a running
network. Full backward compatibility is maintained even when all
hosts have transitioned. 4+4 and IPv4 only hosts/networks can co-
exist without new overhead. 4+4 immediately provides a large ad-
dress space for realms without introducing new routers and a new
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protocol. This may be beneficial for larger organizations where
most of the traffic is local.

On the other hand, many of 4+4 features (e.g., the header format)
include a number of design compromises necessary for backward
compatibility. Therefore, in comparison to the IPv6, 4+4’s design
is not based on a clean slate. The extended address space is substan-
tially smaller than that of IPv6. Applications placing IP addresses
in payloads also need to be modified if they are to be used between
realms. This, however, is unavoidable if the address space is truly
extended, since the number of possible destinations may not fit into
32-bits. If operators and users choose to undergo the IPv6 transi-
tion, 4+4 is not needed. However, if IPv4 and NATSs prevail, 4+4
provides a plausible solution to the known problems discussed in
this paper.

6. IMPLEMENTATION

We implemented 4+4 under the Linux operating system using ker-
nel version 2.4.18. The 4+4 source code is publicly available from
the web [32] for experimentation. One of the key goals driving
the 4+4 implementation is a minimal impact implementation on
the kernel and applications. Hence, no modification has been made
to the kernel itself. All the 4+4 functionality is provided in the
form of a kernel module and an accompanying user space daemon
that can be loaded and unloaded to/from a running kernel. As a
result of our minimum impact implementation we sacrificed some
performance. The implementation includes both the end-host and
the realm gateway functionality. It does not contain NAT functions
itself but interworks with the standard Linux NAT. The kernel mod-
ule and userspace daemon comprise roughly 2200 and 1200 lines
of C code, respectively. In what follows, we describe our imple-
mentation.

6.1 Peer Identifiers

To implement socket network programming with a new address
space, the obvious solution is to define a new address family as
is the case with most IPv6 implementations. This, however, re-
quires the revision and porting of existing networking code to the
new address family. In addition, applications need to be modified.
To achieve backward compatibility with existing applications and
to minimize the implementation work, we adopted a different strat-
egy. The end-host functions are implemented using a transparent
protocol translation mechanism similar to [19]. 4+4 addresses are
mapped to 32-bit peer identifiers that are of local significance only
and are taken from a yet unused block of the IPv4 address space.
By default the block 1.0.0.0/8 is used. Our implementation trans-
parently translates between IPv4 packets with peer identifiers and
4+4 packets. Applications are only presented with peer identifiers.
The mapping between peer ids and 4+4 addresses is established by
incoming 4+4 packets and DNS queries. These mappings are auto-
matically timeout if they remain unused by incoming or outgoing
packets for a period of time. In addition to the translation function,
an API is defined and implemented that provides functions to es-
tablish, query, and remove peer mappings. In this manner, the full
functionality is available to 4+4 aware applications without com-
promising backward compatibility.

The 4+4 kernel module is configured with the list of level 1 and
level 2 addresses of the node. Configuration is automated: if an in-
terface has a private address it is considered level 2 by default, and
level 1 otherwise. If a node has no level 2 address then 0.0.0.0
is used assuming that it is in the public Internet. If a node has no
level 1 address then the DNS is queried for the hostname to obtain
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the level 1 address. The kernel module operates using the Netfilter
architecture of the Linux 2.4 kernel [30]. More information on the
4+4 implementation can be found on the project webpage [32].

6.2 DNS Translation

To maintain compatibility with the deployed DNS infrastructure,
4+4 addresses are stored as discussed in Section 3.2. The 4+4 ker-
nel module intercepts incoming DNS reply messages from type A
queries if the reply contains no valid answer. Such packets are
passed to the 4+4 userspace daemon, which prepends the existing
domain name with “11.” and “12.” and then performs two type
A queries on the revised names. If both the queries are successful,
then a new peer id is allocated to the 4+4 address. This peer id is
then placed in the original DNS reply packet, which is then passed
back to the kernel and from there on to the querying application.
As a result, if a host has a 4+4 address then a querying application
will receive a host address that is a peer identifier corresponding to
the 4+4 address of the host.

Reverse DNS queries also captured and trans-
lated in this manner. For example, a query to
12.0.0.1.in-addr.arpa is translated into a query to
2.0.168.192.131.67.59.128.in-addr.arpa. Simi-
larly, replies are translated back. As a result, applications have
total DNS transparency, (e.g., ping and tcpdump are able to show
the DNS names for 4+4 hosts of which they only know the peer
identifiers).

are

6.3 ICMP Translation

Certain ICMP messages may carry IP packets in their payload.
Upon receiving such ICMP packets, the kernel module checks if
the packet in the payload is a 4+4 packet. If this is the case, then the
4+4 header is removed and the source and destination addresses are
translated to peer identifiers. This allows the kernel to match ICMP
error messages to the sockets associated with peer identifiers. If
the host is sending an ICMP message in reply to another packet,
the kernel module checks whether the included packet’s source or
destination address are peer identifiers. If so, then a 4+4 header
is added to the included packet with the appropriate 4+4 addresses.
This also ensures that peer identifiers are never exposed on the wire
at least for ICMP.

One problem with ICMP messages generated by routers is that
the ICMP protocol [2] mandates the inclusion of the original IPv4
header including options plus 8 bytes of the payload only. In case
of a legacy IPv4 router generating an ICMP reply in response to a
4+4 packet, this excludes the transport protocol and port informa-
tion. As a consequence, the source host cannot identify the trans-
port connection for which it received an ICMP message. Some
router implementations (e.g., Linux) return more than 8 bytes, how-
ever. To upgrade most routers to do this would of course solve this
problem. This problem, however, is not as serious as it first seems
because most ICMP messages generated by routers correspond to
all transport sessions at the destination host. With this in mind, our
current implementation delivers the signal to all relevant transport
identities, that is, to all sockets with the same source and destina-
tion addresses. In other cases, such as when the TTL is exceeded
or when a parameter problem message is generated this action is
not meaningful, however, sockets usually ignore these messages.
The fragmentation needed ICMP message needs special handling
because they are part of the Path MTU discovery process [3]. In
response to this the kernel module decreases the reported MTU
size in fragmentation needed ICMP packets sent in response to 4+4
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packets. This forces the transport to generate smaller packets that
fit the path requirements even for 4+4 packets. The kernel in a
more integrated 4+4 implementation could directly take the size of
the 4+4 header into account when calculating TCP segment sizes.

6.4 Realm Gateway Operation

If the kernel module determines that a host has interfaces with both
private and public addresses then it will start operating as a realm
gateway, assuming that this mode is not disabled. The Linux ker-
nel routing features and NAT implementation are used to provide
the actual packet routing and NAT functionality, respectively. 4+4
packets are allowed through the NAT unmodified. If the private
realm is not a “stub” realm, then additional rules are needed to
protect packets with public source and destination addresses from
being translated by the NAT. In the realm gateway mode, the kernel
module detects 4+4 packets crossing the realm boundary and per-
forms address switching. ICMP packets are handled as discussed
in Section 4.3.

6.5 Configuration Tasks

The configuration of an end-host is essentially the same as an IPv4
host. There are only two additional tasks that need to be consid-
ered. First, the host must know if it is in a private or public realm.
Second, if it is in a private realm, then it needs to be configured
with the level 1 part(s) of its address. The first piece of informa-
tion can reliably be estimated from the IP address of the host. The
second part can be read from the DNS because the host is able to
communicate using IPv4 even without its full 4+4 address. Con-
figuring the DNS is straightforward to do with only the two type A
records needing to be added to represent the 4+4 address.

Configuring realm gateways requires somewhat more effort. First,
a fully functional NAT must be maintained during the transition
period. Second, it needs to specified which interfaces of the realm
gateway belong to public or private realms, and what are the level 1
address parts of that realm. Third, routing and route filtering must
be set up such that routing information on public IPv4 addresses
are propagated both in and out of the gateway, while routes toward
private addresses are filtered out. This can be achieved using the
current routing tools, either by using a different routing protocol in
the two realms (e.g., BGP/OSPF or OSPF/RIP) or using OSPF with
different areas.

7. EXPERIMENTAL RESULTS

In this section, we discuss our results from the evaluation of our 4+4
implementation using local and wide area Internet experiments. We
first discuss some experiences with the resilience of our approach.
In particular, we demonstrate 4+4’s resilience to realm gateway
failure. Following this, we present some performance results of
our implementation. Finally, we discuss a set of experiments and
results that test application compatibility with using 4+4.

7.1 Resilience

To test the robustness of 4+4 to realm gateway failure, we con-
structed the topology shown in Figure 3. The topology contains
a public and private realm, two routers (R1 and R2), two realm
gateways (RGW1 and RGW2) and two end-systems (taygeta and
galaxy). The routers are legacy, unmodified IPv4 routers. We
used the gated-3.6 routing software in the routers and gateways.
Two OSPF routing areas are configured, the backbone consisted of
R1, RGW1 and RGW2, whereas an additional OSPF stub area con-
sisted of RGW1, RGW2 and R2. Networks in the stub area are private
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addresses and are filtered by the realm gateways. Realm gateways
also advertised an extra address 128 .59.67.213 that is exclu-
sively used as the level 1 part of all 4+4 addresses in the private
realm.

eth0 etho
128.59.67.142 128.59.67.141
eth1 | Rl | etn2 taygeta
128.59.67,?/ 128.59.67.209
eth0 eth0
128.59.67.206 128.59.67.210
public realm
RGW1 RGW2 )
private realm
ethl ethl 128.59.67.213
10.0.1.1 10.0.2.1
eth0 ethl
10.0.1.2| R2 |10.0.2.2
eth2 1
alax
192.168.0.1 o pol 8HAXY

192.168.0.1

Figure 3: Test network 1 topology (multihoming private realm)

We started a long TCP data transfer from taygeta to galaxy us-
ing the ttcp utility. The initial routing preferred RGW1 in both di-
rections, a traceroute listing of the path from tagyeta togalaxy
is shown in Table 2. The listing is generated using a modified ver-
sion of the traceroute utility, as discussed in more in detail in Sec-
tion 7.3.

At around two seconds after the start of the TCP connection we
disconnected both cables of RGW1. The routing software did not
receive a link-layer disconnection signal, so the failure can only be
detected by missing Hello packets. Using the defaults of gated,
the connecting routers declared RGW1 down after 40 seconds. At
this point the routers establish new routes and the TCP connec-
tion was resumed soon after. Since realm gateways hold no flow
specific state, nothing prevented the session from continuing once
routing stabilized. Apart from the temporary loss of connectivity,
end systems were not affected.

7.2 Performance

Realm gateways have two 4+4 specific packet processing tasks.
First, they swap the source and destination addresses in 4+4 pack-
ets forwarded between different realms. Second, they add a 4+4
header to certain ICMP packets.

To illustrate the costs associated with packet processing tasks, we
performed a series of measurements in the Linux kernel. Figure 4
shows the results. The measurements are performed using an un-
loaded machine with one 1GHz Pentium III processor and 256
megabytes of memory.

Each group of bars in Figure 4 corresponds to a packet type. The
height of the bar shows the processing time of the packet in the net-
work layer. This is the time between passing the PRE_ROUTING
and POST_ROUTING Netfilter hooks. For IP packets the time in-
cludes routing table lookup (usually a cached value), TTL decre-
ment, [P option processing and fragmentation; none of the last two
functions were exercised in our experiments. The first bar shows
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traceroute4+4 from taygeta.ipv44.comet.columbia.edu (128.59.67.141.0.0.0.0)
1: rl-ethO.comet.columbia.edu (128.59.67.142): 0.308mg 0.262ms 0.159ms

2: rgwl-ethO.comet.columbia.edu (128.59.67.206): 0.274ms 0.264ms 0.196ms
3: r2-eth0.ipv44.comet.columbia.edu (128.59.67.213.10.0.1.2): 0.365ms 0.611lms 0.343ms
4: galaxy.ipv44.comet.columbia.edu (128.59.67.213.192.168.0.2): 0.445ms 0.630ms 0.370ms

traceroute4+4 from taygeta.ipv44.comet.columbia.edu (128.59.67.141.0.0.0.0)
1: rl-ethO.comet.columbia.edu (128.59.67.142): 0.284ms 2.582ms 0.214ms

2: rgw2-ethO.comet.columbia.edu
3: r2-ethl.ipv44.comet.columbia.edu
4 galaxy.ipv44.comet.columbia.edu

(128.59.67.210) :
(128.59.67.213.10.0.2.2) :
(128.59.67.213.192.168.0.2) :

0.414ms 0.292ms 0.241ms
0.437ms 0.669ms 0.321ms
0.444ms 0.676ms 0.385ms

Table 2: Traceroutes before and after the topology change

10 . . T
testbed used to experiment with Internet applications is a simplified
out version of the one shown in Figure 3 with parts of the network in
8 - New York in Budapest (see Figure 5) and separated by 17 hops.
z
@
£ 51
E large Internet
§ small taygeta
o
S 4 in etho
g 128.59.67.141 ‘
=3 [ 1
g k |
5 | eth0 eth0
128.59.67.131 195.228.209.132
1 I aphrodite pell
°" Piw 4+4 sw NAT 4+4 ICMP ethl ethl
192.168.0.1 | etho eth0 [192.168.0.1
Figure 4: Network layer processing time during forwarding Seblos (iolar SRt taloe
pleione ipv44
New York Budapest

the time for regular IP packet forwarding averaged over 1000 mea-
surements. The second bar shows the forwarding time of a 4+4
packet, including the address swap operation. The third group
shows the time of an address translation operation for packets en-
tering and leaving the private realm, respectively. The time differ-
ence may be due to connection state management where packets
leaving the private realm may establish entries. ICMP echo re-
quests/replies are used to take the measurements. The last four bars
show the processing time of router-generated ICMP messages that
carry a 4+4 packet inside. In this case the realm gateway needs to
insert a 4+4 header into the packet. In the Linux kernel, this usually
involves a memory copy of the packet due to linear packet buffers.
This explains the time difference between small (84-byte) and large
(1428-byte) packets. We note that ICMP packets generated by end-
systems do not fall into this category.

Although the above figures may certainly be different for differ-
ent router platforms, we argue that 4+4 packet forwarding (i.e., the
swap operation) is a simple operation that requires a small and con-
stant number of steps. We believe it is amenable to hardware im-
plementation in the fast path of routers. ICMP masquerading, on
the other hand, is an operation that requires more changes to the
packets and may be too expensive to implement in hardware. How-
ever, this poses no problem as ICMP processing can and should be
rate limited. Realm gateways are free to drop excess ICMP traffic.

7.3 Applications

We experimented with a number of applications to test interoper-
ability with 4+4. In general, applications and protocols that do not
carry IP addresses in the packet payload work well with 4+4. The
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Figure 5: Test network 2 topology (wide area)

Hypertext Transfer Protocol (HTTP). The HTTP was tested by
setting up a 4+4 compatible webserver both in a private and the
public realm. In both cases we used the apache webserver. 4+4
aware clients were able to reach both webservers from anywhere
using popular browsers including Netscape, Mozilla, Opera, Lynx.
Webservers are reachable by specifying DNS names that point to
4+4 addresses.

Email Protocols. The SMTP, IMAP and POP3 protocols were
tested by setting up e-mail forwarders in both realms using
the exim utility. The popular pine e-mail program and the
Netscape’s mailer were used as user agents. The e-mail servers
were specified using domain names. Again, 4+4 clients were able
to download and send e-mail even if the 4+4 aware server was at a
different realm.

Secure Tools. The ssh and scp tools were used on a regular
basis to communicate between the machines. The host database of
these tools can get mixed up if peer identifiers are used directly to
identify targets hence the use of domain names is preferred.

File Transfer Protocol (FTP). FTP did not work as expected be-
cause it places the peer identifier in the protocol payload.

We also tested a number of network tools. The ping utility works
unmodified. The only issue is that it displays peer identifiers in-
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stead of full 4+4 addresses when pinging a 4+4 machine (e.g.,
“PING pleione (1.0.0.2) from ...").

The traceroute utility does not work, as it uses raw sockets
and manipulatess UDP ports directly. The port information is usu-
ally not returned in the ICMP messages with 4+4. See Section 6.3
for a detailed explanation of the reasons for this problem. There-
fore, we created a simple version of traceroute that only uses
UDP sockets and does not code sequence number information into
the port numbers. The only drawback is that two traceroutes per-
formed on the same host at the same time toward the same desti-
nation by two different processes may get mixed up. The benefit
is that since no raw sockets are used no root privileges are needed.
In addition, as the 4+4 module passes incoming ICMP messages
to all relevant sockets, the utility works well with 4+4 as well. We
added a small piece of code to display the 4+4 numeric address,
if the IP address seen is a peer identifier. Reverse DNS, however,
was used unmodified. The new version of traceroute can be
downloaded from [32] and was used to generate the listings shown
in Table 2.

The tepdump utility works well, but cannot decode 4+4 packets.
To this end, we have written a small plugin to the ethereal util-
ity to dissect 4+4 packets. The plugin is part of the 4+4 source code
package that can be downloaded from [32].

8. CONCLUSION

In this paper, we have presented and evaluated 4+4, a new address
extension architecture for Internet. 4+4 leverages existing private
address realms and NATS, and represents an evolutionary approach
toward Internet address extension. 4+4 offers a lightweight, well
defined, incentive-driven transition process that can be incremen-
tally deployed in the network today. Upgraded hosts immediately
gain access to upgraded hosts in all other realms, while existing
communication is not disrupted in any way. 4+4 is simple and re-
tains the existing semantics of Internet names and addresses. En-
capsulation is used as the main tool to maintain backward compati-
bility with existing routers that need not be modified. 4+4 does not
employ address translation and provides end-to-end address trans-
parency. Existing NATSs are only used as a transition tool, with their
use diminishing as 4+4 deployment progresses. In fact, removing
NATsS is one of the motivations for such a transition. However, the
address isolation feature of NATs is retained by the 4+4 architec-
ture.

We have evaluated the properties and performance of 4+4 based on
local and wide area testbed experimentation, and discussed our ex-
periences using a number of applications with 4+4. A number of
configurations and possible pitfalls were explored and discussed.
We found that 4+4 is easy to implement, scalable, introduces no
single points of failure, and its performance look very promis-
ing. We believe that 4+4 provides one alternative should IPv6 be
deemed too expensive or complicated for transitioning.
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ABSTRACT

While there has already been significant research in support of
openness and programmability in networks, this paper argues
that there remains a need for generic support for the integrated
development, deployment and management of programmable
networking software. We further argue that this support should
explicitly address the management of run-time reconfiguration
of systems, and should be independent of any particular
programming paradigm (e.g. active networking or open
signaling), programming language, or hardware/ operating
system platform. In line with these aims, we outline an
approach to the structuring of programmable networking
software in terms of a ubiquitously applied software
component model that can accommodate all levels of a
programmable networking system from low-level system
support, to in-band packet handling, to active networking
execution environments to signaling and coordination.

General Terms

Management, Design, Reliability, Experimentation,
Standardization.

Keywords

Programmable networking, components, reflection,
middleware.

1. INTRODUCTION

There are steadily increasing demands for openness and
programmability in today’s networks. In particular, both
network operators and users want to be able to dynamically
introduce new mechanisms into the network with ease and
convenience. Examples of such mechanisms are quality of
service (QoS) elements like intserv/ diffserv/ MPLS/ RSVP/
RED/ ECN; in-band media-stream filters; network address
translators; firewalls and other security mechanisms; and
application-level routers (e.g. for multicast or peer-to-peer
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networking).

The requirement for openness and programmability is further
underlined by the desire to dynamically deploy emerging
services like ubiquitous computing, ad-hoc networking,
dynamic private virtual networks, and e-Science Grids.
Furthermore, there is an associated requirement for
manageability of such mechanisms and services so that they
can be flexibly configured (including deployment,
instantiation and initialisation) and reconfigured (including
run-time adaptation, extension, evolution and removal) with
ease and convenience.

The view expressed in this paper is that, while there has
already been significant research in support of such
requirements, there remains a need for gemeric programming
model support to facilitate programmable networking. Ideally,
this support should be programming language-, platform-, and
even paradigm-independent (see below) and should explicitly
facilitate the management of both configuration and
reconfiguration as defined above.

The approach we are pursuing is to apply the notion of
software components [39] to the programmable networking
environment. According to Szyperski [39], software
components i) have formally specified interfaces, ii) are
packaged and distributed in binary form, and iii) can be
dynamically deployed in address spaces. Unlike other research
that advocates a component-based approach (e.g. [28] and
[37]) we envisage components being uniformly applied at a//
levels of the programmable networking environment from
fine-grained, low-level, in-band packet processing functions,
to high-level signaling and coordination functions. In outline,
we envisage on-demand component loading/ unloading and
binding/ unbinding services as the basis of both
configuration and reconfiguration.

The remainder of this paper is structured as follows. First, §2
provides an overview and analysis of the field of
programmable networks. Next, §3 presents our generic
component-based approach to programmable networking
together with a discussion of the potential benefits of the
approach. Then, in §4, we discuss current design and
implementation work in our recently initiated NETKIT project
that follows the component-based approach. As the project is
at a relatively early stage, the discussion is in terms of work-
in-progress rather than definitive results. Finally, §5 discusses
some related work (in addition to that surveyed in §2), and §6
presents our conclusions.
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2. PROGRAMMABLE NETWORKING
RESEARCH
2.1 The Design Space of Programmable
Networking

The design space of programmable networking can be broadly
represented in terms of the (highly abstract) reference
architecture depicted in Figure 1.

4: coordination

3: application services

2: in-band functions

1: hardware abstraction

Figure 1: A reference architecture for programmable
networking.

In this architecture, a hardware abstraction stratum (we use
the term ‘stratum’ rather than ‘layer’ to avoid confusion with
layered protocol architectures) contains the minimal operating
system (OS) functionality (e.g. threads, memory allocation,
and access to network hardware) that must be available on any
participating node (e.g. router) to support higher-level
network programmability. Services in this stratum typically
try to mask underlying hardware heterogeneity so that, say, a
standard PC-based router and a specialised programmable
router (e.g. a router based on the Intel IXP1200 [23] network
processor which provides multiple processors and distributed/
hierarchical memory arrays) will look as similar as possible to
the higher strata. Furthermore, the nature of the stratum 1
services largely determines the QoS (e.g. predictability,
throughput and latency) capabilities of programmable
networking software in the higher strata.

Second, an in-band functions stratum comprises packet
processing functions (e.g. packet filters, checksum validators,
classifiers, diffserv schedulers, shapers, etc.) that touch all or
most packets. As these functions are inherently low-level, in-
band, and fine-grained, this is a highly performance critical
area in which machine instructions must be counted with care.

Third, an application services stratum comprises coarser-
grained ‘programs’—in the active networking execution-
environment sense [1]—that are less performance critical and
act on pre-selected packet flows in application specific ways
(e.g. per-flow media filters).

Finally, a coordination stratum includes or supports out-of-
band signaling protocols that perform distributed
coordination (e.g. configuration, reconfiguration) of the lower
strata. Examples are RSVP, or protocols that coordinate
resource allocation on a set of routers participating in a
dynamic private virtual network, as employed by systems like
Genesis [6], Draco [24] or Darwin [10].

2.2 Current Paradigms

Historically, there have been two main paradigmatic
approaches to the provision of openness and programmability
in networks: First, in the active networking paradigm (see, e.g.,
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[11, [15], [34], [16], [17], [18], [19]) ‘active packets’ called
carry programs that execute on ‘active nodes’, often in a Java-
based execution-environment. Second, in the open signaling
paradigm (see, e.g., [6], [10], [24]), routers export ‘control
interfaces’ through which they can be remotely (re)configured
by out-of-band, application specific, signaling protocols.
More recently, a third approach—we’ll call it out-of-band
active—has become popular (see, e.g. [7], [11], [13], [22], [28]).
In this approach, downloadable modules are dynamically
installed onto routers through some (often unspecified) out-
of-band mechanism. These systems vary in their support for
kernel vs. user space modules, and whether or not in-band
functions can be reconfigured.

Overall, active networking is the most dynamic of the three
approaches and can operate on the finest time scales. However,
it is not as easy to deploy as the other approaches, is perceived
as more prone to security threats, and tends to be language
specific (often Java). While being coarser grained and less
dynamic, the open signaling approach is typically easier to
deploy (especially for complex services like dynamic private
virtual networks), easier to secure, and typically performs
better than Java-based active networking systems (especially
at the level of fundamental QoS elements like intserv or
diffserv). The out-of-band active approach is between the two
classic approaches in terms of both deployability and security
vulnerability.

Combining the above analysis with that of §2.1, it is
interesting to observe that much programmable networking
research addresses only a subset of the concerns implied in
Figure 1. In particular:

* active networking research tends to focus on stratum 1
(e.g. the Scout implementation of NodeOS [34], [35]) and
stratum 3 (the performance requirements of stratum 2
typically cannot be met in a Java-based execution-
environment, and stratum 4 coordination is typically left
to the ‘application”)’;

*  open signaling approaches focus mostly on strata 2 and 4
(typically, router control interfaces enable stratum 2
configurability but do not support stratum 3 functions
and completely hide stratum 1);

It can also be observed that most out-of-band active systems
address only stratum 2 and/ or stratum 3 concerns (sometimes
stratum 1 is partially addressed as well). For example, the
Click modular router [28], the NetBind component binding
system [7], Washington University’s pluggable router
framework [13], and the IEEE P1520 router component model
[22] are all targeted at stratum 2. (Click employs a fine grained
C++-based component model with flexible support for the
configuration of packet scheduling, route lookup and queue
drop modules etc.; NetBind is similar in concept but is lower-

Some active networking implementations (e.g., the Scout
NodeOS implementation reported in [35], and the Lancaster work on
LARA++ [11]) do address stratum 2 as well as strata 1 and 3.
However, there is typically a distinction drawn between an in-kernel
‘fast path’ environment for ‘default’ packet handling, and a less
efficient, user-space, environment for configurable/ extensible packet
handling code. While the performance deficit is not so great as in
Java-based execution environments, it remains true that the custom
path suffers in terms of performance while the fast path suffers in
terms of flexibility. It is not so necessary to face this trade-off in the
open signalling approaches discussed next.

Volume 33, Number 5: October 2003



level and targeted at network processors; the Washington work
is a framework for pluggable per-flow modules in the NetBSD
environment; P1520 is working towards a standardised,
language-independent, component model for modular routers.)
Slightly more generally, the Knit system [37] supports stratum
2 (and stratum 1 also) in the form of a component model that
has been used for both OS and in-band packet handling
functions. However, Knit is supported only on conventional
workstation architectures, not on specialised programmable
routers. The VERA extensible router architecture [27] supports
stratum 1 and stratum 2 on a wider range of router architectures
but offers a far less general and flexible component model.

Overall, what appears to be missing from the state-of-the-art is
a generic framework that is both paradigm-independent and
equally applicable to all strata of the reference architecture.

2.3 Run-time Reconfiguration

It can also be strongly argued that support for run-time
reconfiguration is inadequately addressed by current research.
For example, while the above-cited component models support
the initial configuration of components, none of them
explicitly support the subsequent reconfiguration of a
running system (e.g. to accommodate newly discovered
services in a ubiquitous computing environment; to
reconfigure an ad-hoc network; or to adjust the resources
allocated to a dynamic private virtual network). Furthermore,
systems that do allow reconfigurability (e.g. most active
networking systems) still fail to adequately support the
management of system integrity over reconfiguration
operations (e.g. ensuring that firewall updates are applied
universally and consistently; or that a change in a source
media-filter type is accompanied by a compatible change at the
sink; or that allocating more resources to one dynamic private
virtual network does not lead to starvation in another).

There has been some work on the use of reflection to address
such management related issues. For example, [21] describes
reflective support for checking the integrity of coordination/
control code being downloaded into an execution
environment, and [40] further supports some degree of
dynamic reconfiguration of downloaded control code. More
recently, [46] supports reconfiguration through dynamic
linking, but not in the context of a principled reflective
component model. On the other hand, [47] provides a
reflective component model but focuses on a flexible
deployment architecture rather than on fine-grained
reconfiguration.

However, this work is again partial; it typically addresses
only execution environment and coordination strata concerns
(i.e. strata 3 and 4 in the reference architecture), and is
programming language specific (Java).

2.4 Summary

Overall, we argue that while there has been significant research
in programmable networking, most work to date has focused
on specific and limited areas of the overall design space. This
lack of recognition of the ‘big picture’ has led to a
proliferation of programmable networking solutions that are
on the one hand partial and on the other hand incapable of
being easily combined to produce more comprehensive
solutions. More specifically, there has been insufficient
attention paid to the development of ‘integrated’ solutions
that are capable of offering:
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¢ a language-, platform- and paradigm-independent
programming model that can be uniformly applied in all
four strata of the reference architecture without
unacceptable compromise (e.g. in terms of performance),
and

¢ flexible support for both the configuration (e.g.
deployment, instantiation, initialisation) and run-time
reconfiguration (e.g., adaptation, extension, evolution,
removal) of mechanisms and services in all strata.

Our approach to the provision of such an integrated solution
is detailed in the rest of this paper.

3. TOWARDS A COMPONENT-BASED
APPROACH TO PROGRAMMABLE
NETWORKING

3.1 Support for Components

3.1.1 A Component-Based Computational Model
To realise the software component concept in the
programmable networking environment, we first need a
component-based computational model that satisfies the
particular demands of that environment. As the basis of
NETKIT, we employ an abstract, minimal, generic, language-
independent, component-based computational model that is
derived from our previous work on component-based
middleware [8].

The key concepts embodied by the computational model are:
component, interface, receptacle, binding, and capsule. These
are illustrated in Figure 2 which shows two components inside
a capsule (dotted lines). The component at the top left
supports two interfaces (small circles) and one receptacle
(small cup). This receptacle is bound to one of the interfaces of
the bottom right component.

generic |
capsule !

i D E— services o=
i 0- 0.

Figure 2: The component-based computational model.

Components can support any number of interfaces and
receptacles. Interfaces are strongly typed and consist of a set of
datatype definitions and operation signatures; they are
defined in a programming-language-independent interface
definition language such as OMG IDL or Microsoft IDL (we use
OMG IDL). Receptacles are ‘anti-interfaces’: whereas an
interface expresses a unit of service provision, a receptacle
expresses a unit of service requirement. (The term ‘receptacle’
is also employed by the CORBA Component Model [36]. The
concept itself appears in various other component models
under various names.) Receptacles are used to make explicit a
dependency of one component on another. For example, if a
component relies on a service of type S, it would declare a
receptacle of type S’ that would be bound at run-time to an
interface instance of type S (which would be provided by some
other component). The fact that dependencies are explicitly
represented means that when a component is dynamically
loaded it is possible to determine what other components and
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interfaces must be present for it to work correctly. This is a
crucial enabler for ‘third-party’ configuration and dynamic
reconfiguration of component topologies.

Bindings are associations between receptacles and interfaces
that reside in the same capsule (and are type compatible). They
are assumed to be implemented minimally and with negligible
or low overhead. The viability of the component model at fine
granularities, particularly in demanding areas like in-band
packet processing, is heavily dependent on the degree of this
overhead which must be comparable to, or less than, the
overhead of a function call in a language like C. It is important
to note that, as bindings are abstract, there is no prescription
of a particular underlying implementation. This fact is heavily
exploited in our current implementation work, as discussed in
§4.2, which employs multiple alternative implementations of
binding.

Finally, capsules provide a run-time environment for a set of
component instances that are mutually participating in
bindings. Capsules are typically, but not necessarily (see
section §4.2 below), implemented as address spaces. The
central role of capsules is to provide generic services for
dynamically loading and unloading components, and for
creating and destroying bindings. As well as being available
from within the capsule in a third-party manner, these services
can be made available from outside the capsule to support
external third-party loading and binding?. This is useful to
enable bootstrapping and third-party management of capsules
(possibly from a remote site). In the programmable networking
environment, it must additionally be possible to render the
(un)loading and (un)binding of components subject to
security constraints (i.e. to constrain who has rights to
deploy, use, bind, reconfigure, etc.) and safety constraints (i.e.
limits on what components can do to their host node). While
policy in these areas is clearly application dependent, basic
security and safety mechanisms should be built into the
component model itself (e.g., the capsule) wherever possible
and appropriate.

Although they may appear superficially similar, capsules are
very different from active networking ‘execution
environments’ (e.g. [ANTS,01]). Capsules are a minimal
bootstrapping facility and are neutral with respect to
programming language and API (beyond the very minimal
load/ unload, bind/ unbind ‘meta-API’ outlined above).
Capsules form the basis of a generic component model that, in
turn, serves as the basis for any desired programmable
networking functionality (including the construction of
execution environments, which in our architecture would be
implemented as component frameworks—see §3.3).

3.1.2 Portability Considerations

Portability is a crucial issue for us; we need to deploy the
component model on a wide range of hardware platforms, from
standard PCs to a variety of specialised programmable router
platforms.

This implies that the capsule’s loader must include simple
protocol support for remote access. We provide a ‘bootstrapping’
TCP/IP implementation on each NETKIT enabled router for this
purpose. To provide more comprehensive remote access, our
approach, based on our previous work [8], would be to deploy CFs in
the capsule that provide appropriate middleware functionality.
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The obvious approach to portability is to define a single
‘standard’ OS-level API that all hardware platforms must
support. Unfortunately, this simple approach has major
drawbacks. First, some platforms will suffer sub-optimal
performance because the abstractions employed by a
necessarily ‘lowest common denominator’ API will tend to
map better to some platforms than others (e.g. abstractions that
implicitly assume shared memory may be hard to implement
efficiently in a distributed memory environment). Second, a
standard API precludes the exploitation of specialised
platform-specific hardware (e.g. the availability of
‘microengine’ processors—as on the Intel IXP1200—or direct
access to I/O ports). And, third, the work involved in porting a
comprehensive API is likely to be significant in itself.

To avoid these difficulties, we adopt an approach to
portability that is strongly influenced by radical micro-kernel
architectures like L2 [30] and Think [41]. More specifically, we
define two levels of portability. The first level comprises the
component model itself; this is kept as simple as possible, and
relies on an absolute minimum of system support so that it can
be readily ported. Essentially, all that is needed is a sufficient
implementation of capsules, including the capability to load/
unload executables and make/break bindings. The second
level, which comprises all further system-oriented and
hardware specific functionality (stratum 1) is then
implemented in terms of the component model itself. This
includes platform specifics like network card APIs, as well as
generic OS-oriented APIs for threads, buffers, inter-capsule
communication, etc.

A key benefit of this approach, apart from facilitating porting,
is that only those stratum 1 services that are actually required
on any particular platform need be ported and deployed. At the
same time, thanks to the component model’s explicit
representation of dependencies, services that are not initially
needed can be brought in later if requirements change/ evolve.

3.2 Reflection: Basic Support for

Reconfiguration

Beyond the capability to construct component configurations
(as provided by the basic component model outlined above),
there is the further requirement, identified in §2.3, to support
run-time reconfiguration of components in a generic and
principled way. This breaks down into two areas: adaptation
(to change behaviour along dimensions that are foreseen at
deployment time), and extension (to add new behaviour
unforeseen at deployment time). Furthermore, there is an
associated requirement to first be able to imspect current
configurations as the basis of subsequent adaptation and
extension.

We employ the notion of reflection [31] to support such
inspection, adaptation, and extension. Essentially, reflection
is a pattern for opening up ‘black box’ systems to inspection,
adaptation and extension. In abstract terms, this is achieved by
invoking a so-called meta-interface on the system (see figure
3) to yield one or more meta-models of the system that can be
inspected, adapted and extended. A defining feature of
reflection is that these meta-models (which are said to reside at
the meta-level) relate to the underlying system (referred to as
the base-level) in a causally connected manner. This means
that a change made to a meta-model implicitly causes a
corresponding change in the underlying system, and vice
versa. As an example, a topological graph-like meta-model (as
in figure 3) could be used to explicitly represent the implicit
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topology of a composition of components—e.g. a fine-grained
component-based packet forwarder a la Click [28]. Thanks to
causal connection, when the graph is manipulated, e.g. by
deleting or redirecting an arc, the underlying configuration is
changed correspondingly (e.g. in terms of bindings).

1 1
Q0 .
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1
/

meta level ” model
. /
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L
! ]
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Figure 3: The concept of reflection.

Examples of reflective meta-models that we employ in our
current work are as follows:

* an architecture meta-model which provides inspection,
adaptation and extension of component compositions (as
above),

* an interception meta-model which supports pre- and post-
method call interception of invocations being made
across bindings,

* an interface meta-model which supports the navigation of
interfaces and receptacles on a component (cf. MS COM’s
‘IUnknown’ convention), and inspection of interface/
receptacle signatures (cf. standard Java reflection in which
interfaces can be discovered and inspected at run-time),
and

* a resources meta-model that represent types and
quantities of resource dedicated to various components or
sets of components].

Detailed discussions of the first three of these meta models can
be found in [2]. Detail on the resources meta-model is
available in [3].

3.3 Component Frameworks: Constraining

Reconfiguration and Providing Structure
Although necessary, the component model’s explicit
representation of dependencies and its reflective meta-models
are not in themselves sufficient for the management of
reconfiguration. In particular, their genericity precludes
specific competencies in imposing and policing domain-
imposed constraints on reconfiguration. For example, they
cannot prevent the nonsensical replacement of an H.263
encoder with an MPEG encoder, or mandate that a packet
scheduler must always receive its input from a packet
classifier. Such constraints are essential if we are to ensure
meaningful configuration and reconfiguration, and therefore
the system must provide support for their expression and
enforcement.

To add the necessary dimension of specificity and constraint,
and also to provide structure for domain-specific component
configurations, we apply the notion of component frameworks.

These were originally defined by Szyperski [39] as
“collections of rules and interfaces that govern the
ACM SIGCOMM Computer Communications Review
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interaction of a set of components ‘plugged into’ them” (see
figure 4). More concretely, component frameworks (hereafter,
CFs) are targeted at a specific domain and embody ‘rules and
interfaces’ that make sense in that domain. For example, we
might employ a protocol CF that embodies knowledge, in the
form of appropriate rules and interfaces, about the
configuration (and reconfiguration) of the ‘plugged-in’
protocols that it hosts (e.g. “you may not place an IP
component on top of a TCP component”). Similarly, a packet-
forwarding CF might accept packet-scheduler plug-ins; or a
media-stream filtering CF might accept various media codecs
as plug-ins.

Essentially, CFs serve as ‘life-support environments’ for
components in a particular domain or application area. They
contain arbitrary CF-specific state, embody shared services for
plug-ins, and actively police their plug-ins to ensure that they
conform to their domain-specific rules and interfaces (e.g.
interfaces can be inspected at run-time using reflection). CFs
can support multiple instances of multiple types of plug-in,
and plug-ins can either be independent of each other or can be
bound together in arbitrary configurations (as long as these
conform to the rules imposed by the host CF).

>

\A

Figure 4: The concept of component frameworks.

CFs themselves are packaged as components. One implication
of this is that, like any other component, CFs can be loaded/
unloaded dynamically. Another implication is that we can nest
CFs to gain the benefits of hierarchical composition. For
example, we have previously built a whole middleware
infrastructure as a nested set of CFs [8].

To support reconfigurability that is consistent with domain-
specific constraints, CFs can also provide CF-specific
reflective meta-models that embody domain specific
semantics. These are typically layered on top of one or more of
the generic meta-models mentioned at the end of §3.2. For
example, a protocol CF could constrain an architecture meta-
model to accept only linear topologies. In addition, CFs often
require their plug-ins to support pre- and post-
reconfiguration operations so that the host CF can ensure that
they are in a dormant state before being reconfigured and can
secure their state over reconfiguration operations.

3.4 Potential Benefits

The most obvious potential benefit of the proposed approach
is that its ubiquitously-applied component model promises a
uniform environment for the development, configuration, and
reconfiguration of programmable networking software at all
levels of the system and at any appropriate granularity and
using any appropriate programming language. For example,
functions as diverse as in-band packet handling and signaling
can be developed, deployed, configured and reconfigured in a
common manner and can rely on common support (such as
dynamic remote instantiation, reflective services, and generic
mechanism level security and safety support). In addition, the
approach is, in principle, sufficiently general to accommodate
any of the currently popular programmable networking
paradigms (active networking, open signaling or application-
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level active networking). Essentially, all of these (e.g. an active
networking EE) can be implemented in terms of CFs. Also,
because components are language independent, portable, and
(hopefully) can be applied at a wide range of granularities,
they offer a solid basis for the incremental deployment of
existing programmable networking software into a common
component-based environment.

At a more detailed level, the fact that they are explicitly aware
of their dependencies means that components can be
(automatically) loaded on demand by their host CF so that
only functionality that is actually needed at any given time
need be resident on each node. Thus, a JVM instance (wrapped
as a component) need only be loaded when the first Java
component is deployed in a given address space; or a stratum
1 threading component need only be loaded if some
component requires threads. This conserves resources and
enables routers with limited capabilities to participate more
effectively in programmable networking environments.

In general, the approach facilitates bespoke software
configurations—by selecting appropriate CFs in each stratum,
desired functionality can be achieved while minimising
memory footprint; trade-offs will vary for different system
types (e.g. embedded, wireless devices; large-scale core
routers).

The approach also facilitates analysing and operating on per-
node software as a single composite—e.g. we can use the
architecture meta-model to check consistency, integrity,
security, etc; and can uniformly reconfigure and evolve the
node’s software base as needed (e.g. to load new functionality
on demand, or unload functionality when no longer required;
or juggle node resources between different activities); we can
also instrument any part of the system in a uniform manner
(using interceptors).

Furthermore, the approach helps organise ad-hoc interaction
between layers—as all software is structured in terms of a
uniform component model, any part of the system has the
basic capability to talk to any other part (barring access
control, and security etc. concerns) in a principled way (cf.
[48])—e.g. application or transport layer components can
straightforwardly obtain ‘layer-violating’ information from,
e.g., the link layer (this is increasingly recognised as
indispensable in mobile environments); furthermore, such
links can be established in an ad-hoc, dynamic, manner.

Finally, reflection and CFs together promise significant
benefits in terms of the management of configuration and
reconfiguration. Generic meta-models can provide multiple
views of component configurations and support ‘principled’
runtime inspection and reconfiguration along multiple
alternative ‘dimensions’. And where it is important to temper
this power to honour domain-specific constraints, CF-specific
meta-models can be used to appropriately constrain
reconfiguration operations. Additionally, CFs simplify
component development and assembly through design reuse
and guidance to developers, encourage lightweight
components (plug-ins), and increase the understandability and
maintainability of systems. Most crucially, because CFs
embody semantics and impose constraints relating to their
area, they can play a leading role in maintaining integrity in
the face of reconfiguration.
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4. IMPLEMENTATION

4.1 Overview

Our implementation and evaluation of the NETKIT approach to
programmable networking is still at an early stage. In this
section, we describe our implementation work to date. §4.2
discusses work on deploying the component model, while
§4.3 discusses a prototype stratum 2/3 CF.

To evaluate its claimed support for heterogeneity, we are
currently working to deploy the NETKIT approach not only in
standard PC-router environments, but also in Intel IXP1200
network processors-based routers [23], and in embedded,
wireless and mobile devices [42]. This heterogeneity is crucial
in validating the claimed generality of our approach. In all
cases, the challenge is to maintain as much commonality as
possible without compromising either (re)configurability or

performance.
SDRAM

IXPI200
Microengines (no OS)

Strong ARM

PCl
(Linux)

Bus

PC

(Linux/Windows )

SRAM

Figure 5: Schematic architecture of an IXP1200-based
router.

In this paper, we focus mainly on the Intel IXP1200
implementation environment. As sketched in figure 5, the
IXP1200 features an exotic hardware architecture comprising
multiple processors—both a StrongARM control processor
and primitive Intel-proprietary ‘microengine’
processors—together with various distributed/ hierarchical
memory arrays.

4.2 Component Model Implementation

Our component model implementation, called Maya, is
currently built on top of a subset of the Mozilla’s XPCOM
component model [45]. However, we are progressively moving
away from the XPCOM dependency by applying the
portability principles outlined in §3.1.2. For example, we are
wrapping the stratum 1 level support provided by XPCOM
into independent CFs. More importantly, we are structuring
the component model run-time itself in terms of a number of
CFs as follows:

*  a multi-address-space capsule CF,
* a plug-in loader CF,
* a plug-in binder CF.

The multi-address-space capsule CF takes address spaces as
plug-ins, resulting in a per-capsule run-time environment that
comprehends multiple address spaces. For example, a capsule
could encapsulate both a Linux process on the IXP1200’s
control processor, and one or more microengines (each
microengine is associated with a single address space).
Encapsulating multiple address spaces in capsules offers a
powerful and general means of abstracting over tightly-
coupled but heterogeneous hardware: the components within
the capsule do not need to know that their execution
environment differs from that of their peers, and they can
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uniformly operate on their peer components, and be operated
on, using a common set of meta-models.

Building on multi-address-space capsules, the plug-in loader
and plug-in binder CFs support (as plug-ins) multiple
alternative implementations of component loading and
binding respectively. In particular, these plug-ins can provide
third-party loading/ binding in (intra-capsule) address spaces
other than the one from which they were invoked. This builds
on the transparency offered by the multi-address-space capsule
concept and makes such a capsule a truly unified component
support environment. For example, a component running in a
Linux address space can initiate the loading of a component
onto a microengine—without necessarily knowing that the
component will be placed on a microengine—and then bind
itself to the newly-loaded component without being aware that
the latter is in any way different from itself. Happily, this
transparency entails no change to the component model: it
simply leverages its existing third-party loading/ binding
concept.

rC IXPI1200

StrongARM Microengines (no OS)

PCI
Bus

i 3 Capsule {72 AddressSpace  —¢ Receptacle  —® Interface Q Component

W Commen Meta-Models and Meta-Data

Figure 6: Multi-address-space capsules, loaders and binders

Figure 6 illustrates the multi-address-space capsule and plug-
in loader/ binder concepts in the IXP1200 environment: it
shows a multi-address-space capsule that encapsulates a Linux
process address space and six microengine address spaces.
Within this capsule are a number of components that are
loaded and bound using in-capsule plug-in loaders and
binders. The figure also shows a capsule in the PC
environment that encapsulates three Windows address spaces,
each of which contains a number of communicating
components (this latter will be revisited in §4.3).

Transparency of loader/ binder selection is achieved by
providing a standard set of polymorphic capsule APIs (i.e.,
load(), unload(), bind() and unbind()). On each call of these
APIs, an appropriate plug-in is chosen on the basis of runtime
configuration information. The choice of a loader, for example,
might be based on attributes attached to the to-be-loaded
component, such as target processor-type, target OS-type etc.
Similarly, a binder might be selected on the basis of the
hosting address spaces of the to-be-bound interface and
receptacle. For example, to bind two components on separate
microengines, a binding implementation based on shared
scratch memory might be (transparently) selected. Where more
control is required, and where multiple possibilities exist (e.g.,
where there is a choice of multiple microengines on which to
load a component), transparency of plug-in selection can be
foregone by means of a CF-specific meta-interface.
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As well as providing a simple and consistent programming
model, implementing loading and binding as plug-ins
considerably simplifies the task of porting the Maya runtime
to exotic architectures such as network processors. Returning
to the above StrongARM/ microengines example, we simply
employ a standard, generic, Linux capsule implementation. It
is only the architecture-specific plug-in functionality (loaders
and binders) that need to be microengine-aware. We expect the
following to be a common deployment pattern: a ‘primary’
address space hosts the Maya runtime and ‘secondary’ address
spaces present limited functionality to their hosted
components. For example, a component hosted in a
(‘secondary’) microengine address space will typically not
have access to loaders and binders (i.e. the functionality
underlying /oad(), bind() etc. will, for such components, be
null). The approach also means, of course, that the dedicated
fast-path packet-processing parts of the architecture are free of
the performance and memory burden of the runtime. We
emphasise again, though, that all this (i.e. notions of ‘primary’
and secondary’ address spaces etc.) is entirely transparent to
the Maya programmer.

As well as the default intra-capsule vtable-based bindings (we
inherited these from Maya’s XPCOM implementation base), we
are currently developing a range of IXP1200-specific plug-in
binding types. These are based on i) register transfers; ii)
modifying branch instructions (cf. NetBind [7]); iii) shared
memory mediated links involving either scratch memory or
the additional static or dynamic RAM provided by the
IXP1200; iv) paths over the various buses provided by the
IXP1200.

We have not yet carried out a comprehensive performance
evaluation of the IXP1200-specific loaders and binders. We
observe, however, that the overhead of establishing and
reconfiguring bindings is entirely ‘out-of-band’ and does not
impact data flowing between components. The major factor
impacting the overhead of in-band inter-component
communication is the choice of binding mechanism involved.
As we are using essentially the same mechanisms as other well-
evaluated systems (i.e. Netbind [7] and Intel’s MicroACE [23])
there is no reason to expect that performance should suffer.
The one Maya-specific feature that might significantly impact
performance is the number of inter-component bindings
involved—which is a function of the granularity of
components. Again, based on evaluations of previous fine-
grained systems such as Click [28] we have no a-priori reason
to believe that fine-grained componentisation is necessarily
problematic.

4.3 Component Framework Developments

Our initial focus in the CF area has been on the design of a
simple, but non-trivial, programmable networking-oriented CF
that exercises many of Maya’s configuration and dynamic
reconfiguration features (including: multi-address-space
capsules, plug-in loaders and binders, dynamic insertion of
components based on the architecture meta-model; run-time
type checking and interface discovery; the resources CF; and
interceptors). Specifically, we have designed a stratum 2 and 3
‘Router CF’ which accepts, as plug-ins, Maya components that
perform arbitrary user-defined packet-forwarding functions.
Figure 7 illustrates one possible instantiation of the CF;
however, the CF is capable of instantiating a very wide and
general range of router configurations as long as these
conform to a minimal set of CF-imposed rules.
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In particular, the following set of rules, enforced at component
load time by the CF using Maya’s architecture and interface
meta-models, must be adhered to by plugged-in components:

* plugged-in components must support specific packet-
passing interfaces/ receptacles (called /PacketPush and
IPacketPull: these respectively enable push- and pull-
oriented inter-component communication [28]);

* plugged-in components may (optionally) support an
IClassifier interface which exports an operation
register_filter() that is used to install packet-filters; the
intended semantic is that an installed packet-filter directs
outgoing packets to particular outgoing [PacketPush or
IPacketPull interface(s) that are named in the packet-filter
specification; installing packet-filters may entail creating
additional instances of these interfaces, which is possible
using the standard Maya programming model;

* plugged-in components may be composite, in which case
all their internal constituents must (recursively) conform
to the CF’s rules; additionally, composite components are
expected to contain a so-called controller component that
manages and configures the other internal components
(see figure 7).

IPacketPush
1Pv6 hdr

Processor) IClassifier

IPacketPull

IClassifier
Standard OpenCOM
Meta-Interfaces

—® Interface  —C Receptacle Q Component }

Figure 7: A composite that conforms to the Router CF

The CF also supports the definition of ‘structural rules’,
expressed in terms of a simple XML schema, that constrain the
reconfiguration of, and thus the internal topology of,
composite components. Furthermore, these rules can be added
or removed dynamically. Addition/ removal of rules is policed
by an ACL managed by the composite’s controller; the rules
themselves are interpreted and enforced within an interceptor
that is attached to calls of Maya’s bind() primitive.

The Router CF also addresses safety/ security issues. To
prevent untrusted plugged-in components (e.g. per-
application components that act on a particular preselected
packet flow) from maliciously tampering with the code/ data of
other components in the same capsule, or from accidentally
taking down the whole of the router capsule by crashing, we
exploit Maya’s support for multi-address-space capsules (see
figure 6). In particular, a specialised plug-in loader is used
which, if it determines that a to-be-loaded component is
potentially malicious or otherwise dangerous, instantiates a
new ‘secondary’ address space and loads the component into
that (alternatively, if such an address space is already in place
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from a prior load, then this may be used) [43]. Such
‘secondary’ address spaces are barred from themselves
accessing loading and binding services so that components
loaded into them cannot initiate any such activities. When
these untrusted components need to be bound to others in the
‘primary’ address space, a companion plug-in binder (having
validated the legality of the binding) transparently deploys
the appropriate inter-process communication mechanisms as
discussed above.

Finally, the Router CF heavily exploits Maya’s resources
meta-model so that composites (subject to access constraints)
can control the resourcing of designated tasks (e.g. packet
forwarding, route lookup), especially in terms of threads, and
map these flexibly to their constituent components.

The design of the Router CF is now fairly mature and we are
implementing it in both PC-based and IXP1200-based routers.
We hope to be able to validate its performance and flexibility
in the near future. Interestingly, the IXP1200 implementation
will bring to the fore the issue of component ‘placement’: in
the PC implementation, we already, as described above, choose
to place components in different address spaces according to
security/ safety considerations; in the IXP environment we
additionally need to situate components (whether on the
control processor or on some specific microengine) according
to performance, memory availability, and load-balancing
considerations. We consider that the CF itself should embody
the ‘intelligence’ to transparently manage this placement, but
with the possibility to control/ override this via a ‘placement’
CF built into a microengine loader.

5. FURTHER RELATED WORK

§2.2 has already discussed related work in the wvarious
programmable networking paradigms. That section also
discussed stratum 2 component models for programmable
networking. In this section we round off these discussions by
briefly surveying related work in the area of software
components in general and component based middleware in
particular.

MMLite [20] is a component-based operating system built
using MS COM components. It offers limited support for
dynamic reconfiguration through a ‘mutation’ mechanism
which enables the replacement of a component implementation
at run-time. However it has no framework (e.g. in terms of
reflection and CFs) to support and facilitate this replacement.
Think [41] is another lightweight component model that is
targeted at the construction of system software. It is close to
Maya in its goals but has so far only been used in operating
system implementation.

In the middleware environment, other researchers have
investigated lightweight and flexible component
architectures—like us, they aim to build the middleware itself
in terms of components as opposed to merely supporting
components on top of monolithic middleware. Prime examples
are the University of Illinois’ DynamicTAO [29] and LegORB
[38]. These are flexible ORBs that employ a dependency
management architecture that relies on a set of ‘configurators’
that maintain dependencies among components and provide
hooks at which components can be attached or detached
dynamically. Maya supports a similar capability but as an
integrated part of the component model. Another example is
work at Syddansk University on building real-time control
middleware in terms of JavaBeans [26]. Again, none of this
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work has yet been applied in the programmable networking
environment.

Finally, the OMG’s CORBA Component Model (CCM) [36] is
aimed at facilitating the deployment of distributed
applications in an enterprise environment. Its central aim is to
reduce the time to market for server-side code by providing a
configurable server-side container architecture that supports
generic non-functional concerns like transactions, persistence
and lifecycle management. Other related solutions are
Microsoft’s DCOM and .NET [33], and Sun’s Enterprise Java
Beans. Although these technologies hold significant promise
in the enterprise environment, they are not directly applicable
to programmable networking environments because their
container architectures carry significant overhead in terms of
performance and memory footprint. In addition, some of them
(i.e. EJB and .NET) operate only in a bytecode execution
environment.

6. CONCLUSIONS AND FUTURE WORK

We believe that a fine-grained, reflective, language-
independent component model, as discussed here, offers
significant potential as the basis of an ‘integrated’ approach to
the structuring of programmable networking software.

Apart from the potential benefits outlined in §3.4, we see our
work as having potentially great applicability in the specific
area of programming support for network processors. It is
widely acknowledged that these architectures are difficult to
program and that there is little or no commonality in
programming environments across these machines due to their
extreme architectural heterogeneity [44]. We believe that our
component-based approach is a promising way of providing at
least a degree of design portability across these architectures.
A components- and bindings-based model seems to fit many
such architectures, and the approach discussed in §4 of
implementing loading and binding functionality as
architecture-specific plug-ins to a generic component model
runtime seems to have potential in exploiting and unifying a
wide diversity of processing environments and internal
communication mechanisms (the latter by means of plug-in
binders). Furthermore, it is easy to see how network processor-
specific hardware assists can be presented to the programmer
as components. For example, a hardware checksummer can be
presented as just another component to plumb in; the fact that
it is implemented in hardware just means that the component
implementation is effectively null (additionally, a binding to
the checksummer ‘component’ could transparently map to
whatever hardware-specific mechanism is needed to invoke the
physical checksummer).

Finally, in addition to the IXP1200-related future work
mentioned in §5, we are currently working with Columbia
University to re-engineering their Genesis system [6]. This is a
distributed service layer that supports the creation of dynamic
private virtual networks, each potentially with its own
semantics (addressing, routing, QoS, etc.). Apart from the
opportunity to investigate the componentisation of an
existing programmable networking system with a view to
enhancing its deployability and (re)configurability, this is
also particularly interesting to us as an exemplar of a richly-
functioned stratum 4 system to complement our existing work
in the other three strata.
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Workshop Report

Network Research: Exploration of Dimensions and Scope
August 25, 2003
Karlsruhe, Germany

Karen R. Sollins
Massachusetts Institute of Technology
sollins@csail.mit.edu

Introduction

The Network Research: Exploration of
Dimensions and Scope was intended to be a
next step beyond the National Academy Press
report Looking Over the Fence: A Neighbor’s
View of Network Research (National Academy
Press, 2001). Further, it was organized in a
context in which a number of the funding
agencies in the United States were also funding
their own workshops and reports intended to
explore the future of networking research, as
seen from the perspective of each of those
agencies. Among these agencies are the DoD
Advanced Research Projects Agency, the
Department of Energy, and the National Science
Foundation. The intention of this workshop was
to separate the discussion from a particular
agency. It was also understood that this would
be a one-day workshop, under the auspices of
SIGCOMM on August 25, 2003, at Karlsruhe,
Germany. This had two implications. First,
clearly that was likely to have an influence on
participation, although some effort was made to
include participants who do not normally attend
SIGCOMM and whose research fields are not
typically central to SIGCOMM kinds of topics.
Second, in one day we could not expect to make
significant progress with consensus or
conclusions, but rather encourage discussion,
trying to get ideas out onto the table.

The workshop solicited 5 page position papers
initially, for two reasons. The first was to raise
ideas and topics that the organizing committee
might not otherwise have recognized. The
second was as a start on who might be invited to
the workshop. Of the papers submitted, 6 were
accepted and distributed to the participants of the
workshops. Attendance included authors from
these 6 as well as several others of the papers,

ACM SIGCOMM Computer Communications Review

67

and additional participants to broaden

representation from the community.

In order to generate discussion, the committee
identified five questions:

1. Do we have a shared meaning for
“network research”?

2. Where is the science
research?

3. Where is the research beyond the
current tipping point?

4. How do we value and evaluate
research? How does/should our field
evolve?

5. Where do we go from here?

For each question except the last, we invited a
speaker to raise some issues briefly (10-15 min)
and a respondent who was given 5-10 min. At
that point the session was opened up to general
discussion, chaired by one or another of the
committee members. Notes were taken by 3
student scribes. The final topic was only a
discussion. The intetion was to expose questions
and concerns; this report is a summary of those
that arose during the day. It makes no claim to
completeness or conclusions.

in network

The workshop committee was Mark Allman
(ICIR), Balaji Prabhakar (Stanford), Stefan
Savage (University of California San Diego),
and myself, Karen Sollins (MIT) as chair. The
scribes were Steve Bauer (MIT), Mayank
Sharma (Stanford), and Renata Teixeira
(University of California San Diego). Although
the initial speakers in each session are identified
below, the participants are not because many of
the points were part of the larger discussion and
thus attribution is impossible. Without the
invaluable contributions of the other committee
members, scribes and participants the workshop
and this report would not have been possible.

It is our intention to create a web page from the
SIGCOMM site on this workshop.
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Question 1: Do we have a
shared meaning for
“network research”?

The initial speaker Dave Cheriton and
respondent Nick McKeown presented clearly
different opinions on the role and value of
network research, especially academic research.
Cheriton made his case based on a vision of the
history of networking consisting of a series of
technology developments and the impact that the
“research” community did not have on that
history. From this he concluded that the work
that is acknowledged as research by our
community is evaluated more on innovation than
industrial impact. One conclusion to draw from
those statements is the position that network
research should have reasonably direct impact on
industry. Cheriton also is a strong proponent of
the position that the over-riding challenging
problem for network researchers is scaling.
Cheriton would use this as a driving criterion for
evaluating efforts in networking research.

In contrast, McKeown proposed that network
research is more axiomatic in its basis. Hence he
suggested that valuable network research
proceeds by leaps with radical ideas that
challenge previous ideas, but also progresses
linearly in the absence of such non-linear
transitions. This led McKeown also to consider
the production of such radical ideas. One
problem is that they are difficult to predict and
therefore argues for supporting wide diversity, in
order to learn through experimentation with new
ideas. Experience also suggests that such ideas
are more likely to come from younger
researchers than older ones, as in many other
fields of research. As an aside, and a comment
to which we will return, it was noted that often
younger researchers are the most critical of both
themselves and others, often making it more
difficult to include a diversity of ideas in peer
reviewing situations (both in terms of funding
review and publications review).

These two viewpoints opened the discussion to a
broad cross section of opinions and viewpoints.
For example, one aspect of Cheriton’s position
was a valuing of research utility on the basis of
direct and long-term impact on industry. One of
the issues that gets lost in such a metric is the
more ephemeral but possibly quite significant
impact on thinking that in turn may lead to yet
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other ideas. For example, a question arose over
the value of Ethernet, in particular whether the
value of it was in the idea of CSMA/CD or in the
long-lived preserved interfaces. An example
such as this highlights some of the breadth of
differences of opinion in the room, and different
ways of looking at the question of what
networking research is.

Another question that arose was the present and
future role of mathematics in network research.
Although a position such as Cheriton’s did not
encompass increased rigor in network research,
there was less disagreement about the value of
increasing the role of mathematics. Opinions on
this topic ranged along a spectrum represented
by two extremes. One extreme holds that some
form of mathematical expression of the
phenomena we see possibly or probably requires
new mathematical theory is the central problem,
leading to a call for a theory comparable to
information theory or thermodynamics for
network complexity. A midpoint position was
the opinion that we are currently making
progress on developing mathematical models
using currently existing mathematical
techniques. At the other extreme was the
position that there is significant value, often lost
on students, of non-mathematical research. This
last position was reflected in the comment that
often the most challenging problems we face in
networking are the ones we don’t yet know how
to express mathematically. This was
accompanied by a concern that we often teach
our students to undervalue this aspect of network
research in favor of problems that can be
expressed mathematically. Another position
related to this was the concern that, to the extent
we focus on modeling and explaining current
phenomena mathematically we may be losing
sight of the fact that the current approaches may
reflect at best imperfect engineering solutions,
rather than the intrinsic complexity of
networking.

Closely related to the question of the relationship
between mathematics and networking research
was the question of to which fields we might
compare networking research. One participant
laid out three possibilities of the nature of the
field:

1. A performance discipline, solving the
problem of making “the network”
increasingly faster or more efficient in
some other way, followed by a clean-up
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activity that involves optimization,
often by means of mathematics.

2. An infrastructure field in support of
applications that is embarrassed to give
credit to the fact that the applications’
arena is where the most challenging
problems are currently arising.

3. The work that funding agencies will
fund, with the clear implication of who
might be driving the definition in this
case.

An alternative to this was an extension of the
discussion about mathematics above, in which
one of the participants suggested that networking
research is much more like economics than
science. Science is about discovering underlying
principles and rules, whereas in economics and
perhaps networking research, as man-made
phenomena, we can change the rules in our
models and explore real, alternative possibilities.
In the case of networking, this can be done by
changing the actual mechanisms and the bases on
which they operate, as well as doing this in our
theoretical models.

One of the concluding comments in this
discussion was that as with our field generally,
we should allow for a variety of definitions of
what we mean by network research and a rich
mixture that integrates more theoretical aspects
such as proofs of correctness, viability, or
models with implementation and engineering.
But more than that both in this abstract sense of
the definition of network research, but also in our
more specific thinking there should be a sense of
cooperation rather than competition. One
participant urged us to distinguish between styles
or methodologies and actual topics. We returned
to this question of topics later in the day.

Question 2: Where is the
science in network research?

In this session Walter Willinger provided the
initial talk, with Tony Ephrimedes as the
respondent. Willinger questioned the “science”
in networking research in several ways. One
significant concern is with the application of
modeling and evaluation as it is currently
practiced in the networking research community.
Willinger does not believe there is “science” in
such efforts as traffic modeling, topology
modeling, performance evaluation, network
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simulation, protocol design, or network
architecture. In particular, he pointed out that
the majority of the curve fitting sorts of activities
are not interesting because there is no possibility
of failure; one can always fit a curve to a set of
points, and without rigorous validation, such an
activity is not interesting. The problem as
Willinger sees it is that the application of the
technique is more or less blind. He sees the
same story in topology modeling, although the
theory applied is graph theory in this case. With
respect to the more design-oriented aspects of
our field, such as protocol design, again, since
we do not understand optimality, there is little
scientific about protocol or more broadly
architecture design. As part of this line of
argument, Willinger addressed the question of
the relationships among networking research,
math/physics/statistics, and other related fields.
It is his opinion that those fields have little to
contribute to ours, but, if we can get it right, we
can make contributions to theirs, at a minimum
by means new interesting examples to challenge
their tool sets.

Willinger then asked whether there is value in
including “science” in networking research. He
does not have a clear answer, but finds a
contradiction in examples. The design of TCP
was reasonably unscientific, but after the fact we
can demonstrate that it is approximately optimal
for what it was designed to do. This would
suggest that in the business of protocol design
perhaps “science” is not needed to do well. On
the other hand, if one considers BGP, as a
community we have no idea where it stands in
relation to optimality. To this, one of the other
participants suggested that the optimality of TCP
derives from extensive study and design of
TCP’s responses to network dynamics, whereas
nothing of that sort has been applied to BGP.

Willinger concluded with two significant points.
First, as a research community we should not
only be fitting models to measured data, but
should provide or include an understanding of
complex network systems. Without such an
understanding, neither validation nor extension is
readily possible. Furthermore, there is a need for
a systematic and thorough model validation
process. Without formalizing and systematizing
this so that it can be trusted, as one of the tools
of our field of research, the field lacks a form of
rigor that ought to exist.
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In responding, Ephrimedes took a different
approach. As he explained, his background is in
control theory. It is clear that coding, control
and information theory have not been part of
major contributions in networking research, but
there are beginnings and significant potential
there. There are now beginning to be significant
contributions in network coding from Medard
and others. Other areas include capacity regions
and physics, such as improved understanding of
network phenomena that includes a model of the
physical layer. In contrast, he warned that we
should be careful about including models from
biocomputing and molecular biology. That may
be too far afield to be usefully applicable. From
his perspective, one of the key components of
networking research and science is curiosity.
Intellectual curiosity should be the significant
driver.

These positions were representative of the nature
of the discussion in this session, exploring three
distinctive components of the field of networking
research: measurement, formalization and
validation, and the design process. Neither of
the speakers discussed measurement to any
significant extent, but the participants raised the
issue. The issues of measurement fall into two
categories, first, measurement and
experimentation directed at validation or testing
of particular hypotheses, and, second, time series
or long-range measurement with archiving. For
both styles of measurement, but especially for
the second, there was a call for more effective
instrumentation of the network. There was
recognition that CAIDA is attempting to provide
long-range archiving, but that it cannot be
expected to do it alone. There was clear
recognition within the group that measurements
are often either impossible for legal and
commercial policy reasons, or “cleansed” in
order to provide privacy in such a way that
relationships among the data are lost, thus
lowering the long-term value of the data. As will
be discussed further below, there was a call for
data to be made available much more broadly, in
order to allow for repetition and revalidation of
published scientific conclusions.

The presentations by Willinger and Ephrimedes
focused to a large extent on issues surrounding
the application of formalisms to networking as
part of making it more scientific. Although
Willinger suggested that “curve-fitting” does not
make networking research scientific, the opinion
was expressed that “curve-fitting” can and
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should be part of the process. There was deep
concern that much of the modeling and
simulation work that comes from academic
researchers is written off by industry because it
is poorly grounded. There is little work done to
validate models and little or no work has been
done to address the problem that we do not
understand the effects of scaling, moving from a
small simulation to simulations or conclusions
about much larger scale situations. There were
suggestions that there is a discontinuity or at
least lack of understanding in moving from small
scale to large scale. Willinger and others agreed
that there is a need for rigorous “model
verification process” as well as following
through and including as part of a model an
understanding of why the model is appropriate.
It is clear that there are formalisms that can
valuably be applied to particular aspects of
networking, many of which are only in early
stages. On this latter point, the community needs
to make an effort to explain not only how a
formalism can fit the data, but also how it is part
of a better understanding of the phenomena
being observed in the measurements.

As highlighted by Willinger, it is not clear that
there is “science” in the design of networks and
the particular protocols that comprise a network
system. It is also not clear that there should be.
One of the participants suggested that there
might be “pockets” of science in networking
research, but not overall. For example several
people expressed the opinion that science is often
driven by engineering questions. Science may
provide bounds on engineering problems or
possible solutions where existing models and
understanding are inadequate. Another
participant called for basic theory, the core of
networking research. As evidenced by the
breadth of different opinions, it is clear that there
was no unanimity among the group about what
the core of networking research is or should be.
One interesting characteristic discussed is the
fact that in networking, a researcher can imagine
something and simply program it, while in
physical sciences the researcher is limited to
phenomena in the real world.  (Hence, the
physicists are led to arguments over whether
string theory is physics or philosophy as long as
it remains unobservable.) Although there was
some agreement that our work needs to be based
on some intrinsic principles or invariants, we are
left with questions of identifying a small number
of elemental ones.
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Question 3: Where is the
research beyond the tipping
point?

The initial speaker in this section was John
Wroclawski, with Tolga Uzuner responding.
Wroclawski explored what he has identified as
the tipping point in networking research.
Network research began in a period of
comfortable funding that allowed curiosity to be
the driver. Over time, workable technologies
were developed that provided wuseful
functionality. With further support networking,
devolved into an often critical role in achieving
other goals. Networking took on a social and
economic role, that has led, as with tipping
points in other fields, to the point at which the
economic investment in not changing outweighs
the economic incentive to change or provide new
services. This brings us to the point at which
success has bred a resistance to change, which in
turn means that newer technologies will not be
accepted, despite the improvements they may
bring. This leads to questions such as whether
one can design to understand or select the tipping
point and whether we should be teaching about
the evolution of the process, to explain this
tipping point to students. More specifically, we
can consider possibilities for responding to the
idea of a tipping point in several ways. First, we
can try to explain and quantify the effects.
Second, we could incorporate the concept into
our design principles, by recognizing that there
will be pull in several contradictory directions,
and design specifically to enable and isolate
some of these tussles. Third, we can
intentionally design the playing fields for these
tussle spaces, so that they will or will not tip at
certain points.

Uzuner responded with the position that research
is driven by economics. Innovation may occur
in either the process itself or specific product
innovation. He believes we are at or past the
tipping point with networking technology, so
that further interesting research and development
will be somewhat limited and bounded by
economics. The areas in which research can
continue to have impact are theory
(understanding and perhaps bounding
complexity, noting that minimizing complexity
may not be optimal), product strategies and yield
management, and finance. In considering the
different sorts of commercial players in the field,
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smaller companies will often benefit the most
from research, to which one of the other
participants responded that that is often by
necessity. Uzuner also proposed that late comers
to a technology are often the least likely to
succeed; Uzuner was not contradicting
Wroclawski, but rather agreeing and suggesting
the directions in which research may still have an
impact.

One of the participants brought up the term
“network externalities”. One of these is
economics. One participant suggested that
innovation is driven by need rather than
economics. Once the solution is “good enough”
then innovation stops. Another suggested that
economics drives innovation in order to allow
for “lock-in”, although this participant also
suggested that one needs to include the network
architect in this analysis and for this person
economics may not be the driver.

Wroclawski pointed out that he was calling for
something more significant than network
researchers becoming economists, in reaction to
the view that economists are generally analysts,
modeling existing phenomena. Rather, one of
the roles the network researcher can play is as
the shaper or molder of evolution, and as such
we should do research on ecosystems in order to
understand the interconnections. The network is
something that is architected, designed and built.
Understanding at many levels of abstraction how
the network researcher can influence these is
important. Wroclawski used an S-shaped curve;
a number of the participants found interesting
points with respect to these curves. One of the
researchers pointed out that the transition points
in such a curve are important, especially, the
point at which innovation stops and product
development becomes dominant. Another way
of saying this is that at different points on such a
curve different kinds of research may be done.
There is some research that explains, other
research that expands the possibilities and their
benefits and costs. Then there is research that
goes the next step beyond where we know how
to go at present. For example, there was a point
in time when it was understood that routers
needed to be speeded up by orders of magnitude.
The research on this topic was focused on
engineering that speedup. Another participant
pointed out that such curves can be seen in many
other disciplines as well. It was also suggested
that families of such curves allow for an
exploration of the “evolution of evolvability”. In
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response, one of the other participants suggested
that often it will be companies that stay on the
existing path, while researchers are more likely
to lead the way to a paradigm shift. These
paradigm shifts are what move one from one
curve to another. Although there was not
unanimity on this subject there was further
discussion about whether or not “research’
should be limited to the curiosity, or early stages
of such an S-curve, considering the rest to be
something else. There was also a strong point
made that there should be funding support for
radical ideas.

Question 4: How do we
value and evaluate research?

How does/should our field
evolve?

The initial speaker in this session was Craig
Partridge, followed by Steve Wolff responding.
Partridge considered the influences on research,
especially environmental. One issue is the
physical environment, which affects both the
sorts of people involved and the roles they play.
He considered a set of somewhat different kinds
of facilities including: universities, not-for-profit
research labs, for-profit labs, government labs
(although he had little to say on this topic
because it is outside his experience), and
subsidized labs. The average cost per person in
the academic environment (faculty and students)
is about one third that of not-for-profit labs, in
part because the faculty member is typically
raising only two to three months of salary and
graduate students are much less expensive. One
of the clear distinctions is that in the not-for-
profit the typical researcher is working full time.
On the other hand the faculty member is much
more of a small entrepreneur, raising money,
producing output, mostly through students, and
leveraging that to raise more. The difference in
cost for researchers in the other sorts of labs is
less different from the not-for-profit, although
typically, the researcher in a not-for-profit and
often in government labs is also raising money as
the academic is, although in these cases for full
salary.

One of the other clear distinctions in
environment that is reflected in the nature of the
research is the presence or absence of students
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and other kinds of staff. Typically, in a research
lab, there are senior researchers with many years
experience and a large number of recent PhDs
doing the bulk of the research. There are few
people in between. In labs, which are
increasingly commercial, there are increasing
numbers of support and administrative staff. The
faculty member does the bulk of the management
of funding and projects alone. In a laboratory
there is likely to be fiscal, technical, and
administrative staff as well as other support for
the research operation.

Another difference arises from the sources of
funding. There tend to be larger amounts of
money for research that is expected to have more
direct product results. In addition, there are
increasing amounts of money for increasingly
classified work. That said, corporate research
labs are in deep trouble to the extent they still
exist at all. There are three problems. The first
is that they often were not doing things useful to
the company. Second, often the company does
not understand how to take advantage of
possibly useful results. Third, these labs often
do not know how to stop projects when their
usefulness is past.

Wolff addressed questions of how we evaluate
research. One distinction is between basic and
applied research, which distinguishes based on
whether “we” care about ownership of the
intellectual property involved; if “we” care, then
we can categorize the work as applied. Wolff
also noted three distinct scales that may form an
evaluation: prestige, funding, and academic peer.

The discussion fell into several major topics: the
effects of funding raising requirements, peer and
other reviewing, motivations for research, in
what ways are we training our graduate students.

Beyond the questions raised by the speakers,
several of the participants discussed the
influence of needing to raise money in the
academic and not-for-profit lab environment.
The problem, especially for non-faculty is the
need to raise funds continuously, to cover
salaries. A faculty member can simply take a
break now and then, and teach. In addition, the
faculty member gets a sabbatical on a regular
basis. The researcher gets no such break, but in
exchange can work on projects full time. One of
the effects on the researcher is that the need for
continuous funding leads to incremental
proposals, in order to increase the probability of
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success in receiving funding. The only
suggested path out of this dilemma is for the
researcher to run several projects simultaneously
so that they are at different points of
advancement, allowing for some degree of
exploration at any given time.

A second concern raised by a number of
participants was that decision-making, especially
with respect to paper selection for the most
prestigious conferences (e.g. SIGCOMM), has
had a stifling effect at least on research reporting,
and possibly on research output more broadly.
Two dimensions of this were discussed, the
limitation to certain kinds of topics and the
limitation to certain styles of papers. One of the
younger members of the community expressed a
degree of self-denial with respect to research
reported in order not to violate “sacred cows”.
Another commented there is a certain amount of
pressure to publish, which tends to drive at least
some of the choice of subject matter for research
and size of efforts into publishable units. It is
important to notice that comments earlier in the
day pointed out that it is often the younger
members of the community who are the most
critical of others and least tolerant of breadth of
ideas and risk. There were some questions about
whether this has any relationship to the fact that
young faculty cannot afford to take risks
themselves in their research, at least until they
achieve tenure. This was followed by a
discussion of the nature of the political structure
that makes value judgments about research,
questioning whether or not a democracy can be
more effective. Those involved in NSF
reviewing pointed out that more reviews do not
generally reflect more distinct opinions. With
reasonably broad reviewing representation,
beyond three or four opinions on a proposal or
paper, additional comments generally do not
increase the number of distinct opinions.

At several points in the discussion participants
brought up questions of what does and what
ought to motivate researchers. Clearly, as
Partridge and Wolff pointed out, for some
researchers the motivators fall into such
categories as promotion within one’s
organization, peer acceptance (often through
publication), success in acquiring funding.
Several participants suggested that their research
was motivated at least in part by education.
Another suggested that the intellectual exercise
of the research itself was the motivator. One
participant pointed out that even within the
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academic community this is dependent on the
nature of the university. Researchers at top tier
universities are more likely to have significantly
more freedom in directing their own research.
Those at lower tier schools find many limitations
including less funding, heavier teaching loads,
students who require less challenging projects
and so forth.

Questions about students appeared in a number
of the topics above, but one concern was
discussed more fully, the question of what
students are being taught broadly about the
quality of research to which they should aspire.
There was a sense that the bulk of the research
done by students, at least in the USA,
particularly because the larger numbers are not in
top tier schools, is weak at best. The group was
not clear about cause and effect with respect to
this problem, but there was deep concern that by
not setting the research standards high enough,
students are not taught to set the standards high
enough for themselves, a lesson that they will
need later in life if they are to become
researchers themselves.

Question 5: Where do we go
from here?

In this last brief session, there was less
discussion and more of simply throwing out
ideas. They are reported here with no value
judgment or particular ordering.

* As a community we should identify key
foundational questions (as the
mathematics community does). These
may require “tools” (e.g. mathematics
and other theory) that do not now exist.
One response to this was that at least
some of the basic understanding may
not be expressible mathematically.

* We should change the model of
evaluation, especially for program
committees such as SIGCOMM, to
make them either more democratic or
more populist. One suggestion was to
make reviewing not anonymous, but
rather signed, allowing for better
evaluation of the reviewer. Another
was to post submissions publicly,
allowing anyone who wanted to
comment on them. There was some
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discussion about finding a conference
on which to experiment with a very
different model of evaluation. Note that
earlier discussions explored questions
of who might be either conservative or
overly critical of others” work.

* There needs to be significantly more
participation in the process of
evaluating our field. Two additional
and related issues were raised. First,
small groups are significantly more
effective for discussion. Second, more
than one day is important, in order to do
more than lay out problems as was done
to some extent in this workshop. One
suggestion was to run several parallel
small workshops of a couple of days.
One might do some coalescing of
results and conclusions.

*  An alternative, less radical, suggestion
was to encourage much more breadth
and churn in program and other
reviewing committees. Committees
should include people from both
traditional and newer (perhaps more
radical) research directions. They
should regularly include many more
junior faculty. Perhaps there should be
instituted maximum terms or number of
terms within a longer period of
participation on an individual
committee.

*  One participant was quite worried about
the suggestion that some directions of
research are “good” or worthwhile and
others “bad” or less worthwhile.

* As a community we should make a
much more significant commitment to
cross-disciplinary, high risk, and
disruptive ideas.

There seemed to be agreement that the
discussions were only preliminary and need to be
broadened to include more people and a broader
set of people.
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on the Web a http://www. acm or g/ si gs/si gcomi
si gconm003/ wor kshop/ ni cel i/

Note-taking during an active disaussion s a fallible proess, so
thes nates may containerrors. We have encauragel participants
to hdp usfind thee errors Correctionsmadeafterthisarticle goes
to pressmay befound atthe NICELI Web site.

1. INTRODUCTIONS

Allyn Romarow welcomed the participants to this workshop
about high speedl/O and thanked the speakersfor their contribu-
tions.

2. KEYNOTE: DAVID R. CHERITON,
STANFORD UNIVERSITY

Network-1/0 Convergencein “Too Fag” Networks: Threas
and Countermeasures

Theworkshop beganwith an1-haur invited talk by David Cheri-
ton from Starford University. He obsrved that nework 1/0 con-
vergene is anold story. Giving a brief introdiction to 1/0 devel-
opment and its history right from the 50/6G to the preen age,
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he focus®d on the current problems fadng the field — reordering,
forged packets,replay, attack by peripheals. He expresedtha the
performane of the hostshould notbe degradedby attacks

The new probem is “too fag” netwaks, eg. 10 Gbps He ex-
plained the term*“too fag” to meanthat“it is very expersive notto
proted, andnot fessibleto do in software”

He thenbriefly commentedn zero copy — corruption and com-
promise and on receiver authertication — how to do efficiently and
sdely.

Then he referredto Moore' s law, inferring that thetoo-fast net-
works wereatthelimit of theirmemory speeds

He obseved thatthereis a collision betweea 1/0 andprocessor
for thehardwarereources. Thereis a cortention for pins, on-chip
state,and on-chip logic. If the contertion is nat in the proess,
it is way across in the I/O network. He humaously statedthat
everybody is trying to pushtheother off-chip!

Hewent onto highlight the thred perception of Infinibard. After
explainingwha is Infiniband he stated — “fix 1P for storageor else
loseto Infiniband?

Onthe isswe of multi-layer sdutions he observed thatthe more
the layers, the more complex it will be for hardware. In the case
of meaprotomls, he bdieved tha the stancrdsaretoo flexible
to dedgn hardwae to a goad standrd. Herce, hard choicesare
regured.

He latershifted attentionto RPC,sayingthat sincengwork isas
fag asmemory notjust RDMA, but RPC needs to be handledtoo.

He thenproposd the solutionof refactoringthe transport layer
protocd, bagd on the theory of refadoring the protocd design
problembetween hardwae and non-hardvarelevel.

Then he arrived on his final sdution — an RDMA basd pro-
tocd. He explainedthe term “region” as a collection of packet
frames to/from which a sequerce of padets of paticular flow are
mapped Showing a diagramof aregion structure, he talked abaut
itsddivery conditionsandits pros. Tacli ng theissue of control, he
explainedtheROP control level. Then, heexplained theworking of
File Write. For comection setup,he saidthat thechamel manager
is amedarism to crede or sdup new chanrels.

To condude, he reiteratedthe main points of his talk, and
stopped with an open quedion — the counter-meaureexigts, but
can the | P-Ethenet communityrespand?
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Questions & Answers.

Thefirst argumert came from Steph Bailey: one commurity says
TCP is good, arother says TCP offload is the hardest part, not
RDMA. But he believedthatstablerecovery andwindov manage-
mert arethemod challengng parts of TCRP. Wha about congegion
avoidance? To this, Cheribnreplied that he did not addres thisis-
stein histalk. He said, perh@s, it is a good approxmaion.

Then Jim Pinkerton from Microsdt sad tha TCP has a buffer
to control tha rate. Thedefinition of theproblemis interesting. He
disagreedwith Cheiton's statemats about Infinibard. In Infini-
band, the layers work differently. While the transport layer is very
similar, the reliablelayer is quite different. The problemis abaut
congestion cortrol and new algorithms

Cheriton reponded, al that has been learnedabou/from TCP
can beapplied again. All themechanismsand problemsabout TCP
can be solved by desgning a new protocol. However, one neals
to keepaneye on cost. The implemertation of staks on hardware
nesdsto comply with cast condraints: it needsto fit onthechip.

ThenRendo Reciomade 2 comments:ithe disausson is speific
to 1 protocol, the problemsare not at the layer that the speder
is talking abou, marshdling-demashalling happers in Java, C#,
etc. Theanswe was that RPCparametersmust tie into RDMA for
sweeess Thedynamicsherelook similar to TCP. Dueto theamount
of memorywaged, the sameideaswoud have been comical 20
yearsagq but notarymore,asmemoty is cheg now.

Jeff Mogul, HP Labsmadethenext point. He séd tha theframes
arebasedon MTU size. If MTU changes, corfigurationchanges
will be requred which the attacler can exploit. Cheriton agreed
with this.

Next, there was an extended interadion betweenldeff Chag of
Duke University, Jeff Mogul, andDavid Cheiton. Jdf Chag began
by observingthatthereis acollision betwea resach andindustry
view. The research communty believes everything can be built
from the ground-up but indugry does not like this. It wantsa
stardardizel IETF bles&d protocd. They would prefer to build
ontop of anolder protocol. To this, Cheiton interjeced thatbet-
ting on TCP is bordeing on theabsurd. Then Jef Mogul chipped
in sayingtha problemliesin integration with theOS, not with TCP.
Cheaiton sad tha demands of what we build are colliding with the
hadwareredity. He then discussed TCP ard SCTP. He remaked
thatthetipping point has arrived ard herce change is esertial.

Brent Callagtanfrom Sun Microsystems referted to the smpli-
fied RPCprotocd. When RPCrunsover ary trangort protocol, it
isnotsogoad. However, running over RDMA is quite arefreshing
change.

Dave followed this up by saying that muc of the proposd is
for file access. When RDMA tokenis pas<d to the server, and
saver turnsit badk. Thisisanaternative way of flow cortrol, and
does nat commit so muchmeamory. He indstedthatthisis only a
comment.

Cheriton concluded the quegions by annaundng tha one may
add to something but, it is morecomgicated andexpersive.

3. SESSION1: PROMI SESAND REALITY
3.1 RenatoRecio,|IBM

Server |/O Networks — Pag, Present and Future

The speker is ascciatedwith Infiniband RDMA and IBM €S-
enersa IBM Research. Redo sdd that the agenda of his talk
was saver I/O —networktypes, requirements | /O attachments, etc.
After highlighting the purpcse of server 1/0 networks, he taked

ACM SIGCOMM Computer Communications Review

76

briefly alout server 1/0 netwak regurements — standadization,
peformane, high availability, low cog — to namea few. Then
he adde to this list — virtudization, security, and sevice differ-
ertiation. Then he wert on to summaize the serve I/O netwak
historyard the netwak evolution timeline

The speker then switchedto PCI. The strategy — add evolution-
ary techndogy erharcementsto the sandard. He maintainel that
thereare2 contencers: PCl-xandPQ-expres.

After compaing thevariousl/O attaclments he spoke at lengh
about Infinibard (IB) model andits stratgy. Whenhe compared
IB with PCl-express Raj Yavatkar objected saying tha the com-
paison wasingppropriate,asboth have differert uses

The next partof his talk wason sever scaleup techrology op-
tions, sever |I0A outlook, attachment ard exparsion. Mention-
ing the problemswith socketsover TCR/IP, he outlined the basc
medarisms of netwak offload. After explaining in detail the IB
network stackoffload he showed the saneforiONICs.

He thenextolled the network offload bendits from the middle-
ware's view. He wert to say, ratherartigtically, “TCP/IP/Ethenet
arekingsof LANs!” Then, he devotedsomeattention to LAN is-
sues beforedisauissingcluger network cortende's, proprietaryand
stardardnetwaks. In theerd, hebriefly gave an overview on HPC
cluger nework outlook.

To summaize, he obsevedtha /O server adagers will likely
attachthrough PCI family. He then gave a brief outlook on what
eah kind of network will likely use and why.

Questions & Answers.

JoergMicheel (Endeace) expressedinterestin latercy requrements,
ard desred to know where these came from. The reply was that
thereis no paging ard corgegionto had tha off.

David Cheiton was surprised that latency was pushing down
through switches. He wasnot convincedthat locking, interaction,
etc. shoud have thatkind of overhead. He believed thatthe lo-
gic for latency ard overhea was not good, asdisksard otherold-
fashionad deviceswerebeingused for paging, which were not ap-
propriate.Redo contended thateach devicein the pathhad lateng,
ard tha lowersthe numter of opeations. When quegioned why;,
Redo referredto utilization of pah, throughput and lateng func-
tion. He reflected that lower latercy implies less hardwae and
lesercog.

Dondd Newell from Intel remakedthatthisis a data-feeargu-
mert. Therearewaysto hid lateng with software. He waslooking
for a concretedaa onthisargumen. He would like, for demopur-
poses asetof applicationsfor latercy-sersitive produdivity. Redo
sdd, hewould provide therequreddata.

3.2 Piyush Shivam, Duke University

On the Elusive Benefits of Protocol Offload
Co-autheo: Jeff Chase

Piyush began by introducing the offload controversy and NIC
cads. He outlined recert technologytrends and Moore's law, with
anill ustrative gragh. Some minor dowbts wereraisedon the cor-
rectness of the graph which Jorathan Smith strenghened by de-
claringthatthe graph dataisincorrect. Piyush offered an explara-
tion, which wasaccepted

The spedker cortinuedwith application trends, and prepared the
grourd for LAWS mockel. When he preserted the LAWS ratios,
Rerato Recio obectedthat 1 ratio was missing, that for offload.
Piyush sdad it will come later.

Piyush obseved that LAWS cgpturesapgication trerds  Ana-
lyzing LAWS, he pushedfor ignaring latency, andlaying stresson
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throughput speed. He went further to present saneagelrato press
his peint.

When he pointed out the bendits of hod-limited case Raj
Yavatka wondeedif it redly matteredor nework-intersive cases
Theansver wasdeferredtill forthcaming dides.

He then explained the benefits of network-limited cases with a
graph His cardinal argumert was— for very fag networks this
casehave very goad berefits, but they are valid for avery few ap-
plicationsonly.

He went on to counter the question— will network bandvidth
outrunMoore’'s law?

When he approatiedthe NIC-limited case, Rendo Redo poin-
ted out tha someNIC desigrs can do wha high-endsygems do.
Redo's quegion wasif this paticular cae was coveredby their
suwggestion/theory (of lagratio). Piyush replied saying, onehasto
belimited either by host, networkor NIC in ary case ard anyway,
thatis covered.

After giving an overal picture, Piyush concluded that applica-
tions need to be undastood to understan the role of TCP IP of-
fload, RDMA, etc. He al believed that point studiesare misleal-
ing. He stoppe after giving a brief LAWS andysis.

Questions & Answers.

Joerg Micheel from Endece started off by annaundng that he is
designing high-spead nework interface for PCs. He opeates on
the parameter thatthe capahlity of CPU to processpadetsis the
mainfactor He then statel tha the preentedmockl is totally in-
corred, asthe factorsarewrong. He believedtha it doesnotmatter
wha processoris pre®n, the limiting problemis the bardwidth of
the machine Hence, the mocel does not fit. Piyushreplied thathe
has corsideed the endto-endthroudhpu, and hence Jeag's con-
cerns are covered. The parameterslo suffice. Joelg agan objected
that it hasnothing to do with CPU speed, but with 1/0 prodems!
At this point, Jeff Chaseintervened ard said that the modé is a
simplification. the prodem manifeststsdf in CPU speed. There
exists no assertion that, by doubling the CPU speed, one can cut
the lateny. Herce, the model works. StephBailey semnded the
argumertsin favour of the presatation throughout.

3.3 SamuelFineberg, HP NonStop L abs

Performance Measurements of a Use-Space DAFS Server
with a DatabaseWorkload
Co-author: Don Wilson

Sambeganby explaining DAFS. After giving the charaderistics
of direct accesstrarsport, he gave some DAFS details. He com-
paed inline I/O with direct1/O. He then briefly wentover Orade
disk manaer, prototypeclient/sener, teg system configuration,
his experiments, ODM blast,its read and write comparison, ODM
latency teg ard performance

The speakerthengave someOrade-basedreailts andthe Orade
TPC-Hperformarce He alsopantedout thatin the operationdis-
tribution, read opeation wasthelarged component.

He later condudedtha local I/O is till fager, that DAFS still
has more capailities thanlocal I/O, ard that memoryregistration
isyeta problemwith DAT.

Questions & Answers.

JimPinkertonqueiedif thespedker hadafeel for memoryregistra-
tion battleneck. Samregied that theimplementationwasin hard-
ware. When Jim offered that good caching agorithms exist, the
spealer expreseal hisresenation saying, the problemwith caching
isthat VM tablescharge often. OS cooperation is aso required.
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4. INVITED TALK: WU-CHUN FENG, LOS

ALAMOS NATIONAL LABORATORY
AND OHIO STATE UNIVERSITY

Bridging the Disconnect between the Network and Large-
Sale Scientific Applications

The speaker stared off by introdudng the Green Dediny supe-
computer He preeented thegrand erd-scheme:you put aCD (con-
tainingthe softwareyouwart youinstallin thewha e network) into
your clusterhetwork, the softwarefigures out everything automd-
ically, andinstallsa clugered software in your network. Thenhe
akedthequestion:doesour network possesssimilar virtue®

Then he mace a very humorots refererte to the issue of how
mary staf was required to get asimplelnterne connection started
at SSIGCOMM 2003 conference. He erumeratedhe various sys-
tem failures and correlatedthemto non-trarspaency in Internet,
usng termslike NAT, DNS, etc. His mainpointwas even getting
a simple Interné conredion running involved knowing so much
tecmical terminology;, that it was very difficult for alaymanto get
it doneon his own. Theironical compaison of the problem with
theconferercelnterng comedion waswell-takenby theauwdience!

He then daboratal the agument that completetrangpaency is
missingin the netwak. He observed: “Why carit | just plug my
cableinto thewall ard getmy Internet connection running?”

He explained whathe meant by “discomed.”

At this point, Rerato Redo statedtha the requiremens of
Lawrene Livermoreare much more complex thanthe speaker's.
He asledif thespeaker had investigaded thatcase Wu refied that
he had not condderedthat datawith respect to the nuclear pro-
gram. He furthe dated his bdief thatin al applications tha he
came aaoss thelatency issue canbe custionedif it is nat ... To
this, Recio counteredtha lateny interads with throughput. As
Fengwasabou to reply, Jeff Mogul intervenal and terminaed the
disaussiondue to time constraints.

Ferg went on to explain thewizard-ga problem. He conduded
his solution by anaher humorows compaison of its performance
with thatof FedEx, and emphatically statedthat his solution beas
FedEx by spea and throudhpu, even thoudh it requires around
30,000 profesionds working at4 differentsites.

He finished his talk by briefly talking abaut the dynamic right-
sizing

5. SESSION 2:
DESIGNS

STORAGE PROTOCOL

5.1 Brent Callaghan, Sun Microsystens
NFSover RDMA
Co-authes: TheresalLingutla-Raj,Alex Chiu, Peer Stalbad,
OmerAsad

The speaker commenced by explaining the needfor RDMA as
atrarspat layer protocd. He commered tha NFSis an RDMA
sweet-spot. He promaed RDMA as a nev RFC trangport. After
briefly explaining sane small RPC messages, he explainal the
moving of NFSdaawith RDMA. He latercompared\FSthroudh-
put with thatof TCPandRDMA. He concluded histak by explain-
ing the exterdedRDMA trarspat healer.

Questions & Answers.

David Cheiton reflected that the spedker stared with read-read
protocd, while he himséf had started with write-write protocol.
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Combiningthe two, we now have a readwrite protoml. He pe-
smally hatedRTTs.

Brentreplied that he toohad stared with write-write, but found it
very comgicated, he experiencedproblemswith thesener. Hence,
he moved over to readreal. The man prodem wasthat priority
buffers could nat be figuredout. While read-read seened much
simpler write-write is definitely more practical.

Jm Pinkerton asked why NFS/TCPperformance appearedbet-
ter than NFS/RDMA performarce for small trarsfers. Brert ex-
plained tha RDMA memoryregistration impad isgreaer for small
trarsfers.A new read-wiite protocd will allow theclient to redice
memoryregistration overhea.

5.2 Mallik arjun Chadalapaka

A Study of iISCSI Extensionsfor RDMA (iISER)

Co-authors:Uri Elzur (Broadcom), Michael Ko (IBM Almaden
Regach Center),Hemd Sha (Intel), Patricia Thder (Agilent
Tecologes)

Questions & Answers.

Augtin Donrelly from Microsdt queriedif the proposal doesnot
open anattad.

Mallikarjun replied that there are othe iWarp mechanismsto
deal with it. One example would be invalidating the S-tags. The
damageislocdized, someothe 1/0 will be aborted,but it stopsat
that.

At thispoint, Jm Pinkerton, the SessionChair, interveredsaying
that there is a detailed analyds of security for RDMA in an IETF
Internet-Draft.

David Cheiton raisedthenext question. Thecopy overheaddoes
notregister, thereis along history of dealing with virtud memay
systems We do not forcerevalidation, andsomeotherswch things
Then why not usetheVM madel?

The speker repliedthatthey do nat have commar parts,only
daa movemant is involved. Whenregorse comesback, buffer
ascciatedwith transaaion will notbe minimum. VM can beused
locdly.

Pinkerton said, shoud we incorporateé SERinto VM?

Cheriton aked, why not use the sameVM? Thereare a lot of
synegies,andcommonsoftwareandtechniques

Pinkerton offered, it is functiondly equivaent to VM, but not
synchronizedwith local sygem. Tha is the mainproblem.

Ted Kim change the topic by aking if the spealer had con-
sidaed usng IB. The speaker replied thatiSCSIis ddined over
TCPR Hewam't sureif iISCSlcanrunover IB. He explained his po-
sition by stating his desgn goal —to allow iSCSI to run on gereric
RNICsspecifically. Onecanalways do vendar-addops Efficiengy
ongengic cadsisimportart.

Renao then commerted that integration of this chunk with the
procesor may allow for pre-activity: procesa with paging or vir-
tual and physical mappings.

Pinkerton concluded, we sav new innovations in IB. We ob-
saved tha the scope of the protool expanded. The new devel-
opment is tha RDMA over TCPrunsin thekerné in anoptimized
way. It would be interestingto note how more apgications map
with RDMA.

6. SESSION3: NOVEL APPROACHES

6.1 AngelosKeromytis, Columbia University
High-Speed|/O: The OS asa Sigmalling Mechanism
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Co-autho: Matthav Burnsde

Beforecommendng histak, thespeker eluddatedtha he hails
from a cryptogaphy background, hence his papea/tak condantly
refersto cryptograply, ard is basedfor themog pat onit.

Questions & Answers

JimPinkerton offeredtha memay is aconcernbeauseit is a peri-
pheral. If we rert to using a buffer, the prodem will dislve.
This suggestionwas backed by many other peofde in the audience.
Thespeaker admittedit partly.

Dondd Newell from Intel said, completeparallelism has been
adhieved in the propogd metha by moving memory to other
devices and then empoying additional complexty to marageit.
A better sdutionwoud beto employ memory parallelismclose to
theproess More randomexternd acesse will be available, and
better perfomance will result. Therearebetter methals available,
moresalableand cheaper.

The speaker replied that he looked a programmable FPGAS,
they weren't that complicaed. However, he corfessdtha he did-
n't have thefiguresfor performarce compaison.

Newell thenasked wha kind of apgications the speaker would
beinterestedin demorstrating his work — databassor smpler ap-
plication®

The speder courtered that Newell was thinking of too high a
level of comgexity. He doesnat wantary SQL queries, but amuch
simplerprocess.

Rendo then commentedthat other cortrol opeations would
needto be appendad. The speaker would need somekind of spe-
cializedcortrol, etc. therebymaking the whole schemevery com-
plex. In otherwords, he would not be alle to exape a certain de-
greeof complexity aryway.

David Cheribn said, what the speeker de<ribed for peer-peer
is dl transforming into a netwak, and then, the speaker waked
into ancther discussion. But Cheriton quegioned if it runs over
Etherné, for hebelieved,in theend, its al just Ethernetandsome
devices

The speder agreed tha the next stepindeed would be to see
Etherné, asthere were many interesting issues involved there.
However, he maintainedhatall thedevices areintercannected,and
one mayrunl|P overit.

6.2 Kieran Mansley, University of Cambrid ge
Engineaing a User-Leve TCP for the CLAN Network

Thespeaker stared off by explaininghis problem—the networks
have becomefader, andsohave thetransnissionspeedsof padets,
but the overheal to ded with the packetsis still the same. And this
requresCPU cycles.How dowe tacK e this?

After referting to same possble sdutions he arrived at CLAN
networks,andexplainedin depthits user-level stackarchitecture.

Jim Pinkerton asked for same figures regarding bardwidth and
latengy, which the spealer promptly suppied

Thenthe speaker spoke on true zero-copy trarsmisson.

Helatersummaizedhistak saying tha the TCP/IPstak shoud
be moved to the user level, ard that the retrarsmisson should be
handledby the gaeway.

Questions & Answers.

Rerato Redo argled tha the speaer might still need a copy op-
erationto remove heades fromthe stream, only tha now it would
be middleware healers rather than TCPAP heackrs. The speaker
ageed.
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Jm Pinkerton first commanted tha only the transnit path has
been conddered Then he asked what the spealer meant by an
“asyrchronous AP1.” The speaker replied tha the protoml pro-
cessng will have to be dore a somepoint, eithe immediatelyat
the time when asked, or somdime later, even if the applicationis
blodked now, or later.

Stephen Bailey doubied if the socket API redly required the
copying. He expresedtha the spe&er hadnat chargedthesodket
API pe se but only the interfa@ (in a rouch sersg, according
to pele's expedations He summarly believed that wha the
speaker haddore wasnat really required. The speaker repliedthat
the kernel could spend a lot of time savicing the queue and asa
resut would have to perform acopy without thesecharges.

6.3 Rolf Neugebaier, Intel Reseach Cam-
bridge
A Casefor Virtual Channel Processors
Co-author: DerekMcAuley

Questions & Answers.

Mallikarjun Chadalgaka raisedthefirst quegion. He surmised that
constructng the VCP would involve atremendusamourt of effort
—totaketheTCPstadk andiSCS ard thenmaketheVCP. He asked
if the speaker could specify wha work wasinvolvedin defining a
VCP.

Thespe&ker ageedard sdd tha hewascurrertly in the process
of doingit. He confirmedtha it did involve a TCP stack a device
driver, and putting it together with an API. However, he believed
thata minimal OSrunningontop of aVCPis enoughto geta TCP
implementationrunning

Chadhlap#a further queriedif in the cae of iISCS resairces
oneneeced sgarate NICsfor TCPandSCS. The speaker redied
that thereexist NICs tha multiplex on a large level. Marny new
NICs have bean introdwced of late They later demux to different
functions

Jeff Chasethen reflected tha the first talk propcsedto add a
bunch of data copes, tha would certainly requre a lot of sugport
in VM. The speaker agreed, but saidthatthe VM drealy doesiit,
it even hasan interfae for this function. When Chas askedif he
had full control of VM beweenpaging heregiedin the paositive.

7. GENERAL DISCUSSON

All attendees were requeded to air their views on appopriate
isswes

JonathanSmith said, arethereary ecoromic factorsto change
the biasin memoryarchitecture¢owardsfastermemory rathe than
larger memory?Hefurthersad, dowe dways haveto work around
it, or can we hope for samethingbetter.

Stephen Bailey proposal strean berchmaks. Hesdad it is fager,
exponential. The number of pinsis a limitation, it doesnot grow.
And sois bardwidth. But the streamis quite good, and fast. We
have 20 yeas of stodk. Memay will bethebattleneck.

David Cheiton expressd his inability to commen on physics
However, hesaidhewould commentonold perspedives Hewould
like to getrid of that copy overhead. It should be easy to trars-
ition to new, fager medarisms. We do not notice suacessdue to
pagemanipuation. He hasavision to see 10 Gig Etherné coming
directly into the processor, and mamory systems being accesed
through VM, paging andsoon. Thereis not a drag behind but
it gets eaen up by little things like checking this or that. To fold
in security, the complexity mug be reduced, so much sothatit is
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understadalie by my mother We still are afar way fromthat.

Jim Pinkerton would like to see netwak speal approxmae
memay speal. He believedthatenoughtechnologyis lying around
for 20yeas. Thenework is nolonger theorphanchild, it getsthe
first techrology. It has the sane techrology as does a CPU now.

Steph Bailey commentedha disk channdshave consstently de-
livered10x the bardwidth of NICsto the samesystem. With the
right hardware, NICs should be ale to achieve parity with disk
adapters(picking up a factor of 10 performane) without arny host
hardwarechanges

David Cheiton said tha in the netwak world, peodetak abaut
lateny sersitive apgications. This marke is worth $800 billion,
comprising block storagd /O, fibre chamel, whatever. Dataman-
agemert neals to be centralized. How doesone run Oracle on a
Sunsener 100 miles away, when the fibre is cheapand hasa ca-
pecity of 40 Gig? How dowe desgn a protocd thatworksreliahly,
seurdy and doesnot get overloadeal. That is thegrand challeng,
thatwe have to do right. After all, there will alwaysbe 1 orphan
child.

Jef Chasedoulied if it really is alateng/-driven world.

Cheribn recorfirmedtha it is, down to thelevel of 100 micro-
seondsrange When deding with disk 1/0, the numtersare in
milliseonds range

Jef Mogul suggeded that if we replace disks with MEMS
devices then we might erd up ona beterpricecurwe. In tha scen-
ario, 1 mswill beimportant,and maybe even 100 microses

Jef Chase swygestedtha mog systemsarethroughput-senstive,
nat on latency. For IOPR, Internd requestsserved per seond s the
sengtivity fador.

Jim Pinkerton remarled tha everythingis opinion-basel, and
not fad-basal. He raisel the quegion that what area need more
resarch

Dondd Newell backedhim, saying tha thisis themod common
agumant. Pe@le oftencomeup with bizarrerequiremerts.

Rendo Redo commerted on the areasfor additional reseach.
According to him, segmenting out the problem is oversimplfica-
tion, andtha is the problem.Thereis abig problemwith Java, C#,
etc.,how dowe ge& adwantag in the® areas. It addreses alarge
chunk of space, ard involves a lot of money. It might even take
application changes.

Jim Pinkertonexpreseal that whenever application changeis re-
quired,it introdwces a new world. No feaures exist for it.

Jef Chasereferredto the talk by PiyushShivam, and as®rtedit
is all facts not mereopinions. Onae we canfigureoutthevaluesfor
the parameers, we can visualize real environrments. The problem
is tha we do not know what really matiers, and hence estimaing
the parametervaluesis difficult.

Stephen Bailey cautionel al to be careful to go out ard test
samething.

Jef Chasespdke about someservicebenchmarks,sayingthathe
did samework there.

Jef Mogul then said that we al have focussedalot on perform-
arce Thetheoryis tha if we employ RDMA, we get better pe-
formance But he bdieved tha the right way to look at it was,
doesRDMA enalie systemsverdorsto get accepable performance
with cheaper hardware? If noone uses hardwae-RDMA adaters,
is RDMA redly better? Wha is the right questionto ask — fager,
fader... or cheager, cheager..? He firmly believed that cheger is
beterthan fager.

JorathanSmith first expresed agreemat for the previous com-
mert. Then hesdd tha our researchis greatlyhindered by absence
of daa, epedally in fields of seaurity. He urged all if we coud
come up with an aronymization policy to facilitate better availab-

Volume 33, Number 5: October 2003



ility of daa

Brent Callaghan drew attentionto the fact that use of soketswas
primaily respashble for the popularity of Etherné. Hethenasked
if we have the right APl for RDMA asyet. It may be RPC,or it
maybeMPI. We do not know for sure.

Renao Redo then said thatit takestime for applications to de-
velop.

Jeff Chasecommentedthatin theshat term, it is more ecorom-
ical to buy more serversrather than hire peode.

Ladly, Kieran asked how to make the API beter for applica-
tions.
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Revisiting IP QoS: Why do we care, what have we learned?

ACM SIGCOMM 2003 RIPQOS Workshop Report

Grenville J. Armitage, Workshop Chair
Swinburne University of Technology
Melbourne, Australia
garmitage @swin.edu.au

Abstract- ACM SIGCOMM 2003 included a number of
workshops, including the all-day workshop “Revisiting IP QoS:
Why do we care, what have we learned? (RIPQOS).” The goal
of RIPQOS was to critique the evolution and deployment of IP
quality of service (QoS) mechanisms, from both the research
and operational community perspectives. The workshop's name
was a challenge to all interested communities to reflect on
whether IP QoS has lived up to the hype or whether it is simply
misunderstood. The workshop saw 6 papers, 2 short papers, a
discussion panel, a range of opinions and lots of questions. This
report attempts to capture the essence of our workshop's
discussions, presentations and experiences.

Keywords- IP, Sigcomm, Workshop, RIPQOS

I. INTRODUCTION

There are few topics in the IP networking research
and operational communities that elict as much
inconsistent opinion as “quality of service” (QoS). The
very premise of QoS appears, on the face of it, to
contradict the guiding principles of “best effort” service,
a service model that has seemingly underpinned IP
network engineering since the very beginning. Segments
of the research community have taken the complexity
and apparent contradiction as a challenge, and produced
a substantial body of strong theoretical work showing
how IP networking can evolve to support a variety of
QoS schemes. Large segments of the operational
community simply cannot see the point of adding QoS
to networks that are humming along quite nicely as they
are. A broad spectrum of people can't entirely agree on
what QoS actually is. What's going on here?

The RIPQOS Call for Papers deliberately began with
a provocative statement:

“For over a decade the Internet engineering and research
community has debated, designed, and ignored IP Quality of
Service tools and techniques. There's a sense that something
might be needed, but little agreement on why and who will
pay. At times the very notion of QoS has seemed to be a
pointless waste of time, almost a solution waiting for a
problem. This workshop is an opportunity for researchers
and practitioners to discuss the history of IP QoS research
and development, review what could have been done better,
and perhaps develop a new focus going forward.”

We went on to give some specific questions that this
workshop might consider:
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“Papers are invited that provide well-argued opinion,
speculation, or contrary positions. For example:

» IP QoS schemes never quite seem complete. Is this just a
great research game for academics?

»  Where's the money? How do we make IP QoS pay when
typical Internet applications don't care, and the user's
don't know any better?

»  Will online, multi-player games be the market segment
that justifies end-user/access ISP investment in IP QoS
tools and solutions?

* Isn't more bandwidth the answer?

Of particular interest are papers that critique the
evolution of IP QoS solutions to date and/or explain what
sort of applications and user mindset will need to emerge
before IP QoS solutions become cost-effective for ISPs to
deploy.”

A bit pointed? Yes. Totally unfair to the research
community? Well, no, not really. Our goal with
RIPQOS was to start dialog on how IP QoS techniques
and methodologies fare in the operational world outside
of simulations and testbeds. The research community
has taken IP QoS a long way. The question we wanted
to consider at RIPQOS was whether we're entering a
brave new world of QoS deployment or whether IP QoS
should simply Rest In Peace.

In the end RIPQOS enjoyed 6 full papers, 2 partially
developed papers and an invited panel discussion to
wrap up the day's proceedings. The first four papers
were grouped into two morning sessions under the
heading “Challenges” - opinions on where QoS research
should be going, a question of whether QoS has “failed
to thrive”, observations on how QoS deployment must
attend to operational and commercial realities, and a
review of how DiffServ is solving real-world problems
for real ISPs and customers today. After lunch we had
two papers under the “Lateral Thinking” session,
looking at two quite diverse topics of QoS and Denial of
Service, and the potential for networked Games to
emerge as an important QoS-sensitive application. The
“Short Papers” session saw a discussion about QoS as a
risk management tool and a brief proposal to add
variable congestion control algorithms to existing
transport mechanisms. Our discussion panelists wrapped
up the day by considering the question of where the
research community should go next in order to expand
the role of IP QoS in operational IP networks.
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The workshop proceedings are available through the
ACM Digital Library [1]. What follows here is a
summary of each session.

II. CHALLENGES

Two sessions covered the Challenges, four papers
articulating some different perspectives on IP QoS past,
present and future.

A. QoS's Downfall: At the bottom, or not at all!

Jon Crowcroft (University of Cambridge) opened the
day with a walk down memory lane to the Cambridge
Ring, a “bogograph” with broad sweep armwaving, a
reminder that QoS deployment means meeting the needs
ot stakeholders, and an argument that some minimal
degree of QoS mechanism needs to be embedded in the
very lowest levels of our networks [2] .

Jon began by clarifying that, clearly, all networks
deliver some sort of “quality”. But in the sense we're
discussing QoS here, the issue is about a network's
ability to offer different (and differentiable) levels of
service quality over a shared infrastructure.

More importantly, there'sa real problem for
researchers in this field that isn'talways obvious. Jon
argued that we become trapped at particular points in the
cyclical nature of the problem statement. The ratio of
access network and core network capacities change over
time, moving the congestion (and hence QoS) problem
back and forth. QoS research tracks resource contraints
in networks. Hence any given researcher'svork tends to
be a trailing indicator of where the access/core ratio
stood at the time they embarked on their particular QoS
scheme.

Many of the different viewpoints held firmly by
people across our networking community may perhaps
be understood in the context of the prevailing edge/core
capacity ratio at the time each person embarked on their
network engineering and research careers. Failing to
realize that we'revictims of the “wheel of time” will
ensure we do not break out of the cycle. [There was also
a bogograph (“bogus graph™) to back it all up, showing
a sinusoid of “core to access capacity ratio” with a
period of roughly twenty years.... and, as Jon readily
admitted, scaled primarily to suit his talk.] Nevertheless,
an intriguing position that our research is blinkered by
historical trends.

Another issue identified in Jon'stalk is the question
of knowing who your stakeholders are when discussing,
designing and proposing QoS schemes. Computing
people, telecoms  people, service  operators,
users/consumers.... they all have different timescales
over which they evaluate the cost-benefit trade offs of
new schemes and services. The drive to “converged”
networking means a larger and more diverse range of
applications, which has created demands for a multi-
service (and hence QoS-enabled) IP layer. But each
stakeholder has arrived at different points in the
historical capacity ratio cycle, and thus perceive the
technological problems differently.

Jon"s fundamental points came towards the end:
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« We need QoS at the lowest layer, below IP, and it
only needs to be simple — a two-level (one bit)
scheme will suffice. Overlay schemes cannot support
“better” QoS control if the wunderlying links
(networks) don't have at least two levels of service.

+ The lowest level QoS mechanism needs to be

exceedingly cheap to implement and deploy,
encouraging  innovative use with  minimal
inconvenience.

» There'sno need for more “QoS architecture” work at
higher levels, its been done. We need to map QoS to
marketable services, close the gap between
mechanisms and revenue.

» We need QoS mechanism in the core. The current
core/access ratio is trending towards the core being a
congested resource, despite all current evidence to
the contrary. Aim for the future, don'thase the near-
term issue. Put two-level QoS into the optical core.

In other words, QoS needs to be deployed “bottom
up”, yet the mechanisms at the lowest levels need not be
complex at all. QoS needs to be “sold” correctly to the
various stakeholders — if we hang around at “layer 8’
(the political layer of the OSI stack) we'llcontinue to
solve for congestion/capacity limits that have changed
by the time our solutions appear for deployment.

B. Failure to Thrive: QoS and the Culture of Operational
Networking

Gregory Bell (Lawrence Berkeley National
Laboratory) took us on a different tack — he provided an
operational engineer'scontemplations on why IP QoS
schemes have failed to thrive in enterprise networks, and
the entrenched R&D methodologies that may yet ensure
no complex IP QoS schemes ever manage to take off
[3]. He observed that his insights are taken from
supporting a research institution with about 80 subnets
and 10,000 hosts — an enterprise rather than ISP
environment.

“Failure to thrive” comes from the growth of children
- thriving is the norm and anything else is cause for
alarm. In networking it might be argued that withering is
the normal course of events for most protocols and
architectures. Yet Greg observed that IP QoS should be
thriving by all accounts, considering the stature of the
researchers who have done significant work in the area
over the past decade and the abundance of literature
generated in the area.

So why has IP QoS failed to thrive?

There appears to be a structural rift between the
designers of protocols and QoS architectures, and those
whose job it would be to operate such QoS-enabled
networks. There'sa disconnect in how researchers and
operations people view the relationship between system
complexities and system failures. Both communities
recognize that complexity multiplies the potential for
system failures. What the research community doesn't
often internalize is the fact that failures in deployed
equipment are often due to buggy implementation rather

Volume 33, Number 5: October 2003



than unintended operation of a perfectly implemented
protocol. Operations engineers learn the hard way to
assume failures will occur and act to avoid deployment
of anything that increases the chance they'lbe working
weekends to fix their network.

So the real question faced by IP QoS community is
“is this deployable?” Greg gave us some history of a
related service with a checkered past — IP multicast. At
LBNL the enterprise networking team had a range of
bad experiences with routers running shipped, yet
buggy, IP multicast code. Greg'smain point is that the
IP QoS research community needs to recognize that
operations engineers are as afraid of buggy QoS
implementations as they are of the architectural issues
surrounding QoS-enabled service deployment.

Deployment thus depends on a variety of factors -
QA by vendors, critical mass of users, debugging tools,
enterprise knowledge, trust between neighbouring
domains, and business case. For the operational staff the
existence of debugging tools is crucial — if I deploy a
new technology to offer a new service, where are tools I
can use to cover myself when things go wrong (network
failure) or users complain they aren'tgetting the XYZ
service level they thought they would? And a related
broad concern, can this new technology be deployed
incrementally in such a way that it doesn'tdisrupt
existing best-effort IP service?

Faced with these concerns it is hardly surprising that
many network administrators will seek out the safer
route of just adding more bandwidth. Greg sounds a
cautionary note to the QoS community not to dismiss
“throwing bandwidth at the problem”, because in reality
this is often a reasonable and pragmatic engineering
response to network congestion. It certainly seems more
appealing to network engineers than “throwing
protocols” at the problem! The reality in many
enterprise networks is that adding links is a well
understood and low-risk action that usually solves
impending congestion issues. (Greg acknowledged that
the economic and practical constraints facing ISPs may
differ greatly from those in enterprise networks, he
discussed some examples where long haul telco links
simply couldn't be upgraded easily.)

Perhaps the essence of Greg'scautionary tale is
contained in this quote from his paper:

“Attempting to architect QoS without taking into account
its economic and institutional context is roughly analogous to
designing a city with reference to local culture, climate or
geography.”

Greg'talk concluded with some animated discussion
of his conclusion that unless the research and
development communities start paying attention to the
deployment issues, QoS will continue to suffer from a
failure to thrive.

C. Beyond Technology: The Missing Pieces for QoS Success

After the morning break Carlos Macian (University
of Stuttgart) gave us a view from the other side [4] — the
issues that affect ISPs more so than the enterprise
network focus on Greg's talk.
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Carlos began by observing that the ITU and IETF
have different perspectives on QoS - the former seeing it
as the collective service performance affectign the user's
satisfaction, the latter seeing it as a set of end to end
performance metrics to be met along a network path.
Yet there'sa common issue — QoS is a “...measurable
performance that satisfies some(one's) demand.

Although reliability, availability and security are also
metrics by which QoS can be evaluated, Carlos
specifically focused on the timescales of packet loss and
jitter. He also noted that QoS is not simply a network
issue — the end user applications have a significant
impact on the end user'ssense of service quality. Thus
QoS is truely and end to end issue.

And the main motivation for ISPs to deploy QoS is
money. How to provide priority service to someone who
would be willing to pay for better than best effort?

Overprovisioning is often not a viable option for
ISPs, ultimately boiling down to economic realities.
Links of suitable capacity may be available and yet
priced too high to justify, or there may simply be no
links available between different sites on a provider'dP
network. Alternative mechanisms are then deployed to
share the existing links in a controlled and differentiated
manner (using the more general notion of
“differentiated”, not the IETF'sDifferentiated Services
model necessarily).

To be successful QoS needs a mixture of technical
mechanisms (buffer allocation, capacity, protocols) and
economic consideration (price differentiation, market
segmentation, service bundling, perhaps auctions).

Although the technological pieces may be largely in
place, the business environment still has a long way to
go. The solution needs to be completely end to end or
not at all, which implies inter-domain relationships to
support QoS across provider boundaries. This creates a
hugely complex problem for relationships between ISPs
— indeed, the traffic exchange relationships need to be
more explicit and formalized than they are today.
Network operators may need to expose internal
performance data about their networks, which is
understandably sensitive information. Will we end up
with market consolidation? Enforced interconnect rules
through regulation? Stagnation by simply letting
overcapacity solve QoS where it can and ignore the rest
of the network?

So back to a critical question — how can money be
earned? The QoS area seriously lacks a billing and
accounting model that can work inter-provider and inter-
domain. The telephone industry is not a good guide
because it essentially offers only one level of service —
either the phone call is there, or it is not. Billing and
accounting are thus simplified by aggregating call
durations. There'so simply analogy to IP networking.
And since telephony providers are already making far
more profit than ISPs, why would telephony migrate to
IP? Some IP architects have proposed “brokers” to
handle accounting and billing between domains, but this
is still very much work-in-progress and doesn'taddress
the need for compelling business reasons for domains to
play nice with each other.
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In the end Carlos summarised that we have no
integrated QoS architecture, but even more importantly
the community needs to address business models and
trust models between providers.

D. Deployment Experience with Differentiated Services

Rounding off the morning was Bruce Davie (Cisco
Systems) with an entertaining and far more positive
position on IP QoS — despite the doom and gloom from
certain quarters there is a thriving deployment of basic
Differentiated Services (DiffServ) in real-world
networks solving real-world problems today [5].

Bruce started off with a fair observation that the very
premise of RIPQOS was somewhat confrontational to
the QoS community. He felt obliged to step forward
with a DiffServ success story and to ask whether there
were lessons here for the broader deployment of IP QoS
mechanisms.

There are at least two valid definitions of QoS — an
application-based “what can i get from the network?” or
mechanism-based “what technologies can I utilize?”
Bruce's talk would focus on the use of certain
mechanisms on the presumption that overprovisioning
was not the solution (otherwise we should simply stop
all QoS R&D work). Traffic enginering was not defined
as a QoS mechanism for this talk. (Bruce also observed
that if the network offers good-enough service without
additional service levels this could be considered

“QOS”.)

The first critical clarification Bruce made was to
observe that most DiffServ deployment today was in
private networks or managed VPN contexts. It is
commonly deployed by ISPs supporting customers who
have high expectations of mixing Voice over IP (VoIP)
and regular IP traffic over shared links running at very
high utilizations. Usually the customer is driven to run
their external links at high load because such links are
exceedingly expensive. There'slittle to no DiffServ
deployed in the core of the public internet.

VPN scenarios are tractable because they avoid the
issues of maintaining QoS across inter-domain or inter-
provider boundaries, or having to mix IP traffic from
uncontrolled and uncontrollable sources. The VoIP
sources and sinks are usually under the control of the
cusomer directly asking for QoS, or the provider
offering the QoS-enhanced service.

Typically the VPN customer has a number of remote
sites connected to the VPN provider'score network
through low bandwidth links. VoIP traffic is marked
with the DiffServ “Expedited Forwarding” (EF) bit, and
routers on the customer premises edge and provider
edge provide priority treatment to packets with the EF
bit set.

DiffServ is an exceedingly useful tool when edge
bandwidth is an expensive commodity. It is especially
useful when migrating customers from older private
networks - such customers expect their voice trunks to
operate much as they did when using e.g. Frame Relay,
even though they're now sharing their external links with
other intra-VPN IP traffic.
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At least one national carrier (Telecom Italia) has
deployed an entirely self-contained VoIP network for
public telephone calls, with DiffServ turned on. Since
the VoIP gateways are under the carrier'scontrol,
provisioning and policing are tractable problems.

Bruce then considered the situations where DiffServ
is not attractive, or very difficult to use. For example,
many ISP customers do not have the same expectation
of service quality as someone who migrates from
traditional circuits like Frame Relay. Regular IP access
is a difficult environment to offer QoS assurances
because we run into inter-provider issues, and it is hard
(or impossible) to establish a-priori the set of
communicating sites (and thus almost impossible for the
ISP to internally provision their network correctly).

It is also hard to sell QoS mechanisms into
environments where Best Effort service appears to be
working just fine (e.g. where bandwidth is not a
problem) — what is the benefit to a customer of a
premium service if BE is fine? Who would want to be
the first ISP to downgrade their BE service below their
competitor'sjust to offer a “premium” service that's
about as good as their competitor's BE service?

DiffServ is also a hard sell when the customer only
expresses their needs in terms of end to end
performance, rather than per-hop behaviors (PHBs).
And finally, inter-provider QoS agreements are really
hard!

Bruce wrapped up by observing that future QoS
research needs to look at deployment issues rather than
develop new mechanisms. The catalysts for future
deployment of QoS will include a subsiding of the
bandwidth glut, development of customer demand,
regional ISPs co-ordinating together, and the
development of standard service definitions (to allow
comparison shopping by customers).

II.LATERAL THINKING

Coming back from lunch we jumped into the Lateral
Thinking session with two quite diverse topics - Denial
of Service and the potential for networked Games to
emerge as an important QoS-sensitive application.

A.  Quality of Service and Denial of Service

Ben Teitelbaum (Internet 2) introduced an interesting
argument that QoS solutions will never see meaningful
deployment if they are not designed for worst-case
conditions —i.e. when network components are suffering
from denial of service (DoS) attacks. In other words,
most QoS researchers should be designing QoS schemes
that protect against (and work in the presence of)
adversarial conditions. However, if QoS is deployed to
protect against DoS then how do customers ever verify
they're getting DoS protection?

Ben'fundamental definition of QoS is the regulation
of the impact of congestion. The reality of today'sIP
networks is that “best effort” is generally pretty good,
and most of the time operators find “adding bandwidth”
to be the operationally and financially pragmatic
solution to growth in traffic loads. QoS schemes are
attractive only insofar as they offer protection against
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service degradation during worst-case network traffic
load conditions. QoS is not attractive if deployed
primarily to optimize an operator'suse of their fibre
capacity.

Ben identified two broad classes of QoS - “elevated
priority service” and “non-elevated priority service”.
The former delivers treatment equal or better than the
default best-effort service (e.g. based on the DiffServ
Expedited Forwarding or Assured Forwarding models),
while the latter provides something equal or lesser than
default best-effort service (e.g. scavenger services that
make use of spare capacity without disrupting existing
best effort traffic). Ben observed that only elevated
priority services can protect against adversarial traffic
overload conditions. Although easy to deploy, non-
elevated and default best effort can both collapse to
zero service under suitably severe congestion conditions.

Defining a DoS attack is also problematic. Is it a
security or resource management issue? How does an
operator discern the difference between legitimate and
adversarial increases in traffic load? If I' ma researcher
pushing the limits of a gigabit link am I “attacking”
people along the path during my test? The mere fact that
a network resource begins to congest or become over-
loaded cannot be used as a criteria, so it becomes a
question of intent — a difficult concept to infer with
completely automated tools. Ben suggests that operators
instead look to protecting certain traffic known to be
legitimate rather than attempting to automate the
detection of illegitimate traffic. This is QoS by any other
name.

Elevated priority schemes may or may not provide
protection against DoS (e.g. against a third party
attempting to disrupt the service guarantees offered
between any two hosts by pushing the network
conditions outside normal parameters). Unfortunately,
any elevated priority scheme that does not protect
against DoS will be essentially undeployable - it adds
cost and complexity while offering almost no benefits
over best-effort during good periods and no guarantees
when the network is overloaded.

The costs and complexities of elevated priority
schemes that can protect against DoS are similar to ones
that do not, yet the benefits are tangible during times of
network overload. Ben observed that this makes such
schemes potentially deployable if the costs are low
enough. In other words, a QoS scheme will only be
deployable and attractive in the field if it inherently
protects legitimate traffic from all other sources of
traffic competing for network resources — legitimate or
otherwise.

In essence DoS management is a QoS problem. Ben
identified a number of ways that QoS researchers need
to re-orient their thinking on this point. First, start
thinking like an adversary. Consider the various ways an
adversary can disrupt traffic flows along your
statistically =~ provisioned  network  paths  (e.g.
compromised hosts elsewhere on your network) and ask
how existing QoS technologies could mitigate the
impact of a DoS attack. Develop a minimally complex
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QoS architecture that protects against DoS, then we'll
have a better chance to encourage deployment.

Of course, Ben then pointed out the obvious problem
— customer verification of the offered service. How can
a customer confirm they'regetting protection from DoS?
Generating a DoS attack on their own ISP is unlikely to
be met with much delight in other quarters.

Ben'dalk left us with more questions than answers.
He definitely challenged us to consider DoS-protection
as the most viable selling point for QoS technologies,
because under ‘“normal” network conditions best effort
service and engineering practices are usually the simpler
solution.

B. Networked games --- a QoS-sensitive application for
QoS-insensitive users?

An entirely different talk was presented by Tristan
Henderson (University College London) on the issue of
whether networked games really demand QoS as many
people have asserted. Tristan presented the results of
some research he'ddone into people'ssatisfaction with
playing Half-Life/Counterstrike online.

Tristan first observed that online games could be
broken into three broad categories:

» First Person Shooters (FPS, such as Quake3, Half-
Life, or Doom)

« Massively Multiplayer Online Role Playing Games
(MMORPG, such as Everquest or Star Wars:
Galaxies)

+ Real Time Strategy (RTS, such as Civilization or
Age of Empires)

Typically these games would use UDP-based client
-server communication. Network latency is broadly a
major concern for each category, more concerning for
fast-paced interactive games. A range of studies
unrelated to online gaming have shown 100ms to 300ms
as the acceptable range for round trip delay in human
interactions. Some game related studies have claimed
limits down around 100-250m:s.

Tristan'squestion was basically whether players
actually really cared about QoS, and in what terms did
they actually articulate their thoughts about QoS. He
made the observation that although we intuit a need for
QoS to make games popular, online games appear to be
remarkably successful anyway in today'sIP networks.
So is there really a need for “good” QoS for games?

Tristan set up two Half-Life/Counterstrike servers in
London, equivalently connected to the Internet except
that additional controlled latency could be added to one
or the other server. The servers both ran for a few
months to build up their popularity, and then Tristan
began adding nominal latency of 50ms to one and then
the other server. Usage patterns clearly showed that
simply adding 50ms would discourage people from even
joining their server (client software has a method for
potential players to rank servers according to network
latency before playing).
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The server logs also showed that players tended to
stay on a server once they'djoined even when network
latency got worse for short periods of time.
Interestingly, the relative increase in delay didn'tseem
to affect the likelyhood of a player leaving. Players
who'dalready been playing a long time seemed to be
more tolerant of brief bursts of additional delay (perhaps
tolerance increases with immersion in the game). But
note that players who play regularly (as opposed to
players who'véeen logged into a single playing session
for a long time) are no less likely to leave when delay
gets worse than a player is not a regular on the server.

Finally, there was clear evidence that a players
“success” (in terms of kills, or “frags” per minute) was
adversely affected by increased latency, as was the
likelyhood of the player dying frequently.

Tristan used these insights to ask an unsettling
question — if players are relatively insensitive to network
delay once they'ddecided to join a game server, how
will an ISP attract these typically price-sensitive
customers to a premium-cost IP service with improved
QoS? Or put another way, will a player pay for QoS
improvements when they appear insensitive to QoS
degradation? (Tristan also commented that in some
earlier work he'durveyed game players who indicated a
strong unwillingness to pay for network QoS on
principle.)

Tristan noted that his study only considered absolute
delay, and did not test player'ssensitivity to jitter or
packet loss. There'smore research to be done to better
understand if those QoS parameters have more influence
on player satisfaction than raw latency. There'salso
some interesting questions about how an ISP might vary
the QoS delivered to any particular customer based on
how far “into” a game they are (e.g. good at the
beginning (to attract players) and then gradually
declining to a tolerable level as the game progresses).

IV .SHoRT PAPERS

Two short presentations came after the afternoon
break, representing ideas under development at the time
of review.

A. What QoS Research Hasn't Understood About Risk

Ben Teitelbaum (Internet 2) came back to the stage
with a short discussion that he acknowledged wasn't
necessarily consistent with his first presentation. (The
chair also noted that it was a quirk of double-blind
reviewing that led us to have two papers by Ben!)

Ben'sasic thesis is that neither customers nor ISPs
need or want hard performance guarantees. Rather, each
wants tools and understand and manage risk. He
observed that the design goals for much QoS research
can be captured by words attributed to S.Keshav, “The
Holy Grail of computer networking is to design a network
that has the flexibility and low cost of the Internet, yet offers
the end-to-end quality-of-service guarantees of the telephone
network”. Ben's contention is that this design goal
completely misunderstands the market'seal use for IP
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QoS, and that engineering for true end-to-end QoS
destroys the apparent cost advantage of the Internet.

QoS is essentially a cost/benefit proposition. Many
technical solutions for IP QoS focus on congestion-
management or congestion-avoidance. However,
avoiding congestion entirely (or close to entirely) can be
a rather expensive proposition. What other tools can be
brought to bear on the process of managing the risks
associated with using a congested network?

Customers are essentially rational, although they
have complex and divergent utility functions. They
typically want the ability to trade-off between a number
of service criteria, including good performance, low
costs, simple pricing, low transaction overheads, and
means to manage exposure to worst-case performance.
Technical QoS schemes can only remove a component
of risk exposure, and at significant cost.

Perhaps an alternate goal for QoS research is “How
can network services offer customers and providers flexible
management of exposure to poor network performance?”

A complete risk management solution needs to
include economic tools. There are few (if any) markets
where customers actually demand infallible service.
Typical systems use a mix of technical and
economic/regulatory mechanisms (e.g. warranties,
insurance, and -certification). Warranted performance
appeals to customer'sdesire for simplicity in costs, but
demands new tools for providers to correctly estimate
their ability to warrantee any particular service
agreement. The likelyhood of customers demanding
compensation for performance degrading outside
warranteed levels leads to opportunities for third-party
performance insurance. Insurance is a monetary risk
management tool, there'so reason it cannot be applied
to the network service provision industry. Yes, this
would introduce a whole new insurance industry and
require government involvement to establish rules for
liability, etc. But a necessary evil. And yes there will be
costs to administer, but in most places insurance acts to
lower risks for goods and services. And finally,
certification processes and procedures would complete
the tool-kit, allowing customers to compare ISPs and
requiring performance monitoring and reporting by ISPs
along the lines of the phone companies today.

QoS needs a multi-disciplinary approach from this
point forward if we are to see any truly deployed
solutions at all.

B. Internet Service Differentiation using Transport
Options:the case for policy-aware congestion control

Panos Gevros (University of Cambridge) presented a
rather different discussion, on technical means to
optimise TCP's congestion control behavior in a
dynamic fashion.

Panos first observed that QoS allows us to
differentiate between traffic belonging to different users
and to guarantee quantifiable performance levels. Most
mechanisms discussed so far have been network-centric,
e.g. end-to-end guarantees, router mechanisms such as
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DiffServ, etc. Such mechanisms may be OK for small
scope environments, but there is a combinatiorial
explosion when we try and use QoS for the whole
Internet.

Panos'basic thesis is that we should engage the
endpoints in the control loop — modifying each
endpoint'scongestion control behaviour to influence
performance. Many networks are well-provisioned. So if
there is no congestion, users might be able to transmit
more aggressively (compared to regular/default TCP as
currently deployed). We could modify TCP'slow start,
congestion avoidance or retransmission timeouts.

The idea behind “transport options” is that an ISP
could offer a service that changed the congestion control
behaviour of endpoints dynamically, on behalf of the
user, according to certain classes of service offered by
the ISP to the user. Classes of service are offered in
relative terms (no guarantees) - so you know that a class
is worse than another, but that is all.

This work on transport options is still in progress,
and has a number of open issues. It offers to put ISP
congestion policy control further out to the network
edges and into the operating systems of end users.

V.DiscussioNn PANEL

We wrapped up the day with a short, informal panel
discussion involving Jon Crowcroft (University of
Cambridge), Bruce Davie (Cisco Systems), Jennifer
Rexford (AT&T Research) and Ran Atkinson (Extreme
networks). As chair I basically let each person comment
on what their main thoughts were after participating in
the day's event.

Jon: Control planes are complex - a signalling
network is as complex as the network itself. We need a
distributed partition to partition BE from EF/AF. But
how to bootstrap? Network is ever-evolving - a moving
target. Need a new model of the evolution of the
network so we can predict where this moving target will
be?

Bruce: Range of opinions today, from DiffServ is a
success to DiffServ is a fundamental failure to QoS is a
solution in search of a problem. Is the glass half-full or
half-empty? How can we get Internet-wide QoS?

Jennifer: How can you have QoS when:

« A typo by a network operator can bring down
service? Half of network outages come from
misconfiguration

« Routing anomalies might throw away your traffic?
« Users don't know how to predict their bill?
* You don't know who to blame for a QoS violation?

Ran: Universities are more interested in degrading
traffic — e.g. degrading game or p2p traffic. Degrading is
better than ACLs since applications will port-hop if
blocked. 5-10% of universities employ some sort of
ACL to downgrade undesirable traffic. Some
universities use quota-based systems, e.g. a rate-limiting
up to a quota per IP address.
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Extreme'sproducts are QoS feature-rich, but most
customers don'tswitch those features on. Ran thinks
there is less QoS out there than Bruce does.

In the late 80s the DDN (Defence Data Network) in
the US, based on Tls used John Moy'sOSPF which
supported the TOS bit. So e.g. file transfers would have
lower precedence and be routed via a satellite (which
had higher capacity). TOS bit was used as in RFC791.

Sprint will (for a fee) use CBQ between customer
routers and the aggregating router. DSCP bits are
cleared in the core because in Sprint'score there is a
funny DiffServ setup for prioritising BGP traffic (as
opposed to customer traffic). Also Sprint core is
overprovisioned.

The IAB Network Management workshop had two
points: operators desperately need better
config/management tools (most ISPs use a set of
Perl/MySQL/Tcl/Expect scripts to manage routers), and
reducing operations costs.

Bandwidth is increasing faster than our ability to
encrypt or authenticate data. This is a problem for
interdomain QoS since ISPs will be unwilling to forward
marked packets unless they can verify that it is not a
DoS.

Maybe ISPs could just negotiate levels of EF
between each other. e.g. renegotiate every day, if a
customer sends too much traffic, that is their problem.
Need to be able to assign blame.

As to each panel member's favourite research
problem:

Jon: a model of the complexity of network
architectures (not just the complexity of components)

Bruce: interprovider QoS

Jennifer: configuration management - models of
protocol configuration state

Ran: configuration management - how do I configure
a network (not just a single box)

kc: how to get funding? The NSF won'tonsider a lot
of these problems as research. Maybe Dave Clark's
knowledge plane could be used as a platform for
research.

What is left for "traditional" QoS research? Bruce: no
more queuing algorithms!

VI.CoNCLUSIONS

It would be inappropriate to conclude that RIPQOS
has answered everyone'squestions about QoS. But the
day did see two broad themes emerge:

+ There'slot of respect for the complex theoretical
work that has been done on device-level congestion
management schemes in bursty, best-effort IP
networks

« If IP QoS is to be truly deployable the research and
development communities need to shift gears and
begin answering the market'sactual questions — use

Volume 33, Number 5: October 2003



ACM SIGCOMM Computer Communications Review

the technical device-level mechanisms to develop
systems-wide toolkits for monitoring and managing
QoS schemes, and recognize that QoS is only part of
what customers demand from their ISPs.

The key message from RIPQOS is that QoS is not
dead, but as an IP QoS R&D community we need to
reach out and include business, systems control, and
marketing expertise in our efforts to get IP QoS
meaningfully deployed and used.

ACKNOWLEDGMENTS

This report relied heavily on our RIPQOS scribe,
Tristan Henderson, and informal post-workshop
discussions with kc claffy, to supplement my flakey
memory. All errors of transcribing are, naturally enough,
mine.

The workshop itself could not have materialised if it
were not for the RIPQOS program committee - Mark
Allman, kc claffy, Tristan Henderson, Geoff Huston,
Derek Mcauley, Kathie Nichols, John Wroclawski, and
Sebastian Zander. The ACM SIGCOMM?2003
Workshop organizers (and in particular Craig Partridge)
also deserve thanks for first believing in this workshop
and then providing logistical support for workshop
advertising, website and registrations.

And finally, the workshop would have been nothing
without our presenters (listed below) and our discussion

88

panelists at the end of the day — Jon Crowcroft, Bruce
Davie, Jennifer Rexford and Ran Atkinson.

REFERENCES

[1] "Proceedings of the ACM SIGCOMM workshop on Revisiting IP QoS:
What have we learned, why do we care?," August 2003,
http://portal.acm.org/citation.cfm?id=944592&coll=ACM&dI=ACM&C
FID=13079983&CFTOKEN=66295760 (URL as of October 2003)

[2] Jon Crowcroft, Steven Hand , Richard Mortier,Timothy Roscoe, Andrew
Warfield , "QoS's Downfall: At the bottom, or not at all!" Proc. ACM
SIGCOMM 2003 Workshops, p. 109, August 2003

[3] Gregory Bell, "Failure to Thrive: QoS and the Culture of Operational
Networking," Proc. ACM SIGCOMM 2003 Workshops, p. 115, August
2003

[4] Carlos Macian, Lars Burgstahler, Wolfgang Payer, Sascha Junghans,
Christian Hauser, Juergen Jaehnert, "Beyond Technology: The Missing
Pieces for QoS Success," Proc. ACM SIGCOMM 2003 Workshops, p.
121, August 2003

[5] Bruce Davie, "Deployment Experience with Differentiated Services,"
Proc. ACM SIGCOMM 2003 Workshops, p. 131, August 2003

[6] Stanislav Shalunov, Benjamin Teitelbaum, "Quality of Service and
Denial of Service," Proc. ACM SIGCOMM 2003 Workshops, p. 137,
August 2003

[7]1 Tristan Henderson, Saleem Bhatti, "Networked games --- a QoS-sensitive
application for QoS-insensitive users?," Proc. ACM SIGCOMM 2003
Workshops, p. 141, August 2003

[8] Ben Teitelbaum, Stanislav Shalunov, "What QoS Research Hasn't
Understood About Risk," Proc. ACM SIGCOMM 2003 Workshops, p.
148, August 2003

[9] Panos Gevros, "Internet Service Differentiation using Transport
Options:the case for policy-aware congestion control,” Proc. ACM
SIGCOMM 2003 Workshops, p. 151, August 2003

Volume 33, Number 5: October 2003



Workshop Report: Future Directions in Network Architecture
(FDNA-03)

Steven Bauer, Xiaowei Yang
{bauer,yxw@mit.edu

Introduction significantly since the 1970s.
New architectural requirements reflect ever growing

The Future Directions in Network Architecture (FDNAgovernment and commercial demands, increasingly com-
Workshop, a one day workshop held in conjunction witiex security concerns, and changing user expectations
the ACM Sigcomm 2003, provided a forum for particiand needs. Further, new classes of networks - sensor-nets,
pants to predict and consider the architectural underpkiighly mobile ad-hoc nets, overlays, and others - have
nings of future networks and the evolving Internet. Theome into existence. These networks have very different
workshop was very well attended, attracting over eighgiesign goals, operating requirements, and implementation
participants. A total of 48 papers were submitted to tl@wironments than those imagined for traditional network
workshop. Joint submission to the workshop and thegchitectures.
general Sigcomm 2003 conference was permitted, anths the network community works to accommodate
roughly half of the papers were dual submissions. @ese new requirements, all too often the coherence of the
these submissions, nine full papers and six short talkgernet's architectural design is eroded by a patchwork
were selected for presentation. Speakers of the full ggnarrow technical embellishments. The result is an ever
pers gave 20-25 minute talks, with 5-10 minutes for qugfcreasing complexity accompanied by a loss of function-
tions. Short talk speakers were allotted 10 minutes fglity and extensibility. Given these pressures, revisiting
their talks with 5 minutes for questions. The presented flﬂ”e architectural princip|es of |arge genera|-purpose net-
papers are published in the Sigcomm 2003 consolidat@grks is appropriate and necessary.
workshop proceedings, available from the ACM Digital The workshop addressed these issues in a series of four
Library. sessions. Talks included ideas on new routing architec-
tures, new network abstractions, and new techniques and
approaches for a variety of existing network problems.
Each session sparked numerous interesting discussions
The purpose of the Workshop was to convene researc}'ﬁiﬁg debates. The sessions are summarized in the follow-
interested in the future of network architecture. The archiig sections. We outline the talks and the discussions that
tecture of a network specifies the high level principles afilowed.
structures that guide its design, especially the engineering
of protocols and algorithms, and the interaction of dif- ) ) ]
ferent functional components. Advances in architectu@ession 1: Motivations
come along two distinct fronts: 1) identification of new
fundamental structuring principles and 2) new guidelingis session addressed ways to design architectures that
for making decisions about the functional decompositidiexibly accommodate diverse concerns and requirements.
and modularity of a system. Recognizing that various parties participate in a network

The current Internet architecture has been remafks diverse reasons, this session’s speakers considered
ably successful as the underpinning of a global, generabw different participant's motivations can be leveraged
purpose, decentralized data communication network. Am-architectural designs to more efficiently accomplish
chitectural decisions made 30 years ago have allowed #iystem goals. The session introduced attempts to reason
Internet to quickly support new applications and adapt &bout and analyze different requirements in making archi-
dramatic changes in technology. The requirements ueetural decisions. Finally, architectural influences of the
derlying the Internet architecture, however, have changgthnging nature of network technologies was considered.

Workshop Purpose
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Addressing Reality: An Architectural Re- faith” of Internet architects. He argued that we must ac-
sponse to Demands on the Evolving Internet cept that non-general networks will be attached to the
Presented by David Clark (MIT LCS) edge of a general Internet core in the future. We must ar-
chitect for this, likely necessitating application level state
Clark presented three key tenets that he contendgdhe network. Clark argued that we need to "design the
should guide the evolution of the Internet in its next geng{sture” not "drift from the present.”
ation: 1) design for change 2) design for controlled trans-the giscussion after the talk initially focused on how
parency and trust and 3) respect the centrality of the tusglgnjtectural evolution occurs. Clark observed that incen-
space bylacceptlng conflicts of interest in the tech.nologp&eS often control this process but technologies can be
Clark reviewed each of these tenets and then discusggditioned appropriately by observing the interests of key
their implications for future networks. o layers. Clark emphasized that we must only standardize
~ Clark explained that designing for change implies ta&e things seen on the wire and we can not and should not
ing explicit architected action to preserve the ability tgictate how applications are built. He stated thought that it
change and evolve a technology. This may imply making crycial that network architects provide better guidance
sacrifices in performance and efficiency. The challengﬁappncaﬂon designers than has been done in the past.
for architects is how to preserve generality and evolvabil-tha next series of questions probed at why Clark had
ity while minimizing costs. _ limited his focus to the type of networks that he had. He
Designing for controlled transparency is a tenet bofp,g asked why multicast was not discussed. Clark indi-

from the recognition that users often have different reaieq that the research group did not reach any consensus
quirements for the network. Sometimes the netwogf, multicast.

should appear completely transparent and pass all paCkeEther audience members questioned how Clark saw

but other times the network should mediate some COMore exotic networks like Delay Tolerant Networks
munications. Clark postulated that the requirements ?BTNS) One person, for instance, wanted to know why
ten may be dictated by how much users trust each othep, y a4 assumed that the sender and receiver were static
Users WanF the netvyork itself to prevent certain traff@ntities. A different network model could allow the net-
from rea_chmg_them_ i Fhey_ don't trust the source. Tr\fvorks to actively find appropriate or available recipients
key to th!S design principle is that the transparency of tlﬂﬁ"at were unknown or maybe didn’t even exist when the
network is controllable by the end user. __packet was sent. Clark questioned the level of the net-
The third tenet was respecting the centrallt_y of the tuﬁiorking stack that DTN style problems actually mani-
sle space” in designing architectures. This tenet pigs; hemselves and suggested that the problems posed by

scribes that architects should not attempt to resolve s might better be addressed at higher levels of the
evitable conflicts of interest that arise in a technology, but, .

should instead architect to allow the conflicts to occur nat-
urally within the coherently designed structure.

Clark explored implications of these design tenets & Real Options Framework lllustrating the
detail in the rest of the talk. The examples he employgtbonomic Value of the End-2-End Argument
came from a reexgmmauon of the Internc_e_t and consideRasented by Mark Gaynor (Boston University)
tion of future requirements such as mobility, non-general
purpose networks such as sensor nets, and evolving seciaynor’s talk presented a real options framework for
rity needs. understanding the economic value of competing system

Clark considered the issue of packet-switched vetesigns. He applied his techniques to network architec-
sus circuit-switched networks and concluded that neitHeres, since, he noted, architecting networks in the past has
model is ideal. He contended that the fine-grained muglied more on "art” than "science”. Gaynor is attempt-
tiplexing achievable with packets has passed the testing to change this by providing a framework in which ar-
time, however, we are missing an architecture for aggiaitectural questions can be reasoned about formally. He
gates. This missing piece often triggers the erroneous titlted that he is seeking to model the long term impact of
to replace packets with circuit abstractions. The lack afchitectural design decisions.
aggregates has lead to naming and managing them usinge conducted his analysis using an extensions of op-
lower level mechanisms such as MPLS. Aggregates tiens called real options, which he described briefly. Op-
stead should be first class objects in the network architéions are an economic construct that models uncertainty,
ture. flexibility and choice. Real options extends the theory of

Clark argued for a reconsideration of the "statelesgtions to non-financial assets. Gaynor has employed real
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options to evaluate the end-to-end architecture of the Istic nodes. He also suggested that one can isolate nodes
ternet and compare the value of competing technologheshaving selfishly if the behavioral differences can be ef-
such as packet-switched to circuit-switched networks, fefctively identified.
SIP compared to Megaco for VoIP, and WiFi compared to While he did not have time in the short talk to pro-
cellular networks. vide the algorithmic or protocol details of the architecture,
Assuming that centralized and non-modular systemsantafillou argued the general case for his design. His
are "cheaper” than distributed modular ones, Gaynor darger point was that the inherent structure and behavior
cessed the relative worth of systems in a given market cafi-network nodes were important to how future peer-to-
text. He demonstrated quantitatively that the experimenfseer architectures are built.
tion allowed by modular system is worthwhile when mar- After the talk, the discussion focused on the need to
ket uncertainty is sufficiently high. The intuition behin@arefully balance exploiting good behavior with the po-
his results is that the benefits of a modular system oténtial that such exploitation could have the negative im-
weigh the costs during periods when the market requifgact of discouraging desired behavior. An alternative hy-
ments of a system are not sufficiently well understood. pothesis could be that one should architect the network
The discussion first focused on the models he employtedencourage the desired behavior. Triantafillou restated
to justify his conclusions. Gaynor acknowledged thais position that behavioral differences exist for a variety
putting real numbers into his models is difficult, but aef reasons and could be actively leveraged to improve a
gued that his work provided a framework for a structuretetwork.
debate to occur. A questioner asked if he employed the
Black-Scholes model of valuing options. Gaynor indi- .
cated that he did not, instead using a binominal model, B€yond Hosts and Routers: Some Architec-
The discussion then centered on whether flexibility widral Principles for Future Mobile Networks
actually good for providers, since it often seemingly enfresented by Robert Hancock (Siemens/Roke Manor Re-
powers consumers. Gaynor’s response was to argue #&grch, U.K.)

the flexibility was indeed in the long term interest of H K tended that t network architect
providers. Even in the short term there are market oppor- ancock contended that current network arcnitectures

tunities if the flexibility exists. I-mode services in Japz‘;ﬁxmb't very high rigidity; they have fixed function modu-

were discussed as an example of modularity and flexi ﬁ\_rity and asymmetric interfaces. In the future, he expects
ity being beneficial for providers arbitrarily complex user scenarios where the "host vs. in-

frastructure” division is no longer appropriate. Instead

multiple nested/joined groups of cooperating devices will

Peer-to-Peer Network Architectures: The exist. He argued that the rigid approach does not scale
Next Step (Harnessing the Symbiosis of Al-to accommodate the requirements that mobile and multi-
truism and Selfishness) homed nodes will have.

Presented by Peter Triantafillou (University of Patras) For these reasons, Hanco_ck argued that _m_ultlho_mlr_19
and network composition are important organizing princi-

In this talk, Triantafillou argued that too often peer-tgples for future mobile networks. However, there are many
peer networks are viewed as networks of homogene@hgllenging technical issues remaining in addressing these
nodes. However, the computational, bandwidth, and stareas. The fundamental challenge in multihomed hosts is
age resources available to nodes often varies considerdilg. need to separate identity and addresses. Nodes also
The heterogeneous nodes are distinguished by their beed to negotiate for services to satisfy their diverse set of
haviors; this is the key distinction between Triantafillou¥quirements.
work and others. Some nodes are "selfish” while otherTo address these future problems, Hancock argued that
nodes are "altruistic” and work for the benefit of the largaontrol plane protocols will need an architectural frame-
network. Whether or not this is true "altruism” or nodework of their own. Further the requirement for the archi-
are in actuality deriving some benefit from their behavidecture to support multihoming and composition will both
is inconsequential. The point is that differences in behasur the host/router distinction and spur a need for net-
ior exist and can be exploited to the benefit of the networkorks, rather than just nodes, to be nameable first class

Triantafillou’s premise is that one can identify altruistiobjects. Such advances will also serve to encourage more
peers and leverage them to improve network functiongiversal bi-directional interfaces.

He suggested, for instance, improving routing lookupsThe questions during the discussion time focused on
and routing functions by concentrating them at the altralarifying Hancock’s position. One questioner wanted to
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know if there was a fundamental new challenge as he f8€SSion 2: New Abstractions

that systems already successfully employed multiple ra-

dios for a variety of tasks. Hancock responded that tl®nventional networking relies upon a well-understood

new challenges were 1) the methods to sew together idset of abstractions. These abstractions simplify the rea-
tities and transport and 2) mechanisms to discover and sening about network architectures and provide a com-
gotiate services available in other networks. He stated thatn understanding and way of discussing networks.
it is really difficult to get the interfaces right. When the networking community considers new func-

The discussion then turned to the properties that sui@nality, we often rely upon our conventional abstract
networks would have. One participant noted that rglodels. During this session presenters challenged this

silience to failure is an interesting property of such futuf@nventional wisdom by presenting new abstractions for
networks; Hancock agreed. organizing network concepts. These abstractions poten-
tially allow us to conceive of different ways of organiz-
ing networks, thus enabling new functionality and better
prospects for evolving the architecture in the future.
Reconsidering the Wireless LAN Platform

with Multiple Radios

Plutarch: An Argument for Network Plural-
Presented by Victor Bahl (Microsoft Research) . 9

ISm

This talk was a demonstration of how changing teckresented by Andrew Warfield (University of Cambridge)
nologies are influencing future networking architectures.

T_he evolymg technqlogy n th|_s case was raQ|os for mO'WarfieId explained that IP’s philosophy is to enable
bile or wireless devices. Radio technology is becomin

. . ) - . inter-networking by homogenizing the network and trans-
increasingly cheap with predictions for even more price

. . ort layers. By standardizing the middle, layers above and
drops in the future. Some radios can be bought for un(ger
. ; elow are free to evolve. The fast growth of IP has demon-
$5.00 apiece according to Bahl. . .
_ _ ) strated the power of this hourglass-shaped architecture.
_This evolution has lead Bahl's research group t0 COfzafield then proceeded to challenge this underlying phi-
sider how to make wireless networks more robust by 8%sqnhy. He listed problems associated with the current IP
ploiting multiple radios on a device. Most often this igchitecture, including, functional deficiencies (e.g., lack
multiple dilff(.arent radps that have foerent performancg support for mobility), scaling issues, the lack of free-
characteristics for dlﬁerent operations. Bahl not'ed thgbm to innovate, and the ever increasing heterogeneity of
many people would claim that the real future lay in sofienyorks with different capabilities, e.g., sensor networks,
ware radios. He preemptively countered that software i3y hoc networks, and wireless networks, he argued that it
dios are not a viable option even a number of years Gifiess and less obvious that a ubiquitous transport and
due to the significant cost of the hardware required.  name resolution protocol is the right solution for the fu-

Bahl demonstrated a number of different ways that muire.

tiple radios can be used to significantly improve perfor- |n contrast, Plutarch emphasizes less homogeneity,
mance metrics such as power consumption. He addresggd states that an inter-networking architecture must al-
the question of how one could take a systems level agw communications between dissimilar networks with-
proach to determine how to use multiple radios. out mandating a standardized data path. There are two
A variety of specific technical questions were asked &ifndamental concepts in Plutarch: Contexts and Intersti-
Bahl after his talk. One participant wondered wheth#ial Functions (IFs). A Context is an area of the network
Bahl was considering multiple and different radios onlhat is homogeneous to some extent. It serves two pur-
or were their applications for multiple and not differenposes. First, contexts serves as descriptors for composing
radios? Bahl responded that they were most often levend-to-end services; Second, contexts describe communi-
aging the differences between types of radios to accogation mechanisms with which end points might use for
plish their goals. Questioning where Bahl had placed thession setups. Interstitial Functions exist at the borders
virtualization layer for the radios, one participant conbetween contexts. The primary function of IFs is to al-
plained that he would lose valuable information that Hew data with different naming and addressing schemes
would need to make certain decisions. Bahl indicated tiiatcross contexts. The contemporary realizations of IFs
the questioner could simply put his logic at the virtualizaaclude NAT boxes.
tion layer instead of above it. Warfield gave an example to illustrate the concept of
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Plutarch. In the example, a user attempted to connect frgmires a region membership through explicit insertion. In-
a GPRS laptop to a sensor net via the Internet. In Plutarsirtion implies applying invariants to the entity. Insertion
three stages happen before communication. First, a diite a region may fail if the invariants on the entity do not
tributed and decentralized search service, not DNS,higld. This does not imply human involvement and may be
used to resolve name=value pairs for addresses. Secamtihmated. Since a region has a logical boundary, when
as the query results may include chained contexts, tam entity cross a region boundary, states may be changed,
IFs, one at the border of the sensor net and the Intand interested parties may be notified.

net, and the other at the border of the Internet and thenstantiations of regions include Autonomous Systems,
GPRS network, would be instantiated and installed. EMNS, and security regions defined by firewalls. Sollins
nally, applications bind to the newly created chained coand her students have been working on a variety of region-
text. Communication can then be established. related projects, including garbage collection in regions,

Warfield described several future directions for his r@ter-region information exchange, region adaptation, and
search, including scalable name lookup services, correeturity. Several important lessons have been learned
semantics of IFs, fault tolerance, and garbage collectiofrom these projects. First, manageable exchange of in-

During the discussion time, concerns were raised abdatmation about different abstractions of region invariants
the degree of complexity in Plutarch since Plutarch rean have significant performance benefit. Second, under-
guires complicated IFs to translate between contexts. Tianding where tradeoffs are necessary is critical. Third,
solution to avoid the complexity seems to be to standarduch more work is needed on questions of region creation
ize data representation. and membership.

The next comment came from a audience member whdDuring the discussion Sollins was asked why people
shared his experience in the design process of Applicativave recently started to think philosophically about large
Level Framing. He stated that the idea of having statesale heterogeneous problems after the community has
in the middle of the net and allowing asynchronous dat&en silent for so long on this topic. Sollins posited that
transfer starts to break down when mechanisms mustitbeas a political problem; the community needed to get
added to handle failures. For example, what happens ifthe basic things done first. Before, we focused on TCP
intermediate buffer is filled up? The complexity graduallgerformance and multicast, now Sollins claimed is a time
builds up. Finally, he stated that he gave up the idea dnadstep back and think about what we are trying to do in a
decided to let applications handle end-to-end state. =~ much more general way.

Another participant observed that there is a common-The next questioner asked how communication be-
ality between DTNs and Plutarch. Warfield agreed biween regions would occur. Was the right idea is to pick
noted that the Plutarch approach is to make the Iffe least common denominator at the translation points or
generic and not architect the system to handle discda-have complicated translation points. Sollins answered
nected networks. Finally, in response to a security qudfsat in reality, both approaches would exist. Perhaps the
tion, Warfield noted that security remained an interestest that could be done was to architect for the two ap-
ing, but largely unexplored issue and was something th@yaches to coexist and make them as efficient as possi-
hoped to explore more thoroughly in the future. ble. Sollins further elaborated that the two approaches

were different and could not be compared directly.

.. . .. A questioner challenged Sollins whether we really want
Designing for Scale and Differentiation all these "sandboxes” (regions), or would common stan-
Presented by Karen Sollins (MIT LCS) dards be better. Sollins responded that the question might
He answered by economic arguments. She did not think

In h?r.ta”‘* S_ollms form_allzed the idea OT grouping a,r,]we can predict what will be the shared functionality. What
subdivision using an architectural abstraction called a "re-

L X S ) we want to build are systems where we can have archi-
gion”. The region abstraction is being explored as a gen- .
- L . ected heterogeneity.
eral organizing principle that can be leveraged to improvée
network functionality. The need for this new organizing

principle arises because the network is becoming incre%”ding an Internet Control Plane

ingly h_eterogeqeous. o ) Presented by Tim Gibson (US Army/DARPA)
Sollins explained a region is defined by a set of charac-

teristics or invariants, for example addresses or AS num-Gibson addressed the need for an Internet control plane.
bers, but perhaps much more complicated groupings. Rie argued that the original design assumptions are not
gions come into existence in many ways. An entity atrue for today’s Internet. He argued that we should not
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treat the network as a black box any more. BGP and ARP, called "BARP”, enables recursion. It
Gibson’s solution is to have a control plane in the ne¥so supports revisitation, i.e., a node can be in the same

work that end hosts can employ to configure network reverlay more than one time. Currently, running code on

sources. His control plane has three building blocks. FirbteeBSD, Linux, and Cisco exists to demonstrate the con-

the infrastructure provides performance information aept of VIA.

end hosts can query the infrastructure for the information.During the discussion time, Touch was questioned as

Second, end hosts are authoritatively identified. Thir®, why revisitation is needed. His response was that that

end hosts pass instructions to infrastructure for their tréifis needed for the same reason we need multiple pro-

fic, such as requesting alternate network paths. Gibsmsses. This point was debated further in more detailed

emphasized that the control plane is not a knowleddiscussion. Another member asked Touch how resource

plane as it does not assume applications that rely ugeartitioning was accomplished in a VIA. Touch said that

cognitive or Al techniques. a node would first ask the operating system and then ask
The discussion centered on questions of scale and futfg network for resources.

tionality required from such a control plane. Gibson was

asked whether he has considered scale issues; if end hgsis . _ - . .

all send queries, will the system scale? Gibson said tsseéssmn 3: Routlng

research is a work-in-progress and he is more focused on,.. : . .
Inh his session, two papers presented new routing archi-

providing services to end hosts and has not given mug . ; .
e ectures. These new routing architectures potentially sup-
thought to scalability issues.

o di b b d that ultimatel ort functionality that cannot be achieved in the current
ne audience memper observed that uitimately w Alernet architecture. The other talk of the session pre-
we learn from the data plane is often better than what €nted work ongoing in the development of a logic for
can get from a control plane. So maybe we do not actu

) . ¥bal routing that would facilitate reasoning about proto-
need a control plane at all in the conventional sense of d polici
word. s and policies.

Finally, a comment was made on the spectrum of ser- .
vice semantics covered by the control plane. The auEAN.A_NAS: An EYO|Ut'OnarY Frgmework for
ence member noted that there are some things we can &¥plicit and Multipath Routing in the Inter-
ily know and some things we simply cannot know. If thaet
control plan has to provide an absolute guarantee on Bresented by Shivkumar Kalyanaraman (Rensselaer Poly-
answers it provides, then the protocol would likely bedechnic Institute)

come overly complex. . . .
y P Kalyanaraman opened the routing session with a talk

on "BANANAS”, an evolutionary framework for explicit
A Virtual Internet Architecture and multipath routing. BANANAS is not an acronym, but
Presented by Joe Touch (UCS IS) an analogy, adapted from the comedy "Herbie goes Ba-
nanas”. Kalyanaraman observed that Internet paths have

Touch presented a short talk on a virtual Internet arclmuch multiplicity, and proposed to use a single mech-
tecture (VIA). A virtual Internet is a network composednism to exploit various forms of multiplicity (such as
of virtual hosts (VHs), virtual routers (VRs), and virtuaintra-domain multiplicity and inter-domain multiplicity).
links (VLs). VHs and VRs are connected by encapsulatégthough a lot of work has been done in multipath routing,
tunnels (VLs). It provides at least the same services BANANAS addressed the question of whether we can do
the Internet Architecture but in a virtual context. Touctnultipath and explicit routing without signaling, without
emphasized that this is a first principle extension to theariable and large per-packet overhead, being backward
existing Internet, and not just a patch, or an interim solgempatible with OSPF and BGP, and allowing incremen-
tion. A virtual Internet facilitates the incremental deploytal network upgrades.
ment of new services. As an example, Touch argued if weThe key idea of BANANAS is to compute global
are going to build a different kind of forwarding schemeath identifiers from well-known global variables such as
without a Virtual Internet, we have to rebuild everythingouters’ IP addresses and Autonomous System Numbers
to support the forwarding. in order to avoid explicit signaling for path setup. Kalya-

A VIA emulates the Internet, yet decouples servicemraman explained that ATM and MPLS encode paths us-
from their base networks. It supports recursion, i.e., sorimg local labels, thus requiring a signaling protocol to map
of VRs are VS networks themselves. A combination gliobal identifiers to local labels. The canonical method
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to avoid the signaling cost in the BANANAS approach ited work is all about reasoning about negative proper-
to compute MD5 hashing of the sequence of node iderttes. Similarly the audience member asked, it seems like
fiers followed by a CRC-32 checksum to get a 32-bit hasiis may be only able to prove that things are going to

value as the global path identifier. Kalyanaraman showgd bad; can one prove that things are going to go right?
that simple extensions can be added to OSPF and BlE#amster said that constructive results are shown in the
to implement BANANAS. He also showed examples fggaper. However, he cannot promise that it is possible to
partial deployment. say the configuration is guaranteed correct.

The discussion after the talk focused on the scalabilityFeamster next was asked whether the logic is accessible
of the framework. It was observed that BGP only mairfier a regular network operator. Feamster said they are
tains a single path but is already very complicated, andrging to move towards that direction. Ideally, one can
router already has too many routing entries. Kalyanarake a configuration and ask if it is going to go on a router
man was asked how BANANAS scaled and is their pesithout causing a problem using the routing logic.
flow state in the routers? He responded that the frameworkeamster was then asked to contrast and compare his
provides tools and mechanisms to control how much st@igrk on papers presented the day before (i.e., one on a
a router maintains. BGP algebra, and one on BGP policy languages). Feam-

ster said both papers focused on convergence aspects, but
Towards a Logic for Wide-Area Internet his work does not touch on convergence at all. He ex-
Routing plained his is more about a formal reasoning framework

Presented by Nick Feamster (MIT LCS) and protocol design.

In this talk, Feamster argued that a framework for rea-
soning about wide-area Internet routing protocols is RHHRA: A New Internet Routing Architecture
quired. Protocol designers and network operators neeBrasented by Xiaowei Yang (MIT LCS)
way to describe and reason about protocol behavior. He .
described his framework as a routing logic but empha-Yang presented a talk on the design of a new Inter-
sized that his focus is on practical improvements for roftét routing architecture (NIRA). The author observed that
ing protocols. in today’s Internet, users can pick their own ISPs, but

According to Feamster, a routing logic includes twB"Ce the packets have entergd the network, users have
components: properties and rules. First, high-level prdi control over the routes their packets ta}ke. The author
erties describe the behavior of a routing protocol. Secoffigued that it would be a better alternative to let users
these properties are defined in terms of rules (i.e., suick their domain-level routes because user choice fos-
cient conditions) that are easier to reason about. Feam&&# cOmpetition. The author used the telephone network
demonstrated the practical use of a routing logic usiig @1 €xample. In the telephone system, users are able
BGP, a deceptively simple protocol. Feamster listed tffeCnoose long distance providers separate from their lo-
five key properties BGP should have: validity, it advefal providers. Th|§ user ch0|c§ has created a 'cor.n'petltlve
tises valid routes; visibility, every valid path has a corr&t@rket for long distance providers and has significantly
sponding route; safety, it will converge to a unique stabigduced the cost for long distance phone calls. The au-
answer given a set of choices; determinism, the converdBar nypothesized that the stagnation in introducing new
state is not affected by the order of messages or the set®¥ices, €.9. QoS, in today’s Internet was a signal of the
available routes; and information flow control, it shoullRck Of competition in the form of user selected routes.
not expose more information than intended. Feamster'he design of NIRA focuses on the domain-level
showed examples of rules that define the validity propeﬁpo'ces because choices at this level encourages ISP com-
and the information flow control property. petition. It leaves router-level choices unspecified. The

Feamster briefly addressed open problems at the en@$ign is optimized for the special structure of the In-
his talk. First, protocol timing related issues are not cotgrnet. In the Internet, business relationships determines
ered in the logic yet. Second, configuration validation {gansit policies between domains. Common transit poli-
sometimes about Verifying intent of an Operator (eg a‘aes state that prOViderS would prOVide transit service for
gregation), which makes some things difficult to addre§4stomers, but not vice versa; peers only provider tran-
with a routing logic. Third, more work is required to ﬁgsit service for each other’s customers. According to these

ure out how to apply the routing logic framework to routoolicies, _domain-level routes are said to be "valley-free”.
ing protocols other than BGP. There exists a densely connected "core” of the Internet.

The discussion session focused initially on the capa-Based on this structure, the author proposed to use
bilities of the routing logic. It was observed that the re-
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a fixed length and provider-rooted hierarchical addreseee routes becomes verifying that the source address in
ing scheme to optimize route representation. Top-lewepacket header matches the interface the packet comes
providers obtain unique address prefixes and recursivilym. For more complicated routes, policy filter check-
allocate subdivisions of the addresses to their customéng. may require matching source routing header against
As aresult, the route segment from a domain to a top-leyellicy filters. For indirect business relationships, policy
provider can be uniquely identified by an address prefohecking becomes verifying the identify of the sender of
Two addresses can be used to represent a valley-free raagacket at forwarding time. The author pointed out that
Source routing header is used for representing non-valléywas an open but general problem. Overlay providers,
free routes. The assumption is that valley-free route is thesecond-hop providers that want to sell QoS to end cus-
common case so that this route representation schemtisers face the same problem. Any solution to this gen-
efficient. eral problem can be plugged into NIRA.

The design of NIRA separates the task of route discov-Yang was asked during the discussion why projects
ery into two halves. Each user only needs to know Hsich as NIMROD (mentioned in her related work) had
part of the network as it grows. The infrastructure se@iled. Yang disagreed that these routing architectures
vice, Topology Information Propagation Protocol (TIPPY/ere a failure. She commented that as a research project,
tells users topology information of his providers, and tf$IMROD has influenced the design of a number of pro-
corresponding address allocation information. TIPP i@€0ls. She noted that research is much like fashion de-
policy-based, link-state like protocol and is less likely t8/gn; people take ideas from research projects and made
suffer from the slow convergence problem of BGP. on-street versions.

The user looks up the destination’s addresses, and o yang was questioned next about the motivation for

tionally the topology information of the providers of thé o;nders tg |tr;]1plemeknttNlRAl.dPtr)owders lose control ot\(tgr
destination , using another infrastructure service, Na utes, and the market would beécome more competitive

to-Route Resolution Service (NRRS). Similar to DN or them. Yang explained that providers that are already

NRRS uses a hierarchical namespace and hard-code hdg)onopoly position probably do not want competition.

dresses for bootstrapping. However, because addre tt Iﬁr smaILe rb|:|)rowde|z(;s, |f|they want tohe_nter t:](e mar-
in NIRA are topology-sensitive, a fundamental tradeoff” €y probably would weicome USer choices. yang ex-

is that topology changes would cause address chan é i_ned_that employir}g_ user choices tq discipline the l.SP
The author argued that only static topology changes, su rketis a hypo_thess, only real expgrlment COUId. Justify
as providers changing peering agreements, would caﬁs he.belleved it was a.worthy experiment and this work
address changes. Recent Internet measurement redt eﬁr_st step tovv_ards It .

shows that the static Internet topology changes at a rel- € fmgl ques_tlon dealt with yvhether NIRA would
ative low rate, and therefore NRRS server updates 3.\{8”( wellin ;ltuat|ons w.here peenng agreement; become
likely to be manageable. more dynamic. Yang said she expected the peering agree-

_ . _ o ments would change at a manageable time-scale in the real
Route failure handling in NIRA is a combination Oflnternet.

proactive notification and reactive discovery. TIPP proac-
tively notifies a user of route failures regarding to his part
of the network. When a packet traverses across the deS§ession 4. New Techniques and Ap-
nation part of the network, a router finds the route speci

fied in a packet header is unavailable, the router will try i@roaches

hest to send a control message to the sender of the pacheié, final session of the day contained a set of papers
notifying him of the route failure. In cases such rout%)

feedbacks are unavailabl rs shall alw tim resenting new techniques and approaches for addressing
eedbacks are uhavarable, USers shall always use aur}ous networking problems. The presenters considered

to discover route failures. new principles for organizing addressing and the ensuing
The author also briefly discussed provider compensgmplications for the Internet. An argument was presented
tion problem. Similar to today’s Internet, NIRA's providekor why denial of service attacks should be addressed at
compensation model is based on contractual agreemeRESTCP/IP level of the end users network stack. Finally,
between providers and customers. As users can spegifyase was made for radically changing the service model
arbitrary routes in their packet headers, providers shgkhe Internet to expose network storage primitives to en-

install policy filters to prevent illegitimate route usageple programmable networking.
In cases where business relationships exist only in di-

rectly connected entities, policy filter checking for valley-
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FARA: Reorganizing the Addressing Archi- how to deal with such attacks abound. One mitigation
tecture approach is to require that senders do a small amount of
Presented by Robert Braden (USC ISI) work for each network operation that they initiate. This
work often involves solving some puzzle that is designed
Braden's talk presented a new addressing architecti§&ake a small amount of time. Malicious sources that
for networks. It was a product of the NewArch Projeghitiate large amounts of attack traffic would be slowed
that explored whether abstract architectural reasoning ¢@file "regular” senders would be only minimally delayed.
help in creating a better technical design for the Internet topeng argued during his talk that puzzles must be placed
meet today’s and future requirements. This talk presentggiin the TCP/IP protocol stack layer in order to pro-
one exercise in exploring whether or not that premise Wage protection. The key reason for this is that denial-of-
actually true. Braden emphasized that this is not a "rerugeryice activity can happen at any layer and only needs
of the design effort of the original Internet. The origingy preak one link in the end-to-end chain in order to be
design effort was largely bottom up, finding one approagficcessful. He argued that there is a corollary to the end-
that met the apparent requirements guided by some gfiend principles that one must put security functions in
stract thinking about protocol modularity. In contrast, thig common waistline layer if the security property is oth-

research was a top down approach. erwise destroyed unless implemented universally across a
The authors went through a three stage process. Fifg§her and or lower layer.

they defined an abstract architectural model for addressFeng discussed implementing the network layer puz-
ing that encompassed an interesting part of the desigas in the form of a "push-back” firewall that required
space but left many of the details unconstrained. Th&¥nders to do some amount of work before allowing a
then defined an architecture that instantiates this addregsinection through the firewall to be opened. The diffi-
ing model, and finally they built a prototype system.  cyity of the puzzles presented to senders is dynamically

The abstract model for addressing they developggjustable. Feng discussed the research challenges pre-
rested on the core principle of cleanly decoupling endented by his approach. These included how to make the
system identity from network layer forwarding functiongsyzzle system itself resistant to denial of service attacks,
The motivation for this Sp“t was the traditional Iocatiorp,ow to ensure that the mechanism is tamper resistant to
|dent|ty Spllt The implications of this in their work Wererep|ay and Spooﬁng attacks, and how to design control
the need for a remodularization of function into entitieggorithms and ensure that hosts with different computa-
and associations. Braden explained each of the concegpjga| power are fairly treated.
in detail in the talk. During the discussion Feng was asked to clarify vari-

To demonstrate the consistency of the addressing moglgs points about his system. It was noted that he must be
they developed, Braden then presented an instance oh&suming a streaming model where puzzles were valid for
M-FARA. This represented one point in the spectrum @bme number of packets. Feng agreed and proceeded to
choices laid out by their addressing model. He also digescribe his various approaches for where puzzles were
cussed the relationShip between their addrESSing arChiig§ued and how |Ong the results were valid once a puzzle
ture and the IPv4 architecture. was solved.

During the discussion that followed people primarily There were a variety of questions about the need to do
challenging the model that Braden had described of @fe puzzle solving at the IP layer. One participant asserted
tities and associations. One person for instance pusigsk the right layer for the puzzles was the layer that the at-
for the need for distributed entities (anycast). Braden kgck was occurring. Feng elaborated on why he felt it was
Sponded that this was the wrong model if entities were thﬁﬂy appropriate to imp|ement the puzz|es atthe IP |ayer_

distributed. Another person questioned whether Bradge argued we did not need multiple puzzle mechanisms
thought it would be important to be able to change entitigseach layer of the network stack.
that were involved in an association. Braden responded

that this would be a fundamentally different assouatlonAn End-to-End Approach to Global Scalable

Programmable Networking
The Case for TCP Puzzles Presented by Micah Beck (University of Tennessee)

Presented by Wu-chang Feng (Oregon Graduate Institute) _ .
Beck’s talk was a presentation on a new architecture

for a global network that exposes storage and computation
Distributed denial-of-service (DDos) attacks via wormgrimitives. The goal of the new architecture is to support
and viruses continually disrupt the Internet. Proposals fglbbally scalable programmable networking by exposing
network primitives that are generically useful to advanced

ACM SIGCOMM Computer Communications Review 97 Volume 33, Number 5: October 2003



applications. lar Craig Partridge) for providing advice, assistance and
Beck appealed to the end-to-end principles in designitagistical support for workshop advertising, website and
the network compute services. He emphasized that scafistrations.
ability can only be achieved by adhering to the principles Finally, and most importantly, we thank the presenters
that have guided network architecture design. His appeal participants in the workshop for their interesting and
rested on the premise that the arguments dictate not whéwaughtful discussions. The organizers are most grateful
functionality should be placed but rather the scalable rfar their time, interest, and thoughtful energy.
ture of that functionality.
He claimed that the most important consequence of re-
quiring scalability is that the semantics of the services of-
fered in the network must be simple and weak. If the se-
mantics are too complex, the services will fail the require-
ment that services at intermediate nodes in the network be
generic. If the services are too strong then they will not
compose with a scalable network without breaking.
Building on this philosophy his research group has
built Logistical Networking (LoN), which exposes net-
work storage primitives. In his talk, Beck reviewed the
LoN research and discussed how to extended it to supply
an abstraction of the execution layer resources. He pre-
sented an abstraction for time-sliced operation system ser-
vices and discussed how they could be employed to create
network services.
Beck was questioned on how his system would change
the legal status of network operators. Network operators
are now considered common carriers because they do not
actually store or manipulate the data they transport. If
they actually stored and operated on bits, then they would
potentially expose themselves to legal liability. Beck re-
sponded by citing a number of cases that he claimed es-
tablished precedence that the storage of bits did not create
any legal liability for network operators.
Beck was then questioned about the relationship be-
tween his work and active networking. He emphasized
that while the goals of active networking are similar, his
approach is dramatically different. Activate networking,
he claimed, does not fundamentally concern itself with
scalability, while scalability is his primary concern.
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