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January 2, 2003

Dear SIGCOMM Colleagues:

The past six months have been very busy for SIGCOMM.  I’d like to give you a brief account of what
has happened and what new things are coming in the next few months.

First, we held the annual SIGCOMM conference in Pittsburgh.  Overall, the conference was
outstanding.  Peter Steenkiste and Matt Mathis were wonderful hosts at an old and architecturally
distinguished hotel in Pittsburgh.  The conference program, thanks to program co-chairs Vern Paxson
and Hari Balakrishan, was filled with exciting papers.  Our surveys of the conference attendees
indicated that they found the conference intellectually powerful and productive.

The only bad news from the conference was that it lost money, despite strong sponsor support and near
record attendance.  The loss came from unprecedented student participation (50% of the conference
attendees).  As you know, SIGCOMM for several years has kept the student registration fees below
cost to encourage student participation.  Having now succeeded in attracting students (beyond our
wildest expectations), we need to make the student fees more accurately reflect costs.  Expect the
student registration fees for SIGCOMM 2003 to be more in line with those of other conferences.

The new HOTNETS workshop (organized by Larry Peterson, David Wetherall, and Chris Edmonson)
was held in Princeton in late October.   The workshop is devoted to emerging ideas in networking and
so we heard a lot of exciting, and not always fully-baked, ideas.  The result was an intellectually vibrant
two days.  Some of that excitement is captured in this issue of CCR, which contains the proceedings
and workshop report.  We expect to hold another HOTNETS workshop in either late 2003 or early
2004.

The second Internet Measurement Workshop was held in Marseilles in early November.  As with the
first workshop, there was a lot of exciting work presented.  One senior colleague tells me it was the first
technical meeting in years where he felt he really needed to listen to each paper presentation. Plans are
already afoot for an Internet Measurement Conference in 2003.

SIGCOMM is also involved in the creation of two new conferences.  SIGCOMM will be the primary
sponsor of the ACM Conference on Embedded Networked Sensor Systems (SenSys).  SenSys 2003
will be held in early November at UCLA.  And we’re in discussions with ACM SIGOPS about creating
a conference (tentatively entitled PONDS) about problems that sit on the boundaries of operating
systems and networking.

Association Special  Interest
for Group
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acm        sigcomm
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SIGCOMM has also just completed negotiations with IFIP (thanks to Lyman Chapin for taking the
lead on this agreement) to cosponsor future Latin American Workshops on Data Networking.  We hope
to collocate the next workshop with the CLEI conference in 2003.

Finally, a reminder to vote.  The current SIGCOMM elected officers complete their terms this summer.
So this spring you’ll be receiving a ballot asking you to elect new SIGCOMM officers.  I don’t know
who is going to be nominated for what offices, but given the outstanding set of people that the
Nominations Committee has encouraged to call me for a briefing on what it is like to lead SIGCOMM,
I expect we’ll have a great slate.   Also on the ballot will be (I hope) an opportunity to vote on new
SIGCOMM bylaws.  The current SIGCOMM bylaws are a decade old and no longer reflect how
SIGCOMM really operates.

Sincerely,

Craig Partridge
Chair, ACM SIGCOMM
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HotNets-I: Workshop Summary

David Wetherall and Larry Peterson
Program Co-Chairs

Introduction

The first HotNets workshop was held on October 28 and
29, 2002 at Princeton University. Twenty-five papers were
presented over a day and a half in a single-track, discussion-
oriented format. Attendance was kept to 65 people to en-
courage interaction among the participants. The partici-
pants were drawn mostly from presenters and authors, plus
the organizing committee and 10 students generously sup-
ported by an NSF grant.

We organized HotNets with specific goals in mind. We
wanted to foster “new idea” papers on early-stage, creative
networking research, especially those discussing architec-
tural or high-level design decisions. We also wanted to pro-
vide a forum for reflective discussions on the research needs
and direction of the broad networking community. The need
for such a venue had become steadily apparent to us. Top-
tier venues such as SIGCOMM have become highly selective
(1 in 12 in 2002!) with the side-effect of discouraging risky
papers. Part of the difficulty is that “new idea” papers can
be challenging to evaluate because judgment and wisdom
are often more important than detailed simulation and mea-
surement. Moreover, when papers cover new ground, there
is often little agreement about the proper set of assumptions
and importance of problems. Because few existing venues
are suited to “new idea” papers, few papers of this kind are
published. This is unfortunate, since good architecture and
design-oriented papers are often important to the future of
networking and have a different impact than purely techni-
cal results.

We are not the first to recognize this problem. The CSTB’s
Looking Over the Fence at Networks report[1] in 2001 high-
lights the “ossification” of the Internet and networking re-
search, and calls for networking research to “more aggres-
sively seek to develop new ideas and approaches.” The SIG-
COMM Technical Advisory Committee report[2] in 2001
puts forward proposals for re-invigorating the SIGCOMM
conference, including complementary workshops. We hope
that venues such as HotNets can play a role in stimulating
innovative new networking research by providing the com-
munity feedback needed to help early-stage, creative work
mature into solid conference papers.

The response to HotNets in this role has been positive
from its inception. We loosely modeled HotNets on Ho-
tOS and the SIGOPS European Workshop, successful work-
shops in the systems community. We focused on short (6

page) position papers that argued a thoughtful point-of-view
rather than full papers that included new results, gathered
a small and tightly-knit Program Committee, and empha-
sized breadth and diversity of topics. The PC included a
mix of experience and active researchers in the areas of sen-
sor networks, wireless, and operating systems, as well as the
more traditional SIGCOMM topics. Our Call For Papers
was even broader.

We received 127 submissions, many more than we had antic-
ipated, across a fairly broad range of topics. We accepted 25
papers, which is quite selective for a workshop. Interestingly,
almost half of these papers were based on fresh SIGCOMM
rejects! (We leave it to the reader to guess which ones.)
This suggests to us that there is a strong demand for a po-
sition paper outlet in the networking community. At the
workshop itself, we reserved fully half of the formal time for
discussion, making do with 15-minute paper presentations
and discussing groups of papers together where we could.
The size of the workshop, around 60 people, was judged by
most to have worked well at providing a welcoming atmo-
sphere for discussion.

Summaries of the workshop discussion are contained in the
body of this report. Several overall themes can be seen to
emerge. A number of papers led to a discussion of the re-
search process itself: our models and simulation practices,
along with testbeds that seek to change the way we do re-
search (and technology transfer). There seemed to be much
scope for improvement in these areas, and we note that the
NSF has recently held a workshop and announced the cre-
ation of a new program in Networking Research Testbeds.

Other clusters of papers were accepted in the areas of peer-
to-peer, sensor networks and network and protocol architec-
ture. Papers in these areas mostly explored approaches quite
different than the norm. Some of the P2P papers advocated
combining information retrieval techniques with P2P struc-
tures to enable search. Papers on sensor networks helped
to lift us out of an Internet-centric view of networking. The
set of papers on architectural issues ranged from the use of
overlays to work toward QoS, to the technologies in the fu-
ture Internet core. The remaining papers constituted a mix
of material, little of which shows up in most networking con-
ferences: economic models of networks, router design, net-
work management, and the use of techniques like epidemics
in network protocols. This broad set of topics and revo-
lutionary rather than evolutionary papers were very much
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what we sought to accept when we first planned HotNets.

There are many people we would like to thank for taking
HotNets from an idea to a reality. The other members of the
Program Committee (Deborah Estrin, Stefan Savage, Srini
Seshan, Scott Shenker, Ion Stoica, Amin Vahdat, and John
Wroclawski) contributed an enormous amount of time and
energy (far more than they anticipated!) to select a lively
program. We asked each PC member to read roughly half
of the 127 submissions, including all the likely candidates
for acceptance. We were fortunate that Chris Edmonson-
Yurkanan took on the role of General Chair. She brought
much experience to the task, and this ensured that all of
our plans unfolded smoothly. Both the paper reviewing
process and the workshop itself ran smoothly too, and we
thank Tammo Spalink and Melissa Lawson for much behind-
the-scenes “heavy lifting” that made this possible. ACM
SIGCOMM, especially Craig Partridge, provided encourage-
ment and lent its sponsorship to the workshop. The NSF,
and in particular Ty Znati, helped us by providing a grant
that included student travel stipends. We are also indebted
to our other sponsor, Intel Research, for key support that
enabled a small workshop to remain financially viable. And
we wish to thank all of our scribes, listed at the end of this
report, for the discussion summaries that form the body of
this report.

Planning for HotNets-II is well underway, and we are pleased
that Scott Shenker and Hari Balakrishnan have agreed to be
PC co-chairs. We hope that HotNets will grow into a suc-
cessful venue that works in synergy with leading networking
conferences by providing feedback and exposure to early-
stage work, helping it to grow into mature research, and
we would be delighted if HotNets papers help to break new
ground for conference publications. How well HotNets suc-
ceeds in these respects, however, depends on your support
and participation.

Session 1: Architecture
David Wetherall chaired the first session, which included
three talks describing architectural proposals. The first, by
Ion Stoica, argued that we have failed to deploy QoS in to-
day’s Internet, at least partly due to the fact that ISPs have
little incentive to change IP. However, with the success of
many overlay networks, a natural question to ask is whether
overlays can be used to provide QoS functionality. His an-
swer is yes, at least in some cases. Stoica described the
architecture of OverQoS, where overlay nodes are deployed
in different Autonomous Systems (ASes) within the Inter-
net, and virtual links between entry and exit nodes are used
to carry a bundle of application data packets from multi-
ple transport flows across different sources and destinations.
The key idea is to use a controlled-loss virtual link (CLVL)
abstraction that aggregates a set of flows along a virtual
link into a bundle, uses FEC or ARQ mechanism to protect
bundle traffic against losses, and redistributes bandwidth
and loss across flows within a bundle at the entry node.

During the question period, Dan Rubenstein asked if
OverQoS is TCP-Friendly? Stoica responed that the goal
of OverQos is not about being TCP friendly, but rather to
control losses. Stefan Savage asked if the CLVL abstraction
is point-to-point and if there are any routing choices? Stoica

said this issue is future work, and that there are no easy an-
swers. Another participant asked if OverQoS supports fair
sharing among flows, to which Stoica responded that CLVL
is an abstraction; there’s freedom in how one manages flows
within a bundle.

Bob Braden presented the second talk, which advocated
an alternative to the traditional layered architecture: a so
called role-based architecture (RBA). The idea is motivated
by problems with layered architecture; e.g., layer violations,
sub-layer proliferation, feature interactions, and middlebox’s
breaking the end-to-end model. Many of the problems seem
to be related to traditional layering. To provide better clar-
ity, more generality and in-band signaling with data flow is
need. Braden suggested that we could change the way we
think about protocols by giving up layers and using RBA,
in which functional building blocks are called roles, packet
headers include an arbitrary collection of sub-headers or
role-specific-headers (RSHs), and header processing needs
new rules for ordering and access control.

Craig Partridge asked if RBA just creates a new name space,
which is a known pain. How can we ensure that there are
no fights over names? Braden responded by saying that
roles are static, so a hierarchical name space should suffice.
David Wetherall asked if everyone would need to be aware
of roles, as opposed to today, where IP is the single common
protocol. Braden replied that roles do not control routing;
routing is done as today. Roles are purely local (i.e., are
known only inside a node). Larry Peterson asked if roles are
significantly different than IPv6 extension headers. John
Wroclawski responded that in addition to supporting out-
of-order processing, RBA also introduces a problem of role
discovery, which is a significant difference from IPv6. Jay
Lepreau asked if there are security consequences of out-of-
order processing. The answer is yes. Finally, there was a
discussion about whether role interaction is a problem, with
no consensus reached.

Richard Gold presented the final talk of the session, which
began with the observation that there are many forces work-
ing against the Internet as a black box, including CDN
plumbers, RON do-it-yourselfers, DDoS firefighters, and
P2P people. This is because end nodes may know more
than BGP (e.g., RON), and ISPs may know more than BGP
(e.g., CDN). His main argument is that IP is too direct. The
Internet needs an additional level of indirection that allows
one to allocate a remote network pointer, and then direct
traffic to that pointer, which forwards the traffic to its ulti-
mate destination. He advocated the idea of network pointers

(NP), which live below IP, thereby making IP an overlay on
top of network pointers. NPs can be dynamically allocated
and also have processing associated with them. Gold spent
the rest of his talk walking through several scenarios that
might benefit from network pointers.

Craig Partridge observed that all the papers in this session
are creating name spaces, there is fighting over name spaces
already, and this is the problem. Braden responded that
IANA would assign role IDs and that perhaps there would
be a hierarchical name space. Gold replied that NP names
are purely local—there is no global name space problem.
Gold was also asked about dangling pointers, to which he
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replied that they would be handled by higher levels, in an
application-specific way. He remarked that NPs can be hid-
den or explicit (in terms of discovery).

Session 2: Models
Amin Vahdat chaired the second session, which discussed
the models we use in networking research. Sally Floyd pre-
sented the first paper, which argued that incorrect mod-
els constitute a major problem for network research. She
provided examples of unrealistic assumptions that have led
researchers to wrong conclusions. To make Internet mod-
els as simple as possible but not simpler, Floyd proposed
application-specific modeling, where only those aspects that
are relevant to the examined problem are represented pre-
cisely.

The talked provoked a long discussion. Tom Anderson sug-
gested that we need better protocols rather than better mod-
els. Floyd responded by saying we need both, the point
being that wrong models lead to wrong conclusions about
protocols. Stefan Savage then asked if it is the right ap-
proach to come up with a model first and to research and
design protocols later? Floyd replied that meaningful re-
search requires correct models. Craig Partridge asked how
we can get the correct measurement data needed for model
validation? Floyd suggested that we start by telling network
providers what we need, although we do not know all the
relevant parameters right now.

Timothy Roscoe argued that by using an application-specific
model, we potentially miss the overall impact of the applica-
tion on the network. Floyd replied that application-specific
models do not narrow the focus. They still represent the
complete system, although only relevant aspects are mod-
eled precisely. Ion Stoica wondered if the focus on the right
experimental setups creates a hidden danger of not account-
ing for future developments? Floyd noted that “designing
for a benchmark” is bad, but that the analysis of designs
should substantiate their merits. David Wetherall suggested
that each design should be tested for its sensitivity to all rel-
evant parameters? Floyd agreed, but noted that researchers
rely on intuition and their own mental model of what is
relevant. It is important to learn which parameters are rele-
vant. Finally, Eddie Kohler and Jay Lepreau both observed
that the infrastructure they are building (see next section)
attempts to provide such support.

In the second talk of the session, Konstantinos Psounis pre-
sented a new methodology for performing large-scale simu-
lations: (1) take a sample of the network flows, (2) feed the
sample into a scaled-down version of the network, and (3)
extrapolate from the performance of the scaled-down net-
work to that of the original.

During the follow-on discussion, Psounis was asked if in ad-
dition to predicting average statistics, his approach could
predict the distribution tail, to which he replied that they
predict the whole distribution including the tail, but that
this can take long time. Taieb Znati then asked if the
method is applicable to weird distributions? Psounis re-
sponded that it was not, but one can sample on the session
level that exhibits a suitable distribution. David Wether-
all asked how much the approach can scale down simula-

tions without degrading the prediction accuracy, for exam-
ple, with errors less than 5%? Psounis pointed out that
he had presented two cases. In the first case, scaling-down
is unlimited. In the second case, scaling-down by a fac-
tor of 50 preserves the precision. Psounis explained that
the authors have not looked in general at topology-related
problems, which can impose a limit on scaling.

During the final talk, David Alderson suggested a new ap-
proach for generating a topology for network modeling and
design. The approach formulates topology generation as an
optimization problem that considers economic tradeoffs and
technical constraints faced by a single ISP in its network
design. Solving the problem provides realistic annotated
topologies for different levels of ISP hierarchies.

During the discussion, Alderson was asked if his approach
considers time as a factor. He replied that the evolution-
ary growth of the Internet has to be addressed, and that
the formulation of his optimization problem can account for
legacy issues and requirements of incremental deployment.
In response to a question about how the authors know they
are right, co-author Walter Willinger responded by saying
that to validate the results they need to examine various In-
ternet topologies. Finally, Timothy Roscoe asked a general
question about the differences between the agendas of ISPs
and the researchers at HotNets. The consensus was that
ISPs think the researchers are too theoretical, even though
we can tell them many useful things.

Session 3: Infrastructure
John Wroclawski chaired a panel on infrastructure for net-
work research. Eddie Kohler began by describing XORP,
an open extensible router platform. Kohler argued that
network research is increasingly divorced from reality, with
a growing gap between research and practice. Trying new
ideas in commercial routers would help narrow this gap, but
unfortunately, router vendors are reluctant to deploy new
services if there is no immediate monetary return. Even
when router APIs are exposed, the basic router functionality
is still immutable. XORP makes it possible to experiment
with new protocols on routers. It currently includes open
APIs for WWW, RTP, SIP, and an open implementation of
TCP SACK, and IGMPv3. The code is likely to be released
with a BSD-like license.

Stefan Savage commented that XORP’s robustness defini-
tion (it shouldn’t crash) may not be correct. Kohler said
that this was a fair point. In this case, robustness means
that the forwarding path doesn’t crash. Larry Peterson
asked about performance robustness; what about a service
that runs too long? Kohler replied that the robustness defi-
nition is different for user code vs. the forwarding path, and
for or the forwarding path, robustness will likely be provided
through code review.

The second panelist, Jay Lepreau, argued that research on
wireless and mobile communications, as well as on sensor
networks, can greatly benefit from emulation and testbeds.
He then described how his group is extending Emulab to
include a wireless space/time-shared testbed. The idea is to
give PDAs and laptops to students, and either attach sensors
to public buses or lay them out in large (empty) hangers.
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Ratul Mahajan asked about the privacy of students. Lep-
reau responded that there must be appropriate guidelines
to protect privacy. Deborah Estrin asked how hangars can
be used for research on sensor networks. What is the input
to the sensors? This brings up the issue of the line between
reality and simulation when sharing. Craig Partridge noted
that there has to be some input (e.g., a moving tank) and
Brad Karp asked about interference of external factors, and
how they might be estimated/controlled remotely. The con-
sensus was that reproducibility is always a concern in mobile
experiments.

Finally, Larry Peterson described the PlanetLab overlay
testbed, which is designed to support emerging research into
geographically distributed services and network measure-
ment. PlanetLab’s goal is to have 1000 viewpoints into the
Internet, including both edge sites and network crossroads
(e.g., co-location centers). Peterson argued that PlanetLab
has the potential to evolve into a service-oriented network
architecture in which a common set of base services provide
the foundation for high-level services.

During a general discussion period, Peterson was asked what
control sites have over the installed PlanetLab nodes. His
response was that the main knob is the output bandwidth
of the interface card — that is, the percentage of host in-
frastructure a PlanetLab node is allowed to utilize. Stefan
Savage asked why the presenters for the session chose to spe-
cialize. Why don’t you play together? Kohler responded by
saying that his group doesn’t have code yet and are focused
on routers. Peterson responded by saying that performance
is at the bottom of their list of concerns right now, but
that eventually PlanetLab will need to move to the physi-
cal path (rather than the proxy path) and so the extensible
router infrastructure will become useful. He also expects
a growing synergy between emulation and PlanetLab’s real-
world Testbed. In response to a question about the diversity
of node placement in PlanetLab, Peterson said the distribu-
tion was currently a bit Internet2-centric but that nodes will
be going into co-lo centers soon. He also said that PlanetLab
would like to see individuals at member sites take machines
home and connect them to PlanetLab by cable modems and
DSL. Brad Karp directed a question to Peterson and Lep-
reau, noting that if these projects are successful, researchers
will have access to the largest measurement projects in his-
tory. Are there tools to make sense of all the data? Peterson
responded by saying that building an instrumentation ser-
vice for PlanetLab is one of their top priorities. Werner
Vogels commented that Cornell gave laptops to students,
but the real problem was to track them, as it’s expensive to
put access points everywhere.

Session 4: Routing
Stefan Savage chaired a session on routing. Timothy Roscoe
gave the first talk, and began with the observation that rout-
ing and firewalls are separate processes in the Internet. He
then proposed a new perspective, called controlled network-

ing, in which routing and filtering are unified operations.
With controlled networking, the presence of every packet is
precisely assured and every packet flow is explicitly “white
listed”. Specifically, a predicate describes what can be seen
and what is allowed. He claimed that there is no need to
change routers, end-systems, or IP itself to achieve this.

During the discussion that followed, he was asked if there
could be high-level languages to specify policy? Roscoe re-
sponded that predicates are fairly low level, and probably
suitable for being implemented in hardware. Several peo-
ple then questioned the expressiveness of the system: for
example, if it would allow one to stripe packets over multi-
ple paths. Roscoe said such things might not be captured in
this model, although the functionality they provide is pretty
basic.

Dapeng Zhu gave the second talk, pointing out the weakness
of the current interdomain routing protocol (BGP), specif-
ically that it is vulnerable to a single misconfigured router.
This is because meaningful filtering/verification of routing
updates is not done due to scalability concerns. BGP takes
3 minutes to fail over on average (15-30 min in reality),
which prevents mission critical applications from using the
Internet (or at least the current IP-level recovery mecha-
nism). He stated that the fundamental problem of BGP
routing is that every BGP router needs to have a consistent
view of the world, and then proposed that we use a new in-
terdomain routing protocol called Feedback Based Routing
(FBR), which basically separates static information (topol-
ogy) from dynamic information (quality of routes).

During the discussion, Stefan Savage noted that since ISPs
try to get traffic off their own network as soon as possible,
they have no incentive to adopt the proposed scheme. Zhu
responded that it is up to the ISPs, and how they want
to tradeoff between cheaper with less traffic on their own
networks and more expensive but more robust alternatives.

The next talk, by Venkata Padmanabhan, started with the
observation that networks are vulnerable to malfunctioning
routers that may compromise routing or misroute packets.
Similar problems are also present in other scenarios, such
as wireless and p2p networks. He then argued that exist-
ing techniques to deal with the problem include flooding
link state routing information (unscalable), authenticated
routing advertisements (doesn’t guard against compromised
routers), and central repository (ISPs don’t share policy
information). Moreover, all these techniques try to pro-
tect routing; they don’t verify forwarding. He proposed
secure traceroute as a technique to detect faulty or mali-
cious routers. The approach assumes single-path routing,
and verifies the origin and contents of data. It uses keys
for hop-by-hop verification, and identifies faulty links and
routers.

Padmanabham was asked what can be done after discover-
ing a bad link. He said that packets should be routed around
it if possible. He was also asked if secure traceroute could
prevent routers from faking links or routers behind it. Pad-
manbham said no, but one could apply secure traceroute
persistently to discover the problem.

In the final talk of the session, Douglas De Couto reported
his experiences with routing in ad hoc networks. He noted
that the min-hop-count routing metric is well understood,
and the alternatives are complex than simply assuming
that hop-count is the most important metric, even in wire-
less networks where link quality is bimodal. He showed
simulation results demonstrating that DSDV is not opti-
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mal, and listed some reasons for this being the case, the
bottom-line being that the intuition for wired networks is
wrong for wireless networks. On the other hand, he ar-
gued that a reasonable alternative—maximizing bottleneck
bandwidth—doesn’t work in practice. Instead, the key goals
should be to maximize spectrum usage by minimizing packet
transmissions.

During the question period, it was noted that the design
space is very large, and that other parameters such as de-
lay should also be considered. De Couto said that these
metrics optimize throughput. Ion Stoica asked what addi-
tional factors are specific to wireless? De Couto said that
the variation in link quality is important, and things gener-
ally happen faster; e.g., there are external factors, such as
doors opening, elevators moving, and so on.

Session 5: P2P/Overlay Networks
Ion Stoica chaired a session on peer-to-peer (P2P) and over-
lay networks. Chunqiang Tang gave the first talk, and began
by making the following observations: (1) search engines in-
dex less than 16% of the web, (2) the Internet is growing
by a factor of 3 each year, and (3) Google is growing by a
factor of 2.5 each year. The upshot is that search engines
only index a modest fraction of the Internet and the growth
curve of search engines is not keeping up with the growth
curve of the Internet as a whole. He then described pSearch,
which has the goal of providing a scalable information re-
trieval (IR) infrastructure using P2P. He also argued that
current approaches are deficient. For example, existing P2P
systems are either not scalable, not accurate, or both. Dis-
tributed Hash Table (DHT) systems are scalable but do not
directly support full-text search.

During the discussion, Tang was asked about an A/V
searcher. He said that has been work at IBM to represent
A/V files as vectors so this approach should still work.

The next speaker, Edith Cohen, argued that peer-to-peer
overlays need a versatile and scalable search mechanism with
two features: scope and support for partial-match queries.
While centralized solutions provide both features, existing
decentralized schemes offer at most one. Cohen proposed
associative overlays, a new architecture that supports both
partial matches and search for rare items. Associative over-
lays couple the overlay topology with the search strategy.

During the question period, Lakshminarayanan Subrama-
nian asked why we can’t use a web search engine instead?
Cohen said that we are looking for a decentralized solu-
tion. Eugene Ng asked why we can’t use structured over-
lays, to which Cohen replied that structured overlays rely
on distributed hash tables that support only exact matches.
We would like to support imprecise queries, like in Google.
Chunqiang Tang added that unstructured overlays are also
easer to maintain, and that data is growing faster than
centralized architectures can cope with. Cohen also noted
that centralized approaches also have legal, political, and
economic problems. Craig Partridge asked if there is a
fault-tolerance tradeoff between centralized and decentral-
ized solutions? Marcel Waldvogel responded that it is easier
to mount attacks on decentralized schemes, and Timothy
Roscoe commented that P2P services can be easily disrupted

and shut down. Cohen responded that P2P services can be
made robust.

In the next talk, Marcel Waldvogel describes MITHOS, a
scalable p2p overlay network infrastructure for data location
that supports low latency routing and fast forwarding using
minimum information. After reviewing possible structures
for data location—e.g., a DHT, d-dimensional (ir)regular
mesh, rectangular tile, distributed tries—he argued that one
would like to have a geographic layout in which less rout-
ing information is necessary, a rough estimate of relative
distances is possible, and even third-parties can figure the
distance. His approach was to assign Cartesian coordinate
as the id for each node, and do a quadrant-based routing.
Since a node’s id cannot be known a priori, the proposed ap-
proach determines the id during join phase, bootstrapping
from some known member.

During the question period, Eugene Ng wanted to know
what Waldvogel meant by the possibility that MITHOS
could possibly replace IP routing. Waldvogel replied that
he had ambitiously stated that as a possibility.

In the last talk of the session, Mayank Bawa observed that
the metrics we normally use to evaluate Application Level
Multicast (ALM) include stress (duplicate packets on same
physical link), delays in routing along an overlay, and in-
creased usage of network resources. Then he argued that
existing metrics applied to ALMs are incomplete, and that
one should also account for transience of peers and its im-
pact on connectivity of multicast sessions. For example,
peers show herd behavior in unstable P2P networks. In or-
der to achieve good end-application performance on such an
unstable infrastructure, one must mask peer transience by
keeping the topology connected, and by continuing appli-
cation interrupted. He proposed an infrastructural peering

layer below applications, between the end-application and
data-transfer layer, that is, between RTSP and TCP. This
layer maintains state to decouple the two sessions and serves
as place holder for primitives for resource discovery and poli-
cies for maintaining topology.

Craig Partridge asked why adding a layer helps? Bawa re-
sponded by saying that peering functions are difficult and
put a heavy burden on application developers. Thus, the
peering layer separates concerns: someone provides peer-
ing functionality, and all applications use this functional-
ity. Bob Braden suggested that an alternative conclusion
to draw was that that RTSP provides insufficient function-
ality. Venkata Padmanabhan asked, since peering in media
streaming is application-specific, what would serve as com-
mon useful functionality? Bawa replied that it could be the
specification of topological policies; e.g., vertex-disjoint or
edge-disjoint paths.

During an extended discussion of the entire session David
Wetherall said that the speakers made a strong case for do-
ing IR using P2P, so why don’t we throw out DHT and
always do this. What is the downside? Someone wanted
to know if unstructured overlays make hard-to-find items
become really hard to find? Cohen commented that DHTs
would only work with structured queries, and Tang said that
unstructured overlays are easy to maintain and that he is
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trying to find a middle ground between structured (DHT)
and unstructured systems. Someone asked why not use a
centralized service? Cohen pointed out that a centralized
service like Google has legal issues to consider. Tang said
that a decentralized approach may be better at keeping pace
with the growth of the Internet and that it may have bet-
ter fault tolerant attributes. There was then a long dis-
cussion about whether distributed architectures are really
better than centralized ones. Stefan Savage concluded that
the design space has not been fully explored. We have been
restricted to napster, gnutella, and DHTs. In reality, ma-
chines have different capabilities, and we should leverage
that. Timothy Roscoe objected to the argument that P2P
systems have better fault tolerance, since “Civil Attacks”
are a very inexpensive and efficient way to bring down a
P2P network.

Session 6: Network/Protocol Design Issues
Deborah Estrin chaired a session on network and protocol
design issues. Hui Zhang presented the first talk, which ar-
gued several points: (1) IP is yet to conquer voice and public
data networks; (2) today we have SONET at the edge, and
WDM in the middle of the network; and (3) SONET has had
a faster growth spurt than the Internet. Zhang then question
various IP myths—such as efficiency, simplicity, robustness
and low cost—and conclude that IP is a good service lay-
ered network (e.g., enterprise voice) but that the core of the
network will remain circuit switched.

During the question period, David Wetherall wanted to
know what Zhang was advocating. Zhang responded that he
is asking a question, more than providing an answer. Where
do we want IP to be? Should it takeover the service layer
or be the core. Zhang’s position is that the former is more
realistic. A general discussion about the economics of IP-
based networks versus circuit-based networks ensued, with
little agreement. Zhang then went back to his original argu-
ment, which is that IP has to be driven by enterprise level
services; it will take over from the edge. John Wroclawski
remarked that this is what already happens, and that Zhang
must be advocating something else? Zhang replied that IP’s
success is in its service model, and a design that deals with
heterogeneity, but it is not a complete success in deploy-
ment. Timothy Roscoe supported this position by noting
that anyone in the business of making money is not using
IP in the wide area right now.

The next speaker, Cyriel Minkenberg, shared his experiences
working on a multi-terabit-per-second router ( 2-3 Tb/s)
targeted at the OEM market, and comprising either 256
OC-192 or 64 OC-768 links. The design uses a single stage,
electronic (not optical) switch. He pointed out that most
of what he is presenting is well known to the switch/router
design community. He then gave a practical perspective on
how most well-known techniques don’t work beyond a ter-
abit. For example, he reported that power (and not gate
count) is the limiting factor with respect to the number
of chips and boards in a system. He also remarked that
packaging options are constrained for a variety of reasons,
including building codes, form factors, industry standards,
power budget (cooling), and serviceability.

Stefan Savage asked that if power and packaging are the

main concerns, then why is circuit switching simpler. What
are the differences between the design and implementation of
circuit and packet switched designs? Minkenberg said that
optical switches are well suited to circuit switching. The
drawback is that one needs core optics.

In the next talk, Tom Anderson motivated the need for ro-
bustness in protocol design. He started with a list of config-
uration and protocol related problems seen in the Internet,
and argued how they did more damage than the Baltimore
fire or the WTC attack. He claimed that better protocols
are possible, and without too much cost. He backed up this
position by giving several examples of major incidents in the
Internet, including how BGP handles errors (which results
in cascades), how the TCP connection establishment proto-
col leaves the door open for SYN flooding, and how TCP’s
fast recovery algorithm is open to attack. He concluded
by arguing for a better design methodology—not just soft-
ware engineering, but better designs—and presented a set
of guidelines.

During the discussion period, a questioner pointed out that
the guidelines were too general, and designers should have
been following them all along. Anderson argued that this
clearly has not been the case. Someone then asked if IP-
based protocols are less robust? Anderson disagreed; others
such as ATM have not been tested.

Werner Vogels presented the final talk of the session. He
said the starting point for their work was their troubles with
reliable multicast—bigger groups lead to bigger problems
(chances of a member being unavailable increase), and the
throughput went down under stress. At that point, the au-
thors moved to designing robust distributed systems based
on epidemics, which provide probabilistic guarantees, asyn-
chronous communication patterns, and robustness to mes-
sage loss. He said that even though the science is well un-
derstood, epidemic-based systems require significant engi-
neering to work.

Deborah Estrin asked if the size of the system was a prob-
lem? Vogel said that communication is scalable, but you
need to know complete membership. Local state is on the
order of number of nodes, and this is a problem; i.e., how
do you select a small subgroup an still provide global guar-
antees?

During an extended session-wide discussion, a questioner
asked Hui Zhang what the utilization of circuit switched
networks was. He said roughly 40%. At this point a ques-
tion was raised as to how this is counted, specifically how
is reserved bandwidth that is not used counted. Someone
else commented that packet switched networks have to be
over-provisioned because of highly dynamic traffic patterns.
Tom Anderson blamed TCP for this. Badri Nath asked
Zhang what his view of the world was? Zhang said that
he is only pointing out facts that the IP community has
been ignoring. Brad Karp noted that Cyriel Minkenberg
questioned some assumptions, and argued for eliminating
some features to bring down the cost of routers. He asked if
there are any other assumptions that might be appropriate
to discard, such as in-order delivery. Minkenberg responded
positively to that suggestion. Someone asked Tom Anderson
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about whether following his guidelines would make protocols
more complex. Anderson said that there was a strong case
for simplicity, but some of our notions of simplicity, such
as “circuit switching is complex” are wrong. He also noted
that most vulnerabilities he pointed out could be attributed
to simplifying assumptions.

Session 7: Sensor/Ad Hoc Networks
Larry Peterson chaired the final session on sensor and ad
hoc networks. Sylvia Ratnasamy gave the first talk, and be-
gan by explaining that the context of her work is very large
networks (a million or more nodes), where each node has
local memory, processing, and short-range communication.
The goal is to find a scalable and energy efficient method of
data retrieval. She pointed out that the main difference be-
tween her work and previous work is that her work focuses
on data centric storage (DCS). The idea is to store data in
the sensornet by name, similar to DHTs. Without system-
atically placing specific data on specific nodes, queries can
only be made by flooding the network, with replies returned
by the reverse path. With DCS, however, event information
is shipped unicast to the specific node assigned to store that
event. As a result, queries do not require flooding and can
be made more efficient.

During the question period, someone asked what about
catastrophic failures of a node that contains important event
information? Ratnasamy said one can replicate the data. In
response to a question about other fault tolerant issues, she
said you can store data along the retrieval path.

Deepak Ganesan gave the second talk on a new data han-
dling architecture for resource constrained sensor networks.
The system, called DIMENSIONS, uses wavelet compres-
sion to provide better support for observing, analyzing and
querying distributed sensor data at multiple resolutions, as
well as exploiting spatio-temporal correlations. Typical ex-
amples include micro-climate monitoring. The goal of the
system is to provide for flexible spatio-temporal querying
and mining of sensor data with the ability to drill down on
details, while preserving the capability for long-term data
mining within the constraints of node storage. These goals
can be achieved by exploiting redundancy of the data, the
rarity of interesting features, the scale of sensor networks,
and the low cost of approximate queries.

Ganesan was asked how he deals with bad sensors. He re-
sponded that wavelets are reasonably good for these things,
and that you will lose some information anyway. In response
to a question about what fraction of the sensors can fail,
co-author Deborah Estrin said the work is too recent to
say for sure. When asked about how good wavelets are at
summarizing, Ganesan said they have two useful features:
lossy compression and the fact that they handle general,
rather than specific features. He also said they are good
for many types of data, especially images, sequences, and
time/frequency series.

Jeremy Elson began his talk by questioning if time syn-
chronization really matters. For the Internet, the answer
is “sometimes”. However, for sensornets, time synchroniza-
tion is usually a fundamental requirement because they of-
ten make time-dependent measurements of physical events.

He next questioned whether the problem has already been
solved by NTP, 802.11 sync, GPS, WWVB, or high-stability
oscillators. He pointed out that the major difference be-
tween the Internet and sensornets is the assumption about
energy. This means that sending and listening for packets,
or operating the CPU is not free. Elson also pointed out that
NTP relies on other infrastructure such as GPS to supply
out-of-band time information, and that GPS doesn’t work
indoors or on Mars. GPS is also expensive and rather big.
In response to this problem, his approach was to develop a
palette of methods, which each application using the most
appropriate method. For example, many times one need
not worry about having a single global time reference. In-
stead, each node just needs to know how its clock is related
to neighboring nodes. As another example, one could use
“post-facto” synchronization: start the system unsynchro-
nized, use an interesting event recorded by all the nodes as
a reference, and later line up the timescales to this event.
The benefit is that it avoids wasting energy performing the
synchronization if it isn’t necessary for the operation of the
experiment.

Craig Partridge asked what the government uses for under-
water time synchronization of their detection networks. El-
son didn’t know. Partridge then asked how one reconciles a
multi-solution approach with the idea that extra solutions
add complexity. Elson responded that sensornets can’t af-
ford the cost of general solutions.

Badri Nath presented the final talk, arguing that source-
addressed routing won’t scale for sensornets because the
headers will get too big. By describing the routing direc-
tion as a mathematical curve and choosing next-hops based
on whatever node is closest to the curve in the desired rout-
ing direction, one can keep the header small. Part of the
reason this can work is that nodes in sensornets often fol-
low some physical topology (e.g., along a river bank) so that
“direction” has a well-defined physical meaning. An addi-
tional benefit to this approach is that because specific nodes
are no longer named, this routing is better able to tolerate
node failures. Nath then presented an example of “spoke
flooding” where packets are sent along rays from a source
node. With only 40% of the communication that standard
approaches us, 80% of the nodes can be reached.

When asked if it is possible to reach a particular node, Nath
responded by saying yes, if it is within one hop of the tra-
jectory. If not, the node is not reached and it is considered
a routing failure.

ACM SIGCOMM Computer Communications Review Volume 33, Number 1: January 20039



During a session-wide discussion, David Wetherall com-
mented that these solutions all seem very application-
specific. Nath said that his initial domain is a sensor net
where the nodes are cars. Elson’s domain is environmen-
tal monitoring. Traditionally this monitoring is very coarse
grained. The scientists he works with are excited at the po-
tential of getting very fine grained data. Craig Partridge
observed that it is common to create lots of point solutions
in a new space, and wondered if something will gel out, or
will there be several solutions? Elson didn’t know, but said
that by their nature, sensornets are very application-specific.
He allowed for the possibility that we can reuse techniques
and generalize. In response to a question about the average
battery life, Ganesan said months (days if operating at full
throttle), and that the goal is one year. Elson pointed out
that one could deploy a heterogeneous set of nodes. Some
with “bigger” batteries, and that you then set up a hierarchy
similar to a memory cache hierarchy.
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OverQoS: Offering Internet QoS Using Overlays
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Abstract
This paper proposes OverQoS, an architecture for providing
Internet QoS using overlay networks. OverQoS empowers
third-party providers to offer enhanced network services to
their customers using the notion of a controlled loss virtual
link (CLVL). The CLVL abstraction bounds the loss-rate
experienced by the overlay traffic; OverQoS uses it to pro-
vide differential rate allocations, statistical bandwidth and
loss assurances, and enables explicit-rate congestion control
algorithms.

1. Introduction
There has been a growing demand for Internet QoS over

the past decade. Several research efforts have addressed the
problem of enhancing the best-effort service model to pro-
vide QoS, resulting in the Intserv and Diffserv architec-
tures [2, 3]. These, and other proposals for Internet QoS,
have two key requirements: first, they require all routers
along a path to implement QoS mechanisms for scheduling
and buffer management, and second, they require the right
incentives for Internet Service Providers (ISPs) to enable
these functions. Unfortunately, these two requirements have
often turned out to be difficult to meet, and despite much
research, the Internet largely continues to provide only the
basic best-effort service model.

Over the past few years, overlay networks have emerged
as an alternative for introducing new functionality that is
either too cumbersome to deploy in the underlying IP in-
frastructure, or that requires information that is hard to
obtain at the IP level. Examples of overlay networks include
application-layer multicast [5, 8], Web content distribution
networks, and resilient overlay networks (RONs) [1]. Moti-
vated in part by the positive results of these approaches for
specific network services, we seek to investigate if an overlay
network can do the same for Internet QoS.

To motivate why an overlay might lead to a promising QoS
architecture, consider the following third-party QoS provider
model. In this model, a provider buys network access from
several traditional ISPs and places nodes in different routing
domains. These nodes form an overlay network, which the
third-party provider uses to offer enhanced network service
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to its customers. Another example would be an organization
that uses overlays to provide enhanced services in its Virtual
Private Network.

Of course, this idea isn’t useful unless the third-party
provider can demonstrate enhanced services. This paper de-
scribes a system called OverQoS that shows that an overlay
network can indeed provide certain forms of QoS. An im-
portant aspect of OverQoS is that it does not mandate any
changes to the data or control planes of the IP routers be-
tween OverQoS nodes, instead placing all the QoS machin-
ery at the OverQoS nodes.

When QoS is provided at the IP layer, an IP router has to-
tal control over its packet buffers and the output link band-
width, and can directly schedule these resources. In contrast,
an OverQoS node controls neither the bandwidth nor the
losses on the underlying IP path. However, if each OverQoS
router handles a flow aggregate, transmitting the aggregate
at some fair rate across the virtual link (the underlying IP
path) connecting two OverQoS routers, then it can allocate
the resources available to the flows within the aggregate by
controlling the rates of each flow on the virtual link.

While this allows flows within an aggregate to achieve
proportional sharing, it does not provide any assurances on
achieved rates or observed loss rates. To address this, we
develop the notion of a controlled loss virtual link (CLVL),
which ensures that as long as the aggregate rate does not
exceed a certain value, the loss rate observed by the ag-
gregate is very small. Exposing the CLVL abstraction to a
flow aggregate traversing a virtual link is a powerful one.
We argue this by showing that it can be combined with tra-
ditional scheduling (e.g., weighted fair queuing) and buffer
management schemes running at the OverQoS nodes to pro-
vide service differentiation. We also show that it can provide
approximate statistical assurances when used in conjunction
with adaptive admission control schemes (e.g., where flows
can periodically renegotiate their transmission rates), and
discuss how a CLVL abstraction enables new explicit-rate
end-to-end congestion control algorithms.

2. OverQoS Architecture
This section describes the OverQoS network architecture

(Figure 1). A virtual link is the underlying IP path connect-
ing two overlay nodes. A virtual link is unidirectional and
carries traffic from an entry overlay node to an exit over-
lay node. A bundle is the stream of application data packets
carried across the virtual link; it typically includes packets
from multiple transport-layer flows across different sources
and destinations.

In general, a virtual link is characterized by a capacity b
and a loss rate p. (We don’t focus on delay assurances in
this paper.) The capacity b represents the maximum rate
at which the entry OverQoS node can send traffic over the
virtual link, while the loss rate p represents the probability
that a packet is dropped on the virtual link due to con-
gestion. In practice, we expect b to be either determined
based on some fairness criterion or obtained from a contract
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Figure 1: The OverQoS system architecture.
OverQoS routers in different AS’s communicate
with each other over virtual links using the under-
lying IP paths.

agreement with the administrators (ISPs) of the underly-
ing network. One way of providing fairness is to set b based
on an N-TCP pipe abstraction. This abstraction provides
a bandwidth which is N times the throughput of a single
TCP connection on the virtual link. N may be negotiated
between the OverQoS provider and the ISPs, or be picked
to be the number of flows in the bundle (see Section 3).

Three constraints make the design of the mechanisms at
the OverQoS nodes challenging:

1. OverQoS nodes will usually span different routing do-
mains and AS’s.

2. The OverQoS nodes will usually not be directly con-
nected to the congested links.

3. In general, some (or most) of the traffic traversing the
congested links of the IP path between two overlay
nodes will not be part of the OverQoS bundle.

As a result, OverQoS needs to handle time-varying cross-
traffic and network conditions that it has no control over,
and yet enhance the service quality of the bundle.

OverQoS is based on two fundamental design principles:
a) loss control; b) aggregate resource control. Loss control
enables OverQoS to obtain a minimum service quality irre-
spective of the varying network conditions. By aggregating
flows into a bundle, OverQoS can exercise complete control
in distributing the available resources (bandwidth, loss) for
the bundle amongst the individual flows.

2.1 Controlled-Loss Virtual Link (CLVL)
To enable OverQoS to provide better than best-effort ser-

vices, we propose a new abstraction, controlled-loss virtual
link (CLVL), to characterize the service received by a bun-
dle. Using mechanisms implemented at the entry and exit
nodes, a CLVL provides a bound, q, on the loss rate seen by
the bundle over a certain period of time regardless of how
the underlying bandwidth b and loss rate p vary in time.
The idea is that a CLVL isolates the losses experienced by
the bundle from the loss-rate variations in the underlying
IP network path.

One way to control the virtual link loss rate is to add re-
dundancy packets to the bundle. Forward error correction
(FEC) and automatic repeat request (ARQ) are two ways
to do this. While ARQ has a lower bandwidth requirement
than FEC, ARQ may need more time to recover depend-
ing on the RTT between the overlay nodes and the num-

ber of retransmissions. In Section 4.2, we present a hybrid
FEC/ARQ solution.

The traffic between two overlay nodes consists of the flows
in the bundle and redundancy traffic for loss recovery. If r
represents the amount of redundancy required to achieve
a target loss-rate q, the available bandwidth for the flows
in the bundle is c = b(1 − r). This leads to the definition
of the CLVL service model: As long as the arrival rate of
the bundle at the entry node does not exceed c, the packet
loss rate across the virtual link will not exceed q, with high
probability.

2.2 Aggregate Resource Control
The CLVL abstraction provides the service on a bundle

aggregate, rather than on a per-flow basis. This has two ben-
efits: First, the entry node has control over how the resources
of the aggregate are distributed among the individual flows
in the bundle. Second, applying FEC for loss-control on an
aggregate is more efficient than on a per-flow basis. The
larger the number of packets within any time window, the
lower the FEC overhead [10].

The entry node exerts control on the traffic in the bun-
dle at two levels of granularity: on the bundle as a whole,
and on a per-flow basis within the bundle. At both these
levels, the entry node can control either the sending rate or
the loss rate. The entry node first determines the virtual
link’s underlying parameters, b and p. Next, it determines
the level of redundancy r required to achieve a certain target
loss-rate q and estimates the resulting available bandwidth
c. The entry node then distributes the bundle’s available
bandwidth c among the individual flows. If the net input
traffic is larger than c, the extra traffic is dropped at the
entry node and the losses are distributed across the flows in
the bundle according to their service specifications.

In the next section, we provide some of the potential ben-
efits to an end-user for using an OverQoS architecture as
opposed to just using the Internet. Section 4 discusses how
a CLVL can be implemented. Section 5 gives examples of
how the CLVL abstraction can be used to provide enhanced
services.

3. Why Use OverQoS?
In this section, we try to answer the following question:

Can OverQoS provide enhanced service to all OverQoS flows
without negatively affecting the background traffic? If “yes”,
we would have a strong case for using OverQoS.

More precisely, we want to know whether there are
OverQoS solutions that satisfy the following constraints:

1. Any OverQoS user should get a service no worse than
using the best-effort Internet. Otherwise a user won’t
have any incentive to use OverQoS.

2. OverQoS should not penalize the background (best-
effort) traffic. Ideally, we would like a best-effort flow
to receive roughly the same throughput irrespective of
how many other flows (that share the same congested
link) use OverQoS. This way, an ISP won’t have neg-
ative incentives not to support OverQoS traffic.

It is not immediately clear that it is possible to simultane-
ously satisfy both constraints. Consider n flows traversing a
congested link. We consider two scenarios, (a) all n flows are
best-effort, and (b) m flows belong to a CLVL, and the rest of
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n−m flows are best-effort. Assume that all best-effort flows
are TCPs. We call the throughput achieved by a flow in sce-
nario (a) the TCP-equivalent throughput of that flow. Then
constraint (2) can be rewritten as: each background flows
should achieve no less than its TCP-equivalent through-
put no matter how many flows belong to the CLVL. From
here it follows that the aggregate bandwidth of a CLVL, b,
should not exceed the sum of the TCP-equivalent through-
puts of the m flows that belong to the CLVL. However, this
implies that if a CLVL flow achieves more than its TCP-
equivalent throughput, there is at least another CLVL flow
that achieves less than its TCP-equivalent throughput. But
this apparently violates constraint (1) since the user whose
flow achieves less than its TCP-equivalent throughput may
get a better service by switching to the best-effort Internet!

Fortunately, this is not the case. The problem with the
above argument is that we have implicitly equated the ser-
vice received by a user with the throughput of his flows.
However, a user is not always interested in optimizing the
throughput of each of his flows. We illustrate this point with
three examples in which OverQoS provides enhanced ser-
vices to users while still satisfying the above constraints.

Trading throughput for loss-rate: For some users it
is more important to achieve a low loss rate than maxi-
mizing the throughput of their flows. For instance, if the
TCP-equivalent throughput of a flow were 100 Kbps, a user
using a voice-over-IP application would be happy to get only
64 Kbps as long as the loss rate is less than say 0.1%. The
reason for using OverQoS in this case – instead of simply
using per-flow FEC – is that per-aggregate FEC has a lower
overhead in terms of redundant traffic than per-flow FEC.

Spatial bandwidth redistribution: Given a choice,
many users would like to have control on their aggregate
traffic. For instance, a user that has multiple flows may
want to improve the throughput of his “important” flows at
the expense of those less “important”. Consider a user that
has two flows in the same CLVL where the TCP-equivalent
throughput of a flow is 0.5 Mbps. In this case, the user should
be able to redistribute the total of 1 Mbps among its two
flows as he wishes. This functionality can be easily achieved
by using hierarchical link sharing [14]. Note that in today’s
Internet, a user cannot achieve this; unless the congestion is
on the outgoing link, reducing the throughput of one flow
will not result in increased throughput for the other flows.

Temporal bandwidth redistribution: A user may
want to reduce the completion times of short flows if this
won’t impact the completion times of long flows. Such a
service could significantly improve the web browsing expe-
rience since the majority of web transfers consist only of a
few data packets [7]. To illustrate the feasibility of such a
service, consider the example in Figure 2 in which a CLVL
with a bandwidth of 1 Mbps is shared by one long flow that
transfers 200 Kb, and four short flows that transfer 50 Kb
each. The long flow starts the transfer at time 0, while short
flows start their transfers at times 0, 0.1, 0.2, and 0.3 sec re-
spectively. Figure 2(a) shows the case when all flows receive
an equal share of the CLVL’s bandwidth. This accounts for
the case when the entry node runs a simple FIFO scheduler,
and all flows use the same congestion control scheme and
the have the same RTT. As a result, the long flow finishes
its transfer in 0.4 sec, while all short flows complete their
transfer in 0.1 sec. In contrast, Figure 2(b) shows the case
when the entry node runs a per-flow scheduling algorithm

0 0.1 0.2 0.3 0.4

0 0.1 0.2 0.3 0.4

1 
M

bp
s

sec

short flowlong flow

1 
M

bp
s

sec
(a)

(b)

Figure 2: Improving short flow completion times.
(a) Short and long flows split equally the available
bandwidth. (b) Short flows get 3/4 of the available
bandwidth. The completion time of short flows de-
creases to 0.066 sec; the completion time of the long
flow remains unchanged.

that gives the short flows 3/4 of the available bandwidth. As
a result, each short flow completes the transfer in only 0.066
sec. The important point to note is that this improvement
does not affect the long flow; the long flow still completes its
transfer in 0.4 sec. A scheduling algorithm that can imple-
ment this service without prior knowledge of the flow lengths
is presented in [11].

In summary, OverQoS can indeed provide better services
to its users without unduly affecting the background traffic.

Finally, note that in practice there are cases in which
it makes sense to violate constraint (2). In particular, an
ISP may choose to allocate more bandwidth to a OverQoS
provider at the expense of the background traffic as long
as this is justified by the price structure of the best-effort
and the OverQoS services. For instance, an ISP can offset
the decrease in the throughputs of the background flows by
reducing the price per bit for this traffic, and recoup the dif-
ference by correspondingly pricing the bandwidth used by
the OverQoS provider. In turn, the OverQoS provider can
ask its customers to pay a higher price in exchange for better
service.

4. Implementing CLVLs
This section describes two different ways of building

CLVLs: a pure FEC-based solution and a hybrid solution
which is a combination of FEC and ARQ. Recall that a
CLVL abstraction aims to bound the bundle loss rate to
q � p. Since burstiness of cross-traffic is usually unpre-
dictable, we define q as a statistical bound on the average
loss rate observed over some larger period of time (on the
order of seconds).

A purely ARQ-based solution for building CLVLs is easy
to construct. In a reliable transmission (q = 0), a packet
is repeatedly retransmitted until the sender receives an ac-
knowledgment from the receiver. In contrast, to achieve a
non-zero target loss rate, q, it is enough to retransmit any
lost packet at most L = logp̄ q times, where p̄ represents
the average loss rate over the interval over which we want
to bound q.
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4.1 FEC-based CLVL construction
In an FEC-based approach, we divide time into windows,

where a window is a unit of encoding/decoding. We con-
sider an erasure code such as Reed-Solomon, characterized
by (n, k), where k is the number of packets arriving at the
entry node during the window, and (n − k) represents the
number of redundant packets added. Define the redundancy
factor, r = (n − k)/n. The FEC problem reduces to de-
termining a minimum redundancy factor, r, such that the
target loss rate q is achieved.

This problem is challenging because packet losses are un-
predictable, and the algorithm must handle drastic changes
in loss rate and correlated packet losses. Since the value of
q may be one or two orders of magnitude smaller than p,
we may not be able to afford to wait for feedback from the
receiver about bursty losses in a window. Also, the time pe-
riod of a burst may be comparable to the time for obtaining
feedback from the receiver. So, rather than trying to predict
the occurrence and magnitude of the next burst, we follow a
conservative approach: We compute a statistical bound on
the fraction of packets lost in a window due to bursts based
on past history and set the redundancy factor to this bound.
A burst induces unrecoverable losses in a window if the frac-
tion of packets lost outnumber the redundancy factor. We
calculate this bound such that the net losses caused by such
bursts is less than q.

More precisely, let f(p) denote the PDF of the loss rate p,
where each value of p is measured over an encoding/decoding
window. Then, for a given target loss rate q, we need to
compute the smallest r such that:∫ 1

r

pf(p)dp ≤ q. (1)

Computing r requires the knowledge of the distribution
f(p). In practice, we estimate f(p) as follows. The OverQoS
exit node for a bundle computes the loss rate p for each
window and sends it back to the entry node. In turn, the
entry node uses these samples to construct a histogram, and
then uses this histogram to estimate f(p). Finally, the entry
node computes r for the next window based on the estimated
f(p).

It turns out that our algorithm requires 2/q loss samples
to accurately estimate r for a given value of q. Since we
compute the histogram only using the last 2/q samples, we
require the stationary property to hold only over relatively
short time periods (of the order of minutes).

4.2 FEC+ARQ based CLVL construction
While the FEC based solution is relatively easy to imple-

ment, it can incur a high overhead when the loss rate p is
bursty (e.g., when f(p) is heavy-tailed). To reduce this over-
head, we outline a hybrid FEC/ARQ approach that extends
the previous FEC solution.

Due to delay constraints for loss recovery, we restrict the
number of retransmissions to at most one. We divide packets
into windows and add a redundancy factor of r1 for each
window in the first round. In the second round, if a window is
non-recoverable, the entry node retransmits the lost packets
with a redundancy factor r2.

We need to estimate the parameters, r1 and r2. As in the
previous case, let f(p) model the fraction of packets lost
in a given window. The expected packet loss rate after two
rounds is equal to G(r1)×G(r2) where:
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Figure 3: Overhead (r): FEC+ARQ vs Pure FEC.
In both cases b = 2Mbps and the bottleneck link is
10Mbps with a 9Mbps self similar background traffic.

G(r) =

∫ 1

r

pf(p)dp. (2)

The expected overhead, O, is simply r1 + G(r1)(1 + r2).
This yields the following optimization problem: Given a tar-
get loss rate q, determine the redundancy factors r1 and r2

that minimize the expected overhead, O = r1 +G(r1)× (1+
r2), subject to the target loss constraint: G(r1)×G(r2) ≤ q.

Fortunately, for many loss distributions that occur in
practice, the optimal solution for this problem is when
r1 = 0. This solution implies that it is better not to use
FEC in the first round, and use FEC only to protect re-
transmitted packets.

Figure 3 compares the overhead characteristics for
FEC+ARQ with pure-FEC and pure-ARQ based ap-
proaches. We make two observations. First, the overhead
of the FEC+ARQ algorithm is much smaller than that
of the pure-FEC algorithm. This is because, FEC+ARQ
applies FEC only to the retransmitted packets, and the
number of retransmitted packets is much smaller than the
total number of packets. Second, when q ≥ p2

avg, the
FEC+ARQ algorithm reduces to the pure-ARQ algorithm,
where r1 = r2 = 0. This is because in this case each lost
packet is retransmitted only once; this is enough to achieve
a target loss-rate ≤ p2

avg.
While FEC+ARQ is more efficient than pure-FEC,

FEC+ARQ may require more time to recover. With the
pure-FEC algorithm, the worst-case recovery time is W ,
where W is the length in time of the encoding/decoding
window. In contrast, with the FEC+ARQ algorithm it may
take RTT +W1+W2 time to recover from losses, where RTT
is the round-trip time between the entry and the exit node,
and W1 and W2 are the sizes of the windows correspond-
ing to rounds 1 and 2. For the simulation results shown in
Figure 3, the values of RTT , W and W1 are set to 100ms
each. The value of W2 depends on the number of retransmit-
ted packets in a window which in turn is dependent on the
loss-rate experienced by the window (worst-case: W2 = W1,
average-case: W2 = pavg ×W1).

5. Examples of Using CLVLs
In this section, we discuss three concrete examples of

how CLVLs can be used by OverQoS to provide different
types of services for end-to-end flows. The three examples
we consider are: per-flow bandwidth differentiation, statisti-
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Figure 4: Differential rate allocation for three classes
within a bundle in the ratio 1 : 2 : 3.

cal bandwidth guarantees, and explicit-rate end-to-end con-
gestion control algorithms. All these examples represent dif-
ferent ways in which the entry node distributes the CLVL
available bandwidth, c, among the competing flows.

5.1 Differential Rate Allocation
A simple way of distributing c among the flows is to al-

locate the bandwidth in a proportionally fair manner. We
can implement a Diffserv-like service by separating OverQoS
flows into different classes and proportionally distributing c
among the different classes. Figure 4 demonstrates this ser-
vice for three different classes of traffic across a single CLVL.
In this simulation, the bundle bandwidth is allocated in the
ratio 1 : 2 : 3 using a DRR scheduling discipline [12]. Here,
we assume a 10 Mbps link, and a 6 Mbps self similar back-
ground traffic. This ratio is strictly preserved even in the
presence of a varying bundle bandwidth b (as estimated by
N times the rate of a single TCP flow). While this exam-
ple illustrates the differentiation across a pair of OverQoS
nodes, we can easily extend the same model across the entire
path in the overlay network.

5.2 Statistical Rate and Loss Assurances
OverQoS can provide statistical rate and loss assurances

that may be useful for streaming media delivery.
If the net arrival rate at the entry node is less than c,

then the entry node doesn’t have to drop any packets. Since
c itself varies in time, it may not always be possible to avoid
losses at the entry node. If the values taken by c can be mod-
eled by a distribution, we can estimate a value cmin, such
that P (c < cmin) is small. cmin is a stable value as long
as the underlying distribution of c is stationary. If cmin is
non-zero, the entry node can admit flows with pre-specified
bandwidth requirements such that the net bandwidth re-
quirement is less than cmin. Since the net arrival rate of
these flows is less than c with high probability, the CLVL
abstraction can provide these flows with both statistical loss
and bandwidth guarantees. We refer to these flows as QoS
flows. Of course, we need an admission control module at the
entry overlay node to allocate the bandwidth cmin amongst
the QoS flows. Also, these flows can be admitted only over
the period for which cmin is stable and fixed (typically of
the order of minutes), and flows may renegotiate admission.
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Figure 5: Providing statistical bandwidth guarantees
to QoS flows and protection to available-bandwidth
ones.

The remaining part of the available bandwidth can be dis-
tributed amongst the other available-bandwidth flows in the
bundle.

We illustrate the CLVL’s capability to provide this service
model using a simple simulation. Consider a virtual link be-
tween two overlay nodes running a CLVL bundle for a target
loss rate of q = 0.1% on top of an N -TCP pipe with N = 10.
The virtual link traverses a bottleneck link of 10 Mbps and
the cross-traffic comprises 50 long-lived TCP flows. By ob-
serving samples of c, the entry node determines cmin = 0.5
Mbps since P (c < 0.5Mbps) is negligible. The entry node of
the bundle implements the DRR scheduling discipline. The
bundle consists of three flows: (1) a QoS flow requiring a
bandwidth guarantee of 0.5 Mbps, (2) a 3 Mbps CBR flow,
and a (3) TCP flow. Flows 2 and 3 are available-bandwidth
flows.

Figure 5 plots the average bandwidth achieved by the
three flows as a function of time. Flow 1 receives its guar-
anteed bandwidth with a loss-rate of only 0.02%. This is
two orders of magnitude lower than the network loss rate
of 2.44%. The TCP flow is protected against the aggressive
3 Mbps CBR (both flows have the same weight). Further-
more, the TCP flow in the bundle receives more bandwidth
than a regular TCP since it experiences a lower end-to-end
loss rate. Finally, when the TCP flow experiences a timeout,
flow 2 takes advantage of this and uses the excess bandwidth.
None of this requires any QoS machinery in the IP routers
on the virtual link; all the required functionality is imple-
mented exclusively at the overlay nodes.

5.3 Explicit-rate Congestion Control
An end-to-end path obtained by “stitching together” a se-

quence of CLVLs enables new end-to-end congestion control
algorithms without IP router support. For simplicity, con-
sider the case when all end-to-end flows traverse exactly one
CLVL. Since the entry node knows c at any point in time,
it can decide how to allocate c amongst the currently active
flows in the bundle, ensuring that each ci allocated to flow
i satisfies the constraints that ci ≤ ai (the arrival rate of
flow i) and

∑
i ci = c. Then, by providing this information

to each flow as feedback analogous to XCP [9], cooperating
end-hosts can send at rate ci, a rate that will not cause more
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than a small number of observable losses. One can extend
this to flows that traverse multiple CLVL’s by setting the
sender’s flow transmission rate to the minimum of the ci’s
returned along the reverse path.

6. Discussion
We now discuss a few important aspects of the OverQoS

design: The benefits of overlays, the power of controlled-loss
and scalability issues.

Why overlays? Overlays are easy to deploy compared
to changes to the IP infrastructure. More importantly, they
empower third-party entities other than traditional ISPs to
offer enhanced communication services to clients. Similarly,
OverQoS enables enterprises to build their own VPNs to
provide communication services superior to the ones offered
by traditional ISPs.

The key to provide better services in OverQoS is the CLVL
abstraction. CLVL allows applications to provide per-flow
bandwidth differentiation, statistical rate assurance, and im-
plement new congestion control algorithms without any QoS
support in routers. There are two properties of CLVL that
make it possible to implement these services in an overlay
network: the ability to control the loss rate, and traffic ag-
gregation.

Controlled-loss: CLVLs achieve a predefined target loss
rate, potentially at the expense of a reduction in the bun-
dle’s throughput. This is different from other similar QoS
mechanisms (e.g., Diffserv’s Assured Forwarding class) that
provide a fixed-bandwidth abstraction but without any
loss guarantees. There are two advantages of providing a
controlled-loss abstraction.

First, a controlled-loss abstraction gives more flexibility
to the entry router in allocating a bundle’s resources among
flows in a situation where no form of admission control is
present. If the available bandwidth decreases, the entry node
can choose to protect “important” flows by dropping the
packets of the “less-important” ones. Second, since the loss
seen by a bundle is in general much lower than the loss in
the underlying network, we can more readily deploy new
explicit-rate congestion control algorithms for flows within
the bundle.

Scalability: Scalability is an important concern in
OverQoS: we look at the amount of state, the FEC over-
head, and the number of OverQoS bundles below.

Traditional solutions to provide fine-granularity services
require to perform per-flow buffer management, scheduling,
and eventually admission control. For very large bundles
maintaining and managing the state for each flow in the
bundle may not be feasible. To get around this problem we
can use scalable techniques that were proposed at the IP
layer to enhance Internet’s QoS, such as end-host based ad-
mission control [4], or dynamic packet state (DPS) [13].

There are two components of the FEC overhead: com-
munication and processing. The communication overhead
scales well with the bundle’s rate. In fact, the percentage
of redundant traffic decreases as the rate of the bundle in-
creases. This is because the number of packets sent during
the same time window increases with the rate of the bun-
dle. Our current untuned implementation can process 200
Mbps of FEC traffic on a 866 MHz Pentium III. Further-
more, in-order arrival of packets is well-suited to an imple-
mentation using pipelined, high-bandwidth FEC ASICs for
Reed-Solomon codes. Such ASICs are commercially avail-

able [6].
In practice, we expect multiple OverQoS networks to co-

exist, an important question concerns the effect of multiple
CLVLs sharing the same congested link. This question re-
mains open, but our preliminary simulation results indicate
that the N -TCP abstraction allows any number of CLVLs to
seamlessly coexist and share the bandwidth of a congested
link. In addition, our simulation results indicate that a bun-
dle using N-TCP abstraction is also fair to the background
TCP traffic.
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ABSTRACT
Questioning whether layering is still an adequate founda-
tion for networking architectures, this paper investigates
non-layered approaches to the design and implementation
of network protocols. The goals are greater 
exibility and
control with fewer feature interaction problems. The pa-
per further proposes a speci�c non-layered paradigm called
role-based architecture.

Categories and Subject Descriptors
C.2.2 [Computer-Communication Networks]: Network
Protocols|Protocol Architecture

Keywords
Non-layered architecture, role-based, modularity, metadata,
signaling, processing rules

1. INTRODUCTION
Traditional packet-based network architecture assumes that

communication functions are organized into nested levels of
abstraction called protocol layers [7], and that the metadata
that controls packet delivery is organized into protocol head-
ers, one for each protocol layer [4].
Protocol layering has served well as an organizing prin-

ciple, but it worked better for the more strict end-to-end
model of the original Internet architecture than it does to-
day. We see constant pressure for \layer violations" (which
are often assumption violations), and unexpected feature
interactions emerge. In part this is due to the rapid pro-
liferation of \middle boxes" (�rewalls, NAT boxes, proxies,
explicit and implicit caches, etc.), but other multi-way in-
teractions such as QoS, multicast, overlay routing, and tun-
neling are also guilty.
The complex interactions that result are diÆcult to de-

scribe using strict layering, and the implicit \last on, �rst
o�" assumption of layering often makes a new service �t
poorly into the existing layer structure. The result is an
inability to reason about feature interaction in the network.
A reluctance to change working implementations and long-
standing inter-layer interfaces often lead designers to insert
new functionality between existing layers rather than mod-

HotNets I, Princeton, NJ, USA, October 2002. This research was sponsored
in part by DARPA contract F30602-00-1-0540 and by AT&T Research.

ify existing layers.1 In addition, it is very hard to evolve
network protocols, especially at the network level. Partly
this is for performance reasons2, but partly it is because
layering tends to lead to a relatively coarse granularity of
protocol functionality.
The limits of layering are clear from even simple examples.

There is currently no way for a TCP SYN packet to port 80
(HTTP) to signal that it does not want to be redirected to
an application-layer web cache. Also, network congestion is
signaled by a router (network layer), but rate-control occurs
at the 
ow level (transport layer), so signaling between the

ow and the network is diÆcult. In both cases, layering is
an important part of the problem.
These considerations suggest that layering may not be a

suÆciently 
exible abstraction for network software modu-
larity. This in
exibility might be considered desirable, as it
forces compliance with existing standards, but in practice
it often results in short-sighted solutions that may violate
assumptions made by other protocols.
If protocol layering is inadequate as an abstraction, we

need an alternative organizational principle for protocol func-
tionality. Our task is to allow more 
exible relationships
among communication abstractions, with the aim of provid-
ing greater clarity, generality, and extensibility than the tra-
ditional approach allows. This paper proposes a non-stack
approach to network architecture that we call role-based ar-
chitecture or RBA.

1.1 Role-based Architecture
Instead of using protocol layers, an RBA organizes com-

munication using functional units called roles. Since roles
are not generally organized hierarchically, they may be more
richly interconnected than are traditional protocol layers.
The inputs and outputs of a role are application data pay-
loads and controlling metadata that is addressed to speci�c
roles.
With a non-layered approach, layer violations should be

replaced by explicit and architected role interactions. Of
course, \role violations" will still be possible, but the gener-
ality of the mechanism should typically make them unnec-
essary, and suitable access controls over metadata can make
them diÆcult.

1For example, MultiProtocol Label Switching was inserted
at \layer 2.5", IPsec at \layer 3.5", and Transport-Layer
Security at \layer 4.5".
2For example, IPv4 options are rarely used.
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The intent is that roles will be building blocks that are
well-de�ned and perhaps well-known. To enable interoper-
ability, a real network using RBA would need a relatively
few (tens to hundreds) of well-known roles de�ned and stan-
dardized.3 However, the number of special-purpose, experi-
mental, or locally de�ned roles is likely to be much greater.
An important attribute of role-based architecture is that

it can provide explicit signaling of functionality. The lack of
architected signaling is one of the main reasons why middle-
boxes do not �t into the current layered architecture. For
example, there is no de�ned way to signal to an end-system
that a packet really did traverse the �rewall protecting the
site, or to signal that an end-system does not want its re-
quest redirected to a web cache. RBA is designed to perform
such signaling in a robust and extensible manner.
Role-based architecture allows all the components com-

prising a network to be explicitly identi�ed, addressed, and
communicated with. RBA could allow allow re-modularization
of current \large" protocols such as IP, TCP, and HTTP
into somewhat smaller units that are addressed to speci�c
tasks. Examples of such tasks might be \packet forwarding",
\fragmentation", \
ow rate control", \byte-stream packeti-
zation", \request web page", or \suppress caching". Each
of these comprise separable functionality that could be per-
formed by a speci�c role in a role-based architecture.
The purpose of this paper is to examine the general prop-

erties of any role-based architecture rather than to describe
in detail any particular instance of an RBA. It is intended
to suggest a fruitful research direction, which holds some
promise for improving the clarity and generality of network
protocol design. Since moving to a non-layered architecture
requires a distinct shift in thinking, the next section exam-
ines the implications of removing layering constraints. Sec-
tion 2 then outlines what role-based architecture might ac-
tually look like in principle and gives some simple examples
of the use of RBA. Section 3 describes a range of approaches
to applying the RBA ideas in the real world of networking
and discusses implementation issues.

1.2 Non-Layered Architecture Implications
The concept of a non-layered protocol architecture has

immediate implications. Layering provides modularity, a
structure and ordering for the processing of metadata, and
encapsulation. Modularity, with its opportunity for infor-
mation hiding and independence, is an indispensable tool
for system design. Any alternative proposal must provide
modularity, but also adequately address the other aspects
of layering:

Metadata Structure: Without layering, the structure of
metadata carried in a packet header no longer logically forms
a \stack", it forms a logical \heap" of protocol headers.
That is, the packet header is replaced by a container that
can hold variable-sized blocks of metadata, and these blocks
may be inserted, accessed, modi�ed, and removed in any or-
der by the modular protocol units.

Processing Rules: A non-layered architecture requires
new rules to control processing order and to control access
to metadata, to replace the rules implicit in layering.
Consider ordering �rst. In the simplest case when roles

3Note that role-based architecture will not remove the need
for standardization.

are completely independent, a non-layered architecture spec-
i�es no processing order; protocol modules may operate in
any order, or even simultaneously, on various subsets of the
metadata. More commonly, however, an appropriate partial
ordering is required among speci�c roles.
Other rules must specify how access to metadata is to be

controlled. By controlling the association between program
and (meta)data, the architecture can explicitly control in-
teractions among the di�erent protocol modules, enhancing
security as well as extensibility.

Encapsulation: In a layered architecture, each layer is
encapsulated in the layer below. In non-layered architec-
tures, a di�erent organizational principle is needed for the
data and metadata in a packet. Encapsulation does not dis-
appear, but its role is much reduced. Encapsulation is no
longer the main enforcer of processing order. It is reserved
for cases where the functionality is that of a container or
adaptor, such as the encapsulation of a reliable byte stream
within a 
ow of packets. Even in such cases, metadata about
the data being encapsulated need not be itself encapsulated,
as it would be in a layered architecture.

1.3 Prior Work
There have been very many papers about di�erent ways

to generalize protocol design and processing, to ease the
limitations of strictly-layered stacks of complex protocols
and of monolithic implementations.4

Early work [3, 9] emphasized the modular construction
of protocol processing stacks for 
exibility and extensibil-
ity. Many later papers have discussed the decomposition of
complex protocols into micro-protocols, either for reusabil-
ity, customization, and ease of programming [1, 5, 8, 6], or to
improve protocol processing performance using parallelism
[2, 10]. Here micro-protocols roughly correspond to our roles
(as abstractions) or to our actors (as a protocol processing
modules); see [1] for example.
Some of these papers suggest generalizations from strict

layering, but their primary emphasis is on protocol imple-
mentations rather than on the protocols themselves. This
paper focuses on the protocols themselves (the distributed
algorithms and the \bits on the wire") and on what it means
to completely give up layering. Our work has also been
aimed at the new architectural issues raised by middleboxes.
RBA is a general proposal for achieving modularity through
a non-layered protocol paradigm, non-layered in both pro-
tocol headers and processing modules.
However, in order to realize an RBA it will be necessary

to specify ways to de�ne and structure roles and to design
machinery for instantiating and executing roles. Here the
prior research will become highly relevant and may provide
important answers. We therefore believe that this paper is
complementary to much of the earlier work on generalized
protocol processing.

2. THE IDEALIZED RBA
In light of the discussion above, we propose role-based ar-

chitecture (RBA) as a particular non-layered architecture in
which the modular protocol unit is called a role. A role is
a functional description of a communication building block

4This paper can list only some of the papers that are par-
ticularly relevant to RBA.
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Figure 1: Role-Speci�c Header Processing within a

Node

that performs some speci�c function relevant to forward-
ing or processing packets. Roles are abstract entities, and it
should be possible to reason about them somewhat formally.
Roles are instantiated in nodes by code called actors. For

many purposes, the distinction between a role and its actors
will not matter, so we can often simply speak of roles as hav-
ing particular properties. A role may logically span multiple
nodes, so it may be distributed in an abstract sense, while
each actor executes in a particular node.
The metadata in a packet, called role data, is divided into

chunks called role-speci�c headers (RSHs). This is illus-
trated in Figure 1, which shows a node containing three
roles that read and perhaps write speci�c RSHs in a packet
header.
Roles are the principal form of addressing in a role-based

architecture, in that RSHs are addressed to roles. Whether
the RSH also speci�es which actor should instantiate the
role is optional. Typically a role will name some modular
functionality or mechanism. As network functionality is of-
ten distributed with the actors forming a closely coupled
system, sometimes a role will name a distributed mecha-
nism, and sometimes it will name the components of such
a mechanism. Only deployment experience can determine
what the exact functional breakdown into roles should be.
An end system does not necessarily know that a packet

it sends will encounter a node that cares about a particular
role. For example, there may be no web-cache-redirector
role on a particular path, but if there is, including a signaling
RSH addressed to this role will ensure that the cache receives
the metadata. Any node along the path can add an RSH
to a passing packet. For example, suppose that a �rewall
has some lightweight way of signing that a packet has been
examined and found to conform to the site's security policy;
it can include this signature in an RSH attached to the data
packet and addressed to the host �rewall role.

2.1 RBA Objectives
RBA is designed to achieve the following objectives.

Extensibility: RBA is inherently extensible, both me-
chanically and conceptually. Mechanically, RBA uses
a (type, length, value) mechanism to encode all role
data. Conceptually, the 
exible modularity of RBA
should enhance extensibility of networked systems.

Portability: The role abstraction is designed to be inde-
pendent of the particular choice of nodes in which a

role will be performed. This portability of roles enables

exible network engineering, since functions can be
grouped into boxes as most appropriate. Role porta-
bility may, but won't generally, imply role mobility,
where a role can migrate between nodes.

Explicit Architectural Basis for Middle Boxes: RBA
is intended to allow endpoints to communicate explic-
itly with middle boxes and middle boxes to communi-
cate with each other.

Controlled Access to Metadata: RBA includes a gen-
eral scheme for controlling access to metadata, allow-
ing control over which nodes can read and modify spe-
ci�c subsets of the metadata as well as the application
data. This access control implies control of the services
that can be requested and control of the operations
that can be performed on a packet.

Auditability: An endpoint may wish to audit received
data packets to ascertain that they were subjected to
requested processing, for example through a validator
or an encrypted �rewall. Auditability is not generally
feasible with the current layered architecture because
the relevant metadata will have been processed and
removed before the data reaches the receiver. RBA
role data can be used to indicate that the requested
service was provided.

2.2 General Properties of Roles
A role has well-de�ned inputs and outputs in the form of

RSHs whose syntax and semantics can be tightly speci�ed.
It may also have speci�ed APIs to other software compo-
nents in the local node.
A role is identi�ed by a unique name called a RoleID.

A RoleID re
ects the functionality provided. A full RoleID
may have a multicomponent structure like a �le name; the
hierarchy would re
ect the derivation of a speci�c role from
a more generic one (Section 2.4). For eÆcient transport and
matching, a corresponding short-form �xed-length integer
RoleID will normally be used.
The RoleID only addresses meta-data to the provider of

a type of functionality; it does not indicate which node will
perform that functionality. RSHs in packets can also be ad-
dressed to the speci�c actor that instantiates a role5. RBA
requires that node interfaces have unique addresses called
NodeIDs, which would correspond to \network addresses"
in the traditional layered architecture. Symbolically, we de-
note a role address in the form RoleID@NodeID, or RoleID@�
if the NodeID is to be left unspeci�ed.
To perform their tasks, role actors may contain internal

role state. Establishing, modifying, and deleting role state
generally requires signaling, which is done through the ex-
change of RSHs.
Some roles operate in a pair of nodes to enforce some

condition in the intervening data path; simple examples are
the pairs: (Fragment, Reassemble), (Compress, Expand) or
(Encrypt, Decrypt). We call these re
ective roles. It is
possible to consider a re
ective role to be either a pair of
distinct sub-roles or to be a single distributed role.
Other special role categories may emerge as the role-based

model is developed further. These sort of categories are

5We speak of the address of a role, meaning the address of
one of its actors.
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useful in bounding the 
exibility that RBA provides, so that
we can reason about the interaction between roles.
There are families of related roles that di�er in detail but

perform the same generic function. This generic function
may be abstractly represented by a generic role. Speci�c
roles may be derived from the generic role through one or
more stages of speci�cation (see Section 2.4). For example,
corresponding to the generic role ReliableDataDelivery there
might be speci�c roles for reliable ordered byte streams and
for reliable datagrams.

2.3 Role Data
Under the idealized RBA model, all data in a packet, in-

cluding the payload, is role data that is divided into RSHs.
The set of RSHs in a particular header may vary widely de-
pending on the services requested by the client and can vary
dynamically as a packet transits the network. The relation-
ship between roles and RSHs is generally many-to-many {
a particular RSH may be addressed to multiple roles, and a
single role may receive and send multiple RSHs.
Just as roles modularize the communication algorithms

and state in nodes, so RSHs modularize the metadata car-
ried in packets. RSHs divide the metadata along role bound-
aries, so an RSH forms a natural unit for ordering and access
control on the metadata; it can be encrypted or authenti-
cated as a unit.
The granularity of RSHs is a signi�cant design parameter,

since role data cannot be shared among roles at a smaller
granularity than complete RSHs. At the �nest granularity,
each header �eld could be a distinct RSH; this would avoid
any replication of data elements required by multiple roles.
However, overhead in both packet space and processing re-
quirements increases with the number of RSHs in a packet,
so such �ne-granularity RSHs are not generally feasible. As
in all modularity issues, the optimal division into RSHs will
be an engineering trade-o�.
A role might modify its activity depending upon the par-

ticular set of RSHs in the packet. Furthermore, the presence
of a particular RSH may constitute the request for a service
from subsequent nodes. Thus, the RSHs provide a form of
signaling that may piggy-back on any packet.
The format of an RSH is role-speci�c. It might have the

�xed-�eld format of a conventional protocol header or it
might have a (type, length, value) format, for example. An
RSH contains a list of role addresses to which this RSH is
directed and a body containing role data items. We denote
this symbolically as:

RSH( <RoleAddressList> ; <RSHBody> )
For example, RSH(Expand@N3, Decrypt@�; ...) represents

an RSH addressed to the role named Expand at node N3
and to the role named Decrypt at any node.
RBA provides a model for packet header processing, not a

mechanism for routing packets. Rather, RBA incorporates
whatever forwarding mechanism is in use through a generic
Forward role, which may depend upon global or local state
in each node. A mechanism to create that state, e.g., a
distributed SPF routing calculation, is simply another ap-
plication from the viewpoint of RBA. Once the forwarding
rules determine the actual route taken by a packet, the RBA
sequence and scheduling rules come into play to determine
the sequence of operations.

2.4 Technical Issues

Further de�nition of RBA requires speci�c solutions to a
number of technical problems.

� Role Matching

Rules must be speci�ed for matching role addresses in
RSHs with actors, taking into account the access con-
trol rules. An actor may have access to an RSH either
because the RSH was explicitly addressed to that actor
or because the actor was promiscuously \listening" for
particular RSHs (again subject to access control rules.)
An actor may read or write (add, modify or delete) an
RSH (see the arrows in Figure 1).

� Actor Execution Scheduling

Once the matching actors are selected, the node must
determine in what order they should be executed. This
scheduling problemmust consider ordering requirements
imposed by roles; these requirements are called se-
quencing rules. For example, such rules might prevent
undesirable sequences like Encrypt, Compress (com-
pression is not useful after encryption) or Expand, Com-
press (wrong order), or Compress, Encrypt, Expand,
Decrypt (re
ective pairs are improperly nested). These
rules must consider dynamic precedence information
carried in packets as well as static precedence associ-
ated with the actors in the nodes.

� RSH Access Control

By controlling access to RSHs, RBA allows nodes, in-
cluding end systems, to control what network services
can be applied to speci�c packets. RBA provides two
levels of access control, de jure and absolute. De jure
access control is provided by bits in each RSH that
grant speci�c roles read and/or write permission for
the RSH. Write access would provide the ability to
modify or delete the RSH from the packet.

De jure access control is suÆcient as long as nodes
follow the RBA rules. Otherwise, nodes can absolutely
control access to RSHs by encrypting these RSHs; of
course, this greater certainty has greater cost.

� Role De�nition

To fully de�ne a speci�c role, it is necessary to de�ne
its internal state, its algorithms, and the RSHs to be
sent and received. In addition, some roles have non-
network interfaces that must be de�ned.

It remains to be seen whether RBA is amenable to the
use of formal protocol speci�cation techniques. One
possible direction is to exploit the analogy between
object-oriented programming and the derivation of spe-
ci�c roles from generic roles. If roles correspond to
classes, then actors are instantiations of these classes,
and RBA communication can be modeled by actors
communicating via message passing.

� Role Composition

Two roles Ra and Rb that communicate directly with
each other using RSHs (which may originate and ter-
minate in the two roles, or may be passing through
one or both) should be composable into a larger role
Rc. This binds Ra and Rb into the same node, and
allows inter-role communication to be replaced by in-
ternal communication, e.g., shared data.
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Conversely, a complex role may be decomposed into
component roles, replacing shared data by explicit role
data communication using RSHs.

2.5 RBA Examples

2.5.1 Simple Datagram Delivery
As a simple RBA example, the RBA equivalent to a simple

IP datagram might be a packet containing the four RSHs:

f RSH(LinkLayer@NextHopAddr ;),

RSH(HbHForward@�; destNodeID),

RSH(HbHSource@�; sourceNodeID),

RSH(DestApp@destNodeID; AppID, payload) g

Here the LinkLayer role presents the link layer protocol,
and its RSH is addressed to the next hop node. The DestApp
role is the generic destination application role that delivers
the payload in the role data to the application-level protocol
speci�ed byAppID. The HbHForward role represents a hop-
by-hop forwarding function, invoked in every node along the
path, with the destination address as its role data. It is one
speci�c rule derived from the generic Forward role, which
is the fundamental action of a router and of most middle
boxes. It uses role data to determine one or more outgo-
ing interfaces or next hops. HBHSource indicates the node
ID that can be used to return a response by hop-by-hop
forwarding.

2.5.2 Network Address Translators
Regardless of their architectural merit, network address

translators (NATs) make a good RBA example since they
do not �t well into a layered architecture. A NAT is essen-
tially a packet relay that separates two di�erent addressing
realms. Complication is added by application-level proto-
cols that are unaware of the NAT's existence but need to
communicate addresses or ports end-to-end.
There are essentially two types of NAT. Pure NATs per-

form a dynamic but one-to-one mapping between a small
pool of external addresses and a larger number of internal
addresses. NAPTs perform a one-to-manymapping between
a single external address and many internal addresses, by
overloading of TCP or UDP port �elds.
Pure NATs are simple to accommodate using RBA. The

NAT simply inserts a RSH addressed to the role called nat-
receiver giving the original address, and all software on any
downstream nodes can listen to the nat-receiver role, see
that the translation has occurred and act accordingly.
The RBA equivalent of a NAPT is a little more complex.

A NAPT can behave exactly like a pure-NAT in its insertion
of the nat-receiver RSH, but it also needs some way to de-
multiplex incoming packets to the correct internal address.
One way to do this might use a general-purpose echo role.
On outgoing packets, the NAPT inserts an RSH addressed
to the echo role, giving a token that is unique to the inter-
nal address. All RBA systems should be aware of the echo
role. If any RBA node generates a response to a packet con-
taining a RSH addressed to the echo role, it should echo the
token by including an RSH in the response packet addressed
to the echo-sender role. This token mechanism is not NAT-
speci�c, and it can form a useful building block for many
new mechanisms.
This NAT example raises an interesting issue with regard

to role naming. If, in the traditional manner, we named the

RSHs rather than the roles we would have called the RSHs
token and token-echo. The RBA philosophy is that it is
the role played by the recipient that is named, and not the
RSH. The distinction is an important and subtle one, as it
signi�cantly a�ects how future extensions may be deployed.

3. REALIZATION OF RBA
The role-based architecture approach described in earlier

sections may be applied to network protocol design in a va-
riety of ways. Further research will be required to determine
which of these directions will be most fruitful.
In the extreme, one could build an architecture that is en-

tirely role-based, i.e., all protocol functions from the present
link layer to the present application layer as well as all mid-
dlebox functions would be replaced by roles or sets of roles.
This would yield a completely layer-free, remodularized ar-
chitecture.
There are two possible directions for less extreme ways

to use the RBA approach. First, one can apply RBA only
above a particular layer of the stack, retaining layering be-
low that point. These partial stack implementations of RBA
trade o� generality and 
exibility for eÆciency and real-
ity. For example, we may consider link-layer protocols to
be immutable, since they are designed by industry groups
to match particular technological constraints. A practical
RBA subset might therefore retain the link layer as a distinct
layer \below" RBA. Furthermore, retaining the IP layer as
the highly-optimized common end-to-end packet transport
service could signi�cantly help to solve the eÆciency issues
with RBA; RBA processing would be needed only in end
systems and middleboxes. A less strong argument could be
made to retain the transport layer and apply RBA only as
an application-layer architecture (note that this could still
help immensely with the middlebox problem.)
The other possible direction is to use RBA to provide an

unlayered network control (signaling) mechanism for essen-
tially the current general modularity. From this viewpoint
the network functionality would be divided into major pro-
tocol entities that might (or might not) assume particular
roles. This viewpoint emphasizes the addressability of a
role; RSHs would generally be created by protocol entities
but addressed to, and received by, roles assumed by other
entities.
Finally, the idealized RBA may be useful simply as an

abstraction for reasoning about protocols, their functions
and interactions.
A critical design decision when instantiating a role-based

architecture is designing the packet format. There is a clear
tradeo� between making the RSH header format quite pow-
erful and general, versus wasting too many bytes on role
addressing relative to the size of the information carried in
each RSH. In the earliest sketch of RBA, we imagined a
small number of well-de�ned roles and a �eld as small as
6 bits to address each RSH. Later we realized that RBA
would be much more powerful if we could address RSHs
more generally, and so the addressing information grew to
include NodeIDs and larger RoleIDs. This has a direct ef-
fect - it is probably not cost-e�ective to split very simple
low-level functionality into separate roles. The advantage is
that at higher levels we have a more powerful mechanism
for expressing complex interactions.
Furthermore, forwarding performance is an important real-

world issue. In a very large network like the Internet, there
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are strong reasons to keep the basic packet forwarding ma-
chinery as simple and eÆcient as possible. A practical RBA
would therefore retain the IP layer of the Internet, with its
high-speed forwarding machinery and eÆcient packet header.
RBA would then be applied above the Internet layer, i.e.,
it would replace only the transport and application layers.
As a result, RBA would be implemented only in end sys-
tems and middle boxes, where performance requirements are
much less severe than within the core network.
These assumptions could be incorporated into RBA by

declaring that the generic Forwarding role and the re
ective
pair (Fragment, Reassemble) are \built in". These simpli�-
cations should not interfere with a major rationale for RBA,
providing a consistent architectural basis for middle boxes,
but they should make a RBA approach a realistic proposi-
tion for real networks.

3.1 Packet Structure
Figure 2 suggests a possible packet format for a practi-

cal RBA. This �gure shows an encapsulating IP header, as-
suming that RBA is going to be applied only above the IP
layer; this assumption is not necessary. If the network layer
were brought under RBA, the IP header would be replaced
by the actual Forward:HbH RSH, placed at a �xed loca-
tion at the beginning of the packet to allow very eÆcient
hardware-based forwarding through the network core.
The role address lists (see Section 2.3) of all RSHs in the

packet are gathered together into a index vector of �xed-
length entries. This should allow eÆcient processing of pack-
ets under RBA. Each entry includes a pointer (byte o�set)
to the corresponding RSH body in the heap area.
The RoleID is a globally-unique 32-bit short name for a

role to which the RSH speci�ed by this index element is
addressed. As suggested earlier, it can be generated as a
hash of the long name. This is shown as a 32-bit IPv4 ad-
dress of the node to which this index element is addressed
(RoleID@NodeID), or zero to indicate a wildcard (RoleID@�)
As a packet traverses the network, RSHs may be added

and deleted from its header. There are many engineering
strategies that can help to keep this reasonably simple and
eÆcient. There is no speci�ed maximum size for the RSH
space { the index vector or the heap area { but generally a
source will have a good guess on how much space to reserve
between IP header and payload for RSHs. The boundary
between index vector and heap can be 
exible, and these two
segments can grow towards each other. A series of deletions
and additions of RSHs could force garbage collection of the

heap or movement of the payload to expand the heap size
in an intermediate node. This is relatively complex and
expensive, but it should seldom be necessary. In case a
node is unable to add a new RSH to a packet, it can send
a \RSH Over
ow" RBA control message back to the sender
node, requesting a larger RSH space in succeeding packets.

4. CONCLUSIONS
This document has proposed role-based architecture to

simplify the design and deployment of communication proto-
cols in today's world, where the complex interactions among
networking elements often do not follow a strict layering
model. RBA provides a uniform way to structure proto-
cols and protocol processing without the con�nes of strict
layering.
The generality of RBA does not come without cost, of

course. The layered-network model has been a very pow-
erful tool for conceptualizing and designing protocols. We
need to satisfy ourselves that roles will provide a tool that
is at least as good as, if not better than, layers for develop-
ing protocols. Furthermore, RBA requires a more general
data structuring in packet headers, which has a cost in im-
plementation, packet size, and execution performance. We
must show that these costs are containable.
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ABSTRACT
The Internet architecture can be characterized as having a
rather coarse grained and imperative style of network packet
handling: confronted with an IP packet and its source and
destination addresses, the infrastructure almost blindly and
unalterably executes hundreds of resolution, routing and for-
warding decisions. There are numerous attempts that try to
“extend” the Internet in order to either reduce the immedi-
ate impact an arbitrary packet can have (e.g., NAT) , or to
insert diversions from the normal processing paths in order
to better use the existing resources (e.g., content delivery).
In this paper we argue that we need a more fine grained
control, in the hands of end nodes, over how packets are
handled. The basic abstraction presented here is that of
networking pointers, which we show to relate to low level
concepts like ARP caches, but also high level routing de-
cisions for terminal mobility, content delivery networks, or
peer-to-peer overlay forming. We report on first implemen-
tation experiences of an “underlay” networking approach
which uses pointer tricks underneath IP in order to provide
new network layer services.

1. INTRODUCTION
The universal connectivity provided by the Internet archi-
tecture is the major source of the stress that it is currently
experiencing. Because the Internet has one, and only one
method to identify a destination (IP address), to deliver
datagrams (routing tables managed by third parties) and to
address services (ports), there have been many attempts to
introduce more flexibility into the Internet:

• Overlays, be it for peer-to-peer, virtual private net-
works, or route optimization à la the Resilient Over-
lay Networks project [1], redo what the IP layer is
supposed to do: packet forwarding. The difference is
that end nodes explicitly want to have a say in how
forwarding should be done.

This work was done under the VINOVA project SCANET (Self-Configuring
Ad hoc Networks). We gratefully acknowledge the support from the Euro-
pean COST.263 action on “Quality of Future Internet Services”.

• The IP address merges three different networking con-
cepts in a perhaps elegant but troublesome way: iden-
tity, location and access. Changing location whilst
preserving identity is the source for the Mobile IP pro-
posal. On the other hand, the conflict between identity
and access is where firewalls and NATs intervene.

Changing the Internet’s packet forwarding behaviour really
means changing the way the Internet manages state. We
ask the question: based upon which header fields, which
routing tables and which lookup processes should forward-
ing decisions be taken? There is a myth associated with
the Internet that it is stateless. However, this only refers to
per-connection state and does not apply to the infrastruc-
ture itself. On the contrary, a surprisingly large amount of
configuration state is present in the network: default routes,
address ranges in DHCP, BGP tables, OSPF tables, DNS
content, port to service mappings, and more recently the
addition of per-connection state in the form of NAT map-
pings.

1.1 Network Pointers in a Nutshell
Network pointers provide a conceptual and programming
framework for packet processing in general. In the first
place, a network pointer is an arbitrary packet processing
function that can be “addressed” through an opaque pointer
value.

A simple example would be the sending of an IP packet to
an end point: the destination IP address is mapped to the IP
address of the default gateway. This is then mapped to the
ethernet address of the gateway’s interface and cached in an
ARP table entry. In fact, after the aforementioned mapping
procedure, the use of any (local) pointer value identifying
the cache entry would suffice to forward data to the desti-
nation. What we propose is to make that resolution from
names and other entities to pointers an explicit architec-
tural element across the whole network. Network pointers
and their remote instantiation play a key role in providing
“directable indirection” to the network users and operators.

Before going into more details we now review some items
of related work which concern themselves with the manipu-
lation of state (and thus packet processing functionality) in
the network. This state is typically used to alter the amount
of direction and indirection in the network.
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1.2 Related Work
The Resilient Overlay Networks (RON) project [1] is de-
signed to increase the reliability of the routing paths present
in today’s Internet routing infrastructure. It works by cre-
ating an overlay network of RON nodes which all agree to
forward packets on behalf of the other nodes in the over-
lay network. During typical operation a RON node probes
the standard paths provided to it by the network for failure.
When such path failure is detected, the node then attempts
to route around the failure. We see RON as re-creating loose
source routing at the overlay level. It builds alternate routes
(indirection) over an IP routing layer that cannot be steered
i.e., which is too direct. Similarly to RON, Mobile IP had to
also invent its own routing agents in order to work around
the lack of influence an end-user has on routing decisions.

The fact that the Internet suffers from being overly direct
has also been picked up by the Internet Indirection Infras-
tructure (i3) project [9]. They see indirection, as a generic
concept, is sorely needed in the current Internet. In order to
provide this, they use a Peer-to-Peer lookup service which
implements a Rendezvous approach i.e., meeting in the mid-
dle. A receiver puts a key called a trigger into the lookup
service. This trigger is then used by the sender to route a
packet through the i3 overlay network to the receiver. Trig-
gers are much like network pointers, except that i3 restricts
itself to IP addresses as the only type of pointer values and
to IP forwarding as the single supported packet processing
function.

Indirection can also be a problem, as exemplified by NAT
boxes and Firewalls which introduce indirection in an im-
plicit way. Many tunneling mechanisms have been devised
(e.g., PPP-over-SSH [3]) in order to bring back a direct con-
nection (IP-wise) between two end systems when it is de-
sired. Being unable to control when direction and indirec-
tion occurs is a major hindrance in the Internet of today
and has resulted in many patches in order to get over these
problems. We see NAT and overlay networks as a general
symptom of this lack of control.

1.3 Got state?
In the face of this inaccessible state and inability to influence
the directness of the current Internet, we propose a program
of Internet deconstruction: breaking the packet processing
black box into components and allowing its recombination
in a user-controlled manner via pointer manipulation. Net-
work Pointers, like their programming language cousins, al-
low the user to control the amount of in- and re-direction.
We then present our own architecture based on the idea of
Network Pointers and late binding of address semantics. By
shifting the focus to underlaying IP (instead of overlaying
IP), much richer and optimizable network recombinations
are possible, as we are able to combine the components of
the IP stack in different ways. IP (and its associated socket
library) then becomes an access mechanism and emulation
target, whereas overlays – now supported at the same level
as IP – are a way to create partial and transient clouds of
emulated directness.

2. NETWORK DECONSTRUCTION
In this section we briefly discuss three network usage scenar-
ios that serve as prototypical examples for the deficiencies of

the Internet’s one-model-fits-all approach. We will also show
how these scenarios would benefit from “network pointers”.
A network pointer basically stands for a packet processing
function. If a packet is “sent to a pointer’s value”, it will be
processed according to that pointer’s function. This func-
tion can be, for example, the forwarding of a packet whose
header contains a link layer address and the pointer value
of a next (remote) network pointer. How these pointers are
allocated and managed will be discussed in the following
section.

2.1 Case 1: Routing in Ad hoc Networks
Ad hoc networks are supposed to set up Internet connec-
tivity in a completely decentralized way, without any help
from preconfigured networking elements, and in very short
time. One class of successful ad hoc routing protocols works
“on-demand” i.e., they explore the network topology only
when there is traffic to be delivered. In this case, the source
node establishes delivery paths that run through the net-
work. These paths funnel all traffic for a destination in the
right direction. Expressing this in other terms, on-demand
ad hoc routing protocols establish per-target “connection
trees” whose root is located at the target node.

IPIP

Figure 1: ARP forwarding and pointer selection in
wireless ad hoc networking.

We can easily represent that tree with forwarding pointers
being the nodes and the connecting edges. Instead of label-
ing these pointers with the target’s name, we imagine that
a pointer (node) has a local pointer value and that all neigh-
bours just point to that address (i.e., “link layer” details
plus pointer value at the remote node). This is shown in
figure 1.

Our approach differentiates the “access” (pointer value, which
is a simple label) from the “location” (full delivery path).
Data packets sent to the first access pointer will be correctly
forwarded, regardless of the final destination’s location.

2.2 Case 2: Asymmetric Connectivity (NAT +
Firewalls)

NAT boxes, either introduced for coping with the scarcity
of IP addresses or for controlling network traffic, break the
basic universal connectivity model of the Internet. Some
nodes or services behind the NAT are not accessible from
the “ordinary” Internet, while they can see and connect to
the “ordinary” nodes. In order to overcome this asymmetry,
people have started to setup tunnels and reverse tunnels to
access machines behind NAT boxes. A legitimate use of such
tunneling is a traveling user wanting to access some files that
he left on his home machine unfortunately located behind
a NAT. First, before leaving, the user would have had to
create a persistent tunnel from his home machine to some
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waypoint machine that has full connectivity to the Internet.
Secondly, when abroad, the user has to login to the waypoint
machine, and from there through the reverse tunnel connect
to the home machine. Overall, this exports one port i.e.,
SSH from behind the NAT to the outside world.

IP IP
FirewallWaypoint

Figure 2: Using an outgoing tunnel to pass through
the firewall.

By using network pointers in this scenario, it is possible to
concatenate together application-layer tunnels (e.g., SSH)
as well as standard IP paths into one seamless construct.
Typically the traffic from a node in the traditional Internet
to a node behind a NAT box has to be manually directed to
a waypoint, and then from the waypoint into the tunnel to
traverse the NAT box as shown in figure 2. By allowing user-
defined mappings to be established between pointer values
and their associated packet processing functions, we can use
different layers of the networking stack on a per hop basis.
This enables us to present nodes behind NAT boxes as nodes
with full Internet connectivity.

2.3 Case 3: Mobile Personal Area Networks
(PAN)

An important new challenge for computer networks are small
area networks linked to a person, which interconnect the cel-
lular phone with the embedded PC in the belt, the wireless
ear plug, and the MP3 player in the pocket etc. Networked
devices travel as a clique and rely on special nodes (e.g., the
cellular phone) to connect them to the rest of the Internet.
Because of the intermittent connectivity and often changing
access points to the fixed network, it would be problematic if
all devices in the PAN were to handle routing and addressing
on an individual basis.

In this case we use a routing data structure comprised of two
trees where one tree (i.e., set of pointers) encapsulates the
PAN and its components. In figure 3 this is the tree from the
fixed network to the PAN, where the dotted lines represent
logical paths to nodes inside the PAN and the unbroken line
represents the physical path. Another tree is then used from
inside the PAN to point from the current gateway to the
PAN components to allow them access to the fixed network.
This process is shown in figure 3. This pointer from the
fixed network to the PAN is addressable i.e., other nodes
can then use this pointer as a way of communicating with
the PAN.

The pointer inside the fixed network can also be called a
“point of presence”, or rendez-vous place in terms of the
Internet Indirection Infrastructure proposal. Again, we dis-
sociate identity from location and change the pointer values
and names locally and on demand: the data structure’s end
points (the PAN members, and the “point of presence” in
the fixed network), remain stable, while the intermediate
pointers can change without requiring the end nodes to re-

IP

IP

PDA

cellular

MP3 player

heart monitor

mobile personal
area network

fixed network

another mobile node

Figure 3: Changing forwarding pointers to the PAN
as a whole.

act on this.

2.4 The Deconstruction Plan
Our general approach with network pointers is to facilitate
the introduction of new functionality into the network in the
following way:

We keep IP and applications running on end nodes as they
are. We then go under IP as we wish to have the ability
to influence the functionality of the lower layers rather than
just treating them as a black box. This allows us to config-
ure the logical layer 2 and the ability to perform redirection
at this layer. Addresses at the IP layer are translated to
internal access names i.e., pointer labels. Pointers are re-
sponsible for either forwarding a datagram to a neighbour,
or for modification of packet headers (address translation,
tunneling, header compression, etc).

Once we are in the “pointer space”, we can begin to build
our own abstractions. For example, we can bring an Ad-Hoc
networking cloud into the IP space without IP having to be
concerned about the multihop conditions of the underlying
network. Simplification is also the order of the day with
the Firewall/NAT traversal scenario. Rather than having
multiple manual steps from the NAT’d machine to the way-
point and then from the user’s machine to the waypoint,
we make pointer allocation methods available that enable a
semi-automated setup of NAT tunnels.

An important aspect of a pointered network architecture is
the management of pointer state which we require to pass
through a mandatory resolution step. Pointers become a
natural translation point not only for addresses and tunnel
splicing, but also for management domains. By restricting
resolution e.g., linking it to authentication, we yield more
control over a network’s infrastructure to the operator. Ul-
timately, the plan is to deconstruct IP forwarding and ad-
dressing semantics in order to build new network layer ser-
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vices in our own “Pointer Space” that can be mapped back
into the IP space. How resolution and pointer allocation
works is explained in more detailed in the following section.

3. SELECTORS AND RESOLUTION
3.1 Terminology
A network pointer is a packet processing function that has
a local address, called a selector. To send a packet to a
network pointer, you need to know the pointer’s address
(selector) and the context in which that selector is valid.
Inside a context, which is typically a host, packets can be
routed through different pointers based on selectors only. In
order to send packets to pointers residing in other contexts,
one also needs to specify a transport specific context address
(Ethernet, IP, Application-layer tunnels etc.). In this case
of a packet forwarding function, the network pointer itself
contains the address of the downstream function i.e., the
link layer address and the remote selector.

In case of Ethernet, packets would carry a link layer address
and a selector. The link layer address determines the context
in which the function can be selected. A forwarding chain of
network pointers would rewrite a packet’s link layer address
and selector value on each hop i.e., the network pointers
contain the address of the downstream node as well as the
selector value of the remote pointer.

Selectors are local i.e., they apply to the local context. This
enables one to route packets through local pointers in a uni-
form way: network pointers become the back plane of proto-
col stack components (see also section 4). At the same time,
selectors can point to network pointers that transport pack-
ets to other contexts. In this way contexts can be nested,
which leads to layers and tunnels. In the tunnel case, the
selector would point to a tunnel entry function that pushes
its own addressing data in front of the packet header. The
tunnel exit function, activated by the tunnel selector on the
last forwarding leg, strips out that additional addressing.
Protocol layering is obtained by letting each protocol entity
of a layer sending packets for higher layers to the selector of
the next higher protocol entity.

We can use the network pointer abstraction to represent
forwarding state (possibly instantiated by end nodes) in the
network or in the packet header. If contexts are globally
addressable we can use network pointers as remote relay
points in order to implement a cached form of loose source
routing: packets only need to carry the name of the first
pointer, from where they will be passed on from one pointer
to the other. Alternatively we can send packets to specific
transport pointers that use the packet header as a parame-
ter stack by reading the destination parameters immediately
following the packet’s selector field.

3.2 Network Pointers and C-Pointers
The term “network pointers” relates to the standard for-
warding behavior of network nodes: Routers “redirect” in-
coming packets to other directions. This is basically a deref-
erencing operations (usually involving some lookup in a router
table) and matches well the classical concept of pointers in
programming languages. The main difference is of course
the distributed control: in our network pointer view, each

data packet becomes a thread of control that works its way
through a chain of dereferencing operations. Whereas a list
traversal in the classical programming world would be car-
ried out by a single CPU. The other difference is that we
generalize the concept of pointer and include with it the
possiblity to mangle packets, hence we see network pointers
as generic packet processing functions. Note that there is
not a one-to-one mapping between packets in and packets
out for a network pointer. It may produce two or more out-
going packets (if multicast semantics are required) for each
incoming packet or it may require two or more incoming
packets per outgoing packet.

3.3 Selectors as Local Addresses
Network pointers are addressed by a pointer value (selector)
that we prepend to each data packet. In order to avoid span-
ning the name space for all potential pointers (and having
to enumerate them at a global level), we require that se-
lectors are purely local names. Only those pointers can be
addressed that actually are resident in a specific context.
The selector, typically implemented as an opaque number,
will be used at the receiving context to find the network
pointer that the packet should be processed by. We leave
the issue of end-to-end addressing to whichever higher-level
protocols are using the network pointer infrastructure.

The local naming scheme means that selectors have no global
meaning and that, for example, packets being forwarded
from one context to the other have to change their selec-
tor on each hop. Selector (or header) translation thus is an
intrinsic property of a pointered network architecture. To
some extent this also applies to current IP networking, where
the destination address is repeatedly rewritten to some local
ethernet address that is different for each hop.

3.4 Name Resolution
Due to the fact that local pointer names shall be the generic
and sole addressable items, we need a way to map end-to-end
destination addresses or server names to local selector values
to other kinds of identifiers, including global addresses. To
this end we provide a generic resolution function residing on
all network nodes to which we assign a well–known selector
value. Using this well-known selector, an application can
request address resolution and get a local pointer name that
“stands for” the item to resolve.

For example, a request for resolving a neighbour’s IPv4
name to the Ethernet address (à la ARP) would result in
a local delivery pointer being instantiated on the fly which
takes care of delivering any packets sent to it to this neigh-
bour. In fact, such function instantiation on the fly al-
ready occurs today inside protocol stacks where an ARP
cache keeps that mapping in memory. The selector view
makes this state explicit and presents the associated net-
work pointer in the form of an addressable selector. We
note here the difference between resolution and translation.
First, the IPv4 name has to be resolved. Subsequent packets
however will be subject to header translation (which is much
cheaper), essentially rewriting the local delivery selector into
the associated Ethernet address details.

Extending this view we map routing to selectors too. Find-
ing the next hop is in fact a resolution request for a route.
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This can be done for each single packet or for a complete
packet flow, as for example, in on-demand routing proto-
cols for ad hoc networks. As a result, selectors become the
(local) names of delivery path entries.

Explicit name resolution is also the entry point for substi-
tuting content descriptors or locators with access paths to
the (closest) place from which content can be fetched, which
is very similar to the approach proposed in TRIAD [7].

3.5 Start-Addresses, not End-Addresses
Unlike IPv4 addresses, a selector does not define a packet
processing semantics in advance and across the whole net-
work. Instead, explicit resolution activities are required to
bind a selector to some network pointer (packet handler).
We have thus moved from an end-address point of view to a
start-address point of view. This enables to repointer parts
or all of a packet processing chain in order to cope with
mobility without having to change higher layer applications
(see e.g., example 3 on moving personal area networks).

3.6 SelNet - An Implementation for Network
Pointers

We have implemented a Selector Network for the Linux
operating system. From former explorations we already
knew that packet forwarding based on simple selector lookup
rather than IP routing, can be done with 30% less over-
head [13]. What we wanted to understand better was the
role of the resolution protocol as a general tool for setting
up the network pointers.

Consequently we implemented an “eXtensible Resolution
Protocol” (XRP) and combined it with the SAPF [11] packet
format which represents our network pointers. As a proof
of concept for our underlay approach we applied the pointer
networking approach to wireless ad hoc networks. The goal
was to fool IP about the multihop nature of an ad hoc
network by implementing ARP forwarding: ARP requests
would return the name of a full delivery tunnel to use instead
of a next hop link layer address.

The resulting LUNAR ad hoc routing protocol (Lightweight
Underlay Network Ad hoc Routing [12]) works by trapping
ARP requests and translating them into XRP queries that
are sent to neighbouring nodes. Based on these queries, the
neighbours create new network pointers and propagate the
request until the destination is found. To our surprise, we
could get a first LUNAR version up and running very fast (in
hours). Also, the implementation matched the performance
of well-established ad hoc routing protocols, although re-
quiring only 30 to 60% of their code size. A stripped down
version of LUNAR was even ported to the Lego Mindstorm
embedded devices [8].

4. FUTURE DIRECTIONS
We envisage network pointers to become a pivotal element
in future protocol architectures, both at the conceptual and
the implementation level. We describe in this section some
possible future applications of network pointers.

Protocol heaps are proposed in [2] as a middleware con-
cept for letting applications influence the processing of pack-
ets through the network. Beside the correspondence at the
representation level (heap and pointers), we believe that net-
work pointers provide an essential building block for steer-
ing packets through processing components and for identi-
fying processing instances. For example, the NAT example
presented in [2] makes use of opaque “cookies” which we
would map to selectors in a much more natural way: net-
work pointers would then play the role of a cabling back
plane for protocol heap modules.

Related to protocol stack engineering we point to work done
a decade ago on speeding up packet processing called ac-
tive messages: several header parsing steps can be avoided
by putting the upcall’s memory address directly into the
packet’s header [6]. This works well in the controlled envi-
ronment of distributed systems: for an open network en-
vironment, however, additional protection of handler ad-
dresses is required. In our network pointer approach we
use local selectors as well as an explicit resolution step for
retrieving the dynamic selector values.

The use of selector-like state identifiers has been recently
proposed in [4]: Ephemeral state processing (ESP) en-
ables to instantiate short and predefined remote computa-
tions in a lightweight fashion. Each packet can carry a single
ESP instruction in order to operate on the “ephemeral state
store” residing in each node. State entries are identified with
a randomly chosen 64-bit tag, which corresponds very well
with our selector concept to address state and functions.

Finally we point to our own ongoing work on stored pro-
gram router [10] where the forwarding table is turned
into a general programming area. Individual table entries
contain single instructions (e.g., forward, push label, condi-
tional forward) such that packets can be processed by rout-
ing them through a chain of table entries. Because packets
can also influence the table’s content, we obtain a complete
computing model where threads of computations are carried
by single packets. The chaining of execution steps is done
via the packet’s selector value which becomes a direct in-
struction pointer. In terms of the network pointer concept,
we organize the routing table as a single context consisting
of an array of tiny network pointers.

5. SUMMARY & OUTLOOK
A “network pointer” basically is a packet processing func-
tion similar to the indirection support proposed in the i3
project. However, instead of using IP addresses as the tar-
get we propose to use a separate local name space (selectors)
for labeling network pointers. This enables a precise separa-
tion of the IP address meanings (identity, location, access),
although only a single naming concept is used.

More generally, network pointers represent packet process-
ing functions that can range from ad hoc path discovery to
multicast forwarding, content access, or VPN encryption.
Network pointers bring back part of the Catenet architec-
ture [5] where explicit control of address translation and con-
catenation was a key concern before the flat Internet model
began to rule the world. Now that the Internet has become
asymmetric and fragmented for good or for bad reasons, we
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need to empower the end nodes, enabling them to recreate
end–to–end services by rewiring the network’s packet pro-
cessing functions.
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1 INTRODUCTION

Networking researchers work from mental models of the Inter-
net’s important properties. The scenarios used in simulations and
experiments reveal aspects of these mental models (including our
own), often including one or more of the following implicit as-
sumptions: Flows live for a long time and transfer a lot of data.
Simple topologies, like a “dumbbell” topology with one congested
link, are sufficient to study many traffic properties. Flows on the
congested link share a small range of round-trip times. Most data
traffic across the link is one-way; reverse-path traffic is rarely con-
gested.

All of these modeling assumptions affect simulation and experi-
mental results, and therefore our evaluations of research. But none
of them are confirmed by measurement studies, and some are ac-
tively wrong. Some divergences from reality are unimportant, in
that they don’t affect the validity of simulation results, and simple
models help us understand the underlying dynamics of our systems.
However, as a community we do not yet understand which aspects
of models affect fundamental system behavior and which aspects
can safely be ignored.

It is our belief that lack of good measurements, lack of tools for
evaluating measurement results and applying their results to mod-
els, and lack of diverse and well-understood simulation scenarios
based on these models are holding back the field. We need a much
richer understanding of the range of realistic models, and of the
likely relevance of different model parameters to network perfor-
mance.

2 NETWORK MODEL PRINCIPLES

By network model, we mean the full range of parameters that
might affect a simulation or experiment: network topology, traf-
fic generation, end-node protocol behavior, queue drop policies,
congestion levels, and so forth. Internet experiments are difficult
to replicate, verify, or even understand [17] without the stability
and relative transparency provided by a simulator (such as ns [15]),
emulator (such as the University of Utah’s Emulab [18]), or self-
contained testbed; and experimental design for these platforms in-
cludes the design and implementation of an explicit and concrete
network model.

Network models used in practice often have little relationship to
Internet reality, or an unknown relationship to Internet reality. This
isn’t necessarily a problem. Divergences between models and re-
ality can be unimportant, in that they don’t affect the validity of
simulation results, or useful, in that they clarify behavior in simple
cases. Some divergences are necessary in order to investigate the
Internet of the future instead of the Internet of the past or present.

First Workshop on Hot Topics in Networks, Princeton, New Jersey, October
28–29, 2002
Permission to make digital or hard copies of all or part of this work for any
purpose is granted without fee provided that copies bear this notice and the
full citation on the first page.
Copyright c© 2002 International Computer Science Institute

However, the research community has not yet determined which di-
vergences are acceptable and which are not. We simply don’t know
whether the models we use are valid. This basic question has led to
difficulties both in our own research and in our evaluation of other
work.

We need better models and better tools for evaluating our own
and others’ models. We need to know when a model might lead
to bad results, and what those results might be. In particular, we
believe:

Models should be specific to the research questions being inves-
tigated. We wouldn’t recommend trying to construct a single model
of the global Internet, with a single set of simulation scenarios, for
use by all researchers. The Internet cannot be simply and accurately
modeled in the same way that one might model a machine that one
could hold in one’s hand. Researchers should instead concentrate
on modeling properties relevant to their research, and finding valid
simplifications or abstractions for other properties. The very pro-
cess of deciding which properties are relevant, and testing those
decisions, gives insight into the dynamics of the questions under
investigation. Building a single global model, in contrast, would
make people’s simulations run slower without necessarily improv-
ing their precision, clarity, or applicability.1

For example, one area of particular interest to us is congestion-
related mechanisms at a queue in a router. This includes such re-
search topics as differentiated services, active queue management,
ECN, QoS, aggregate-based congestion control, fairness, and so
forth, and touches on other issues, such as design of end-host pro-
tocols. Models for these topics must include characteristics of con-
gested links, the range of round-trip times for flows on a congested
link, and the effects of congestion elsewhere on the network. A
fully-worked-out topology isn’t necessary, however; the range of
round-trip times, and an understanding of the congestion experi-
enced elsewhere, sufficiently represents the topology. Table 1 de-
scribes typical models used in other research areas, such as unicast
and multicast congestion control, routing lookups, and peer-to-peer
systems.

We need to understand how models’ parameter settings affect ex-
perimental results. As a model for a given research question is built,
researchers should explore the model’s parameter space. For exam-
ple, do some parameters change results only slightly, or are results
sensitively dependent on one or more parameters? Section 3 ex-
plores this in detail for several research questions. An understand-
ing of the realm of possibilities, and their causes, can prove invalu-
able for interpreting results, and should be codified and distributed
as part of the research community’s shared knowledge base.

Modeling must go hand-in-hand with measurement. It is neces-
sary to fully explore the range of parameter settings, but researchers
should agree on particularly important settings to facilitate com-
parison of results. Network research should not founder on dis-
1Application-specific modeling is becoming a shared agenda in the
research community, with work into application-driven topology
modeling, for example [20].
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Research Topics Typical Models Supporting Measurements
AQM, scheduling, differentiated ser-
vices.

A dumbbell topology, with aggregate
traffic.

Characteristics of congested links, range of
round-trip times, traffic characterization (dis-
tribution of transfer sizes, etc.), reverse-path
traffic, effects of congestion elsewhere.

Unicast congestion control. A single path, with competing traffic. Characteristics of links, queue management
along path, packet-reordering behavior, packet
corruption on a link, variability of delay, band-
width asymmetry.

Multicast congestion control. A single multicast group in a large
topology.

Router-level topologies, loss patterns, traffic
generation by group members.

Routing protocols. A large topology. Router-level topologies, AS-level topologies,
loss patterns.

Routing lookups. A lookup trace, or a model of the ad-
dress space.

Ranges of addresses visible at a link.

Web caching and CDNs, peer-to-peer
systems.

Models of large topologies with appli-
cation traffic.

Topologies, application-level routing, traffic
patterns.

Controlling DDoS attacks. Models of large topologies with aggre-
gate traffic.

Topologies, attack patterns.

Web cache performance. A single cache with many clients and
servers, as in Web Polygraph.

Detailed client behavior, server behavior.

TABLE 1—Some research topics, with typical models and required supporting measurements.

agreements over the network models and simulation scenarios that
should be used. (Section 3 describes cases where we are close to
that state of affairs.) Measurement can help settle these disagree-
ments by saying what parameters, or ranges of parameters, are ac-
tually observed in practice.

We want models that apply to the Internet of the future, as well
as to the Internet of today. Due to the Internet’s vast heterogeneity
and rapid rate of change [17], we must pay close attention to what
seems to be invariant and what is rapidly changing, or risk building
dead-end models. Measurement, for example, should be an ongo-
ing program, so that old measurements don’t congeal into widely
accepted, but inappropriate, parameter settings.

Better models will make the Internet community’s research ef-
forts more effective. Lack of agreement over models complicates
comparison and collaboration, and researchers risk expending valu-
able effort on dead ends caused by invalid models. Better models
will therefore immediately improve the state of Internet research,
and perhaps the Internet itself.

3 “ROGUES’ GALLERY”
This section describes some modeling issues in our own, and oth-

ers’, network research. Some of the research we discuss has flaws,
caused by inappropriate models, that might have been avoided given
a better understanding of the network models appropriate for spe-
cific research topics. Some of it has not received a thorough eval-
uation because the models underlying the research have not been
evaluated. The point is not to scold others (or ourselves!). Con-
crete examples are simply the most effective way to communicate
the range of problems that can crop up when models aren’t treated
carefully enough.

Again, if models used today could be counted on to give similar
results to one another, and if their results could be counted upon to
be relevant to the current and/or future Internet, then there would
not be a problem. However, different models and different simula-
tion scenarios do give different results when used to evaluate the
same research question, and have different degrees of relevance to
the actual Internet.

3.1 Phase Effects
For example, some simulations demonstrate sensitive dependence

on precise parameter settings. This rich behavior is not relevant to
the modern Internet; it is an artifact of unrealistic simulation sce-
narios, such as those with long-lived traffic, packets the same size,
and no reverse-path traffic. We would like to discourage researchers
from investigating in depth the rich behavior of these unrealistic
and irrelevant scenarios [19].

0

10

20

30

40

50

60

70

80

90

100

1 1.2 1.4 1.6 1.8 2

N
od

e 
1 

th
ro

ug
hp

ut
 (

%
)

Round-trip Time Ratio

FIGURE 1—Flow 1’s throughput as a function of the ratio of the
two flows’ round-trip times.

Figure 1 (taken from [6]) illustrates phase effects, where a small
change in the propagation delay of a single link completely changes
the fraction of link bandwidth received by one of two TCP flows
sharing a Drop-Tail queue. Each dot on the graph represents the re-
sult of a single simulation; the y-axis shows the throughput of flow
1 in that simulation. The simulation topology is a simple dumbbell.
When the propagation delays of the two competing flows’ access
links are equal, then both flows have the same round-trip time and
receive the same fraction of the link bandwidth. However, as the
propagation delay of one of the access links changes slightly, flow
1 can shift to receiving almost all of the link bandwidth, or to re-
ceiving very little of the link bandwidth, depending on the exact
propagation delays of the two access links. In real networks, of
course, the traffic mix includes short-lived flows, and small control
packets as well as large data packets, and probably more than two
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competing flows, all making phase effects much less likely. The
lesson is not that phase effects are a significant or important dy-
namic to address in current networks, but rather that simulations
can be very tricky and unrealistic, and that the combination in a
simulation scenario of DropTail queue management with one-way
long-lived traffic can be deadly indeed.

3.2 Active Queue Management: Parameters
Random Early Detection (RED) was one of the first propos-

als for Active Queue Management, and the 1993 paper on RED
[7] included a number of simulations, investigating scenarios with
a range of round-trip times; varying traffic load over the life of
the simulation; two-way traffic including TCP connections with a
range of transfer sizes; scenarios including bursty and less-bursty
traffic; and a range of values for the configured target average queue
size.

However, the 1993 paper neglected to address some key issues:

– The paper did not investigate performance in scenarios with high
packet drop rates.

– The paper did not investigate performance for a range of link
bandwidths for the congested link.

– The paper did not explore the potential for oscillations in the
average queue size, in particular for scenarios with large propa-
gation delays and long-lived traffic.

Partly because the paper neglected to address these issues, a
lengthy literature was spawned on the limitations of RED, and nine
years later Active Queue Management has still not seen widespread
deployment in the Internet.

For instance, all of the paper’s simulations were of scenarios with
small packet drop rates, so performance looked quite nice. How-
ever, it was soon pointed out that performance looked less good
when the packet drop rate exceeded RED’s configured parameter
max p.2 In 1997, the default value for max p in the NS simulator
was changed from 0.02, an unrealistically optimistic value, to 0.1.
In 1999 the ‘gentle’ variant was added to RED to give increased
robustness when the average queue size exceeded the maximum
threshold, and Adaptive RED was developed in 2001 to adapt RED
parameters to changing network conditions [5]. All of this might
have been done much sooner if the authors of the RED paper (i.e.,
one of the co-authors of this paper) had paid more attention in 1993
to RED performance in scenarios with high packet drop rates.

Similarly, while the original RED paper gave guidelines for the
setting of the queue weight parameter wq, all of the scenarios in the
paper had a congested link of 45 Mbps. This led to work by others
using NS’s default value of the queue weight parameter for a range
of inappropriate scenarios, e.g., with 10 Gbps links, so that the aver-
age queue size was estimated over too small of a time interval, only
a fraction of a round-trip time. The use of an overly-small value
for wq, particularly in an environment of one-way, long-lived traf-
fic, can exacerbate RED’s problems with oscillations of the queue
size [5]. Again, if the authors of [7] had investigated and thought
carefully about a wider range of simulation scenarios in 1993, it
would have reduced the amount of work necessary later on. Even
now that the default NS parameters have been changed to reason-
able values, the effects those parameters had on simulation results
should sensitize us to the importance of understanding the models
we use.
2The parameter max p gives the packet dropping probability im-
posed when the average queue size exceeds the maximum thresh-
old.

An evaluation of AQM mechanisms in progress [16] shows that,
for many simulation scenarios, all considered mechanisms perform
similarly. However, simulation scenarios can be devised that show
each mechanism in a bad light. In scenarios with long round-trip
times and mostly long-lived flows, RED and Adaptive RED exhibit
queue oscillations (see the next section). In scenarios with mostly
web traffic, or with changes in the level of congestion over time, the
Proportional-Integral Controller (PI) [8] and Random Early Mark-
ing (REM) [2] perform badly. Many scenarios with Drop-Tail or
Adaptive Virtual Queues (AVQ) [13] give competitive performance
in terms of delay-throughput tradeoffs, but also give high packet
drop rates. It would be helpful to have more grounding in deciding
which models and simulation scenarios were critical to explore, and
which are edge cases that were less likely to occur in practice. It is
unsettling to feel that one could construct a simulation to show al-
most anything that one wanted, and that there is so little agreement
within the research community about why one chooses to explore
one set of simulation scenarios rather than another.

3.3 Active Queue Management: Oscillations
Much research effort in active queue management mechanisms

comes down to an implicit disagreement about which simulation
scenarios are the most important to address. For example, [14] dis-
cusses oscillations with RED in scenarios with one-way, long-lived
traffic, while [5] criticizes reliance on such scenarios. Queue os-
cillations are widely considered a serious potential problem with
RED active queue management. However, moderate changes in
the traffic mix can strongly affect oscillation dynamics. In par-
ticular, adding short-lived flows, reverse-path traffic, and a range
of round-trip times—characteristics ubiquitous on the Internet—
changes simple oscillations into more complex bursty behavior.
This dramatic change highlights the importance of the network
model. If we understood better the ways in which different mod-
els can affect experiment dynamics, perhaps we would be further
along in addressing AQM behaviors.

To illustrate, we examine three simulations with somewhat sim-
ilar parameter settings, but quite different results in terms of the
queue dynamics at the congested link. The simulations share a dumb-
bell topology with a 15 Mbps, 10 ms congested link with Adaptive
RED queue management; they all have similar, small amounts of
reverse-path traffic; and they all run for 100 seconds. The simula-
tions differ in their traffic mixes and flow round-trip times.3 Fig-
ures 2 through 4 show, for each simulation scenario, the instanta-
neous queue size over the second half of the simulation, with the
dashed line showing the average queue size estimated by RED.

In Figure 2, traffic consists mostly of 80 long-lived flows with
large receiver’s advertised windows, and with all round-trip times
equal to 240 ms in the absence of queueing delay. This resembles
models used in literature on RED oscillations [12], and indeed, al-
though the packet drop rate is 2.8% over the second half of the
simulation and the link utilization over the second half is also good
at 98.6%, oscillations in the instantaneous queue size are quite pro-
nounced.

Traffic observed at Internet routers, however, tends to exhibit a
wide range of round-trip times, including relatively short round trip
times (< 50 ms) [1, 11]. Figure 3 changes the model of Figure 2
by introducing a wide range of round-trip times, which now vary
between 20 and 460 ms. Stable oscillations in queue size have been
replaced by more irregular behavior. The simulation might actually
be used to argue that oscillations are not a problem on the Internet,
because of the absence of regular oscillations of the queue size. The

3This scenario was adapted from [5, Section 5.1].
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FIGURE 2—Long-lived traffic, 240 ms RTTs.
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FIGURE 3—Long-lived traffic, 20–460 ms RTTs.
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FIGURE 4—Mostly web traffic, 20–460 ms RTTs.

packet drop rate is now 4.6% over the second half (higher because
of the influence of flows with very short round-trip times), and link
utilization over the second half is now 99.9%.

But the traffic in Figure 3 still consists of all long-lived flows,
while most flows on the Internet tend to have short lifetimes [4].
Figure 4 therefore introduces shorter-lived flows into the mix: traf-
fic now mostly comes from the web traffic generator in NS, with a
smaller number of long-lived flows (fifteen). The demand from the
web traffic generator was chosen to give roughly same packet drop
rate as Figure 2 over the second half of the simulation, in this case
of 2.6%; the link utilization over the second half is also good, at
98.9%. The queue dynamics and the distribution of queuing delay
are rather different, however. The queue size varies more extremely
than in Figure 3, and unlike that simulation, the average queue size
also varies significantly.

To some extent, we have lacked tools for evaluating the models
our simulations actually use. For instance, do the round-trip times
seen on the congested link in Figure 4 correspond to the full range
we expect, and does that range correspond in a meaningful way to
measured Internet data? It turns out that simple mechanisms can
enable evaluation of aspects of a simulation’s model.

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

0 0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5

C
um

ul
at

iv
e 

D
is

tr
ib

ut
io

n

Round-trip Times (in seconds)

Figure 2 data
Figure 4 data

SDC-1 measurements
SDC-2 measurements
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gested link of two simulations, with data measured on the Internet
for comparison.
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FIGURE 6—Distributions of packet numbers on the congested link
over the second half of two simulations, with data measured on the
Internet for comparison.

Figure 5 shows one way to evaluate the range of round-trip times
in a simulation. We added mechanisms to the NS simulator to record
the simulated TCP senders’ estimated round-trip times for packets
on the congested link. The figure shows a cumulative per-packet
distribution of these measurements. It clearly demonstrates Fig-
ure 2’s narrow range of round-trip times, from 240 to 310 ms, and
Figure 4’s much wider range, from almost 0 to more than 500 ms.4

We have also included two representative measurements of an OC3
access link at UC San Diego, calculated by Jiang and Dovrolis us-
ing a passive TCP round-trip time estimator [11, Figure 13]. We
used these measurements to guide our setting of link propagation
delays, and as a result Figure 4 matches the measurements far better
than Figure 2. Note that although the average round-trip time of a
TCP connection in Figure 4 is still 240 ms in the absence of queue-
ing delay, most of the packets come from the TCP connections with
shorter round-trip times, as one would expect.

In order to better evaluate the mix of connection lengths in a sim-
ulation, we also added mechanisms to NS to record packet numbers
seen on the congested link. The first packet sent in a flow is num-
bered 1, as are any of its retransmissions. The next packet is num-
bered 2, and so forth. Thus, graphing a cumulative distribution of
packet numbers shows the fraction of packets sent during connec-
tion startup (slow start). This quantity is largely determined by the
distribution of flow sizes in the simulation, but has independent in-
terest.

Figure 6 show the cumulative distribution of packet numbers for
the simulations in Figures 2 and 4, as well as from a July 2000

4Very short round-trip times are from the first packet in each con-
nection, which reports an estimated round-trip time of 0 ms.
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trace of wide-area traffic to and from UC Berkeley.5 We used these
measurements, in part, to guide our setting of the relative number of
web sessions and of long-lived flows. As Figure 6 shows, almost all
the packets in the second half of Figure 2’s simulation were at least
the 500th packet in their respective flows. This means there were
no slow-start dynamics in that part of that simulation. In contrast,
short-lived flows in Figure 4 gave rise to a substantial number of
packets with small packet numbers in the second half of the simu-
lation. The corresponding increase in slow-start dynamics probably
influenced the simulation results.

These simulations raise the question of which is more important
to explore, the pronounced oscillations in a scenario with long-lived
flows all with the same round-trip time, or the variability of demand
over shorter time scales that comes from a traffic mix and round-
trip time distribution closer to that observed on real links? It is not
obvious that the mechanisms proposed to address the oscillations
in Figure 2 also perform well in scenarios with more diverse traffic
(as in Figure 4), or in other scenarios that more stringently stress
the responsiveness of the underlying queue management.

3.4 TCP Variants
It is not just AQM research that suffers from modeling issues. As

examples of transport protocols, we show below how the designs of
several TCP variants were influenced by implicit network models.
In the case of Reno TCP [10], the model has proved false, and as
a result Reno TCP has terrible performance in some scenarios that
are common in practice. In the case of Vegas TCP [3], we aren’t
sure how frequently the underlying model applies in practice, mak-
ing evaluation difficult.

Reno TCP added Fast Recovery to TCP in 1990, following Ja-
cobson’s introduction of congestion control in Tahoe TCP in 1988
[9]. Fast Recovery makes a key contribution of allowing the TCP
sender to avoid slow-starting in response to congestion—with Fast
Recovery, the TCP sender halves its congestion window and avoids
a slow-start. Reno TCP works well when only one packet is dropped
from a window of data, but generally requires a Retransmit Time-
out, and the attendant slow-start, when multiple packets are dropped
from a window. This response would be perfectly appropriate if sin-
gle packet drops were the typical occurrence, and multiple packet
drops in a window of data in fact represented more serious con-
gestion calling for a more serious congestion control response. Un-
fortunately, this is not the case; losses often come in bursts, par-
ticularly with Drop-Tail queue management, and Reno TCP re-
sponds to those bursts with long timeouts. Reno TCP’s attendant
performance problems led to a spate of papers proposing a range of
mechanisms in the network to reduce multiple packet drops from
a window of data, while better models—for instance, including the
typical burstiness of flows slow-starting at different times—might
have prevented Reno’s performance problems with multiple packet
drops in the first place. It is straightforward to modify Fast Recov-
ery to avoid Reno’s unnecessary Retransmit Timeouts, as illustrated
by later TCP variants such as NewReno TCP, which fixes this bug.

As a second example of how limitations in modeling assump-
tions affect transport design, we consider Vegas TCP [3]. Vegas
is optimized for environments with very low levels of statistical
multiplexing (e.g., only a few active TCP connections), where the
sending rate of an individual TCP connection strongly affects the
queue size at the router. In such a scenario, increases in the conges-

5The per-byte distribution of packet numbers was calculated from
a list of connections, along with the total number of packets and of
bytes for each connection, derived by Ratul Mahajan from a July
2000 trace file of wide-area traffic to and from UC Berkeley.

tion window past its optimal size only increase the queueing delay,
rather than increasing the connection’s sending rate. Thus, once in-
creased queueing delay is detected, Vegas TCP refrains from fur-
ther increases in the congestion window.6 However, under different
models—with higher levels of statistical multiplexing, for exam-
ple, where the queueing delay and packet drop rate experienced
by a connection have very little to do with the sending rate of that
flow—Vegas TCP performs significantly worse than in the environ-
ment with small-scale statistical multiplexing.

We actually know very little about where Internet congestion oc-
curs, or where it can be expected to occur in the future. Are con-
gested links lower-bandwidth access links with low levels of statis-
tical multiplexing, or high-bandwidth transoceanic links with high
levels of statistical multiplexing, or both (as would seem to be the
case)? What are typical levels of congestion, or of packet reorder-
ing, or of packet corruption? The more we know about the range
of realistic network conditions, and of how this range might be
changing over time, the better we can make informed choices in
our design of transport protocols.

4 MOVING FORWARD: A PROPOSAL

Researchers could conceivably use existing measurements and
analysis methodologies to understand the models they use for their
simulations. Unfortunately, those measurements and methodolo-
gies have never been synthesized into a convenient, coherent whole.
We lack an agreed-upon set of best modeling practices, partially be-
cause we have not yet recognized that creating such best practices
is a legitimate research goal in its own right.

We hope this paper helps broaden discussion within the research
community about the models we use. In addition, we have laid out a
path for our own research that leads towards more relevant Internet
models. The rest of this section lays out that path in outline.

We intend to begin with specific research questions, such as ques-
tions around congestion-related mechanisms at router queues. Anal-
ysis of the research questions will lead to a description of the exper-
imental parameters relevant for constructing models. Sections 3.2
and 3.3, for example, showed that bottleneck link bandwidth, the
range of expected round-trip times of flows on the link, and the
range of flow lengths are all relevant parameters for AQM models.

Next, simulation experiments will show how parameter settings
affect the observed behavior of existing techniques. Relevant exper-
iments will be based on published research in the area. For settings
that do affect behavior, new measurement studies and analysis of
the measurement literature will describe how the settings look on
the real Internet.

We will distill this work into a set of best practices for model
construction. This may include ready-made simulation setups, pa-
pers, RFC-like documents, and so forth. We eventually hope to fa-
cilitate the creation of a shared repository of models and simulation
scenarios for use by all.

Of course, changes in the network might expose the importance
of different parameters. Our work will not determine the complete
set of interesting simulations for a research area. Rather, it will
point out the parameters that have proved important in the past,
provide observations of their values on the Internet, and describe
expected effects of other values.

Finally, we will make the measurement programs we borrow, or
create, available to the research community as high-quality, main-
tained software tools. This will make it easy for the community
to keep the best-practice models up to date with changing Internet

6Vegas TCP can be seen in part as a reaction to the poor perfor-
mance of Reno TCP in the presence of multiple packet drops.
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conditions.
Note that while we welcome collaborators, we don’t think we’ve

found the only, or even necessarily the right, approach. More im-
portant is to address the problem itself: the need for better models
in Internet research.

5 CONCLUSIONS

In summary:

– Network research, and Internet research in particular, has a great
need for better models, and for better common evaluation of
models.

– Specific research problems require their own models—problem-
or application-driven modeling, rather than global Internet mod-
eling.

– We need a better understanding of exactly which aspects of mod-
els are critical for a particular research issue.

– Models must be based on network measurement when necessary.

– We want models that apply to the Internet of the future, as well
as to the Internet of today.

– We have some ideas that we plan to put into practice, but this
project can only flourish with the commitment of the research
community as a whole.

The simulation scenarios we used to generate figures in this pa-
per may be found at http://www.icir.org/models/sims.html.
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ABSTRACT
As the Internet grows, so do the complexity and computational
requirements of network simulations. This leads either to un-
realistic, or to prohibitely expensive simulation experiments.

We explore a way to side-step this problem, by combining
simulation with sampling and analysis. Our hypothesis is this:
if we take a sample of the traffic, and feed it into a suitably
scaled version of the system, we can extrapolate from the per-
formance of the scaled system to that of the original.

We find that when we scale a network which is shared by
TCP-like flows, and which is controlled by a variety of active
queue management schemes, then performance measures such
as queueing delay and the distribution of flow transfer times
are left virtually unchanged. Hence, the computational re-
quirements of network simulations and the cost of experiments
can decrease dramatically.

1. INTRODUCTION
Measuring the performance of the Internet and predicting its

behavior under novel protocols and architectures are important
research problems. These problems are made difficult by the
sheer size and heterogeneity of the Internet: it is very hard to
simulate large networks and to pinpoint aspects of algorithms
and protocols relevant to their behavior. This has prompted
work on traffic sampling [1, 2]. Sampling certainly reduces the
volume of data, although it can be hard to work backwards—to
infer the performance of the original system.

A direct way to measure and predict performance is with
exhaustive simulation: If we record the primitive inputs to the
system, such as session arrival times and flow types, we can
in principle compute the full state of the system. Further,
through simulation we can test the behavior of the network
under new protocols and architectures. But such large-scale
simulation requires massive computing power.

Reduced-order models can go some way in reducing the bur-
den of simulation. In some cases [3, 13] one can reduce the di-
mensionality of the data, for example by working with traffic
matrices rather than full traces, while retaining enough infor-

Permissionto make digital or hardcopiesof all or part of this work for
personalor classroomuseis grantedwithout fee provided that copiesare
not madeor distributedfor profit or commercialadvantageandthatcopies
bearthisnoticeandthefull citationon thefirst page.To copy otherwise,to
republish,to postonserversor to redistributeto lists, requiresprior specific
permissionand/ora fee.

mation to estimate the state of the network. The trouble is
that this requires careful traffic characterization and model-
building. The heterogeneity of the Internet makes this time-
consuming and difficult, since each scenario might potentially
require a different new model.

In this paper we explore a way to reduce the computational
requirements of simulations and the cost of experiments, and
hence simplify network measurement and performance predic-
tion. We do this by combining simulations with sampling and
analysis. Our basic hypothesis, which we call SHRiNK1, is
this: if we take a sample of the traffic, and feed it into a suit-
ably scaled version of the system, we can extrapolate from the
performance of the scaled system to that of the original.

This has two benefits. First, by relying only on a sample of
the traffic, SHRiNK reduces the amount of data we need to
work with. Second, by using samples of actual traffic, it short-
cuts the traffic characterization and model-building process
while ensuring the relevance of the results.

This approach also presents challenges. At first sight, it ap-
pears optimistic. Might not the behavior of a large network
with many users and higher link speeds be intrinsically dif-
ferent to that of a smaller network? Somewhat surprisingly
we find that, in several essential ways, one can mimic a large
network using a suitably scaled-down version. The key is to
find suitable ways to scale down the network and extrapolate
performance.

The outline of the paper is as follows: In Section 2 we study
the scaling behavior of an IP-network whose traffic consists of
long-lived TCP-like flows arriving in clusters. Networks with
such traffic have been used in the literature to test the be-
havior of control algorithms and queue management schemes.
Using simulations and theory we find that when such a net-
work is suitably scaled, performance measures such as queue-
ing delay and drop probability are left virtually unchanged. In
Section 3 we study IP networks at which flows arrive at ran-
dom times (i.e. unclustered) and whose sizes are heavy-tailed.
Such networks are representative of the Internet. We find that
a different scaling to that in Section 2 leaves the distribution
of the number of active flows and of their normalized transfer
times unchanged. A simple theoretical argument reveals that
the method we suggest for “SHRiNKing” networks in which
flows arrive at random times will be widely applicable (i.e. for
a variety of topologies, flow transfer protocols, and queue man-
agement schemes). By contrast, we find that the theoretical
underpinning for SHRiNKing networks at which flows arrive
in clusters depends on the type of queue management scheme

1SHRiNK: Small-scale Hi-fidelity Reproduction of Network Ki-
netics
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used at the routers.
A word about the organization of the paper: Space limita-

tions have necessitated a selective presentation of the material.
We have chosen to describe the method in detail. The theo-
retical complement and the validation using simulations are
abbreviated. More details can be found in a longer version of
the paper [10].

2. SCALING BEHAVIOR OF IP NETWORKS
WITH LONG-LIVED FLOWS

In this section we explore how SHRiNK applies to IP net-
works used by long-lived TCP-like flows that arrive in clusters,
and controlled by queue management schemes like RED.

First, we explain in general terms how we sample traffic,
scale the network, and extrapolate performance.

Sampling is simple. We sample a proportion α of the flows,
independently and without replacement.

We scale the network as follows: link speeds and buffer sizes
are multiplied by α. The various AQM-specific parameters are
also scaled, as we will explain in the following section 2.1. The
network topology is unchanged during scaling. In the cases we
study, performance measures such as average queueing delay
are virtually the same in the scaled and the unscaled system.

Our main theoretical tool is the recent work on fluid mod-
els for TCP networks [8]. While [8] shows these models to be
reasonably accurate in most scenarios, the range of their ap-
plicability is not yet fully understood. However, in some cases
the SHRiNK hypothesis holds even when the fluid model is
not accurate, as shown in Section 2.1.2.

2.1 RED
The key features of RED are the following two equations,

which together specify the drop (or marking) probability. RED
maintains a moving average qa of the instantaneous queue size
q; and qa is updated whenever a packet arrives, according to
the rule

qa := (1 − w)qa + wq,

where w is a parameter that determines the size of the aver-
aging window. The average queue size determines the drop
probability p, according to the equation

pRED(qa) =


0 if qa < minth

pmax

(
qa−minth

maxth−minth

)
if minth ≤ qa < maxth

1 if qa > maxth

(1)

We scale the parameters pmax, minth, maxth and w as follows:
minth and maxth are multiplied by α; pmax is fixed at 10%; the
averaging parameter w is multiplied by α−1. The reason of
choosing these parameters will become clear later in Section
2.1.1.

The Basic Setup

We consider two congested links in tandem, as shown in Figure
1. There are three routers, R1, R2 and R3; and three groups of
flows, grp1, grp2, and grp3. The link speeds are 100Mbps and
the buffers can hold 8000 packets. The RED parameters are
minth = 1000, maxth = 2500 and w = 0.000005. For the flows:
grp0 consists of 1200 TCP flows each having a propagation
delay of 150ms, grp1 consists of 1200 TCP flows each having
a propagation delay of 200ms, and grp2 consists of 600 TCP
flows each having a propagation delay of 250ms. Note that
75% of grp0 flows switch off at time 150s.
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Figure 1: Basic network topology and flow information

This network is scaled-down by factors α = 0.1 and 0.02,
and the parameters are modified as described above.

0 20 40 60 80 100 120 140 160 180 200
0

10

20

30

40

50

60

70

80

90

Q
ue

ue
in

g 
D

el
ay

 (
m

se
c)

Simulation Time (Sec)

fluid model
scale = 1
scale = 0.1
scale = 0.02

Figure 2: Basic Setup: Average Queueing Delay at Q1

We plot the average queueing delay at Q1 in Figure 2. The
drop probability at Q1 is shown in Figure 3. Due to a lack of
space, we omit the plot of the average queueing delay and drop
probability for Q2 whose behavior is similar to those of Q1.
We see that the queueing delay and the drop probabilities are
almost identical at different scales. We draw attention to two
features which we shall comment upon later: (i) The transient
behaviors (e.g. the overshoots and undershoots) are quite well-
mimicked at the smaller scales, and (ii) the variability increases
as the scale reduces.

Since the queueing dynamics and drop probabilities essen-
tially remain the same, the dynamics of the TCP flows are also
unchanged. In other words, an individual flow which survives
the sampling process essentially cannot tell whether it is in the
scaled or the unscaled system.

We have also tested the case where the scale is α = 0.01. In
this case, only three flows in grp1 are present during the period
150s to 200s. Hence the sample is too meager to reproduce the
queueing dynamics. Certainly, 1% is not the limit of the scaling
hypothesis in general. Further study needs to be conducted to
find out theoretically where this limit is.
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Figure 3: Basic Setup: Drop Probability at Q1

2.1.1 With Faster Links

Suppose we alter the basic setup, by increasing the link
speeds to 500Mbps, while keeping all other parameters the
same. Figure 4 (zoomed in to emphasize the point) illustrates
that, once again, scaling the network does not alter the queue-
ing delay at Q1 (Q2 shows the same scaling behavior). Note
that high link speeds cause the queue to oscillate. There have
been various proposals for stabilizing RED [5, 9]. We are not
concerned with stabilizing RED here: we mention this case to
show that SHRiNK can work whether or not the queue oscil-
lates.

6

8

10

12

14

16

18

80 85 90 95 100 105 110

Q
ue

ue
in

g 
D

el
ay

 (
m

se
c)

Simulation Time (Sec)

scale = 1
scale = 0.1

scale = 0.02

Figure 4: With faster links: Average queueing delay
at Q1 (zoomed in)

Theory

We now show that these simulation results are supported by
the fluid model of TCP/RED [8].

Consider N flows sharing a link of capacity C. Let Wi(t)
and Ri(t) be the window size and round-trip time of flow i at
time t. Here Ri(t) = Ti + q(t)/C, where Ti is the propagation
delay for flow i and q(t) is the queue size at time t. Let p(t) be
the drop probability and qa(t) the average queue size at time
t.

The fluid model describes how these quantities evolve; or
rather, since these quantities are random, the fluid model de-
scribes how their expected values evolve. Let X̄ be the ex-
pected value of random variable X. Then the fluid model

equations are:

dW̄i(t)

dt
=

1

Ri(q̄(t))
− W̄i(t)W̄i(t− τi)

1.5Ri(q̄(t− τi))
p̄(t− τi) (2)

dq̄(t)

dt
=

N∑
i=1

W̄i(t)

Ri(q̄(t− τi))
− C (3)

dq̄a(t)

dt
=

log(1− w)

δ
q̄a(t)− log(1− w)

δ
q̄(t) (4)

p̄(t) = pRED(q̄a(t)) (5)

where τi = τi(t) solves τi(t) = Ri(q̄(t− τi(t))), δ is the average
packet inter-arrival time, and pRED is as in (1) 2. Suppose we
have a solution to these equations(

W̄i(·), q̄(·), q̄a(·), p̄(·)
)
.

Now, suppose the network is scaled and denote by C′, N ′,
etc., the parameters of the scaled system. When the network is
scaled, the fluid model equations change, and so the solution
changes. Let

(
W̄ ′

i (·), q̄′(·), q̄′a(·), p̄′(·)
)

be the solution of the
scaled system. It can be theoretically verified (but we do not
do this here due to lack of space) that(

W̄ ′
i (·), q̄′(·), q̄′a(·), p̄′(·)

)
=
(
W̄i(·), αq̄(·), αq̄a(·), p̄(·)

)
,

which means the queueing delay q̄′/C′ = αq̄/αC is identical
to that in the unscaled system. The drop probability is also
the same in each case, i.e. p̄(t) = p̄′(t). Thus, we will have
theoretical support for the observations in the previous section.
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Figure 5: Fluid model predicts scaling behavior

Figure 5 presents the solution of the fluid model for the
queueing delay at Q1 under the scenario of Figure 1 for the
scale parameters α = 1 and 0.1. As can be seen, both the so-
lutions are virtually identical, illustrating the scaling property
of the differential equations mentioned above.

2.1.2 When the theory is not appropriate

Suppose we alter the basic setup, by decreasing the link
speeds to 50Mbps, while keeping all other parameters the same.
Once again, scaling the network does not alter the queueing
delay. Due to limitations of space we omit the corresponding
plot. For such a simulation scenario, especially in the time
frame 100sec-150sec, the fluid model is not a good fit as shown

2We have the constant 1.5 in (2), not 2 as in [8]. This change
improves the accuracy of the fluid model; due to limited space
we omit the derivation.
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in [12] and verified by us via simulations: actual window and
queue sizes are integer-valued whereas fluid solutions are real-
valued; rounding errors are non-negligible when window sizes
are small as is the case here. The range of applicability of the
fluid model is not our primary concern in this paper: we men-
tion this case to show that SHRiNK can work whether or not
the fluid model is appropriate.
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Figure 6: DropTail: Average queueing delay at Q2

2.2 DropTail
While all the simulations above show the validity of SHRiNK,

the scaling behavior does not hold when we change the queue
management scheme to DropTail. Figure 6 shows the average
queueing delay at Q2. Clearly, the queueing delays for differ-
ent scale do not match. This scheme drops all the packets that
arrive at a full buffer. As a result, it could cause a number of
consecutive packets to be lost. These bursty drops underlie the
reason the scaling hypothesis fails in this case [11]. Besides,
when packet drops are bursty and correlated, the assumption
that packet drops occur as a Poisson process (see [8]) is vio-
lated and the differential equations become invalid.

2.3 Summary
Besides the examples we have studied in this section, we have

also validated SHRiNK with heterogeneous end-systems (TCP,
general AIMD and MIMD protocols, UDP, HTTP), with a va-
riety of active queue management policies such as the PI con-
troller [6] and AVQ [7], with a range of system parameters, and
with a variety of network topologies (tandems, stars, meshes).
We have found that, in cases where TCP-like flows are long-
lived and drops are not bursty, basic performance measures
such as queueing delay are left unchanged, when we sample
the input traffic and scale the network parameters in propor-
tion.

3. SCALING BEHAVIOR OF IP NETWORKS
WITH SHORT AND LONG FLOWS

It has been shown that the size distribution of flows on the
Internet is heavy-tailed [14]. Hence, Internet traffic consists of
a large fraction of short and and a small fraction of long flows.
It has been observed that sessions arrive as a Poisson process3.
In this section we take these observations into account and

3Further, for certain models of TCP bandwidth sharing, the
equilibrium distribution of the number of flows in progress is
as if flows arrive as a Poisson process, not just sessions [4].

study the scaling behavior of IP networks carrying heavy-tail
distributed, Poisson flows. Our finding is that with a somewhat
different scaling than in the previous section, the distributions
of a large number of performance measures, such as the number
of active flows and the delay of flows, remain the same.

3.1 Simulations
We perform simulations using ns-2 for the same topology as

in Figure 1. There are three routers, R1, R2 and R3, two links
in tandem, and three groups of flows, grp1, grp2, and grp3.
The link speeds are 10Mbps. We present simulations with both
RED and DropTail. The RED parameters are minth = 100,
maxth = 250 and w = 0.00005. When using DropTail, the
buffer can hold 200 packets.

Within each group flows arrive as a Poisson process with
some rate λ. We vary λ to study both uncongested and con-
gested scenarios. (We use the ns-2 built-in routines to generate
sessions consisting of a single object each. This is what we call
a flow.) Each flow consists of a Pareto-distributed number
of packets with average size 12 packets and shape parameter
equal to 1.2. The packet size is set to 1000 bytes. The prop-
agation delay of each flow of grp0, grp1, and grp2, is 50ms,
100ms, and 150ms respectively.

Sampling and Scaling

The heavy-tailed nature of the traffic makes sampling a bit
more involved than before, because a small number of very
large flows has a large impact on congestion. To guarantee that
we sample the correct number of these flows, we separate flows
into large (elephants) and small (mice) and sample exactly a
proportion α of each.

Scaling the system is slightly different from Section 2. As
before, we multiply by α the link speeds. However, we do
not scale the buffer sizes or the RED thresholds. Further, we
multiply by α−1 the propagation delay of each flow4. We will
elaborate on the intuition and theory behind these choices after
we present the simulation results.

Since we sample flows which arrive at random times and
have random sizes, quantities like the queueing delay cannot
be expected to scale as functions of time. However, simula-
tions and theory show that we can exhaustively compare the
distributions of related quantities.

We run the experiments for scale factors α = 1 and 0.1, and
compare the distribution of the number of active flows as well
as the histogram of the normalized delays of the flows in the
original and the scaled system. (The normalized delays are
the flow transfer times multiplied by α.) We will also compare
more detailed performance measures such as the distribution
of active flows that are less than some size and belong to a par-
ticular group. Due to limitations of space we will not present
results when the links are uncongested, but only compare dis-
tributions for the more interesting case where drops occur.
(The performance of uncongested networks also scale.) The
flow arrival rate is set to be 60 flows/sec within each group.
The results don’t depend on whether the rates are larger or
smaller.

Simulation Results

We will start by comparing distributions when RED is used.

4One should also multiply by α−1 the various protocol time-
outs. In practice, since it is very rare for a timeout to expire,
leaving timeouts unscaled does not affect the results.
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Figure 7: Distribution of number of active flows on
the first link.

Figure 7 plots the distribution of the number of active flows
in the first link between routers R1 and R2. It is evident from
the plot that the two distributions match. A similar scaling
holds for the second link.
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Figure 8: Histogram of normalized delays of grp0
flows.

Figure 8 plots the histogram of the flow transfer times (de-
lays) of the flows of grp0 multiplied by α. To generate the
histogram, we use delay chunks of 10

α ms each. There are 150
such delay chunks in the plot, corresponding to flows having a
delay of 0 to 10

α ms, 10
α ms to 20

α ms, and so on. The last delay

chunk is for flows that have a delay of at least 1500
α

ms. It is
evident from the plot that the distribution of the normalized
delays match. The results for the other two groups of flows
are also the same. The peaks in the delay plot are due to the
TCP slow-start mechanism. The left-most peak corresponds
to flows which send only one packet that face no congestion,
the portion of the curve between the first and second peaks
corresponds to flows which send only one packet but face con-
gestion (but no drops), the next peak corresponds to flows
which send two packets and face no congestion, and so on.

We will now investigate if distributions scale when DropTail

is used.

0 500 1000 1500 2000
0

0.02

0.04

0.06

0.08

0.1

0.12

α Delay (msec)

P
ro

po
rt

io
n 

of
 F

lo
w

s

α = 1
α = 0.1

Figure 9: Histogram of normalized delays of grp1 flows
when DropTail is used.

Figure 9 plots the histogram of the flow transfer times of the
flows of grp1 multiplied by α, when routers employ DropTail.
The distributions of the normalized delays match as before.
Although not shown here, the distribution of the number of
active flows also scales under DropTail.
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Figure 10: Distribution of number of active grp2 flows
with size less than 12 packets.

What about more detailed performance measures? As an ex-
ample, we compare the distribution of active flows belonging
to grp2 that are less than 12 packets long. The AQM scheme
used at the routers is RED (DropTail behaves similarly). Fig-
ure 10 compares the two distributions from the original and
scaled system. Again, the plots match.

3.2 Theoretical support
The above results can be theoretically supported. First, con-

sider a simplified model: suppose that flows arrive as a Poisson
process, and that the service time for each flow is independent
and drawn from some common distribution (perhaps heavy-
tailed). This is known in queueing theory as an M/GI model.
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Suppose also that the service capacity of the link is shared be-
tween currently active flows according to the classic equation
for TCP throughput. (We will shortly extend the argument to
allow for a detailed packet-level model of the link.) This is the
sort of flow-level model used in [4].

Let J(t) be the number of jobs in this system at time t.
Now scale the process of arriving flows, by multiplying flow
interarrival times by 1/α. Also, multiply the service capacity
of the link by α. It is not hard to see that the scaled system
looks exactly like the original system, watched in slow motion.
Specifically, if J̃(t) is the number of jobs in the scaled system

at time t, then J̃(t) = J(αt).
Suppose that instead of stretching the flow arrival process

in time we had sampled it, retaining each flow independently
with probability α. It is a simple but far-reaching property
of the Poisson process that these two processes have exactly
the same distribution. In particular, if Ĵ(t) is the number of
jobs in the system which is scaled by sampling, then for each
t (assuming the queues are in equilibrium), Ĵ(t) and J̃(t) have
the same distribution, which is the distribution of J(t). That
is, the marginal distribution of the number of jobs is the same
in the two systems.

This argument does not in fact depend on how the link
shares its bandwidth. It could be first-come-first-served, or
use priorities. More interestingly, let us instead model the be-
havior of the link as a discrete event system. Suppose that
flows arrive as a Poisson process as before, and that they ar-
rive with a certain number of packets to send, independent and
with a common distribution. Consider a time-line showing the
evolution in time of the discrete event system. How could we
scale the parameters of the system, in order to stretch out the
time-line by a factor 1/α?

To be concrete, suppose that α = 0.1, and that a flow with
12 packets takes 1 second to transfer in the original system. We
would like to ensure that its transfer time in the scaled system
is 10 seconds. We can do this by making sure that each of
the 12 packets takes 10 times as long to transfer in the scaled
system. Now, the transmission time of a packet is the sum of
its queueing delay and propagation delay. We can multiply the
queueing delay by 10 by reducing the link speed by a factor of
10; we should also multiply the propagation delay by 10.

In general, we should multiply propagation times by 1/α,
and the service times by the same factor, which means mul-
tiplying the service rate by a factor α. As before we would
multiply flow interarrival times by 1/α, which has the same ef-
fect as sampling with probability α. Note that this model takes
account of retransmissions due to drops (assuming either there
are no timeouts, or that the timeout clock is also scaled). Note
also that the packet buffer at the link is not scaled. The con-
clusion holds just as before: the marginal distribution of the
number of jobs in the system is unchanged.

4. CONCLUSION
In this paper we have presented a method, SHRiNK, to re-

duce the complexity of network simulations and performance
prediction. Our main finding is that when a sample of the net-
work traffic is fed to a suitably scaled replica of the network,
performance measures of the original network are accurately
predicted by the smaller scale replica. In particular, (i) when
long-lived flows arrive in clusters, queueing delays and drop
probabilities in the two networks are the same as a function
of time in many interesting scenarios, and (ii) when flows ar-
rive at random times and their size is heavy-tailed, the distri-

bution of performance measures under any network topology,
active queue management mechanism, and transport protocol
remains unchanged. We have shown these results using simu-
lations and theory.

Further work consists of validating SHRiNK in large exper-
imental testbeds, obtaining a better understanding of the the-
ory, and trying to extend the approach to web-server farms
and to wireless networks.
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ABSTRACT
We propose a novel approach to the study of Internet topol-
ogy in which we use an optimization framework to model
the mechanisms driving incremental growth. While previ-
ous methods of topology generation have focused on explicit
replication of statistical properties, such as node hierarchies
and node degree distributions, our approach addresses the
economic tradeoffs, such as cost and performance, and the
technical constraints faced by a single ISP in its network de-
sign. By investigating plausible objectives and constraints
in the design of actual networks, observed network proper-
ties such as certain hierarchical structures and node degree
distributions can be expected to be the natural by-product
of an approximately optimal solution chosen by network de-
signers and operators. In short, we advocate here essentially
an approach to network topology design, modeling, and gen-
eration that is based on the concept of Highly Optimized Tol-
erance (HOT). In contrast with purely descriptive topology
modeling, this opens up new areas of research that focus on
the causal forces at work in network design and aim at iden-
tifying the economic and technical drivers responsible for
the observed large-scale network behavior. As a result, the
proposed approach should have significantly more predictive
power than currently pursued efforts and should provide a
scientific foundation for the investigation of other important
problems, such as pricing, peering, or the dynamics of rout-
ing protocols.

Keywords
Internet topology, network optimization, robustness, com-
plex systems, highly optimized tolerance

1. INTRODUCTION
The Internet is a complex conglomeration of rapidly grow-
ing, fragmented, and competing networks. As a research
project in its early days, the design, development and de-
ployment of Internet infrastructure was coordinated among
relatively few organizations, and the location, capacity, and
interconnectivity of this infrastructure was known with rel-
ative certainty. However, after the decommissioning of the
NSFNET backbone in 1995, when management of the In-
ternet was given over to commercial entities, the number of
Internet Service Providers (ISPs) and their corresponding

infrastructure have grown dramatically. In this new mar-
ket environment, a desire to preserve competitive advantage
has provided incentives for ISPs to maintain secrecy about
their network infrastructure, including detailed connectivity
maps.

The resulting decentralized nature of the Internet and the
complexity and diversity in the number of infrastructure
owners and operators, coupled with the incentive for these
providers to obscure their infrastructure topologies,1 have
made comprehensive knowledge of Internet connectivity in-
creasingly difficult. As an example, consider the AS graph of
the Internet which depicts the connectivity between individ-
ual autonomous systems (ASs). In such a graph, each node
represents an AS, while a link between two nodes indicates
that the two ASs have a “peering relationship” (i.e., there
exists at least one direct router-level connection between the
two ASs). In this sense, AS graphs reflect business relation-
ships among an ever increasing number of ASs. While AS-
level connectivity can, in principle, be inferred from BGP-
derived measurements, the fully distributed and decentral-
ized nature of BGP makes it very difficult to obtain “com-
plete” AS-level connectivity [14]. A second type of graph
describes Internet connectivity at the router-level. Here,
nodes represent individual routers, links represent one-hop
connectivity at the IP level between routers, and the result-
ing graphs reflect physical connectivity at the router-level
as seen by IP.2 While many providers view their router-level
maps as containing proprietary and business-sensitive infor-
mation, reconstructing router-level topologies of individual
ASs or ISPs is, in principle, feasible and relies on information
obtained from selective traceroute measurements. However,
as in the case of AS-level connectivity, the available data are
known to provide incomplete router-level maps, and aiming
for more complete topologies remains an active area of re-
search [19, 15, 28].

1Note that while in the present context the notion of “topol-
ogy” is almost exclusively used to mean “connectivity” (i.e.,
links and nodes without further annotation), we use it
here—whenever appropriate—to mean “connectivity” plus
“resource capacity” (i.e., links and nodes are annotated with
for example link speed, delays, router capacity).
2See also Section 2.4 regarding Level-2 technologies and our
proposed framework.
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Gaining a basic understanding of the existing and future
Internet topologies and of their evolution over time is of pri-
mary importance for networking research. As pointed out in
[30], although topology should not affect the correctness of
networking protocols, it can have a dramatic impact on their
performance. Topology is therefore important for the design
and evaluation of networking protocols, and it may also play
an important role in gaining a basic understanding of cer-
tain aspects of current large-scale network behavior. As the
infrastructure of the Internet continues to evolve, trends in
connectivity formation are likely to yield insight into future
behavior and may suggest novel strategies for provisioning
requirements, traffic engineering, and operations of tomor-
row’s networks.

The difficult, yet important task of designing, modeling, and
generating realistic Internet topologies has attracted a great
deal of research attention, especially within the last few
years. The prevailing approach of most of these efforts has
been to focus on matching a sequence of easily-understood
metrics or observed features of interest; e.g., explicitly im-
posed connectivity properties or hierarchical structures (see
[33] and references therein), empirical node degree distribu-
tions [21, 23, 1, 7], clustering coefficients [8], etc. (see for
example [30] for additional candidate metrics). However,
this type of descriptive or evocative modeling can be mis-
leading, since the question of which metrics or features are
the most important ones for judging and comparing differ-
ent Internet topologies remains largely unresolved, and any
particular choice tends to yield a generated topology that
matches observations on the chosen metrics but looks very
dissimilar on others.

These observations strongly argue for a radically different
approach to designing and modeling Internet topologies, one
that moves beyond evocative models and instead advocates
the careful development and the diligent validation of ex-
planatory models that concentrate on the causal forces at
work in the design and evolution of real topologies. We
propose formulating appropriate optimization problems to
model the process by which Internet connectivity is estab-
lished and evolves. The basic idea is that when deploying
their infrastructures, network owners and operators are, in
fact, approximately solving optimization problems (either
explicitly or implicitly) that express the ways in which they
build up and evolve their networks. To the extent that we
can identify and formulate (even at a high level of abstrac-
tion) the objectives and constraints of these optimization
problems, solving the latter can be expected to lead to the
generation of realistic topologies (i.e., connectivity informa-
tion as well as resource provisioning information), where the
observed characteristics of the resulting graph structures are
well explained and understood in terms of the underlying
mechanisms that are directly reflected in the optimization
formulations.

2. OUR APPROACH IN A NUTSHELL
Our approach seeks to capture and represent realistic drivers
of Internet deployment and operation to create a topology
generation framework that is inherently explanatory and will
perforce be descriptive as well. Instead of fitting certain
characteristics of measured Internet topologies, any such
agreements with empirical observations would instead be

evidence of a successful explanatory modeling effort. We
take as the basic unit of study the solitary ISP since there
are a large number of important networking issues—such as
configuration, management, pricing, and provisioning—that
are naturally and precisely relevant at the level of the ISP.
An understanding of the key issues facing ISPs combined
with the ability to generate “realistic, but fictitious” ISP
topologies would greatly enhance the ability of networking
researchers to address these important problems. A sec-
ond reason for studying the topology of the solitary ISP is
that, at an appropriate level of abstraction, the Internet as
a whole is simply a conglomeration of interconnected ISPs.
Our belief is that by understanding the forces driving topol-
ogy evolution for the single ISP, one can make great progress
to understanding Internet topology at a broader level.

2.1 Dri ving Forces:Econand Tech
Our starting premise is that any explanatory framework for
Internet topology modeling and generation needs to incor-
porate both economic factors and technical factors faced by
ISPs. Because of the costly nature of procuring, installing,
and maintaining the required facilities and equipment, the
ISP is economically constrained in the amount of its phys-
ical plant that it can support. Indeed, the economic sur-
vival of the ISP depends on carefully balancing limited rev-
enue streams with its capital expenditures. As a result, the
buildout of the ISP’s topology tends to be incremental and
ongoing. At the same time, there are economic aspects of
networking that are largely determined by “external” forces,
but impose potentially major constraints on the design and
evolution of ISP topologies. For example, ignoring economic
realities (e.g. most customers reside in the big cities, most
high-bandwidth pipes are found between big cities, or most
national or global ISPs peer for interconnection in the big
cities) can be expected to result in topologies that are too
generic to be of practical value.

Similarly, the layout of ISP topologies reflects technical con-
straints imposed by physical or hardware realities. For ex-
ample, while routers can only be directly connected to a
limited number of neighboring routers due to the limited
number of interfaces or line cards they allow, no such lim-
itations exist per se when it comes to the number of peer-
ing relationships an ISP can enter in with competing ISPs.
Other tech-based factors that may seriously constrain the
interconnectivity of ISP topologies are certain Level 2 tech-
nologies (e.g., Sonet, ATM, WDM) or the availability and
location of dark fiber. Collectively, these economic and tech-
nical factors place bounds on the network topologies that are
feasible and actually achievable by ISPs.

Given that we require our approach to be driven by eco-
nomic and technical factors, we next assume that many of
these factors can be effectively captured and represented in
a mathematical model using a combinatorial optimization
framework. A challenge in using such a framework is to
demonstrate that some of the crucial economic or techni-
cal factors can indeed be expressed in terms of some sort
of combinatorial optimization problem. We also need to
identify the appropriate optimization formulations (objec-
tives, constraints, parameters) for representing a range of
ISP behavior, from very generic to highly specific. Finally,
we have to illustrate with convincing examples how knowing
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the causal forces expressed via these optimization formula-
tions explains the properties of the resulting topology and
advances our knowledge about the design and evolution of
Internet topologies.

2.2 Modeling ISP Topology
In modeling the topology of an ISP, we are necessarily try-
ing to construct a router-level graph that is consistent with
the decisions being made by an ISP in the same market
environment. Some key questions to be answered for this
model include What are the economic and technical fac-
tors facing individual ISPs? and What are plausible objec-
tives, constraints, parameters for an optimization formula-
tion? This formulation can take one of several forms. In
a cost-based formulation, the basic optimization problem is
to build a network that minimizes cost subject to satisfy-
ing traffic demand. Alternatively, a profit-based formulation
seeks to build a network that satisfies demand only up the
point of profitability—that is, economically speaking where
marginal revenue meets marginal cost.

No matter the formulation, one of the key inputs for this
approach is a model for traffic demand. A natural approach
to traffic demand is based on population centers dispersed
over a geographic region. In this manner, one could derive
the topology of a single “national ISP” from the demand
for traffic between people across the country or across town.
Furthermore, the tremendous size of a national ISP makes
it often convenient to decompose the network into separate
problems whenever possible. Most often, this decomposi-
tion comes in the form of network hierarchy. It commonly
takes the form of backbone networks (wide area networks
or WANs), distribution networks (metro area networks or
MANs), and customers (local area networks or LANs). Us-
ing this approach, the size, location and connectivity of the
ISP will depend largely on the number and location of its
customers, and it is possible to generate a variety of local,
regional, national, or international ISPs in this manner.

2.3 Modeling Inter net Topology
Given the ability to effectively model the router-level topol-
ogy of an ISP (including the placement of peering nodes or
points of presence), issues about peering become limited to
interconnecting the router-level graphs. The relevant ques-
tions in this context are What are the economic and techni-
cal factors facing peering relationships between ISPs? and
as before What are plausible objectives, constraints, param-
eters for an optimization formulation? Here, it will be im-
portant to leverage previous work on the general economics
underlying Internet peering relationships [4], optimal loca-
tion of peering points between peers [3], and the gaming is-
sues of interdomain traffic management [22]. Furthermore,
we believe there may be opportunities to consider peering
relationships from the perspective of competitive games.

2.4 Caveats
Using an optimization approach we will generate a solution
that is a function of the problem formulation (objective and
constraints), the problem data (parameter values), and in
cases where the problem cannot be solved exactly the ap-
proximation technique itself. There are many possible rea-
sons why this approach could fail. For example, we may

not be successful in capturing the dominant economic and
technical forces driving topological growth. It is also pos-
sible that real decisions are neither consistent nor rational
and thus do not correspond to any abstract mathematical
formulation, although the effort will even then yield benefi-
cial insights into what ought to be done. In particular, we
expect this approach to shed light on the question of how
important the careful incorporation of Level-2 technologies
and economics is. Note that current router-level measure-
ments are all IP-based and say little about the underlying
link-layer technologies.

3. WILL IT WORK?
Despite the early and somewhat speculative nature of this
work, it is supported by both theoretical and empirical evi-
dence and would significantly enrich the current attempts of
developing of a unified and integrated theory of the Internet.

3.1 Theoretical Support
A major theme in the physics literature for more than a
decade has been the ubiquity of power law distributions in
natural and artificial complex systems [5]. Engineered sys-
tems such as the Internet have recently been added to that
list (e.g., see references in [32]). However, even though the
orthodox physics view tends to associate power laws unam-
biguously with critical phase transitions [5], it is easy to
refute this apparent connection—at least in the specific case
of the Internet [32]. A radically different alternative view
has recently been proposed by Carlson and Doyle [11, 12],
relies on the concept of HOT (for Highly Optimized Toler-
ance), and has already been proven to be far more powerful
and predictive than the orthodox theory [11, 12, 32].

Highly Optimized Tolerance (HOT): By emphasizing
the importance of design, structure, and optimization, the
HOT concept provides a framework in which the commonly-
observed highly variable event sizes (often referred to as
power law behavior) in systems optimized by engineering
design are the results of tradeoffs between yield, cost of re-
sources, and tolerance to risk.3 Tolerance emphasizes that
robustness (i.e., the maintenance of some desired system
characteristics despite uncertainties in the behavior of its
component parts or its environment) in complex systems is
a constrained and limited quantity that must be diligently
managed; Highly Optimized alludes to the fact that this goal
is achieved by highly structured, rare, non-generic configura-
tions which—for highly engineered systems—are the result
of deliberate design. In turn, the characteristics of HOT
systems are high performance, highly structured internal
complexity, apparently simple and robust external behavior,
with the risk of hopefully rare but potentially catastrophic
cascading failures initiated by possibly quite small perturba-
tions [12]. The challenge alluded to in Section 4 below then
consists of applying HOT in the specific context of network
topology by relying on the vast body of existing literature
on network optimization.

Heuristically Optimized Tradeoffs: The first explicit
attempt to cast topology design, modeling, and generation
3HOT thus suggests that these tradeoffs lead to highly op-
timized designs that perforce allow for a wide range of event
sizes, in particular for occasional extreme sizes as a result of
cascading failures.
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as a HOT problem was by Fabrikant et al. [16] who sug-
gest heuristically optimized tradeoff as an alternative (and
we think attractive) acronym for HOT. They proposed a toy
model of incremental access network design that optimizes
a tradeoff between connectivity distance and node central-
ity. They showed that by changing the relative importance
of these two factors to the overall objective function, the
resulting topology can exhibit a range of hierarchical struc-
tures, from simple star-networks to trees. Furthermore, by
tuning the relative importance of the two factors, the au-
thors proved that the resulting node degree distributions
can be either exponential or of the power-law type.

3.2 Measurement-BasedSupport
The work by Faloutsos et al. [17] was the first to report
observing power laws for the node degree distributions of
measured AS graphs of the Internet. This unexpected find-
ing has stirred significant interest and has led to a dras-
tic increase in the number of studies related to Internet
topology modeling and generation (e.g., see [14] and ref-
erences therein). As for router-level maps, attempts to infer
Internet-wide maps have been reported in [25, 9, 15]. For
our purpose, the more recent studies described in [19], and
especially in [28], are of particular relevance as they focus
on recovering the router-level maps of individual ISPs.

While some of these and related studies claim that both the
inferred router- and AS-level graphs have similar structural
properties, a more careful inspection of the underlying data
and their analysis (see, in particular, [14] for the case of AS
graphs and [28] for the case of ISP topologies) suggests that
there may be indeed different mechanisms at work for gen-
erating them. While very different optimization problems
can lead to very similar topologies, we believe that the op-
timization formulations —their objectives, constraints, and
parameters—for generating the router-level graph and AS
graph are very different. At a minimum, the identification
of these formulations will be useful. A second possibility
is that the router- and AS-level graphs are more different
than similar, but that the standard metrics used to assess
network similarity are not the right ones (e.g., see [30, 31]).4

3.3 A Pieceof a Bigger Puzzle
The Internet serves as ideal starting point for a scientific
exploration of the broader issues of robustness in complex
systems, partularly those throughout engineering and biol-
ogy. In most of these systems, complexity is driven by the
need for robustness to uncertainty in system components
or the operating environment far more than by the need
for increased functionality. At the same time, most of this
complexity tends to be hidden, deliberately creating the il-
lusion of superficially simple systems and inviting the subse-
quent development of specious theories. However, motivated
largely by the study of HOT systems, recent research efforts
have provided for the first time a nascent but promising
foundation for a rigorous, coherent, verifiable, and reason-
ably complete mathematical theory underpinning Internet
technology (e.g., see [13] and references therein). This new
theory emphasizes the importance of protocols that orga-

4In fact, we expect that the right optimization formulation
will help to identify the appropriate metrics and help to
highlight the discrepancies if they exist.

nize highly structured and complex modular hierarchies to
achieve system robustenss, but also tend to create fragilities
to rare, neglected, or unknown perturbations. It addresses
directly the performance and robustness of both the “hori-
zontal” decentralized and asynchronous nature of control in
TCP/IP as well as the “vertical” separation into the layers of
the TCP/IP protocol stack from the application layer down
to the link layer. At present, the theory is mainly concerned
with the transport layer, where the new findings generalize
notions of source and channel coding from information the-
ory as well as decentralized versions of robust control. The
resulting new theoretical insights about the Internet also
combine with our understanding of its origins and evolution
to provide a rich source of ideas about complex systems in
general.

The work proposed in this paper aims at extending this
nascent mathematical theory of the Internet to layers below
the transport layer by exploring the decentralized mecha-
nisms and forces responsible for realizing a physical Internet
infrastructure, which in turn provides a major ingredient for
investigating both the “horizontal” (spatially distributed)
and “vertical” aspects of IP routing. The ability to make
detailed measurements at the relevant layers and an in-depth
knowledge of how the individual parts work and are inter-
connected facilitate the validation of the proposed approach,
make it possible to unambiguously diagnose and “reverse en-
gineer” any claims or findings, and allow a clean separation
between sound and specious theories.

4. NETWORK ACCESSDESIGN
There are a multitude of network design problems facing
the modern ISP. While the length of this position paper
prohibits a comprehensive review of these interesting and
important problems, we have chosen to focus our initial at-
tention on the problem of designing a distribution network
that provides local access for its customers.5 Typically, this
design problem occurs at the level of the metropolitan area,
and it is subject to the service demands of the individual
customers and the technical constraints of the equipment
in use. The purpose of selecting this problem as a starting
point is to illustrate how simple, yet reasonable formulations
can provide insight into resulting topology.

The network access design problem was originally studied in
the context of planning local telecommunication access (see
[6], [18], and references therein).6 In general, these formula-
tions incorporate the fixed costs of cable installation and the
marginal costs of routing, as well as the cost of installing ad-
ditional equipment, such as concentrators. An emphasis on
cost in these formulations leads to solutions that are tree (or
forest) topologies. However, other formulations are possible
and can necessarily lead to vastly different topologies.7

5In this context, a customer is anyone who wants direct
network access via a dedicated connection and is not using
some other infrastructure (e.g. DSL over public telephone
lines, cable networks) for this purpose.
6To the extent that the methods and intuition resulting from
these studies were used in building real telecom networks,
the access design problem is of even greater importance to
our study, since many of the early Internet topologies pig-
gybacked on these design principles and existing network
structures.
7For example, adding a path redundancy requirement
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4.1 Buy-At-Bulk AccessDesign
The network access design problem has received renewed
attention within the last few years because of the buy-at-
bulk nature of provisioning fiber-optic cables within ISPs [26,
2]. Buy-at-bulk means that when building its network, the
ISP has for its installed links a choice of several different
{capacity, cost} combinations, which we refer to as cable
types. Specifically, each cable type k ∈ {1, 2, . . . K} has an
associated capacity uk, a fixed overhead (installation) cost
σk, and a marginal usage cost δk. Collectively, the cable
types exhibit economies of scale such that for u1 ≤ u2 ≤
· · · ≤ uK , one has σ1 ≤ σ2 ≤ · · · ≤ σK and δ1 > δ2 > · · · >
δK . In words, larger capacity cables have higher overhead
costs, but lower per-bandwidth usage costs.

The problem of interest is to construct a graph that con-
nects some number of spatially distributed customers to a
set of central (core) nodes, using a combination of cables
that satisfies the traffic needs of the customers and incurs
the lowest overall cost to the ISP. Details of the formulation
can be found in [26, 2]. Since the decision for the optimal
traffic routes and cables choices are interdependent, both
problems must be solved simultaneously.

Despite the simple nature of this formulation, problems of
this type are hard to solve to optimality. Indeed, constrained
network access design problems belong within the family
of minimum cost spanning tree (MCST) and Steiner tree
problems, and the buy-at-bulk network design problem is
known to be NP-Hard [26]. The best approximation algo-
rithm known is the randomized algorithm by Meyerson et
al. [24] who provide a constant factor bound on the quality
of the solution independent of problem size.

4.2 Preliminary Results
In a preliminary investigation of the buy-at-bulk network ac-
cess design problem, we have found that the approximation
method in [24] yields tree topologies with exponential node
degree distributions. These initial results were obtained us-
ing fictitious, yet realistic parameters8 for cable capacities
and costs. We believe that these results are consistent with
those in [16], however a thorough search of the parameter
space remains to be completed. In either case, we are al-
ready finding that the approach embodied by these methods
is yielding valuable insights and exposing directions for new
research.

5. RESEARCH AGENDA
While this work is still at its early stages, we have identified a
number of areas that will require novel contributions within
this broad research initiative.

What are the causal relationships between the objectives and
constraints of a network design problem and the resulting
topology? While there is deep understanding for how to solve
combinatorial network optimization problems, the emphasis
has traditionally been limited to the accuracy of the solu-
tions and the computational complexity of achieving them.
The scientific challenge here is to exploit the HOT perspec-

breaks the tree structure of the optimal solution.
8Parameters were chosen to be consistent with the assump-
tions of the algorithm and the current marketplace.

tive of network design to associate concrete optimization
formulations with specific characteristic of the resulting net-
work topology. While [16] is a promising first step in this
direction, it has little to do with designing real networks.

What is the relative importance of such concrete formula-
tions to real ISP topology design? This includes both back-
bone networks and distribution networks. We believe there
are significant opportunities to learn from the best practices
of seasoned network operators [20] as well as the potential
for valuable contributions to the large-scale planning of In-
ternet infrastructure. Gaining a basic understanding of this
issue will require close interactions with network designers
and operators and can benefit from exploiting a variety of
different economic data relevant to the ISP and related mar-
ket sectors.

What metrics and measurements will be required to validate
or invalidate the resulting class of explanatory models? Dili-
gent model validation (as for example outlined in [32]) will
be an essential aspect of the proposed explanatory topol-
ogy modeling work, and empirical studies such as those in
[15, 28] are a necessary first step. However, by insisting
on empirical verification of the causes underlying the ad-
vocated HOT-based approach to network topology against
available (or yet to be measured) data, we enter an area
where significant research efforts will be required for the de-
velopment of novel and scientifically sound techniques and
tools. Again, the result of Fabrikant et al. in [16] and their
explicit multi-objective optimization formulation provide a
concrete starting point for attempting to validate the forces
at work in a proposed HOT-based topology models against
feasible measurements.

Is is possible to accurately, yet anonymously characterize an
ISP topology? Given that the current market environment
for ISPs is only likely to become more competitive, we should
consider how to devise technical solutions for the current
barriers to information exchange.

What can economic theory tell us about the current and fu-
ture interaction between competing ISPs? As the Internet
becomes integrated as a critical infrastructure for our daily
lives, it will be increasingly important that the environment
for these companies is stable and that their behavior is pre-
dictable.
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ABSTRACT
Thesuccessof nshighlightstheimportanceof aninfrastructurethat
enablesefficient experimentation. Similarly, Netbed’s automatic
configurationand control of emulatedand live network environ-
mentsminimizesthe effort spentconfiguringandrunningexperi-
ments.Learningfrom theevolution of thesesystems,in this paper
we arguethat a live wirelessandmobile experimentalfacility fo-
cusingon easeof useandaccessibilitywill not only greatlylower
thebarrierto researchin theseareas,but thattheprimarytechnical
challengescanbeovercome.

Theflexibility of Netbed’scommonabstractionsfor diversenode
andlink typeshasenabledits developmentfrom strictly an emu-
lation platform to onethat integratessimulationandlive network
experimentation.It canbefurtherextendedto incorporatewireless
andmobiledevices. To reducethe tediumof wirelessandmobile
experimentation,weproposeautomaticallyallocatingandmapping
a subsetof a densemeshof devicesto matcha specifiednetwork
topology. To achieve low-overhead,coarserepeatabilityfor mo-
bile experiments,we outline how to leveragethe predictabilityof
passive couriers,suchasPDA-equippedstudentsandPC-equipped
busses.

1. INTRODUCTION
Instrumentscancatalyzeanentirefield. In thehardsciencesthe

right instrumentsarecrucial,andarefrequentlyobjectsof research
in their own right. Closerto home,we’ve seenthe broadimpact
of thenssimulator[1], which is usedin a high fractionof network
research.Thebenefitsto thenetworking communityof a common
experimentalenvironmenthave beendiscussedin the simulation
context [1]. Theseincludeimprovedprotocolvalidation,a rich in-
frastructurefor developingandtestingnew protocols,a controlled
experimentalenvironment,andeasiercomparisonof experimental
results.Many of thesebenefitsarethebyproductof a community-
endorsedenvironmentandarenot uniqueto a simulationenviron-
ment.

We have alreadyseenimpressive resultswith Netbed[23], an
infrastructuresupportingemulation,simulation,and live network
experimentation.However, the natureof mobile andwirelessde-

FirstWorkshoponHot Topicsin Networks(Hotnets-I),Princeton,NJ,USA,
October28–29,2002.
This work was largely sponsoredby NSF grantsANI-0082493andANI-
0205702,CiscoSystems,andDARPA grantF30602-99-1-0503.
Copyright 2002 University of Utah. Permissionto make digital or hard
copiesof all or part of this work for any purposeis grantedwithout fee
providedthatcopiesbearthis noticeandthefull citationon thefirst page.

vicesboth exacerbatesexisting problemsof soundnetwork eval-
uation and raisesnew challengesto testbeddesign. We believe
that community-accessiblewirelessandmobile testbedswill have
evengreaterimpactthanawiredtestbedandthatthetechnicalchal-
lengescanbeovercome.

This paperaddressesthe following limitationsof mostwireless
andmobileexperimentalenvironments:

Lack of validation: Simulation’sabstractionof low-level detail
maycomeat theexpenseof accuracy. Thetradeoff betweenaccu-
racy andefficiency is particularlyacutein a wirelessnetwork. For
example,network simulators[1,9,24] typically incorporateideal-
izedradiopropagationmodelswhichareinadequateto modelinter-
estingindoor scenarios.Unfortunately, an experimenteris forced
to make the tradeoff betweenaccuracy andefficiency without any
systematicmeansof validatingthechoiceof abstraction[5].

Tediousexperimental setup: Wherelive network experimen-
tation is burdenedby anexperimenter’s needto obtainremoteac-
countsandconfigurenodes,mobileexperimentationis furthercom-
plicatedby nodeplacementandmovement.A numberof past[18]
andproposed[19] mobilenetwork testbeds,usingautomobiles,re-
quire expensive andnon-scalablemanualcontrol. In fact, a lack
of driversproveda significantlimitation [17]. Evenstaticdomains
presentconfigurationheadaches.KabaandRaichleinterfacewire-
lessdevicesto awirednetwork with inducedattenuationto curbthe
irreproducibility causedby multi-patheffects from nearbypeople
andobjects[10]. Thisapproachrequiresphysicallyconfiguringthe
attenuatorswithin thewirednetwork.

Lack of realistic mobile scenarios: Simulationenvironments
introducerandomizedmobility models[3] that successfullystress
network protocols,but make little attemptto capturereal-world dy-
namics. Johanssonet al. simulateda numberof differentscenar-
ios includinga conference,eventcoverage,anda disasterarea[7].
However, theseremaininaccessibleto live experimentation,which
is relegatedto the artificial motion patternsof the above mobile
testbeds.Anotherapproach[25] skirtstheissueof realisticmobil-
ity patternsby requiring that the experimenterspecifya scenario
describingnodemovement. This information is usedto emulate
movementon a wired network topologyby affecting the“connec-
tivity” of wired hosts. Interferenceeffects are modeledoff-line
(e.g.,by theMonarchproject’s nsextensions[9]) andarereflected
in thescenario.

Lack of scaleandavailability: Unlikedesktopmachines,which
aboundthroughoutindustryandacademia,mobileandwirelessde-
vicesaremoreexotic andhenceavailablein lesserquantitiesand
to much smaller communities. This limits the scaleof existing
testbeds,suchasMIT’ s30-nodewireless“Grid” testbed[16].

Thoughmobileandwirelesscommunicationimposeuniquecon-
straintsonanexperimentalinfrastructure,many of theaboveissues
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are not specific to thesedomains. We believe that many of the
benefitsNetbedhasbroughtto emulation,simulation,andlive net-
work experimentationwill betransferableto amobileandwireless
testbed.Section2 describeshow Netbedleveragessharedabstrac-
tionsdespitediverseunderlyinghardwareandimplementations.It
outlineshow thesetechniques,originally designedfor an emula-
tion environment,have beensuccessfullyemployed in thesimula-
tion andlive network context andhow they might similarly impact
wirelessandmobileexperimentation.

Thebarriersto experimentalevaluationin thewirelessandmo-
bile domainsaremuchhigherthanin typicalwirednetworks.This
paperexplorestestbeddesignsthatshoulddramaticallylowerthese
barriers.Section3 discusseshow interestingwirelessscenarioscan
berealizedby a densemeshof wirelessdevicesdeployed indoors
andoutdoors.An automatedmappingalgorithmwill selectthesub-
setof nodesthat bestmatchan experimenter’s specifiednetwork
topologyandrelievetheexperimenterof strategically andpainstak-
ingly placingwirelessdevices.

Section4 presentsthe notionof passive couriers:PDA- or PC-
equippedmobileagents,suchasstudentsor busses,exhibiting pre-
dictablemotionpatterns.While their motionpatternsarenot com-
pletelyreproducible,thedictatesof their schedulesmeanthatpas-
sive courierscapturerealistic mobile scenarioswith coarse-grain
repeatability(e.g.,within a few minutesanda few meters)at pre-
dictabletimes(e.g.,every morningat 8 AM) without the manual
tediumthatis typicalof mobileexperimentation.Scenariossuchas
classroominteractionareexactly thosethathave motivatedadhoc
networks.Finally, section5 concludes.

2. NETBED
Netbedis a directoutgrowth of Emulab,a network experimen-

tationplatformthatfocusedonefficientsetupandcontrolover em-
ulated topologies. Key goalswere to make the facility both uni-
versallyavailableto any externalresearcherandextremelyeasyto
use,withoutadministrative, technical,or otherobstacles.It pushes
automationof testbedconfigurationandcontrol to a qualitatively
new level, allowing bothinteractive andprogrammaticexploration
of a largespaceof experimentalconditions.

Netbedextendsthe original platform by introducingsimulated
anddistributednodesandallowing their simultaneoususealong-
sideemulatednodesin mixed,virtual topologies.Netbed’s design
generalizesresourcesandmechanismsinto commonabstractions
applicableacrossthediverserealizationsof emulation,simulation,
andlive network experimentation.

Netbedconfiguresa set of distributed, emulated,or simulated
nodesto realizea virtual topologyspecifiedeithergraphicallyor
via an ns script. An experimentis definedby its configuration
andany run-timedynamics(e.g., traffic generation)specifiedvia
thegeneral-purposens/Tcl interface.Netbed’s automatedconfigu-
ration includesmanagingexperimenteraccounts,settingemulated
link characteristics,mappingthevirtual nodesandlinks to physical
resources,downloadingcleandisk imageson emulatednodes,set-
ting upnetwork interfacesandIP addresses,andoptionallyconfig-
uringaprimitivevirtual machineto “jail” [11] eachuserof ashared
machine.Onceanexperimentis configured,anexperimentermay
interactively log into emulatedor distributednodes.

A Netbedexperimentmay last from a few minutesto many
weeks,giving researcherstime to make multiple runs,changetheir
softwareandparameters,or do long-termdatagathering.Netbed’s
Web interfaceallows experimentersto create,pause,and termi-
nateexperimentsremotely. All aspectsof the experimentcanbe
controlledvia the web interface. Whenusedin conjunctionwith
Netbed’s batchexperimentsystem,a researcheris ableto submit

annsfile over theweband,whenenoughhardwareresourcesbe-
comeavailableto run the experiment,the useris notified that the
experimenthasstarted.

2.1 Supporting HeterogeneousResources
Links in theuser-specified,virtual topologymaybeemulatedby

traffic-shapingDummynetnodesinterposingexperimentalnodes,
maybesimulatedvians, or mayberealizedbywide-arealinks. ns’s
emulationfacility, nse, actsastransducerfor packetscrossingthe
simulation/live network boundary. An importantfeatureof Netbed
is the consistentinterface it provides to control nodesand links
regardlessof their realization. For example,the samecommand
usesa distributedevent systemto startandstoptraffic generators
onany typeof node,beit distributed,emulated,or simulated.

The integration of heterogeneousresourcesis largely enabled
by a database.The databaseserves as a level of indirection be-
tween front-end, general-purposetools and interfacesand back-
end,domain-specificimplementations.It presentsa consistentab-
stractionof heterogeneousresourcesto higherlayersof Netbedand
to experimenters.For example,thedatabaserepresentationsof dis-
tributed and emulatednodesdiffer only in a type tag. Thus, in
many cases,experimenterscaninteractwith themusingthe same
commands,tools, andnamingconventionsregardlessof their im-
plementation.As an example,nodesof any type canhost traffic
generators,despitethe fact that traffic may flow over links simu-
latedby ns, emulatedby delaynodes,or providedby a distributed
testbed.

2.2 Impr oving Wir elessand Mobile Experi-
mentation

JustasNetbed’snotionof nodesandlinks hasevolvedto encom-
passdistributedandsimulatednodesandlinks, we believe the in-
frastructureis sufficiently flexible to incorporatewirelessandmo-
bile virtual nodeandlink types.Thiswill bring importantpractical
benefitsto experimentationin this domain,including: automated
and efficient realizationof virtual topologies,efficient useof re-
sourcesthroughtime- andspace-sharing,increasedfault-tolerance
throughresourcevirtualization,anability to leverageexistingtools,
andeasiervalidationacrossexperimentaltechniques.

Easeof useand automationare not a mereconvenience;they
enablequalitatively new approaches.Our userexperimentsshow
thatafter learningandrehearsingthetaskof manuallyconfiguring
a6-node“dumbbell” network, astudentwith significantLinux sys-
temadministrationexperiencetook 3.25hoursto accomplishwhat
Netbedaccomplishedin lessthan3 minutes.This factorof 70 im-
provementandthesubsequentprogrammaticcontrolover links and
nodesencourage“what if ” experimentsthat werepreviously too
time- andlabor-intensive to evenconsider. Experimentsetupcost
is evenmoreacutein wirelessandmobiledomains,which require
carefulmeasuringof interferenceeffectsand“walk-through”ex-
periments.Thus,thesavingsaffordedby automatedmappingof a
virtual topologyto physicaldevicesremovesa significantexperi-
mentationbarrier.

Efficientuseof scarceandexpensiveinfrastructureis alsoimpor-
tantanda sophisticatedtestbedsystemcanmarkedly improve uti-
lization. For example,analysisof 12monthsof thewiredNetbed’s
historical logs gave quantitative estimatesof the value of time-
sharing(i.e., “swappingout” idle experiments)andspace-sharing
(i.e., isolatingmultipleactive experiments).Althoughthebehavior
of bothusersandfacility managementwould changewithout such
features,the estimateis still revealing. Without Netbed’s ability
to time-shareits 168 nodes,a testbedof 1064nodeswould have
beenrequiredto provide equivalent service. Similarly, without
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space-sharing,19.1yearswould be required. Theseareorder-of-
magnitudeimprovements.The importanceof resourceefficiency
is heightenedfor wirelessandmobile devicessincethey are less
prevalentthancommodityPCs.

NetbedvirtualizesnodenamesandIP addressessuchthatnodes
and links form equivalenceclasses. For example, when an ex-
perimentis “swappedin” (i.e., reconstitutedon physicalresources
from databasestate),it neednot executeon thesamesetof physi-
cal nodes.Any nodesexhibiting thesamepropertiesandintercon-
nectioncharacteristicsaresuitablecandidates.While virtual nodes
may be explicitly boundto specificphysicalhosts,the flexibility
to allocatefrom anequivalenceclassaddsa measureof fault toler-
ance.If anodeor link fails,anexperimenterneednotwait until the
nodeor link partition is healed,but mayinsteadre-maptheexper-
iment to anequivalentsetof machines.This approachis valuable
wherever nodeor link failuresareanticipated:large-scaleclusters,
wide-areanetworks,or unstablewirelessenvironments.

IncorporatingwirelessandmobiledevicesundertheNetbedum-
brella bringsa maturesetof tools andfeaturesto thesedomains.
For example,oncedomain-specificresourcemappingis provided,
experimenterswill use the existing ns or graphicalinterfacesto
allocatewirelessandmobile nodes. This ensuresthat any topol-
ogy generatorthatproducesnssyntaxmaybeusedto configurean
experiment,while ns virtualization tools may be usedto view it.
The infrastructurewill extendconsistentcontrol andspecification
of traffic generatorsacrossall experimentalmethodologies.The
familiar useraccountmanagement,including hierarchicalautho-
rization,key distribution, andaccountestablishmentwill translate
directly to thesenew domains. Applicationsrunningon wireless
nodeswill be controllablevia the currentevent systemandstan-
dardcommands.

Thecommonnsinterfacemakesit easierto compareexperimen-
tal environments,therebyfacilitating andencouragingvalidation.
Extendingthiscapabilityto wirelessandmobilenodeswill provide
anautomaticway to comparesimulatedradiopropagationmodels
with real devices. The samens script could then be usedto in-
stantiateeither an ns simulationor a live experiment,leadingto
anapproachin which thesimulatedmodelis iteratively refinedac-
cordingto empiricalresults.

Webelieve a new hybridstyleof experimentation,incorporating
resourcesfrom multiple experimentalenvironments,cansimulta-
neouslyleveragetheparticularstrengthsof each.Morespecifically,
an experimentercanleveragethe greaterscalabilityof simulation
without surrenderingconfidencein the accuracy of the results. A
radiopropagationmodelis sufficiently accuratefor a givenappli-
cation, if the simulationit drivesis indistinguishablefrom the in-
teractionbetweenlive, wirelessnodes. To this end, we suggest
replacinga small“island” of simulatednodeswith physicalnodes.
Thissubsetof nodeswill uselive,wirelesscommunicationamongst
themselvesandsimultaneouslytransmitpacketswithin the simu-
lated world. This allows an experimenterto apply an emulation
“microscope”to achieve highly accurateintrospectionof an “is-
land” of nodes.Moving or removing this “island” from theexperi-
mentwill yield similar resultsif theanalyticmodelof thesimulator
andthe real instantiationof thosemodelsareequivalent. Further,
if setsof nodesexhibit symmetricalinteractions,thebehavior of a
clusterof interactingsimulatednodesmaybecomparedto acorre-
spondingsetof livewirelessnodes.

Such close interactionbetweenlive traffic and simulation re-
quires careful synchronizationbetweensimulatedand real time.
We intend to leveragethe work of Ke et al. [12] to reducetim-
ing discrepanciesbetweenthe two worlds. The relative expense
of wirelesssimulationexacerbatessuchconcerns.A parallelizable

Figure1: Wir elessVirtual to PhysicalMapping

simulationarchitecture,suchas GloMoSim, would be moreeffi-
cient in a multiprocessorenvironment,andis worth exploring. We
have alreadydonesomework in this area,includingcutting CPU
usagein half by makingsomemodestchangesto nse’s scheduler.

3. WIRELESS TESTBED
Broadcastandinterferenceeffectsaredifficult or impossibleto

emulateon a wired testbed,althoughcentralizedsimulation of
all links [12] canprovide somedegreeof realism. However, the
lack of goodpropagationmodels,particularlyfor indoorenviron-
ments,severely limits theaccuracy of this approach.Tracemodu-
lation [20] finessesconcernsoverbroadcastandinterferenceissues
as it capturestheir effect within a trace. However, the tracesare
boundto the sampledenvironment; if the scenariochanges,new
tracesmustbecollected.

Our approachis to overcomethesedifficultieswith a largepool
of physicallydistributedtestnodesthathaverealRFdevices.When
thenumberof nodesundertestis significantlyfewer thanthetotal
numberof availablenodes,it shouldbepossibleto provide a rea-
sonableapproximationof theintendedvirtual environment.Given
the costsof the devices involved, the benefitto researchers,and
the multi-institutional stake of the facility, we believe that suffi-
cient device densitywill becomeavailable. As an exampleof the
scaleunderconsideration,we areconsidering500deviceswithin a
four-storybuilding.

The wirelessNetbedwill includea densedeploymentof wire-
lessdevicesthroughoutoneor morecampusbuildings.1 Devices
will typically be attachedto control machines(e.g., low-endPCs
or similar; UCLA is using PC-104“Octopus” machineseachof
which controls8 RF devices),enablingindependent,reliablecon-
trol by Netbedtools. Many deviceswill have permanent—andto
thedegreeeconomical,controllable—sourcesof power andpower
monitoringhardware.Thisavoidsthemaintenanceproblemof bat-
tery replacementwhile facilitatingstudiesof power-relatedissues.

For an indoorwirelessmesh,900Mhz deviceshave the appro-
priate rangeand popularity. We will selectdevices with a pro-
grammableMAC layer, suchas“motes” [6] from Crossbow/Intel/-
Berkeley, giving experimentersflexibility in that importantdimen-
sion. Thepervasivenessof 802.11bmakesit anobviouschoiceto
populatetheindoormesh.Thehigherdataratesandlargernumber
of frequency channelsalsomake 802.11aanattractive option. To
allow closerpacking,we will reducethetransmitpower of thede-
vices[10]. Bluetoothdevicescouldbedeployed very densely, but
their long-termimportanceandpopularityareuncertain.Sensors,
includingthosefor temperature,light, andprobablymotion,will be
includedonnodesdueto their low marginalcostandimportanceto
real-timeapplications.

1In a wild possibility for researchersor others,Aerie Networks
acquiredMetricom’s Ricochet900 Mhz system,but has “aban-
donedin place” hugenumbersof operationaltransceiversandac-
cesspointsin many U.S.cities.[4].
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Thesuccessof anautomated,wirelesstestbedhingesontwo pri-
mary challenges:providing a high fidelity mappingof a virtual
topologyto wirelessnodesandensuringthat interferencedoesnot
polluteexperimentalresults.Theseconsiderationsareexaminedin
thefollowing subsections.

3.1 Mapping Wir elessResources
Our experiencemappingcomplex virtual requirementsto phys-

ical resourcesin Netbedshowed thatapproachesbasedon combi-
natorial optimizationcan be practicalwith sufficient attentionto
abstraction,datarepresentationand,sometimes,local search.Cur-
rently, a randomizedheuristicalgorithm,simulatedannealing[8],
underliesallocationof Netbed’s local resources(nodes,links, and
switches),efficiently targeting the NP-hardproblemof mapping
virtual resourcesto physicalones.We improved its computational
behavior by groupingphysicalresourcesinto equivalenceclasses
basedon their physicalattributes; it finds solutionsin a few sec-
onds.

Whereasthespecificationof a wired topologyis fairly straight-
forward,a faithful mappingof anexperimenter’s intentto wireless
resourcesis highly dependenton thelevel of detailprovidedby the
configurationinterface.Suchaninterfacemustavoid acircularde-
pendency: if Netbedwereto rely on anexisting simulationmodel
to map a virtual topology to physicalresources,the system’s re-
lianceon modelsincorporatesthe potentialinaccuraciesthat live
experimentationseeksto avoid! It may be possibleto useoffline
analysisthatwould beintolerablyslow in a simulation.Otherpos-
sibilities, outlinedbelow, avoid analyticmodelsin favor of more
intuitive andefficient interfaces.

Configurablewirelessexperimentationwill allow manualor au-
tomaticselectionof asubsetof thewirelessnodes,chosento match
certaincharacteristics,asrepresentedin Figure1. We plan three
different userinterfaces. First, andsimplestto develop, we will
provide an annotated3-D map of the building, with nodescol-
oredgreen,yellow, or red, indicatingwhetherthey areavailable,
assignedto an idle experiment(“swappable”),or busy. Experi-
menterssimply selectthe nodesthey prefer, inferring link char-
acteristicsfrom themapandits annotations.

Next, wewill developamoreabstractinterfacethatallowsauser
to specifya scenariographically, basedon spatialarrangement,as
in Figure1. Themappingcodewill selectthesetof physicalnodes
thatbestmatch.Ouralgorithmicapproachis uncertainatthisstage,
but seemsto have an intuitive mappingto subgraphisomorphism.
Graphedgescorrespondto someabstractedcharacterizationof the
configurationthataffectsattenuation,suchasdistance,numberof
obstructingwalls, theirorientation—but not to any concretemetric
suchas attenuationitself. However, this still implies estimating
a propagationmodel,with all its assumptions.A betterapproach
maybesimply to matchthespatiallayoutascloselyaspossible.

Experimentalresultsfrom thesefirst two approachesareclearly
dependenton theRF idiosyncrasiesof the particularbuilding and
environment.However, this downsideis outweighedby thebuild-
ing’sbecominga“referenceplatform” acrossmultipleexperiments
andbetweenexperimenters—whichhasheretoforenot beenavail-
able.

Lastly, theexperimentercouldsupplya desiredconfigurationof
noderadioconnectivities or higher-level propertiessuchasbit er-
ror rateandthesystemwouldchoosethesetof realnodesthatmost
closelymatchthatconfiguration.This will requireprior measure-
mentsof the NxN inter-nodesignalstrengthor link characteris-
tics, ideallywhile selectedcombinationsof othertraffic is flowing.
Solving this problemin discreteoptimizationshouldbe feasible.
Thisapproachoffersbetterhopeof precision,but hasthedrawback
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Figure 2: Time taken by geneticalgorithm to map a variety of wide-
areatopologies

thatexperimenterstypically don’t know theconnectivity character-
isticsof their targetenvironment.

This last approachis analogousto the way we currently map
wide-arearesources.In oursystem,whenanexperimenterrequests
actualwide-areanodesandspecifiesdesiredinter-nodepathchar-
acteristics,weuseageneticalgorithmto find thebest-matchingset
of physicalnodesandtheir correspondingInternetpaths.Input to
this algorithmconsistsof NxN latency andlossdata,updatedfre-
quently. Thewirelessresourceallocationproblemis similar to this
wide-areaIP-path-matchingproblem,sincethebroadcastmedium
fully connectsall nodes(in principle). Our experiencewith the
wide-areaalgorithm suggeststhat the wirelessproblem will be
challenging,but—with appropriateoptimizations—tractable,well
into thehundredsof nodes.

Our resultson a simulatedphysicaltopologyof 256 nodesare
shown in Figure 2. All experimentswith 32 nodes,as well as
all sparsetopologies,mappedin a few minutes. For larger and
more densetopologies,up to 256 nodesand approximately40
edges/node,mappingtimerangedfrom 10 minutesto 2 hours.

We expect to improve that by an orderof magnitudeusingthe
following techniques:lessstringentandmore clever termination
conditions;standardoptimizationtechniques,in particularmemo-
izing; andparallelizingthealgorithm,which is practicalin eithera
sharedmemorymultiprocessoror on a cluster[21]. In the“Island
Model,” mutationsandcrossoverscanbedonein parallel,sharing
the bestsolutionsperiodically; we estimatesynchronizingevery
few secondsto exchange1–2KB of data. Other algorithmic ap-
proachesmay alsobe relevant. For example,constraintprogram-
ming [22], a methodguaranteedto find a feasiblesolution if one
exists or reportotherwise,shouldproducebetterresultsfor prob-
lemstightly constrainedby heavy utilization of physicalresources.

Finally, we expectmajoradditionalimprovementto comefrom
“binning” the nodesandlinks into groupswith similar character-
istics,which will dramaticallyreducethesearchspace.Theresult
shouldbe an algorithmthat canmaphundredsof nodesandlinks
in a few minutes.

3.2 Interfer ence
To retainNetbed’s efficient useof spaceandresources,wireless

experimentsshouldbe isolatedfrom oneanotherandfrom theen-
vironmentto thegreatestextentpossible.Interferencefrom unre-
lated“production”traffic or from devicessuchasmicrowaveovens,
Bluetoothandcordlessphonesin the 2.4 GHz bandmay lead to
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anomalousexperimentalbehavior. Unfortunately, thereis aninher-
ent conflict in the unlicensedspectrum:populartechnologiesare
themostinterestingto study, but alsothemostlikely to beinciden-
tally presentin theenvironment. Therearethreerecourses:using
buildingsor areasthatarenot usedfor suchtraffic, negotiatingfor
a subsetof channelsto be unusedfor production,or studyingde-
vices that arestill on the upswingin popularity. All of theseare
reasonableapproaches.

One of thesetechniques,the useof multiple channels,should
also alleviate potential interferencecausedwhen multiple exper-
iments occupy intersectingtransmissionrangesor collision do-
mains. Wirelessdevices with overlappingcollision domainscan
retain separateconversationsby occupying non-overlapping fre-
quencies.To enforceisolation,Netbedwould take this additional
constraintinto accountduringthemappingphase.

In the wired emulatedarena,NetbedleveragesVLAN (Virtual
LAN) switch technologyto enforceisolation of experimentsbe-
tweenseparatenetwork partitions.While eachexperimentmaybe
readilymappedto adistinctVLAN, thenumberof non-overlapping
frequencieswithin 802.11b’s available spectrumis more limited.
Givenits channelwidth of 22MHz, only 3 of the11channelsavail-
able(in theUnitedStates)arenon-overlapping[14]. Since802.11a
supports8 independent,non-overlappingchannels[13], it maybe
a moresuitabletechnologyto supporta densemesh.

An alternateapproachto achieving greaterdensityreducestrans-
missionpower; this effectively decreasesboth the rangeand at-
tendantcollision domain. In an analogyto graph coloring, be-
causetherearefewer overlappingdomains,fewer “colors” or non-
overlappingchannelsare requiredfor isolation. This technique
avoids a large physicalfootprint by simultaneouslyscalingdown
both the transmissionpower and inter-nodedistance. Thereis a
caveat; reducedtransmissionpower may not be indicative of real
scenariosandmaysuffer somelossof realism.

An activechannelmaybeassignedto anew experimentif theex-
perimentsin questiondo not shareoverlappingcollision domains.
To prevent anoverly aggressive channelreusestrategy thatwould
leadto co-channelinterference,thewirelessdeviceswill beplaced
accordingto a network planthataimsto reduceinterferencewhile
retaininghigh density. After placement,the rangesof eachde-
vice will be carefully measuredto be usedlater by the mapping
algorithmto determinecollisiondomains.Onlinewirelesschannel
monitoringwill be employed in all the nodesandmadeavailable
to experimenterssothatresultsfrom experimentalrunswith unac-
ceptablyhigh interferencelevels could be discardedor dealtwith
in a suitablemannerby theexperimenter.

4. MOBILITY
Configurablemobile environmentsarecritical in theevaluation

of many wirelesssystems,sincecopingwith mobility is often the
hardestpart in the designof, for example,ad-hocrouting algo-
rithms. To extendNetbedto provide actualmobilenodes,we will
deploy a large, densesetof wirelessdevicesvia passive couriers
thatmove predictablyin time andspace.We will usetwo typesof
couriers:studentsmoving from classto classwith radio-equipped
PDAs, andcity andcampusbusseswith wirelessPCs.Bothexhibit
predictablemovementpatterns.Weexpectthatit is thegeneraldy-
namicsof a scenarioratherthan the trackingof individual nodes
that make it interesting. Therefore,experimenterswill specifya
desiredscenario(e.g.,studentswanderingthehalls,studentseating
in thecafeteria,etc.)andthedensityof its constituentnodes.

For thoseexperimentswherethepreciserelativemotionsof each
nodeis significant,the Netbedsoftwarecould manageautomated
couriersin the form of GPS-equippedradio-controlledcars that

navigatea largeopenspace.DifferentialGPSwith RTK canlocal-
ize to 1 cmwhenacorrectionsignalis providedeverysecond[17].

Courierswill presenta previously unavailablesourceof live, re-
alistic scenarios.They will offer the following advancesover cur-
rentapproaches:

• Couriersremove the dependenceon inaccuratesimulation
models.

• Couriers,by definition,will provide scenariosthatarerepre-
sentative of real world behavior. An understandingof their
behavior canguideadhocprotocolsin thesamemannerthat
file accesscharacterizations[2] influencefile systemdesign.
By tracking the locationof the courierswe will be able to
developmodelsor tracesof theirbehavior to beusedin sim-
ulation.

• Sincethey aregovernedby busor classschedules,couriers
will provide regularbehavior, thoughnot completerepeata-
bility. Movement“noise” that deviates from the intended
schedulewill enableanaccuratestudyof predictablemobil-
ity becauseof its consistency with realworld behavior. Such
coarsepredictivecapabilitiesweresuggestedasanextension
to Grid’s locationservice(GLS) [16].

Experimenterswill have theoptionof selectingfrom a subsetof
studentssitting in classrooms,wanderingthehalls,or eatinglunch,
whichconstituteabroadrangeof mobility. Experimentalcodewill
executeonthestudents’PDAs. Repeatabilitywill beapproximated
by running experimentsto coincidewith defining periodsin the
schedule,for examplewhen studentsdisembarkfrom the bus in
themorningor every hourwhenthey leave their classrooms.Such
scenarioscaptureproposedadhocnetwork activities,suchasclass-
roominteraction.Further, their breadthof movementpatternswill
provide anopportunityto studya protocol’s steady-statebehavior
andto examineits agility in thefaceof transienttopologychanges.

Thepassivecourierapproachdoesnotafford theperfectrepeata-
bility of simulation.Nevertheless,experienceindicatesthatrealism
andeaseof setupare invaluable,even without completerepeata-
bility. In addition,experimentscanbe run many times,sincethe
processis fully automatedandcanbe run in batchmode. Simple
statisticaltechniques(read“the average”)canhelpcompensatefor
lackof perfectrepeatability.

City bussesfollow a uniquemobility patternthat suggestsal-
ternateclassesof protocols. Unlike classroomor randommotion
settings,the numberof neighborsreachableby a particularnode
in a bus transit scenariowill changedramaticallyover time. For
example,therearetypically 20 busseswithin a half mile radiusof
downtown Salt Lake City; moredenselypopulatedcities presum-
ably have greaterbus density. A cursoryglanceat bus schedules
similarly indicatesthe potential for interestingmulti-hop topolo-
gies,assumingantennasaredeployedto reinforcearadio’snominal
range.After leaving downtown, busdensitydecreasesgreatly.

This patternis conducive to a cooperative long-termstoreand
forwardapproachbasedon prediction. Theresultingnetwork is a
hybridsinceit exhibits thedynamismof anadhocnetwork andthe
known (future) topology of a wired network. A bus nodemight
selectively transmitdatato a passingbusbasedon its destination.
In sucha scenario,sparinglytransmittingdatapreventspollution
of theradiospectrum.For example,bussesmight engagein high-
way congestionmonitoring [19], whereinan outboundbus only
forwardsdowntown traffic updatesto thosebusseslikely to experi-
encecongestion.

A network composedof studentcouriersriding on schoolbus
couriersprovides levels of coordination,or an ad hoc hierarchy.
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While riding on the bus, studentsare largely stationaryand their
motion is uninteresting.During this time, a busnodemight actas
a routerfor studenttraffic, perhapsperformingaggregation.When
studentsarriveat schoolandleave thebus,they onceagainassume
the role of first-classpeers.Sucha scenariohasmilitary parallels
in which mobiledivisionsmayneedto coordinatewith upperech-
elons[15].

5. CONCLUSION
Sharedwirelessandmobile testbedswould dramaticallylower

the costsand barriersto emulationand live network experimen-
tation. They will bring the easeof use, configurability, ns-
compatibility, andtransparency of the existing Netbedinfrastruc-
ture to the wirelessandmobile domains. By facilitating andau-
tomatinglarge-scalemobileandwirelessexperimentation,we ex-
pectsuchtestbedsto gainwidespreadadoption,leadingto setsof
community-accessiblereferenceplatforms. Suchplatformspro-
motecomparableresults,encouragevalidation,andwill advance
thestateof theart in experimentaldesign,setup,andexecution.
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ABSTRACT

Network researchers face a significant problem when deploying
software in routers, either for experimentation or for pilot deploy-
ment. Router platforms are generally not open systems, in either
the open-source or the open-API sense. In this paper we discuss the
problems this poses, and present an eXtensible Open Router Plat-
form (XORP) that we are developing to address these issues. Key
goals are extensibility, performance and robustness. We show that
different parts of a router need to prioritize these differently, and
examine techniques by which we can satisfy these often conflicting
goals. We aim for XORP to be both a research tool and a stable
deployment platform, thus easing the transition of new ideas from
the lab to the real world.

1 VALIDATING INTERNET RESEARCH

A yawning gap exists between research and practice concerning
Internet routing and forwarding disciplines. The savvy researcher
has the tools of theory and simulation at hand, but validating results
in the real world is hard. Why should this be so?

For network applications research, we have access to languages,
APIs, and systems that make development and deployment easy.
For end-to-end protocol research, we have access to open source
operating systems, such as Linux and FreeBSD. End-to-end proto-
cols can be simulated and implemented in these systems. And since
these operating systems are used in both research and production
environments, migration from the research to the production envi-
ronment is feasible. TCP SACK provides an excellent example [8].

Unfortunately the same cannot be said of router software. Router
vendors do not provide API’s that allow third party applications
to run on their hardware. Thus, even conducting a pilot study in
a production network requires the router vendor to implement the
protocol. Unless the router vendor perceives a reward in return for
the effort, they are unlikely to invest resources in the protocol im-
plementation. Similarly, customers are unlikely to request a feature
unless they have faith in existing research results or can experi-
ment in their own environment. A catch-22 situation exists of not
being able to prototype and deploy new experimental protocols in
any kind of realistic environment. Even when vendors can be con-
vinced to implement, it is not uncommon for initial implementa-
tions of a protocol to be found wanting, and the path to improving
the protocols is often difficult and slow. Finally, network operators
are almost always reluctant to deploy experimental services in pro-
duction networks for fear of destabilizing their existing (hopefully
money-making) services.

Thus, we believe the difficulty in validating Internet research is
largely attributable to the absence of open Internet routers for re-
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searchers to experiment with and deploy new work on. Routing
toolkits exist, but typically they implement a subset of IP rout-
ing functionality and are rarely used in production environments—
routing and forwarding research requires access to real production
traffic and routing information to be validated. Similarly, open-
source-based testbed networks such as CAIRN [1] provide valu-
able tools for the researcher, but they rarely provide a realistic test
environment and are usually limited to a small number of sites due
to cost. A recent spate of research in open, extensible forwarding
paths is moving in the right direction [6, 11], but a truly extensible,
production-quality router would need routing daemons, forwarding
information bases, management interfaces, and so on in addition to
a forwarding path.

How then can we enable a pathway that permits research and ex-
perimentation to be performed in production environments whilst
minimally impacting existing network services? In part, this is the
same problem that Active Networks attempted to solve, but we be-
lieve that a much more conservative approach is more likely to see
real-world usage.

We envision an integrated open-source software router platform,
running on commodity hardware, that is viable as a research and
as a production platform. The software architecture should be de-
signed with extensibility as a primary goal and should permit ex-
perimental protocol deployment with minimal risk to existing ser-
vices using that router. Internet researchers needing access to router
software could then share a common platform for experimentation
deployed in places where real traffic conditions exist. Researchers
working on novel router hardware could also use the mature soft-
ware from this platform to test their hardware in real networks. In
these ways, the loop between research and realistic real-world ex-
perimentation can be closed, and innovation can take place much
more freely.

1.1 Alternatives
Having motivated the need for an open router on which net-

work research can be deployed, we discuss the alternatives in more
detail—simulations and network testbeds.

First, we note that it has not always been so difficult to deploy
experimental work on the Internet. Prior to the advent of the World
Wide Web, the Net was predominantly non-commercial. Most of its
users came from universities and other research labs. Whilst there
was a tension between conducting research and providing a net-
working service, researchers could have access to the network to
run experiments, develop and test new protocols, and so forth. With
the advent of the Web, the network grew rapidly and commercial
ISPs emerged. Even the academic parts of the network became re-
luctant to perform networking experiments for fear of disrupting
regular traffic. In the commercial parts of the network, where inter-
esting scaling phenomena started to emerge, it was nearly impos-
sible to do any form of experimentation. Growth was so rapid that
it was all ISPs could do to keep up with provisioning. These prob-
lems were recognised, and two main solutions emerged: network
testbeds and network simulators.
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Network testbeds rarely resulted in good network research. One
notable exception was DARTnet [3], which used programmable
routers that network researchers had access to. Among its achieve-
ments, DARTnet demonstrated IP multicast and audio and video
conferencing over IP. It worked well because the network users
were also the network researchers and so there was less tension
involved in running experiments.

Over recent years, the majority of network research that involved
testing protocols has taken place in network simulators such as ns.
Among the desirable properties of simulators is the complete con-
trol they provide over all the parameters of a system, and so a large
range of scenarios can be examined. Within the research commu-
nity the ns simulator has been particularly successful1 . Many re-
searchers have contributed to improve ns itself, but an even greater
number have used it in their research. Many published results are
supported by publicly available simulation code and scripts. This
has allowed for the direct comparison of contemporary networking
algorithms and allowed for independent verification of results. It
could therefore be argued that ns has increased the rigor of network
research.

Conversely, it could equally well be argued that simulators make
it too easy to run experiments and are responsible for numerous
papers that bear little, or no, relationship to real networks. Accord-
ingly there is understandable doubt about any claims until they’ve
been demonstrated in the real world.

Even in skilled hands, simulators have limits. When work re-
quires access to real traffic patterns, or needs to interact with real
routing protocols, or relates to deployed implementations warts-
and-all, there is no substitute for real-world experimentation.

2 ARCHITECTURE AND REQUIREMENTS

We’ve hopefully convinced you that Internet research would be
better off if changes and extensions could be provisionally deployed.
No simulation or testing environment can provide similarly useful
lessons—or convince conservative router vendors that extensions
work well enough to deserve real-world deployment. We want a
routing infrastructure that is at least partially open to research ex-
tensions. The infrastructure must, further, meet Internet robustness
standards to merit deployment even on research networks like Abi-
lene. But how can we make this happen? There are several possi-
bilities:

• Individual researchers could convince big router vendors to
implement their extensions. To put it succinctly, this seems
unlikely.

• Vendors could open their internal APIs for experimental use.
This also seems unlikely—vendors probably consider their
APIs to be trade secrets, and don’t want to facilitate an open
market in routing software. Furthermore, legacy code inside
most routers isn’t particularly easy to extend.

• Researchers could deploy currently available routing dae-
mons such as Zebra [14], MRTd [13] or GateD [10], on a
conventional PC running an operating system such as Linux
or FreeBSD. The principle problems here are extensibility,
performance, and robustness. The forwarding paths on these
operating systems are not optimally designed for performance
under heavy load, or for extensibility. The routing daemons
are not as robust as we would like, and not generally de-
signed with extensibility as a high priority. Finally, they don’t

1One could criticize the details of the ns architecture and some of
the default settings, but that would miss the point.

present an integrated router user interface to the network op-
erator, which reduces the likelihood of acceptance.

• Researchers could develop a new open-source router, designed
from the ground up for extensibility, robustness, and perfor-
mance. It would take time to build such a router, and then to
convince the network operator community that it met strin-
gent robustness standards, but the resulting router would make
a more useful research platform than any of the other choices.

We have chosen this last path, which we call the Extensible Open
Router Platform, or XORP. Our design addresses the four major
challenges in building an open-source router: traditional router fea-
tures, extensibility, performance, and robustness.

Features. Real-world routers must support a long feature list, in-
cluding routing protocols, management interfaces, queue man-
agement, and multicast.

Extensibility. Every aspect of the router should be extensible, from
routing protocols down to details of packet forwarding. The
router must support multiple simulatenous extensions as long
as those extensions don’t conflict. APIs between router com-
ponents should be both open and easy to use.

Performance. XORP isn’t designed for core routers, at least not
initially. However, forwarding performance is still important:
that is the purpose of a router. Scalability in the face of rout-
ing table size or number of peers is also critical.

Robustness. Real-world routers must not crash or misroute pack-
ets. A fragile router faces an extremely difficult deployment
path. Extensibility makes robustness even more difficult to
achieve: extensions are inherently experimental, yet their use
should not compromise the router’s robustness (except per-
haps for a subset of packets intended for the extension).

The next sections present XORP in general and describe how
we’re achieving each of these goals.

3 XORP OVERVIEW

XORP divides into two subsystems. The higher-level (so-called
“user-level”) subsystem consists of the routing protocols themselves,
along with routing information bases and support processes. The
lower-level subsystem, which initially runs inside an OS kernel,
manages the forwarding path—anything that needs to touch every
packet—and provides APIs for the higher level to access. The goal
is for almost all of the higher-level code to be agnostic as to the
details of the forwarding path.

For user-level XORP, we’ve developed a multi-process architec-
ture with one process per routing protocol, plus extra processes for
management, configuration, and coordination. To enable extensi-
bility we designed a novel inter-process communication mecha-
nism for communication between these modules. This mechanism
is called XORP Resource Locators (XRLs), and is conceptually
similar to URLs. URL mechanisms such as redirection aid reliabil-
ity and extensibility, and their human-readable nature makes them
easy to understand and embed in scripting languages.

The lower level uses the Click modular router [6], a modular,
extensible toolkit for packet processing on conventional PCs. Fur-
ther work will help this architecture span a large range of hardware
forwarding platforms, from commodity PC hardware, through mid-
range PC-based platforms enhanced with intelligent network inter-
faces (such as Intel’s IXP1200 [5, 12]), to high-end hardware-based
forwarding engines. We may also support alternative forwarding
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paths, such as the FreeBSD forwarding path with AltQ queuing
extensions [2] or an alternative extensible forwarding path such
as Scout [11]. Some forwarding path choices may influence the
functionality available for end users to extend or change. But for
many aspects of research, such as routing protocol experiments
that don’t require access to the forwarding path, a conventional
FreeBSD lower level would suffice.

PIM−SM

RIP

FEA

Forwarding Engine

IGMP/MLD

CLI SNMPIPC
finder

OSPF

IS−IS

router
manager

BGP4+

RIB

Management Processes
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RIB = routing information base
FEA = forwarding engine abstraction

Click Elements

FIGURE 1—XORP High-level Processes

Figure 1 shows how a XORP router’s user-level processes and
Click forwarding path fit together. The shared user-level processes
are the XORP architecture’s most innovative feature. Four core pro-
cesses are particularly worthy of comment: the router manager, the
finder, the routing information base, and the forwarding engine ab-
straction.

The router manager process manages the router as a whole. It
maintains configuration information; starts other processes, such
as routing protocols, as required by the configuration; and restarts
failed processes as necessary.

The finder process stores mappings between abstracted appli-
cation requests, such as “How many interfaces does this router
have?”, and the particular IPC calls necessary to answer those re-
quests. Think of it as an IPC redirector: when an application wishes
to make an IPC call, it consults the finder to discover how to do
it. The application typically caches this information so future calls
circumvent the finder. Furthermore, the finder can instruct appli-
cations to update contact information. Thus it is easy to change
how application requests are handled at run-time. We can trace
XORP’s communication pattern by asking the finder to map ab-
stract requests to sequences of IPCs, some for tracing and some for
doing the work. XORP processes can communicate without boot-
strapping using the finder, but since XRLs are relatively low cost
we have not found this necessary to date.

The routing information base process (RIB) receives routes from
the routing processes, and arbitrates which routes should be propa-
gated into the forwarding path, or redistributed to other routing pro-
cesses. The forwarding path is managed by the forwarding engine
abstraction process (FEA). The FEA abstracts the details of how
the forwarding path of the router is implemented and as a result, the
routing processes are agnostic to whether the forwarding plane is
Click based, a conventional UNIX kernel, or an alternative method.
The FEA manages the networking interfaces and forwarding table
in the router, and provides information to routing processes about
the interface properties and events occurring on interfaces, such as

an interface being taken down. As with the finder, XORP processes
can bypass the FEA when required.

4 SOLVING DESIGN CHALLENGES

This section shows how we address the four design challenges
of traditional router features, extensibility, robustness, and perfor-
mance. Space constraints prevent inclusion of much detail, but we
do describe our IPC mechanism, XORP Resource Locators (XRLs),
at length.

4.1 Features
To be successful, a router platform needs to be have good sup-

port for the routing and management protocols that are in wide-
spread use today. The minimal list of routing and routing-support
protocols is:

• BGP4+ inter-domain routing.

• OSPF intra-domain routing.

• RIPv2/RIPng intra-domain routing.

• Integrated IS-IS intra-domain routing.

• PIM-SM/SSM multicast routing.

• IGMPv3/MLD local multicast membership.

• PPP for point-to-point links (as per RFC 1812).

With the exception of IS-IS, all of these are currently being worked
upon within XORP. The aim is for both IPv4 and IPv6 support.
MPLS is deliberately omitted at this stage. The multi-process ar-
chitecture helps us to leverage existing code where appropriate;
our OSPF and RIP implementations are derived from John Moy’s
OSPFd [9] and BSD’s routed respectively.

For management interfaces, we are pursuing a command line in-
terface resembling that of Juniper and intend to support SNMP.

4.2 Extensibility
Open interfaces are the key to extensibility. Interfaces must ex-

ist at any point where an extension might plug in, and those in-
terfaces must be relatively easy to use. XORP’s design encourages
the construction of useful interfaces through multi-process design.
A routing protocol process, for example, must communicate with
other processes to install routes and discover information about the
router itself. Open inter-process interfaces, built in to the system
from the beginning, form the basic source of user-level XORP’s
extensibility.

4.2.1 XRLs
Most inter-process communication within XORP takes place via

XORP Resource Locators, or XRLs. XRLs resemble the Web’s
URLs. They specify in human-readable form the type of IPC trans-
port desired (the “protocol”), the abstract name for the entity being
communicated with, the method being invoked, and a list of named
arguments. Unlike URLs, they can also specify the nature of the
response expected.

As an example, the general form of one of the XRLs for the
forwarding engine abstraction (FEA) process might be rendered in
human readable form as:

IPC mechanism

Abstract module name
Interface name

Inteface version

Method
Parameters

finder://fea/fea/1.0/add_address?vif:txt=fxp0&address:ipv4=10.0.0.1
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The initial ‘finder:’ portion specifies the protocol; in this case the
actual protocol has not yet been resolved. The first time this XRL
is called, the client XRL library contacts the finder, which responds
with a redirection to a new XRL containing the actual protocol to be
used, together with all the parameters needed to contact the current
FEA. Subsequent communication then goes directly between the
client and the FEA process. If the FEA restarts, the client’s XRL
calls to the old FEA will fail, and it can consult the finder to update
the redirection.

The XRL library, which all of our processes link against, takes an
XRL and performs argument marshaling, then it invokes the spec-
ified transport mechanism, and handles the response or any failure
that might occur. Unlike many RPC or remote method invocation
mechanisms, XRLs don’t try and hide from the programmer that
off-process communication is taking place. While this makes the
programmer’s job harder at first, it is essential for robustness that
the programmer is made aware that the failure modes of IPC are
different from those of a local procedure call. To help the program-
mer and improve performance, an IDL and a stub generator exist,
so most XRL clients never need to parse the human readable form.

The original motivation for XRLs was to encapsulate existing
protocols within our consistent IPC framework. For example, we
might wish to run third-party software that uses SNMPv3 for con-
figuration. To integrate this software into our XRL-based manage-
ment framework, we might write an SNMP ‘protocol family’ for
the XRL client library. Then XORP processes could transparently
interoperate with the third-party software via XRLs that start with
‘snmp:’. XRLs are general enough to encompass simple communi-
cation with the kernel via ioctls, and even signaling via kill().
At the present time, we have not had a need to add this functional-
ity, but should the need arise, our architecture would support it. The
current XRL library supports XORP-specific protocols for remote
procedure call, one layered over TCP and the other over UDP, and
a local procedure call mechanism for intra-process communication.

4.2.2 XRL Example: Command-line Interface
One of the biggest issues faced by an extensible router is the

integration of separately maintained components into a coherent
system. Consider the interaction between management mechanisms
such as a command-line interface (CLI) and a new routing protocol.
The author of each of the management processes has no knowledge
of future routing protocols. At the same time, the author of each
routing protocol has no knowledge of future management mecha-
nisms. Our solution is for all management, including initial con-
figuration, to take place using XRLs. To add support for a specific
management mechanism, such as SNMP or a command-line in-
terface, the protocol implementor writes simple text files that map
management requests to XRL calls. These thin mapping files are
easy enough to write that third parties might add them as new man-
agement interfaces become available.

To get more concrete, our configuration manager has a strict hi-
erarchy of configuration parameters, which is directly reflected in
our default CLI. A fragment of a router configuration file might
look like:

protocols ospf {
router-id: 128.16.64.1
area 128.16.0.1 {

interface xl0 {
hello-interval: 30

}
}

}

The configuration manager takes a directory of template files,

which define the possible configurable parameters for each XORP
routing protocol, and generates mappings of configuration parame-
ters to XRL dispatches. The designer of a new routing protocol can
simply add a template file specifying the new functionality pro-
vided. Thus, the template entry for OSPF might contain the frag-
ment:

hello-interval: uint {
%set: xrl “ospf/ospf/1.0/set hello interval?

if:txt=$(IFNAME)&interval:i32=$(VALUE)”;
%get: xrl “ospf/ospf/1.0/hello interval?if:txt

-> interval:i32”;
}

The configuration manager can read the template file, discover
the new functionality, and know how to communicate with the pro-
cess to use it. The new functionality is then immediately available
through the CLI.

4.3 Performance
Simultaneouly satisfying the three goals of extensibility, perfor-

mance, and robustness without compromise is probably not possi-
ble. Different parts of XORP have different priorities. User-level
XORP does not need particularly performance-conscious design.
Route updates can arrive at high rates, but nowhere near the rates
of packet arrival. It is well within the capabilities of a desktop PC
to handle the volume of data and computation required for unicast
routing. (The main issues here are of the computational complexity
of the protocol implementations.) At user-level, our priorities are
extensibility and robustness.

The forwarding path, however, must touch every packet and per-
formance is paramount. Initially we have focused on a PC-based
hardware platform as this allows for easy testing and early deploy-
ment, but great care is being taken to design a modular forwarding
path architecture which can support some or all of the forwarding
functions happening in hardware. For our own work, the preferred
forwarding path is based on the Click modular router [6]. Click
provides a high-performance forwarding path in the kernel, run-
ning on commodity hardware, and allows for run-time extensions
and reconfiguration. Click’s modularity allows for many divisions
of work between software and hardware. If researchers or develop-
ers decide they want to augment XORP with network processors2

or special-purpose hardware [7], this will be an advantage.
Click forwarding paths are extensible in two key ways:
• Existing defined elements can by interposed into a forward-

ing path to add new functionality.
• New Click elements can be created, loaded as kernel mod-

ules, and then plumbed in to the forwarding path.
In the context of XORP, this extensibility can aid performance. For
example, a network administrator can ensure that only a small sub-
set of traffic goes through a possibly-slow extension, by defining
a new special-purpose classifier that matches extension traffic and
inserting it into the relevant place in the forwarding path.

4.4 Robustness
The routing and coordination processes in XORP run in user

space on a traditional UNIX operating system. Routing processes
2Network processors [5] are interface cards containing a number
of high-speed network interfaces, typically together with a proces-
sor and some specialized programmable hardware for performing
forwarding. Typically the network processor can perform simple
forwarding very well, but more complex functionality needs to be
off-loaded to be handled by software running on the host proces-
sor [12].
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are protected from each other and can have their resources con-
strained according to administrative preference. Furthermore, rout-
ing processes can crash without affecting the kernel, forwarding
plane, or each other. And if a routing protocol does crash, the RIB
will remove its routes from the forwarding engine, and optionally
inform the re-starting routing process of the routes it previously
held.

Multiple processes are used in Zebra [14] and Cisco’s proposed
ENA router operating system, but not by some of the larger com-
mercial vendors today.

A significant aspect of robustness is security. One benefit of be-
ing forwarding-path agnostic is that we can abstract privileged op-
erations, such as sending on a raw socket, into the FEA via XRLs.
This allows us to run many routing protocols in a sandbox. They
have no interaction with the outside world except through XRLs
and packets, and so an exploitable vulnerability in a routing proto-
col is far more difficult to escalate into full control of the router.

Robustness in the forwarding path is also important, but solu-
tions such as memory protection that work well in user-space are
not acceptable. In the Click forwarding path robustness comes from
the granularity and simplicity of Click’s components. Each element
is small enough to be well understood and tested in isolation. And
since many of Click’s components can be run and debugged in user-
space, confidence about their robustness can be attained before be-
ing used in the kernel.

5 SUMMARY

We believe that much good Internet research is being frustrated
by an inability to deploy experimental router software at points in
the network where it makes most sense. These problems affect a
wide range of research, including routing protocols themselves, ac-
tive queue management schemes, and so-called “middlebox” func-
tionality such as our own traffic normalizer [4]. Many of these prob-
lems would not exist if the router software market more closely re-
sembled the end-system software market, which has well defined
APIs for application software, and high performance reliable open-
source operating systems that permit kernel protocol experimenta-
tion. Our vision for XORP is to provide just such an open platform;
one that is stable and fully featured enough for serious production
use (initially on edge-routers), but designed from the very outset to
support extensibility and experimentation without compromising
the stability of the core platform.

There are many unanswered questions that we still have to re-
solve. For example, network managers simply wish to say what a
router should do; they don’t typically care about how this is imple-
mented. Click starts from the point where you tell it precisely how
to plumb together the forwarding path. Thus we need a forwarding
path configuration manager that, given the network manager’s high-
level configuration, determines the combination of click elements
and their plumbing needed to implement the configuration. The
simplest solution is a set of static profiles, but we believe that an
optimizing configuration manager might be able to do significantly
better, especially when it comes to reasoning about the placement
and interaction of elements such as filters.

Thus, while XORP is primarily intended to enable research, we
also believe that it will also further knowledge about how to con-
struct robust extensible networking systems.

Finally, while we do not expect to change the whole way the
router software market functions, it is not impossible that the wide-
spread use of an open software platform for routers might have
this effect. The ultimate measure of our success would be if com-
mercial router vendors either adopted XORP directly, or opened
up their software platforms in such a way that a market for router

application software is enabled.
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ABSTRACT
This paper argues that a new class of geographically dis-
tributed network services is emerging, and that the most
effective way to design, evaluate, and deploy these services
is by using an overlay-based testbed. Unlike conventional
network testbeds, however, we advocate an approach that
supports both researchers that want to develop new ser-
vices, and clients that want to use them. This dual use, in
turn, suggests four design principles that are not widely sup-
ported in existing testbeds: services should be able to run
continuously and access a slice of the overlay’s resources,
control over resources should be distributed, overlay man-
agement services should be unbundled and run in their own
slices, and APIs should be designed to promote application
development. We believe a testbed that supports these de-
sign principles will facilitate the emergence of a new service-
oriented network architecture. Towards this end, the paper
also briefly describes PlanetLab, an overlay network being
designed with these four principles in mind.

1. INTRODUCTION
The Internet was founded on a simple model in which the
routers inside the network are responsible for forwarding
packets from source to destination, and application pro-
grams run on the hosts connected to the edges of the net-
work. However, the last few years have seen a blurring of the
distinction between packet forwarding and application pro-
cessing, as new widely-distributed applications are making
their own forwarding decisions. This emerging class of ap-
plications includes network-embedded storage [12], peer-to-
peer file sharing [16, 4], content distribution networks [20],
robust routing overlays [17, 2], scalable object location [3,
15, 18, 14], and scalable event propagation [5]. At the same
time, network elements such as layer-7 switches and trans-
parent caches are performing application-specific processing.

These emerging services are the result of a convergence of
two historically separate research communities. One is the
distributed systems community, which traditionally viewed
the network as merely providing bit-pipes between edge ma-
chines, but is increasingly embedding functionality at impor-
tant crossroads and access points throughout the network.
The other is the network community, which traditionally
worried about forwarding packets without regard to appli-
cation semantics, but is increasingly aware of the synergy

∗This work is supported by Intel Corporation, NSF grant
ANI-9906704, and DARPA contract F30602–00–2–0561.

that comes from unifying the computational and storage re-
sources within the network with the requirements of the ap-
plication.

We believe that the full integration of these two perspectives
will result in a new, service-oriented network architecture.
Unfortunately, this work is being done in an environment
in which the Internet is less and less influenced by research,
and increasingly shaped by commercial interests. In fact, a
recent report from the National Research Council points to
the ossification of the Internet [13]:

...successful and widely adopted technologies are
subject to ossification, which makes it hard to
introduce new capabilities or, if the current tech-
nology has run its course, to replace it with some-
thing better. Existing industry players are not
generally motivated to develop or deploy disrup-
tive technologies...

This paper offers a blueprint for introducing disruptive tech-
nologies into the Internet through the use of overlay net-
works. Overlays provide the right opportunity for innova-
tion because they can be rapidly programmed to provide an
innovative capability or feature, without having to compete
with the existing infrastructure in terms of performance, re-
liability, administrative tools, and so on. Over time, we
expect the “weight” such overlays place on the underlying
Internet will result in the emergence of a new architecture,
much in the same way the Internet (itself an overlay net-
work) influenced the telephony network on which it was
built. This paper concludes by speculating about what this
new architecture might look like.

2. FROM DESIGN TO DEPLOYMENT
The example applications mentioned above are currently be-
ing designed and studied using a combination of simulation,
network emulation, and small-scale testbeds. All of these
systems would greatly benefit from a testbed that supports
large-scale, real-world experiments. Overlays would play
two roles in such a testbed: applications using the testbed
will be structured as overlays, but the testbed itself is also an
overlay from the perspective of controlling, managing, and
deploying applications over it. We define such a testbed
along three main dimensions.

First, the physical dimensions of the overlay network should
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be large—on the order of 1000 sites—to enable wide deploy-
ment of services and measurement tools. We envision the
majority of these sites running a single overlay node that
connects a large client population to the overlay. We can
think of these nodes as providing a thousand viewpoints
on the network. They should be selected to provide a rich
diversity of link behavior, and wide-spread geographic cov-
erage. We also envision the overlay including roughly a hun-
dred sites with more substantial computing resources (e.g.,
a cluster of machines) located at network crossroads (e.g.,
peering points and co-location centers).

Second, the overlay consists of two main software compo-
nents: (1) a virtual machine monitor (VMM) running on
each node; and (2) a management service used to control
the overlay. The VMM specifies the interface to which the
services distributed over the testbed are written. This is
a controlled interface to abstract resources (e.g., network
ports and logical disks), rather than an interface that pro-
vides direct access to hardware. The management service is
used to control the testbed; for example, to discover the set
of nodes in the overlay, monitor their health, and to keep
the software running on these nodes up-to-date.

The final dimension, which is the most distinguishing char-
acteristic of the approach we advocate, is the overlay’s mode
of operation. Rather than view the overlay strictly as a
testbed, we take the long-term view in which the overlay is
both a research testbed and a deployment platform. In other
words, the overlay should support the seamless migration of
an application from early prototype, through multiple design
iterations, to a popular service that continues to evolve.

Using an overlay as both a research testbed and a deploy-
ment platform is synergistic. As a testbed, the overlay’s
value is to give researchers access to (1) a large set of ge-
ographically distributed machines; (2) a realistic network
substrate that experiences congestion, failures, and diverse
link behaviors; and (3) the potential for a realistic client
workload. Its value as a deployment platform is to provide
(1) researchers with a direct technology transfer path for
popular new services, and (2) users with access to those new
services. We believe that supporting both roles is critical to
the success of the system.

An important consequence of dual use is that the testbed
must support the continuous operation of network services,
as opposed to providing mechanisms for starting and stop-
ping experiments. This leads to an obvious tension be-
tween the needs of “test & measure” researchers for re-
producible results, and those interested in the system as
a deployment platform. As an overlay, however, the band-
width/latency/loss that can be achieved through the net-
work is variable, and hence, unpredictable. The overlay’s
real value as a research platform is in providing realistic
network conditions.

The dual use paradigm also implies that many experimental
services will have to share nodes, since it is unreasonable
to dedicate on the order of 1000 distributed nodes to a sin-
gle experimental service for months at a time. This leads
to strong security and resource control requirements on the
virtual machine monitor.

Another way to understand the essential aspects of the ap-
proach we are proposing is to compare it to several current
testbed efforts.

• Internet2, which includes the Abilene backbone, is a
physical network that includes high-speed optical links
connecting major research universities [10]. The net-
work nodes are closed commercial routers, making it
impossible to introduce new functionality into the mid-
dle of the network. In contrast, the main virtue of an
overlay is that the nodes are fully programmable.

• Emulab is a network experimentation facility supported
by the University of Utah [22]. Researchers are able
to schedule a set of nodes for experiments, and dic-
tate how the nodes are configured to emulate differ-
ent network topologies. An overlay also has an ex-
perimental aspect, but its dual role as a deployment
platform means that experimental systems run contin-
uously, rather than for a limited period of time.

• The Grid is a collection of middleware, called Globus
[6], that allows researchers to distribute large scien-
tific applications across a distributed set of compu-
tational resources [9]. The main difference between
the Grid and the proposed overlay is one of emphasis:
the Grid is primarily interested in gluing together a
modest number of large computing assets with high-
bandwidth pipes, while the overlay is primarily con-
cerned with scaling less bandwidth-intensive applica-
tions across a wider collection of nodes.

• The ABONE is an overlay testbed that grew out of the
Active Networks initiative [1]. It allows service devel-
opers to dynamically load their applications onto the
overlay’s nodes. Although the high-level goals are sim-
ilar, one important difference is that Active Networks
is primarily focused on supporting extensibility of the
network forwarding function, whereas we take a more
inclusive view of the types of applications that will be
deployed throughout the network, including those that
involve a significant storage component.

• The XBONE is an overlay network with support for
IP-in-IP tunneling [19]. It also includes a GUI-based
toolset for establishing and monitoring specific overlay
configurations. The XBONE and the proposed over-
lay share the goal of supporting multiple independent
overlays on the same set of machines, but the XBONE
is limited to IP tunnels, whereas we also hope to sup-
port higher-level overlays, such as those implemented
by peer-to-peer systems.

An alternative to developing a new service on a traditional
testbed is to package it as an application that can run on any
desktop machine. If it proves to be a popular service, users
will install it. File sharing systems like Napster and KaZaA
have successfully adopted this approach, but it is not clear
that it extends to other styles of services. More importantly,
deploying services in the wild by viral dissemination has
several shortcomings.

First, it does not work unless the service is immediately and
widely popular. This makes it impossible, for example, to do
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research studies into algorithms for managing overlay net-
works. Often, the technically superior solution will not be
used if its applications or content happen to be less popular.

Second, it is difficult to modify such a system once it is
deployed, making the process of learning from experience
very cumbersome. The next version of the algorithms—or
more generally, the next iteration of the design-evaluate-
refine cycle—often requires a new set of compelling applica-
tions.

Third, such systems are not secure. The recent problem
with KaZaA exposing all files on the local system is just one
example of the potential dangers. We prefer a system that
allows us to understand how to sandbox viral peer-to-peer
applications so that users need not trust their entire systems
to the coding standards of random peer-to-peer developers.

3. DESIGN PRINCIPLES
Our vision of an overlay that serves both service developers
and service users has several implications for the architec-
ture of the system. This section outlines the key design
principles that shape such an overlay.

3.1 Slice-ability
Because services are expected to run continuously, rather
than be globally scheduled to run one at a time, the overlay
must support distributed virtualization. That is, each appli-
cation acquires and runs in a slice of the overlay. Distributed
virtualization, in turn, requires each node to multiplex mul-
tiple competing services. Thus, a key responsibility of the
VMM running on each node is to allocate and schedule slices
of the node’s processor, link, and storage resources.

The node slicing mechanism must be secure in that it pro-
tects the node from faulty or malicious services. It must
also use a resource control mechanism such as proportional
share scheduling to enforce bounds on the resources con-
sumed by any given service. Finally, it must be scalable
in the sense that each node is able to efficiently multiplex
resources among a large number of services.

Note that while each node is able to enforce slices of its lo-
cal resources (including its outgoing link bandwidth), since
the system is an overlay network, it is not possible to en-
sure that a given application receives predictable network
performance, given that the Internet does not yet support
bandwidth reservations.

Finally, in addition to viewing a slice as the collection of
resources available on some set of nodes, a slice can also be
characterized at the global level in terms of how those nodes
(resources) are spread throughout the Internet. For exam-
ple, one slice might contain resources that are uniformily
distributed over as wide of area as possible, while another
might wish to ensure that its resources are clusterd in au-
tonomous systems with a high degree of connectivity.

3.2 Distributed Control of Resources
In its dual role as testbed and deployment platform, there
will be two types of users: (1) researchers that want to install

and evaluate new services, and (2) clients that want to access
these services. Initially, the researchers are likely to be the
only users (it is important that the researcher community
develop applications that they themselves want to use), but
in order to function as a deployment platform, the overlay
must also provide explicit support for people that are willing
to add nodes to the overlay for the sake of accessing its
services.

These two user populations have different views of the nodes.
Researchers want to dictate how their services are deployed.
It may be as simple as “on as many nodes as possible” but
they may also want to dictate certain node properties (e.g.,
at a crossroads site with sufficient storage capacity). Clients
want to decide what services run on their nodes. They
should be required to allocate slices of their machines to
experimentation—thereby postponing future ossification—
but they need to be able to set policy on how resources are
allocated to different services.

This shared control of resources implies a highly-decentralized
control structure. For example, a central authority may pro-
vide legitimate service developers with credentials that allow
them to request a slice of a node, but each node will inde-
pendently grant or deny such a request based on local policy.
In essence, the node owner decides how many of the node’s
resources may be consumed by different services.

From a security perspective, applications have to trust both
the central testbed authority and the physical security of
the nodes at individual sites. Ultimately, this means service
overlays need to be aware of where they cross administra-
tive domain boundaries, and protect themselves from rogue
elements.

3.3 Unbundled Management
Rather than view testbed management as a single, fixed
service, overlay management should be unbundled into a set
of largely independent sub-services, each running in their
own slice of the overlay. For example, overlay management
might be partitioned as follows:

• discover the set of nodes in the overlay and learn their
capabilities;

• monitor the health and instrument the behavior of
these nodes;

• establish a default topology among the nodes;

• manage user accounts and credentials;

• keep the software running on each node up-to-date;
and

• extract tracing and debugging information from a run-
ning node.

Some of these sub-services are part of the core system (e.g.,
managing user accounts), and so there must exist a single,
agreed-upon version. Others can be provided through a set
of alternative services. The system will need to provide a
default set of such services, more or less bundled, but we
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expect them to be replaced by better alternatives over time.
In other words, the management structure should be engi-
neered for innovation and evolution.

To better appreciate the power of being able to run new
management services in a slice of the overlay, imagine if we
were able to go back to the days when IP was defined; we
could then put in the instrumentation hooks we need today
to measure Internet traffic. An overlay that ensures that
some fraction of each node can be programmed will give us
that ability.

The strategy of unbundling the management service requires
that appropriate interfaces be defined. First, the individual
services are likely to depend on hooks in the VMM that,
for example, make it possible to retrieve the status of each
node’s resources. Second, the various sub-services may de-
pend on each other; for example, the node monitoring ser-
vice might provide input to a realtime database that is later
queried by the resource discovery service. Allowing these
two services to evolve independently will require a common
representation for node attributes.

3.4 Application-Centric Interfaces
Perhaps the single greatest failure of testbeds, in general, is
that they do not promote application development. One rea-
son is that they are short-lived: experience teaches us that
no one builds applications for pure testbeds since their life-
time is, by definition, limited. Related to this point, there is
usually little motivation to integrate the testbed with desk-
top machines, making it nearly impossible for clients to ac-
cess applications that might be available. The hope is that
by designing the overlay to serve as both a research testbed
and a deployment platform we will lower the hurdle for ap-
plication development.

A more tangible problem is that it is difficult to simultane-
ously do the research needed to create an effective testbed,
and use the testbed as a platform for writing applications.
Users require a stable platform, which is at odds with the
need to do research on the platform. To make matters worse,
such research often results in new APIs, requiring that ap-
plications be written from scratch.

Thus, our final design principle is that the overlay must sup-
port an existing and widely adopted programming interface,
with platform-related research changing the underlying im-
plementation over time, while the API remains largely un-
changed. Should an alternative API emerge from this effort,
new applications can be written to it, but the original API
is likely to be maintained for legacy applications.

4. PLANETLAB
We are currently building an overlay testbed, called Plan-
etLab, that adheres to these design principles. We envi-
sion PlanetLab achieving the goals outlined in this paper in
three phases. Our strategy is to incrementally enhance the
capabilities of PlatnetLab in accordance with the next user
community we hope to attract.

Seed Phase: We have seeded PlanetLab with 100 machines
and provided just enough functionality to meet the

needs of a small, known set of researchers. These re-
searchers are implementing and experimenting with
many of the services mentioned in the introduction.
We do not expect to support a client community dur-
ing this phase, but instead PlanetLab will function as
a pure testbed.

Researchers as Clients: We are now opening PlanetLab
to the larger research community, which we expect to
drive the size towards 1000 sites. We recognize, how-
ever, that adding clusters at strategic Internet cross-
roads will require broader government and industrial
support. During this phase, the user community will
still be primarily researchers experimenting with their
services. We also expect these researchers will them-
selves begin to use primitive services provided by these
applications.

Attracting Real Clients: Our thesis is that the research
community is poised to develop innovative services,
and that a true client base will follow. Accessing a
service in this world is equivalent to joining an overlay
network, and so we expect a growing client commu-
nity to connect to PlanetLab. To the extent successful
services are developed, we also expect to spin-off phys-
ically distinct copies of PlanetLab.

The hardware is dedicated PlanetLab nodes, as opposed to
client-owned desktop machines. To minimize heterogeneity
headaches, we prescribe the permitted hardware configura-
tions. To ensure conformance with the common interfaces
and policies, only the central PlanetLab authority (as op-
posed to node owners) have root-access to the machines.
Moreover, while node owners will be able to establish policy
on how their nodes are sliced, PlanetLab will retain the right
to allocate some fraction of each node to experimental ser-
vices. Finally, to ensure stability, PlanetLab will maintain
a “core” of highly available nodes and sites.

The initial default management service is provided by a com-
bination of the Ganglia resource monitoring tool [8], a boot
and software update process based on Xenoboot [23], and an
account/project management interface patterned after Em-
ulab. We are currently evolving Ganglia into two separate
components: a resource monitor that reports the resources
available on a given node, and a resource broker that aggre-
gates this information from a set of nodes, and responds to
requests for slices.

Moreover, we are evolving account managment in a way that
moves PlanetLab away simply providing a set of Unix ac-
counts, towards a service-oriented architecture in which ser-
vices dynamically create the slices in which they run. This is
a three stage process: (1) a service manager first contacts a
resource broker to select (discover) a set of candidate nodes
that constitute a slice, (2) it then contacts the nodes in that
set to initialize a network of virtual machines (this involves
a per-node admission control decision), and (3) it launches
the service in the resulting slice.

In terms of the VMM, our strategy is to evolve the kernel
component of PlanetLab toward a strong notion of an iso-
lation kernel, while maintaining an operational system that
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is usable by researchers for both experimentation and long-
term deployment. Towards this end, we are pursuing two
complementary development efforts.

The first builds on a traditional Unix-like operating system
that does not distinguish between the interface at which
resource allocation and protection is applied (the isolation
interface) and the system call interface used by program de-
velopers (the application interface). Speficically, we have
settled on Linux since it is a popular platform for imple-
menting network services. We then plan to augment Linux
with functionality to provide better security and resource
isolation between services running over it. The most attrac-
tive way of doing this includes virtualizing the kernel (rather
than the hardware) in the style of Vservers [11], replacing
privileged kernel functionality with safe alternatives (e.g.,
safe raw sockets), and adding support for slice-ability (e.g.,
resource containers plus proportional scheduling of the link
and CPU).

The second effort revolves around isolation kernels like De-
nali [21] and Xenoservers [7], which provide a low-level iso-
lation interface that closely resembles virtualization of the
hardware. Operating systems such as Linux, BSD, and Win-
dows XP can be ported to this virtual machine, an opera-
tion that is greatly simplified by the similarity between the
virtual machine architecture and the “real” hardware the
operating systems were originally developed for. The ex-
pectation is that it will be easier to assure the correctness
of a minimal isolation kernel, thereby improving the overall
security of the system.

5. CONCLUDING REMARKS
Just as the Internet was originally an experimental packet-
switched network that evolved into a ubiquitous communica-
tion substrate over time, we believe it is possible to design a
shared overlay infrastructure that can evolve from a modest
research testbed into a planetary-scale service deployment
platform. In fact, it is not an accident that our underlying
design philosophy is similar to that of the Internet: we de-
fine the minimally required interfaces, and through the use
of virtualization (slice-ability), the system is engineered to
evolve.

There is a second interesting comparison point between the
Internet and experimental testbeds like PlanetLab. The In-
ternet was originally an overlay network that viewed the un-
derlying telephony system as providing a collection of leased
lines, but as it grew, the “weight” of the Internet eventually
contributed to a complete re-design of the phone network.
Likewise, overlay networks like PlanetLab initially view the
Internet as providing a set of bit-pipes, but over time it
is likely that the Internet architecture will evolve to better
support service-level overlays. In other words, one of the
most interesting questions emerging from this effort is how
the interaction between the Internet and an overlay network
like PlanetLab eventually results in a new service-oriented
network architecture.

As an illustrative example of how this process might take
place, it is already the case that multiple overlay services
running on Planetlab independently probe the network as
part of their topology-selection process. This is inefficient,

and at the very least, there needs to be a shared “topol-
ogy probing” mechanism. An additional step beyond such a
mechanism would be to define an interface that allows over-
lays and the Internet to share topology information with
each other. Eventually, one could imagine a few well-designed
topology services evolving, with other services employing
one of them rather than inventing a new one of their own.
Whether a single “winner” emerges from this effort—and
perhaps is subsumed into a new Internet architecture—or
the very nature of a programmable overlay means that ser-
vices will continue to define their own routing machinery,
remains a subject of speculation.
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1. INTRODUCTION AND MOTIVATION
The Internet lacks a coherent model which unifies security
(in terms of where packets are allowed to go) and routing
(where packets should be sent), even in constrained envi-
ronments. While automated configuration tools are appear-
ing for parts of this problem, a general solution is still un-
available. Routing and firewalling are generally treated as
separate problems, in spite of their clear connection. In
particular, security policies in data hosting centers, enter-
prise networks, and backbones are still by and large installed
manually, and are prone to problems from errors and mis-
configurations. In this paper, we present Predicate Routing
(PR) as a solution to this problem. We briefly describe our
centralized implementation and then outline the extension
of Internet routing protocols to support Predicate Routing.

In current IP networks, the state of the system is primar-
ily represented in an imperative fashion: routing tables and
firewall rulesets local to each node strictly specify the ac-
tion to be performed on each arriving packet. In contrast,
Predicate Routing represents the state of the network declar-
atively as a set of boolean expressions associated with links
which assert which kinds of packet can appear where. From
these expressions, routing tables and filter rules are derived
automatically. Conversely, the consequences of a change in
network state can be calculated for any point in the net-
work (link, router, or end system), and predicates derived
from known configuration state of routers and links. This
subsumes notions of both routing and firewalling.

We use the phrase “controlled networking” to refer to envi-
ronments where every packet flow in a network has been ex-

plicitly allowed or “white listed”, possibly by an automated
process. Controlled networking using Predicate Routing
gives precise assurances about the presence of network pack-
ets, even when network elements cannot provide the filter-
ing and packet discrimination required by a naive, manually
configured approach.

Where ideal security is infeasible with the given infrastruc-
ture and topology, Predicate Routing can be used to guide
risk assessments and security tradeoffs by providing com-
plete information about what packets are allowed to tra-
verse each link. Furthermore, Predicate Routing aids packet
traceback, by allowing those properties of a packet (such as
origin machine) which cannot be directly observed at most
points in the network to be logically inferred from observable
properties.

Note that this differs from the various forms of coordinated
firewall control or distributed firewalling in that predicates
do not specify traffic rules but rather capture both current
and desired network state. From this state appropriate fire-
wall rulesets may be synthesized.

Since our declarative view of network state is very differ-
ent from traditional routing concepts, we first give an ab-
stract view of how Predicate Routing represents a network,
as a precursor to discussing its application. We then detail
two scenarios where Predicate Routing can be applied: the
control of flows and isolation of applications in a central-
ized environment such as a datacenter, and the use of dis-
tributed Predicate Routing algorithms to support controlled
networking in the wide area.

2. PREDICATE ROUTING: FRAMEWORK
Predicate Routing is concerned as much with where particu-
lar packets in an IP network can appear as with where they
should be sent. While the term “reachability” in conven-
tional IP networks refers to the notion that some packets
can reach a given point in the network, in Predicate Rout-
ing this notion is packet-specific, and subsumes both the
notion of firewalling (ensuring that a particular destination
is unreachable for that packet), and routing (attempting

ACM SIGCOMM Computer Communications Review Volume 33, Number 1: January 200365



A C

DB

A

DB

C

Port

Link

Router or Node

Figure 1: A traditional representation of a network,

and the same network in Predicate Routing terms.

to ensure that the desired destination is reachable for the
packet). Predicate Routing achieves this by employing a
non-traditional abstraction of network properties. The up-
per half of Figure 1 shows a typical, simple IP network com-
posed of 2 routers and 4 end nodes. Links are bidirectional,
and connect ports on routers and nodes.

The lower half shows how the same network is represented
in Predicate Routing. Some differences are immediately ap-
parent. The most obvious is that the switch-centric repre-
sentation has been replaced by one made up of ports and
links. Indeed, in Predicate Routing the notion of a switch
or router per se is important only from an implementation
standpoint (as a collection of ports with a single control in-
terface and shared resources). Ports are now unidirectional,
and so there are twice as many. At the same time, links
are regarded as broadcast media, and so are neither unidi-
rectional nor bidirectional. Finally, the “inside” of a router
or switch is equivalent to an external network link from the
point of view of Predicate Routing.

While the network has become more complex (more links,
more ports), the elements making it up have become much
simpler, making it easier to automate reasoning about the
network. Firstly, links are now passive media elements, and
so it makes sense to talk about a packet being “present”
on a link without needing to specify the direction in which
it is traveling. Secondly, ports have a single input and a
single output and have subsumed the role of switches and
routers in the traditional representation, and so they can be
viewed as “gates” which allow some packets through (pos-
sibly modifying them in the process) and disallow others.
These two abstractions, (unidirectional) ports and (non-
directional) links, form the basis for Predicate Routing.

2.1 Predicates
Predicate Routing views the state of an IP network as a set
of logical expressions—predicates—that refer to properties
of packets at each point in the network. In traditional rout-
ing, network state is represented as a forwarding table at
each router, which can be viewed as a function from packet
properties to outgoing router ports. In contrast, in Predi-
cate Routing a packet can potentially appear on any router
output port which does not explicitly disallow it; and the
forwarding table is represented as a set of output filters.
These two views of a router are equivalent (Predicate Rout-
ing is just as expressive), but the more declarative approach
taken by Predicate Routing simplifies automated reasoning
about network state.

The primitive terms of a predicate are packet attributes like
source or destination IP address, port numbers, protocols,
etc. A simple (and highly restrictive) link predicate might
be:

Proto(TCP) AND DestPort(80) AND DestAddr(10.10.1.2)

While all the attributes in this example are directly observ-
able from the packet header, one can define other attributes
which are not immediately observable, such as the origin
machine of the packet (in the presence of potential source
address spoofing), a particular flow or path the packet is part
of, etc. Predicate Routing can allow these non-observable
attributes to be inferred from the network state. Routers
generally operate only on observable properties of packets.

Four kinds of predicate are involved in representing network
state: link or network predicates, switch predicates, port
predicates, and filter predicates.

2.2 Link and network predicates
A link predicate is an assertion about the properties of pack-
ets that can be seen on a network link. Recall that links do
not have a direction, so a single boolean expression in dis-
junctive normal form1 suffices to describe everything that
can be observed on the link.

While the idea generalizes to broadcast networks, where the
predicate refers to then packets that can be present on a
given segment, in this paper we restrict our discussion to
switched point-to-point links.

2.3 Switch predicates
A switch predicate is an assertion about packets that may be
seen “inside” a router or switch—packets which may poten-
tially traverse the switching fabric. We treat the inside of a
router as a “sea of packets”, with no notion of which port
a packet entered on, or which port or ports the packet is
leaving on, hence there is a symmetry between the “insides”
of switches and routers, and the “outsides” of links, with a
corresponding symmetry between input and output ports.

This is a relatively simple model of a router. Modern IP
routers are rather more complex than this: in particular

1i.e. an or of a series of and-connected compound terms.
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many combine the functions of switching (based on MAC ad-
dress) and routing (at the IP layer) using the concept of vir-
tual LANs (VLANs). In this paper we use the terms switch
and router interchangeably. We can capture this complexity
of networking equipment in several ways. Firstly, if we treat
VLANs as if they were real Ethernet broadcast domains,
a Predicate Routing port now corresponds to the IP inter-
face of the VLAN on the switch, as opposed to the physical
ports. VLANs consequently have network predicates asso-
ciated with them. A better approach integrates the VLAN
notion into Predicate Routing’s model of the switch, but
that is beyond the scope of this paper.

2.4 Port predicates
A port predicate is an assertion about the properties of pack-
ets passing through a switch port. We view ports as unidi-
rectional. A port predicate is identical in form to a link or
network predicate.

2.5 Filter predicates
In the Predicate Routing model, input and output ports ap-
ply filters (which may be trivially simple). Thus, in addition
to the port predicate (which asserts the properties of traf-
fic flowing through the port), each port has an associated
filter predicate, which asserts the properties of traffic which
can flow through the port. The filter predicate for a port
expresses the filter configuration which currently applies to
the port. Most modern IP routers provide some facility for
input port filtering, sometimes referred to as Access Control
Lists, for which there is a natural mapping to input port
filter predicates. Output port filter predicates are also nat-
urally mapped onto real router configuration properties in
the form of IP routing table entries. To understand this,
consider the set of routing table entries in the router which
cause packets to be forwarded to a given port. Each compo-
nent term in the output filter predicate is the property that
the packet destination address matches the address prefix of
the table entry. The complete filter predicate is the or of
these terms.

Increasingly, all but low-end routers and high-performance
core IP switches support policy routing, where a routing
decision is made based not only on destination address, but
also on source address, protocol, ports, etc. This additional
router state information also maps naturally onto output
port filters.

2.6 Relations between predicates
Figure 2 shows a very simple example of a network configura-
tion, together with corresponding predicates which combine
both the filtering and routing configuration of the network
in a unified model of network state. It is clear that the four
types of predicates are closely dependent on each other:

1. The port predicate for an input port on a switch is the
and of the network predicate of the attached network
with the filter predicate for the port. This expresses
what the port filter does: it constrains the traffic that
enters the switch from the network through the port.
Similarly, the port predicate for an output port on a
switch is the and of the switch predicate, and the filter
predicate for the port.

Port A:
192.168.1.1

Port B:
192.168.1.2

Port C:
192.168.1.3

Port D:
192.168.1.4

Routing table:
 10.1.0.0/16 -> 192.168.1.1
 10.2.0.0/16 -> 192.168.1.4

Input filters:
 Port B: 
  Allow Source = 10.3.0.0/16
  Deny all
 Port C: 
  Allow Source = 10.4.0.0/16
  Deny all

Link a Link b

Link cLink d

Predicates:

 Filter A:
   Dest = 10.1.0.0/16 
 Filter B:
   Source = 10.3.0.0/16
 Filter C:
   Source = 10.4.0.0/16
 Filter D:
   Dest = 10.2.0.0/16 

 Switch:
   Source = 10.3.0.0/16 OR Source = 10.4.0.0/16

 Link A:
   Dest = 10.1.0.0/16 
   AND (Source = 10.3.0.0/16 OR Source = 10.4.0.0/16)
 Link B:
   None (anything)
 Link C:
   None (anything)
 Link D:
   Dest = 10.2.0.0/16 
   AND (Source = 10.3.0.0/16 OR Source = 10.4.0.0/16)

 Port A:
   Dest = 10.1.0.0/16 
   AND (Source = 10.3.0.0/16 OR Source = 10.4.0.0/16)
 Port B:
   Source = 10.3.0.0/16
 Port C:
   Source = 10.4.0.0/16
 Port D:
   Dest = 10.2.0.0/16 
   AND (Source = 10.3.0.0/16 OR Source = 10.4.0.0/16)

Figure 2: A very simple network showing predicates

2. A link predicate is the or of the port predicates for
the switch output ports which are attached to the link.
This simply expresses the fact that any packet enters
a link through one switch output port.

3. Similarly, the switch predicate for a switch is the or

of the port predicates for all the input ports on the
switch.

2.7 Discussion
Given these relations, we note that in a closed network, link,
port, and switch predicates can be derived from knowing
only the network topology and all the filter predicates.

Strictly speaking, the notion of a port predicate is redundant
in this framework: port predicates are entirely determined
by link and filter predicates and so don’t convey any addi-
tional information about network state. However, they are
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important as intermediate terms when applying the logical
framework in a real implementation, as in the next section.
Also, although Predicate Routing’s logical framework treats
networks and routers identically, in practice the difference
clearly matters.

When the network is connected to other systems (like the
rest of the Internet), these predicates can still be derived
from a combination of the filter predicates and the link
predicates at attachment points. Alternatively, predicates
on links entering an administrative domain can be defined
in accordance with service level agreements.

Note also that we can derive or “prove” additional properties
of packets at given point in the network, not directly observ-
able from the packet itself. For example, in Figure 2, if we
see a packet on link a with a source address in 10.3.0.0/16,
we can infer that the packet traversed link b. While this
example is trivial, in more complex networks this can be a
powerful tool for reducing human error in network configu-
ration.

The use of declarative languages to detect network and sys-
tem misconfiguration has been investigated in [11]. Predi-
cate Routing provides the logical framework in which these
techniques can be applied to network management, for ex-
ample automatic detection of BGP misconfiguration, a well
known problem [9].

The four types of predicates, together with the relations be-
tween them, faithfully model the packet forwarding behavior
of an IP network, both filtering and routing, and together
form a consistent logical system. However, this representa-
tion of network state is also highly amenable to manipulation
by programs controlling network elements. Because it gives
complete information of possible paths traversed by packets,
it is highly appropriate for implementing a controlled net-
working environment. In the next section, we describe one
approach to this, using a logically centralized approach for
managing and controlling the network in a datacenter.

3. CENTRALIZED PREDICATE ROUTING
We applied Predicate Routing to the problem of controlled
networking in a shared hosting platform or datacenter, where
(possibly distributed) third-party applications are hosted on
a shared cluster of servers. In this case it is reasonable to
implement a centralized network “control plane” with out-
of-band control of network elements. Here we sketch the
algorithm we use and our prototype design; in Section 4 we
outline how Predicate Routing can be applied in the dis-
tributed case to a larger network.

The system allows flows to be placed securely in the net-
work quickly and efficiently. Flows can also trace multiple
paths, allowing for fault tolerance in the face of link or router
outages. This function must be performed online and incre-
mentally, as the application mix is dynamic.

We define the meaning of “securely” in this context as fol-
lows. Every network link or computer in the datacenter may
have an associated predicate which specifies which packets
can be allowed on the link or arriving at the machine. This
predicate represents an externally imposed, site-specific se-

curity policy; we can imagine that in many cases interior
network links will have no restrictions on traffic, whereas
vulnerable end-hosts might have strict limits on their expo-
sure to potentially malicious traffic. Using predicate routing,
we can guarantee that when a flow is placed in the network:

1. The connectivity of all existing flows is unaffected,

2. No policy predicates on links or nodes are invalidated.

If the system fails to place a flow, it provides precise infor-
mation as to where the process failed, i.e. which security
constraint would have been violated and the new link pred-
icates that would result.

Our prototype at Sprint Labs is a network composed of two
Enterasys SSR-8600 switch-routers and a front-end Cisco
11800 Layer-7 switch, which connect 36 servers (each with
dual network interfaces) to each other and to the Internet.
Both types of switch support policy routing and input port
filters at the IP layer. The control plane runs externally on
another machine.

Since we are dealing with real networking equipment, a key
aspect of our system is the notion of a switch driver, which
provides an encapsulation both of the capabilities of a partic-
ular piece of hardware, and a means to configure the router
in real time. The control plane instantiates switch drivers
objects for each switch in the cluster. The driver models
a switch’s capabilities (how many per-port or per-line card
filters are supported, for instance), and establishes a con-
trol connection to the real hardware (through SNMP or a
command line emulator). In addition, the driver exports an
interface to the routing algorithm corresponding to Predi-
cate Routing’s “ports and links” representation.

For each physical port in a switch, the switch driver main-
tains state consisting of the current filter predicate and port
predicate for the port, and the current path list for this port,
i.e. the current set of paths which pass through the port.

For input ports to switches, the filter predicate is the current
filtering configuration for the port. For output ports, it is
the result of current static and policy routes configured on
the switch which route traffic out through this port. The
filter predicate is stored as a disjunction (logical OR) of
tuple expressions, which corresponds well to the filtering
functionality exposed by IP routers.

From the path list, a flow list can be constructed, and from
the specification of each flow, a list of tuples, i.e. a pred-
icate. Ideally, this predicate would precisely coincide with
the filter predicate but in practice this doesn’t always oc-
cur, either because the filtering functionality of the port is
limited (for example, router output ports often have little
filtering functionality other that provided by static routes),
or because the router’s capacity (in terms of filters) has been
already exceeded.

The routing algorithm to place a new flow first calculates a
candidate path for the flow, then operates a flooding algo-
rithm starting at the flow origin. For each port encountered,
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the switch driver is consulted to appropriately modify its fil-
ter predicate: either to let the flow through if the port is on
the candidate path, or else to block packets from the flow
(and any other unauthorized flows). The flooding stops at
any port whose port predicate is unchanged as a result of
the operation. The path is rejected if a link predicate at
the edge of the cluster (i.e. at a server) violates an admin-
istrative security constraint, implying that placing the path
would allow unacceptable packets to arrive at a host.

The switch driver abstraction allows great flexibility: a port
is free to not apply a requested filter due to lack of func-
tionality or the switch running out of resources, as long as
the new flow is admitted along the candidate path. In this
way the consequences are propagated “downstream”, where
even in a simple network other ports will often compensate
and preserve the controlled environment.

Performance with our prototype is adequate, even though
the control plane is implemented in the interpreted language
Python. While the theoretical complexity of the algorithm
is moderately high2, in practice most loops terminate early
with the reasonably powerful switch capabilities we have,
resulting in much better scaling than might be expected,
even with larger topologies. Communication latency with
switches tends to dominate; this can in many cases be over-
lapped with the route computation.

4. DISTRIBUTED PREDICATE ROUTING
Controlled networking is also useful in the wider area Inter-
net, although in this case a centralized scheme is not suit-
able. In this section we discuss how one might implement
Predicate Routing in the Internet by modifying existing In-
ternet routing protocols, specifically the IGP IS-IS and the
EGP BGPv4.

4.1 Link-State Routing Protocols
IS-IS [3] is a link-state protocol adapted from the ISO CLNS
protocol. Each router effectively broadcasts information
about the other routers to which it is connected (its link
states) in the form of link state PDUs (LSPs). Routers store
the LSPs they receive in a database, and then run a short-
est path algorithm over this database to discover the inter-
face on which they should transmit packets for destinations
within the network. Much of this discussion also applies to
OSPF, the other main link-state intra-domain routing pro-
tocol in use in the Internet today.

The link-state information is transmitted in variable length
type-length-value fields appended to the LSP header infor-
mation. As IS-IS was not originally intended for routing
IP, it effectively distributes two forms of link-state infor-
mation: the connectivity information, expressed in terms of
CLNP nodes3 and their adjacencies, and the IP information,
expressed in terms of the IP prefixes available to a CLNP
node.

We can extend IS-IS as follows. First, rather than simply
advertise the destination IP prefixes available at a node, a

2A detailed analysis is beyond the scope of this paper.
3Each node in the network must be assigned a CLNP ad-
dress, even if the network will only route IP traffic.

set of predicates are advertised, potentially with associated
resource usage information. Second, although LSP forward-
ing and database building takes place as normal, sets of
predicates effectively form views of this database, defining
the connectivity available to that set. The shortest path
computation is run over each such view, producing a set of
shortest path results, one for each collection of predicates.
These can then be remerged, as allowed by the predicates
in place, to create the forwarding tables to be used to actu-
ally route packets. This results in one (or more) forwarding
tables that contain predicates to be applied to packets, and
for each predicate, a corresponding output port on which
packets can be transmitted.

4.2 Performance Implications
The performance impact of the above scheme can be sep-
arated into traffic and computation costs at both the data
and control planes. The traffic impact is fairly easy to imag-
ine: the network sees less user traffic (due to packets being
filtered early), but more control traffic (since LSPs are now
larger and potentially more frequent). If we expect pred-
icates to be slowly varying (e.g. changing on the order of
hours), the increased routing protocol bandwidth should not
be significant.

Perhaps greater concerns are the additional computational
overhead, and the risk of increased routing instability. In
terms of the former, it is true that some additional overhead
will occur due to the need to perform shortest path compu-
tations for every “view” of the network. However several
factors mitigate this cost: firstly, we expect the number of
views to be much smaller than the number of predicates,
with many predicates mapping onto an empty or uncon-
nected subgraph. Secondly, it is possible in some cases to
infer shortest paths for smaller subgraphs; and thirdly, many
subgraphs will be considerably smaller than the entire net-
work (and may even be degenerate). Forwarding table per-
formance should also not be an issue [6].

We don’t expect our modifications to decrease routing sta-
bility, since the same topological information is communi-
cated both cases. However, further investigation is a topic
for future work.

4.3 External gateway protocols
Unlike OSPF and IS-IS, BGP is a path-vector routing proto-
col without an explicit notion of a link. Instead, each router
advertises a cost to the destinations it can reach, and chooses
e.g. the cheapest route to a particular destination. It then
re-advertises its chosen routes to other routers, adding in
a cost component to account for their own presence on the
path to the destination.

BGP already has extensive support for filters, for routers
to control the routes advertised to other routers and the
route advertisements received from other routers. However,
these filters are currently entered and managed manually. It
would seem that the natural way to implement predicates in
BGP is to extend BGP to allow automatic distribution and
installation of filters, but the details of such an approach,
in particular how to deal with transferring such information
between administrative domains, are future work.
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4.4 Discussion
Predicate Routing permits incremental deployment: as net-
work routers are upgraded to support the routing proto-
col extensions described above, the inferences which may be
made about the state of the network become stronger. Even
with a small number of enhanced routers, however, useful
information is available to operators. For example, access
routers could be upgraded initially which suffices to provide
automated management of ingress filtering. As incremen-
tal deployment proceeds, the ability of the system to infer
the origin(s) of traffic generated by attacks (for instance)
increases.

A practical deployment of Predicate Routing would benefit
from the ability to compare the desired and actual network
state. This requires a mechanism to accurately snapshot the
current network configuration. This presents a challenge in
a highly dynamic environment such as the Internet and is a
matter for future work.

Enhancement of Predicate Routing as presented should in-
clude the ability to refer to predicates as first class entities,
in particular across administrative boundaries. This naming
of predicates enables scoping and modularization thereby
allowing aggregation and transformation of predicates, late
binding of policy and information hiding between networks.

5. RELATED WORK
Predicate Routing builds on several ideas from the areas of
firewalling, virtual private networks and signaling.

Like distributed [1] or embedded firewalling, we aim to have
an explicit notion of which packets may be transmitted where,
and we attempt to automatically enforce this notion at mul-
tiple redundant locations. We do not rely upon a centralized
security policy, but if end-users or end-user groups were to
desire a shared security policy, we can envisage using the
KeyNote trust management language [8] for example.

Another, more “overlaid” approach to the problems that
Predicate Routing solves is Virtual Private Networks (VPNs).
These may be constructed over IP by using tunneling; i.e.
encapsulating packets prior to routing them [5]. Using Pred-
icate Routing, a VPN is defined simply as a set of predicates,
obviating the need for tunneling. Isolation from other net-
work users is achieved “for free”, and changes in VPN topol-
ogy are supported by the modification of Predicate Routing
paths. Similar arguments apply to IEEE VLANs [7] in the
local area.

Predicate Routing also has much in common with the hose
model [4] in that end-points are explicit (being described by
predicates) while network paths are implicit.

The network calculus [2] provides a framework for reason-
ing about traffic queuing patterns in networks, based on the
Min-Plus algebra. Network calculus provides a way to ex-
tend Predicate Routing with notions of Quality of Service
and traffic engineering. By attaching network calculus ex-
pressions to flow terms in link predicates, link utilizations
and latency bounds can be calculated as part of the predi-
cate calculation. This is another promising area for future
work.

6. CONCLUSION
We have presented Predicate Routing, a unified model of
routing and firewalling in IP networks, and outlined both
centralized and distributed implementations. Predicate Rout-
ing facilitates the controlled networking required to evolve
the Internet toward a secure and robust infrastructure with-
out the need for extensive protocol redesign. Our current
work centers on deploying a Predicate Routing-based secure
overlay network using the PlanetLab [10] testbed.
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ABSTRACT
In this paper, we describe the problems that affect avail-
ability in BGP, such as vulnerability to attacks, slow con-
vergence time, and lack of scalability. These problems arise
from the basic assumption of BGP: every router has to co-
operate to make routing work. We propose a new routing
system, feedback based routing, which bifurcates structural
information and dynamic information. Only structural in-
formation is propagated. Dynamic information is discovered
by the routers based on feedback and probes. Routing deci-
sions are made based on the dynamic information. We argue
that this system is resilient to minority compromises in the
infrastructure, provides higher availability than BGP, and
can scale to the size of the Internet of the future.

1. INTRODUCTION
BGP is the current inter-domain routing system. In BGP,
a router receives structural and dynamic information about
the Internet from its peers, builds a model of the network
from this information, then derives its routing table from
this model [18]. Effective packet forwarding depends on this
routing information being accurate and timely, and every
router building a reasonably consistent model of the network
connectivity and capacities.

This model worked great in the early days of the Internet,
when the number of networks was small and the network
operators trusted each other. The situation is different now.
The networks connecting to the Internet are very diverse.
It is not clear that a network operated by the U.S. govern-
ment trusts a network operated by someone sympathetic to
the terrorists. The number of networks, or in BGP termi-
nology, prefixes that are visible in the BGP routing table
is growing exponentially [11]. As a result, the amount of
routing messages a router has to handle is growing expo-

∗This project is supported by the US Defense Advanced
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MDA972-99-C-0024.

nentially [13]. Finally, the distributed nature of the BGP
algorithm makes it extremely difficult to predict its behav-
ior. For example, researchers have discovered that some
routing policy combinations can cause BGP to diverge [23].
Many surprising discoveries like this([9], [13], [22], [21]) show
the unpredictability and instability of BGP. These changes
made three problems of BGP more prominent.

First, BGP is vulnerable to attacks from a single router.
Such a concern is demonstrated to be valid by a failure [5]
in which a misconfigured BGP router advertised to its peers
that it had a direct route to every address in the Inter-
net. This false information disrupted a large portion of the
Internet for several hours. Recently, CERT warned of in-
creasing focus on compromising routers by the hacker com-
munity [10], where there are active discussions on attack-
ing routing protocols [6]. Going beyond the “prank” level
of threat, there are concerns arising from recent terrorist
events of the feasibility and effect of a serious attack on the
Internet infrastructure.

There is a great deal of concern about the scalability of
BGP, as the number of edge networks grow exponentially.
This exponential growth caused some researchers to question
whether BGP routers’ CPUs can handle the amount of BGP
messages that will be generated by tomorrow’s Internet [14].
The correct functioning of BGP requires the cooperation of
every router involved, and if some of the routers become
overwhelmed with BGP updates, the whole routing system
will take longer to converge.

BGP also suffers from slow convergence time, as a result
of design decisions, the distributed decision making process,
and the exponential growth of the Internet. Internet mea-
surements have shown that BGP takes hundreds of seconds
to converge after a routing failure [13]. Labovitz et al. also
suggested that the convergence time will increase as the In-
ternet grows [13]. As more mission critical communication
systems, such as air traffic control and emergency commu-
nication, start to use the Internet as the underlying infras-
tructure, such service outages are simply unacceptable.

In this paper, we explore an alternative approach to inter-
domain routing. In this system, we separate routing infor-
mation into its structural and dynamic components. Struc-
tural information denotes the existence of links and is prop-
agated to the edge of the Internet. Dynamic information
denotes the quality of paths across the Internet. The routers
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at the core of the Internet only propagate structural infor-
mation and forward packets. All routing decisions are done
at the edge, based on structural information and end-to-end
performance measurement.

This paper first describes the feedback based routing algo-
rithm in section 2. We then analyze resistance to attacks,
convergence time, and scalability in section 3. We discuss a
mechanism to defend against Denial of Service attack, and
a mechanism to implement fast fail-over virtual links in sec-
tion 4, as applications of the routing system we propose.
Related work is described in section 5.

2. ALGORITHM
2.1 Overview and Terminology
In our system, there are two types of inter-domain routers:
transit and access. Figure 1 illustrates the location of these
routers. Transit routers are usually located at the border
of autonomous systems, while access routers are usually lo-
cated at the border of an edge network. An edge network is
the network of an organization. It is represented by one or
more prefixes.

Stanford
Network

Access 
Router

AS 32  

Transit
Router

Transit
Router

AS 64  

Transit
Router

Transit
Router

Berkeley
Network

Access 
Router

Figure 1: Access Routers and Transit Routers

Transit routers do not compute routing tables. They per-
form the following three functions: first, they forward pack-
ets according to routing information, which we call Internet
Relay Tokens (IRT), in the packets. Second, they filter pack-
ets according to local access control list. Finally they prop-
agate structural information. Access routers are responsible
for inserting Internet Relay Tokens into IP packets. An IRT
contains the list of autonomous systems a packet is going to
travel. It is source routing at the granularity of autonomous
systems. The packet format is specified in [7], part of the
Wide-area Relay and Addressing Protocol (WRAP) specifi-
cation.

In essence, our routing algorithm is composed of structural
information propagation, route quality monitoring, and mea-
surement based routing preference. An access router com-
putes two routes to every advertised network prefix, based
on the structural information it receives. The two routes are
chosen to be as independent as possible. The access router
monitors the quality of these two routes, and uses the better
one to carry its traffic.

For the purposes of our algorithm, the Internet is modeled as
a directed graph consisting of a vertex for each autonomous
system and each edge network. The edges between vertices
represent peering relationships; each edge may be either a
single network link or many separate physical links. Since
most Internet peering arrangements are bidirectional, the

peering between autonomous systems A and B is repre-
sented by two directed edges A → B and B → A. The
peering between an autonomous system A and an edge net-
work B is represented by one directed edge A → B, since
most edge networks do not carry traffic destined for other
networks.

2.2 Structural Inf ormation Propagation
We associate a time stamp and an expiration time with every
edge. An edge is removed from the structural graph after
the expiration time is reached, and no new announcement
is heard. The expiration timer should not be less than an
hour. Routers announce the existence of edges periodically,
but loss of edges are not explicitly advertised. Thus there
are no link withdraw messages in our system.

For each edge A → B in the graph, there are three sets of
advisory information associated with it, which determines
whether a packet can be forwarded from A to B. The in-
formation is expressed in a packet matching rule. Therefore
we also call the information rule sets. Here is an exam-
ple: A packet with source address 136.152.197.176 and
destination address 171.64.79.1 will match the rule dst =
171.64.0.0/16 and the rule src = 136.0.0.0/8. In the ex-
pected case, the rules are simple matches on source and/or
destination addresses. But they can be arbitrarily complex.

The first rule set is the positive rule set. If a packet does
not match any rule in this set, then the edge does not exist
with respect to this packet. The second rule set is called the
negative rule set. If a packet matches any rule in this set,
the edge does not exist with respect to this packet. Traffic
engineering rule set is the third kind. Access routers that
respect this rule set will not send packets that do not match
any rule in this set. A transit router might have to enforce
some rules (i.e. drop the packets that do not obey the rules),
as a result of a contractual agreement. But they are free to
ignore any rule if such an agreement does not exist, since
it costs resource to filter packets. If we view BGP as a
reachability maintenance protocol, then our protocol does
not only maintain reachability, but also unreachability.

Neighboring vertices exchange information about edges they
know about. Routers inside a vertex exchange connectivity
information about their neighbors using an interior routing
protocol.

Digital signatures can be used to increase the difficulty of at-
tacks against the system. In a system without digital signa-
tures, suppose there is a link from AS 32 to 128.12.0.0/16,
a malicious router might modify or generate a routing ad-
vertisement for this link which has a negative rule set of
0.0.0.0/0 — i.e., no packet is allowed to flow through the
link. This modified rule can replace the valid link advertise-
ment, causing a loss of connectivity to 128.12.0.0/16. If
both end points of an edge have to sign an edge, such an
attack will not happen. However, digital signatures do not
prevent other types of attacks. For example, a compromised
router can announce an edge it has with a peer, but refuses
to forward packets through this edge. If digital signature
is used, an access router will not use an edge in its route
computation unless its signature has been verified. The ad-
ditional verification does not decrease the scalability of the
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protocol because the computation is off the critical path. In
other words, even if an access router can not keep up with
edge verification, it can still function correctly.

2.3 Algorithm for AccessRouters
Upon receiving structural information, access routers build a
graph representation of the Internet. This representation in-
corporates the advisory information for each link. Then for
each destination, the access router tries to find two routes.
The two routes should differ as much as possible. In the
ideal case, when both the source and destination are multi-
homed, the two routes should be vertex disjoint. One route
will be used as the primary route, and the other serves as
the backup route.

When the access router first boots, it chooses the route with
the shortest AS hop count as the primary route. In subse-
quent operations, the cost of a route is the round trip time
to the destination. The access router chooses the route with
the lowest cost as the primary route.

An access router can sample the round trip time (RTT) to a
destination D by measuring the time between a TCP SYN
packet and the corresponding SYN ACK packet. (Here, we
focus on TCP traffic, the dominant type of Internet traffic,
especially in the wide area.) It keeps a running average of
the round trip time, similar to TCP [17]. An access router
is the ideal place to monitor the feedback because all traf-
fic between the organization and Internet flows through it.
We assume that there is one access router per organiza-
tion, since here is no reason for more than one. Standard
techniques can be applied to increase the availability of the
access router.

Occasionally, an access router generates probes to test the
quality of a route, such as that of a newly calculated backup
route. The SYN-SYN-ACK sampling of TCP traffic above
allows the router to record a promising address in the des-
tination address range to probe with. For example, it may
observe a TCP SYN to port 80, which suggests that a web
server is present. In this case, it can send a TCP SYN
to the same specific address and destination port over this
route and time the round trip time to the SYN ACK. In
the absence of an identified server, the router uses an ICMP
echo to attempt to measure the round trip time. As another
alternative, the router can try to use the backup route to
forward packets and measure the actual delay in the same
way as for the primary route.

Figure 2 illustrates the operation of an access router at Stan-
ford. Through feedback and probes, it learns that RTT to
Berkeley through the upper route is 20ms, while the RTT
through the lower route is 100ms. Therefore it uses the up-
per route to forward packets to Berkeley.

An access router periodically computes a primary route and
a backup route based on its current view of the Internet.
The computation also takes current routes into considera-
tion. If both routes to a destination have an infinite RTT in
the routing table, the edges in the two routes are excluded
when computing the two new routes (except the edges that
connect the source and destination to the Internet. We ei-
ther know or have to assume that they are working.) The
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Figure 2: Primary and Backup Routes

results from the computation are used as the primary and
backup routes. The computation can fail with very small
probability. In that case, we randomly exclude some old
edge from the two routes and redo the computation.

If only the backup route has an infinite RTT, The vertices
of the primary route, and the edges of the backup routes are
excluded from the computation. The result is used as the
backup route.

If neither route has an infinite RTT, only the vertices of the
primary route are excluded from the computation to find a
new route. If the result is different from the current backup
route, it is probed. If the RTT is less than the RTT of the
current backup route, it is used as the backup route.

3. ANALYSIS
3.1 Attack Resistance
One of the attacks against routing protocols is fooling other
routers into using a link, while the link either does not exist,
or does not function well. If digital signatures are used, then
all the edges an access router knows are real. But one end
point of the edge can drop all the packets that are supposed
to go through the edge, thus creating a black hole.

Our routing system is robust with respect to such attacks.
An access router constantly monitor the quality of a route
it is currently using. If it can not reach the destination, it
would try a different (at least edge disjoint) route, according
to the algorithm described in section 2.3.

However, our scheme fails when a compromised router gener-
ates a bogus SYN ACK packet in response to a SYN packet
from a client. This can fool the access routers into forward-
ing packets through a compromised router. Because a mis-
behaving router can intercept and respond to any packets
that go though it, we argue that this problem can only be
addressed by user level verification and/or authentication.
As an illustration of the problem, a compromised router can
act as a web server. All user HTTP requests to CNN.com that
go through this router will be intercepted and answered with
bogus pages, such that only an intelligent being can detect
the difference. Our system allows an access router’s clients
to inform it of bad routes. Our future research will address
the problem of bogus complaints.

3.2 Scalability
There are three reasons why our system scales better than
BGP. Route computation and propagation are removed from
the critical path. The availability of the routing system does
not depend on in-time computation of shortest paths any
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more. Although computation is still needed to incorporate
updated information, it can be delayed. Because there are
two routes to any destination, if one of them fails, packets
can be forwarded using the other one. Since the two routes
are as independent as possible, the probability of both of
them failing is much lower than that of one.

The amount of routing messages is significantly lowered in
our system, as a result of the separation of structural and
dynamic information. Because the majority of them are not
caused by structural changes on the Internet. Rather, they
are the result of traffic fluctuation, routing policy changes
and traffic engineering attempts [9, 22, 11]. These messages
will not appear in our system.

Finally, the requirements upon transit routers are substan-
tially reduced, since their resource requirement is no longer
tied to the size of the Internet. Other than a small per-
edge cost for storing structural information, transit router’s
resource requirement is independent of the number of dis-
tinct address prefixes and autonomous systems. In BGP,
every router has to perform route computation, and possi-
bly update its forwarding state, in response to routing up-
dates. Our system requires this calculation only at the ac-
cess routers, which can be incrementally updated, and have
less demanding performance requirements. This keeps the
core of the network independent from the costs of Internet
growth such as more address prefixes, and from the require-
ment to provide aggregatable addressing by matching IP
address structure to topology.

In order to understand the amount of information that an
access router has to deal with, we processed the April 1st,
2002 BGP routing table dumps from the Route View Project
[15]. We found that there are 13041 autonomous systems,
124330 prefixes, and 184557 links. Among the links, 57702
are inter-autonomous links. While these numbers might not
accurately describe the topology of the Internet, they do
give us a sense of the amount of computation and storage
we are dealing with. Suppose we need 200 bytes to store
information about a link, and 100 bytes for each autonomous
system and prefixes, the total memory requirement is less
than 50 megabytes.

The routing information we put into each packet is also min-
imal. Our analysis of the BGP routing tables showed that
there are less than 5 autonomous systems between most pre-
fixes. Therefore less than 24 bytes are needed for most pack-
ets. In comparison, IPv6 needs 32 additional bytes in the
IP header.

4. APPLICATIONS
4.1 DefendAgainst Denial of Service Attacks
Denial of service attacks are becoming a serious threat to the
availability of Internet connected networks and services. Al-
though the attacks might not specifically target the routing
infrastructure, we believe that the inter-domain routing sys-
tem can be leveraged to help edge networks defend against
DoS attacks.

The current defense against Denial of Service attacks in-
volves manually contacting the upstream providers to in-
stall filters in their border routers to stop the flow of at-

tack packets. This process is slow because sometimes several
ISPs have to be contacted, and subject to social engineering
(hackers impersonating edge network administrators). In
this section, we propose an automated mechanism to install
filters.

Once a denial of service attack has been detected, it is of-
ten feasible to recognize a pattern that differentiates the
attack from normal traffic. The victim can then originate
an update of the routing information for the link between
his network and the upstream provider. The negative rules
of this link would include the pattern that matches these
DoS packets. A responsible upstream provider would then
incorporate the rule into the access control list of its border
routers, thus stopping the DoS packets from reaching the
victim. Information about the link can be propagated fur-
ther, and other autonomous systems on the way from the
victim to the attacker can incorporate the rules to stop the
attack traffic even earlier on.

4.2 Virtual Links with Zero Failover Time
Many Internet based applications require a reliable link be-
tween two remote locations. For example, if a surgery is
performed at San Francisco, while the experts are located
in New York City, then it is unacceptable if there is an con-
nection outage. Although the current inter-domain routing
system is designed to handle link failures, it can not deliver
convergence time in the sub-second time scale [11]. Labovitz
et al. [13] has shown that even with multi-homing, BGP’s
convergence time after a link failure is 3 minutes on aver-
age. And this number is increasing as the Internet grows
bigger. Such a long period of no connectivity is unaccept-
able for mission critical real time applications. Therefore,
the traditional solution to providing a link with fast fail-over
property is by using leased lines. However, the cost of doing
so is much higher than using a pure IP based approach.

In this section, we propose a mechanism to implement highly
available virtual links with zero fail-over time based on the
routing system we proposed. Obviously, if a site is connected
to the Internet through only one provider, then it will lose
connectivity with all other sites when that provider goes
down. Therefore, a site wishing to have a reliable virtual
link is best served with multiple upstream providers.

Suppose networks A and B want to establish such a virtual
link, each of them should have a reliable gateway. In most
cases, this would be the access router. We further assume
that both A and B are multi-homed. Our research show
that for most prefixes that are multi-homed, there exist two
vertex disjoint routes between them, given the current Inter-
net topology. Therefore, it can be assumed that the primary
route and backup route are vertex disjoint. We further as-
sume that the failure of these two routes are independent.

The gateways at A and B duplicates every packet that is sent
to each other. Each packet is assigned a unique sequence
number for duplicate detection. Or if there is an underlying
IP level security protocol such as IPsec that can detect and
eliminate duplicate packets, such a sequence number is not
needed. The gateways are responsible for eliminating the
duplicate packets.
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If one of the routes fails, the virtual link continues to func-
tion. Since we assume independent failures of the two routes,
the probability of a virtual link failure between A and B is
π2, where π is the probability of one route failing. After
one route fails, the access router should perform a route
computation, and select another route as the backup route.
Therefore the period in which there is only one usable route
from A to B is minimal.

This seems to be a waste of bandwidth. But bandwidth
is virtually free and the network should be engineered such
that if one link goes down, the surviving one can still fulfill
the communication needs between A and B.

The assumption of failure independence of vertex disjoint
routes can be invalid since there might be hidden depen-
dencies among autonomous systems. For example, two au-
tonomous systems might be operated by the same company.
If the company files Chapter 7 bankruptcy, both AS’s will go
down. It is also possible that disjoint routes go through the
same physical wire, or the same wiring closet. Our future
research will try to address this problem.

5. RELATED WORK
Previous work on “byzantine robustness” [16] addressed many
of the same security problems we discuss in this paper.
There are three major differences between Perlman’s pro-
posal and ours. First we realized that the transit routers
do not need to know about the network topology. This op-
timization makes the transit routers’ resource requirement
almost independent of the growth of the Internet. Second,
we made the observation that most network traffic is TCP.
Instead of inventing a separate network layer ACK, as pro-
posed by Perlman, we used TCP SYN and SYN ACK pack-
ets as our end-to-end performance measurement. Finally,
we are concerned about the scalability the routing system.
Therefore all expensive computation are moved out of the
critical path of the algorithm. In fact most computation can
be done in parallel to packet forwarding.

Secure BGP [12] tries to address the routing security is-
sues by adding signatures to route advertisements, so that
reachability information can not be forged. However, BGP
already suffers from slow response to network changes. Bur-
dening it with further validation of peer-provided routing
information threatens to slow it down further, if meaningful
validation is in fact possible. Even if it can be done in a scal-
able manner, the existence of an authenticated route does
not ensure that the route is actually operational. We believe
the security problem in routing is a robustness problem, and
can not be solved by authentication alone.

The Resilient Overlay Network [4] is a project that creates
an overlay network that can get around routing failures. We
believe overlay networks are not the final solution for reliable
packet forwarding. The reason is simple. Overlay networks
only increases the probability that the communication does
not fail when there are only isolated routing failures in the
network. No overlay network is going to function when the
underlying routing infrastructure complete fails, for exam-
ple, as the result of a black hole attack.

There are several companies, such as RouteScience [2], Sock-

Eye Networks [3] and netVmg [1], which are building prod-
ucts that can be used in an edge network to dynamically
choose better paths, based on the end-to-end performance
measurement. These products provide possible performance
enhancement, and provide resilience to the failure of up-
stream providers. However, because they are edge-only so-
lutions, they do not shield the customers from a large scale
failure in the network. Also because they do not control the
paths a packet travel after the packet enters the upstream
ISP’s network, they can not provide true redundancy.

6. CONCLUDING REMARKS
There are three key components of the routing system we
propose. First, our system separates determination of dy-
namic performance information from structural information
propagation. The former is determined locally with feed-
back based routing instead of receiving both from suppos-
edly trusted peers, as in BGP.

Second, our system reduces routing in the backbone to purely
structural information propagation. By removing route com-
putation from the transit routers, and by removing route
computation from the critical path of access routers, our
system scales better than BGP.

Third, based on the structural information, an access router
maintains more than one route to every destination. These
redundant routes decrease the response time after a router
or link failure.

The Internet has changed a lot from its early days. The
trust among network operators no longer exists; the size of
the Internet is growing exponentially; and many people have
realized BGP is neither predictable nor stable. We believe
a routing algorithm that depends on everyone behaving to
function will no longer work well in such an environment.
We also believe the solution to the scalability problem lies
in giving the control of route selection to the edge networks
and freeing the core routers from maintaining a complete
model of the Internet. Our results to date suggest that
feedback-based routing is a promising direction to consider.
We plan to explore ways to incorporate this mechanism into
the Internet as it evolves.
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Secure Traceroute to Detect Faulty or Malicious Routing
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ABSTRACT
Network routing is vulnerable to disruptions caused by mal-
functioning or malicious routers that draw traffic towards
themselves but fail to correctly forward the traffic. The
existing approach to addressing this problem is to secure
the routing protocol by having it validate routing updates,
i.e., verify their authenticity, accuracy, and/or consistency.
In this paper, we argue that it is also important to ensure
the robustness of packet forwarding itself. To this end, we
propose a different approach, the central idea of which is a
secure traceroute protocol that enables end hosts or routers
to detect and locate the source of (arbitrarily severe) routing
misbehaviors, so that appropriate action can be taken.

1. INTRODUCTION
Although a great deal of attention has been paid to secur-

ing network communication, the security of network rout-
ing has been neglected by comparison. For example, the
predominant inter-domain routing protocol in the Internet,
BGP, includes no mechanism for verifying either the authen-
ticity (correct origin) or the accuracy of the routing infor-
mation it distributes. As a result, traffic can be severely dis-
rupted by routers refusing to serve their advertised routes,
announcing nonexistent routes, or simply failing to with-
draw failed routes, as a result of either malfunction or mal-
ice. A particularly problematic case is that of sophisticated
malicious routers (e.g., routers that have been compromised)
that attempt to hide or disguise their misbehavior.

Two approaches have been suggested to solving this prob-
lem. One, typified by Secure BGP (S-BGP) [7], requires
routing information to be authenticated—say, by digital sign-
ature—so that routers advertising false routing information
can be held accountable when detected. However, the over-
head of digital signature is large and can be prohibitive—
for example, when bringing a failed Internet router back
on line, at which time all BGP routing advertisements for
that router must be digitally signed at once. Moreover, au-
thentication of routing information does little to help detect
or diagnose faulty routing information emanating from a
router (for example, a compromised one); it only ensures re-
liable identification of the information’s origin (for after-the-
fact, out-of-band blame assignment) should the misbehavior
somehow be detected.

The other approach is to maintain a centralized registry
of “plausibility” information about routing advertisements

∗http://www.research.microsoft.com/epadmanab/
†http://research.microsoft.com/crypto/dansimon/me.htm

(akin to the Routing Arbiter [15]), so that blatantly invalid
routing information can be discounted when received. This
approach can prevent the most egregious routing problems
arising from router misconfigurations, but it is still vulnera-
ble to a wide range of both inadvertent and malicious false
advertisements for routes that a particular router may be
“entitled” to advertise, but cannot (or simply will not) in
fact serve. Thus, beyond ensuring the security of the rout-
ing protocol, it is also important to deal directly with packet
forwarding misbehavior.

To this end, we propose a third approach, in which routers,
assisted by end hosts, adaptively detect poorly perform-
ing routes that indicate routing problems, and use a se-
cure traceroute protocol to attempt to identify an offending
router. Once the offending router has been identified, it
can be routed around, the detection can be publicized, or
out-of-band action can be taken to attempt to resolve the
problem.

The key idea behind secure traceroute is to securely trace
the path of existing traffic, rather than that of special tracer-
oute packets, to prevent adversaries from misleading the
tracer by treating traceroute and normal traffic differently.
Secure traceroute responses are also authenticated, to verify
their origin and prevent spoofing or tampering.

Our approach is orthogonal to and can complement schemes
such as S-BGP that secure the routing protocol itself. Secure
traceroute can be incrementally deployed in the Internet;
moreover, it is a general technique that can be used to di-
agnose routing problems in other settings such as single-ISP
networks, ad hoc networks, and peer-to-peer networks. In
the latter two contexts, especially, where routers are gener-
ally uncontrolled and untrusted, methods for detecting and
reacting to malicious behavior are particularly useful.

2. ASSUMPTIONS AND THREAT MODEL
We assume a network in which nodes are individually

globally addressable (which is often, though not always, true
in the Internet), and in which each (non-faulty) node, on
receiving a packet with an origin and destination address,
chooses a single next node to which to forward it. Our goal
is to deal with fairly limited, localized routing problems in
this setting; if the routing disruption is too widespread, in-
volving too many nodes, then it can interfere with any at-
tempt to investigate it. A typical example of our target
problem might be a single faulty router somewhere in the
network (although our approach certainly does not assume
that there is only one faulty router). Note that it is not
necessary to distinguish between a merely faulty (e.g., mis-
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configured) router and a malicious one; in practice, after all,
sufficiently erroneous behavior can be indistinguishable from
malice. (An adversary may, for instance, attempt to disguise
its malicious behavior as mere error in order to avoid later
retribution.) Hence we assume faulty routers to be capable
of arbitrary Byzantine behavior.

3. SECURE TRACEROUTE
The normal traceroute protocol involves the sender simply

sending packets with increasing TTL (time to live) values,
and waiting for an ICMP time-exceeded response from the
node that receives the packet when the TTL expires. Nor-
mally, this protocol easily generates a sequence of addresses
of nodes on the path to the destination, or at least up to the
point where packets are being lost on a faulty link. How-
ever, a malicious router could intercept and alter traceroute
traffic to give an arbitrary misleading impression—say, by
letting only traceroute packets through, or by constructing
fake responses to them so as to give the impression that they
are getting through and demonstrating a fully functioning
path (or a path with a problem elsewhere). Secure tracer-
oute is intended to prevent this type of disruption of the
traceroute process by verifying the origin of responses, and
preventing traceroute packets from being handled differently
from ordinary traffic.
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Figure 1: An illustration of secure traceroute in op-
eration. R2 initiates secure traceroute and concludes
eventually that the link between R4 and R5 is faulty.
Si denotes the “signature” of the packets that router
Ri is asked to treat as traceroute packets.

As in normal traceroute, secure traceroute proceeds hop
by hop, with each node on the path being asked to respond
to traceroute traffic (Figure 1). However, there are several
fundamental differences between them, including traceroute
packet contents and the responses they elicit from routers.
We outline the specifics of secure traceroute below:

1. In addition to their own address (which is included
implicitly in the response packet), hosts responding to
secure traceroute packets provide a next-hop address
for the packet. Thus the node performing the tracer-
oute always knows the (expected) next node on the
path.

2. Prior to sending the traceroute packets, the tracing
node establishes a shared key for encrypted, authen-
ticated communication to and from the expected next

node. (How this is done is described in Section 4.)
Using this key, identifying information, which speci-
fies the “signature” of the packets to be treated as
traceroute packets, is securely passed from the trac-
ing node to the expected next node. This information
could include the source and destination addresses (or
address ranges) of the selected packets, and the val-
ues (or constraints on the values) of certain fields on
the packets. For example, it could be specified that
all packets between certain source and destination ad-
dresses for which a certain field contains a particular
value modulo a specific prime number should be exam-
ined. Alternatively, a random value (“nonce”) could
be inserted into some field in the packet by the trac-
ing node, and certain such values would be designated
as signifying a traceroute packet. Thus, traceroute
packets will look indistinguishable from ordinary traf-
fic to intermediate nodes, and will therefore constitute
a representative sample of traffic between the specified
source and destination ranges.

3. In replying to a packet identified as a secure tracer-
oute packet, a node sends some agreed-upon identify-
ing marker for the packet back to the tracing node,
to “prove” that the packet has been received. Alter-
natively, some accumulated value based on multiple
received packets may be returned. For example, if the
tracing host can place data on the traceroute packets,
then it can use a threshold secret-sharing scheme [12]
to send a secret that can only be extracted when some
minimum number of shares (and thus packets) has
been received. (In a threshold secret-sharing scheme,
a secret is “divided up” into a number of shares such
that any subset of the shares of a certain “threshold”
size suffices to reconstruct the secret, but any sub-
set smaller than the threshold reveals no information
about the secret. Threshold secret-sharing is an effi-
cient operation, comparable in cost to symmetric-key
cryptography.) By inserting one share per traceroute
packet, and measuring how many shares must be sent
before a reply is received, the tracing host can esti-
mate what fraction of traceroute packets are getting
through.

4. In addition to packet-identifying information, the se-
cure traceroute reply contains a strongly secure Mes-
sage Authentication Code (MAC) that ensures its au-
thentic origin. The MAC is based on the original key
shared between the tracing node and expected next
node, and covers the entire response, including the ad-
dress of the node to which the expected next node
forwarded the traceroute packet, based on its destina-
tion. This new node becomes the “new” expected next
node for the next step of the traceroute.

This iterative process produces, as does a normal tracer-
oute, one of two possible results: either a complete route
is determined, or a faulty link is found, such that one end
of the link claims to be sending packets through the link,
but the other end claims not to be receiving them (or sim-
ply doesn’t respond to the traceroute). However, the iden-
tification of this link is much more reliable than for ordi-
nary traceroute, since return packets are (with greater or
lesser certainty, as described below) established to be com-
ing from the correct node, and the use of normal packets
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in place of identifiable traceroute packets ensures that the
route (whether functioning or faulty) accurately represents
the route taken by normal packets.

Because secure traceroute is more expensive than the nor-
mal variety, it may make sense to limit its use whenever
possible. One way to do so is to initiate it starting at a
point on the route just before where the preceding normal
traceroute process indicates that the problem appears; thus,
if that insecure traceroute turns out to be accurate, then the
secure traceroute will demonstrate said accuracy at a rela-
tively small cost. For example, in the (probably very com-
mon) case that the normal traceroute indicates that the path
functions well until the destination host (and hence, that the
problem is probably with the destination host rather than
the route), then a secure traceroute can be initiated starting
close to the destination host (if not at the destination host
itself) on the presumed route. If the secure traceroute re-
sults in correct responses where it is initiated, then it can be
assumed that the “skipped-over” portion of the route gener-
ated by the standard traceroute is accurate (or, in any event,
that the “skipped-over” portion is not causing the problem).

4. AUTHENTICATING SECURE TRACEROUTE
The above protocol assumes that a secure (that is, en-

crypted, authenticated) key exchange can be performed be-
tween the tracing host and the expected next host. Ideally, a
public-key infrastructure (PKI) would be available to allow
such key exchange to occur using standard protocols (e.g.,
IPSEC [6]). Such a PKI for infrastructure operators (as
opposed to end users) is not unthinkable, as the widely de-
ployed “SSL” PKI for Web servers demonstrates; however,
it cannot necessarily be assumed. In its absence, various
ad hoc mechanisms can be used. For example, PGP-style
“Web of trust” techniques [16, 2] can be used to propa-
gate routers’ public keys from node to (trusting) node; using
Web- or email-based protocols, nodes can distribute public
keys of nodes they have established confidence in the sources
of, and receive such keys in turn from others whose judg-
ments they trust. Similarly, certain widely trusted hosts
could voluntarily act as “key servers”, collecting and verify-
ing public keys of nodes and offering them for authenticated
download to nodes that trust the key server. Finally, the
redundancy of the network can be used to attempt to deter-
mine the valid public keys of other hosts at authentication
time. By requesting the public key of a host multiple times,
via multiple paths—possibly with the help of a set of widely
distributed, trusted routing intermediaries (an overlay net-
work of sorts)—a tracing host can increase the likelihood
that the public key being returned has not been tampered
with en route by a malicious host. Once the expected next
host’s public key has been obtained, a (one-way) authenti-
cated key exchange is easy, and the secure traceroute can
proceed.

5. USING SECURE TRACEROUTE
We propose a general five-stage process for using secure

traceroute to detect, identify and mitigate routing problems,
consisting of the following steps:

1. Complaint: If an end host detects an end-to-end per-
formance problem to a particular destination, it sets a
“complaint bit” in its subsequent traffic to that desti-
nation, indicating that a problem is occurring. Com-

plaints emanating from sources found to be generating
false complaints are discounted or ignored. (Obviously,
this mechanism is vulnerable to source address spoof-
ing; we assume some other solution to the spoofing
problem—ingress filtering, traceback, authentication—
has been implemented.)

2. Complaint Evaluation: If a router’s “complaint level”
get high enough—say, if most or all traffic destined
for a particular set of addresses complains—then the
router may choose to investigate it. Note that a suf-
ficiently severe and sustained congestion problem is
indistinguishable from a routing problem, and can be
treated as such.

In principle, of course, an end host could investigate
its own complaints. However, it would be best for a
router that is as far downstream as possible (i.e., clos-
est to the problem) to investigate, since its resolution
of the problem (say, by rerouting traffic) is likely to
benefit the maximum number of sources. We propose
an adaptive approach where each router waits for a
random interval based how far downstream it thinks
it is (say, based on the TTL value of packets it receives)
before initiating the investigation.

3. Normal Traceroute: The first step in the investiga-
tion is to perform a traceroute to attempt to identify
the offending node or link in the downstream path.
The (possibly partial) path returned by the tracer-
oute may be completely misleading; a malicious router
along the route could easily intercept and respond to
traceroute packets so as to suggest an arbitrary failed
or successful subsequent path. However, the path re-
turned by the traceroute may be useful in locating a
faulty node in the presumably more common cases of
router misconfiguration or failure, or end-host failure.
So this information is used as the starting point for
the secure traceroute step described next.

4. Secure Traceroute: To verify the results of the tracer-
oute, the investigating router then performs a secure
traceroute, described in Section 3. Since secure tracer-
oute is a more “heavyweight” protocol, it is initially
only performed to confirm the results of the standard
traceroute. That is, if the normal traceroute was suc-
cessful, then secure traceroute is used to check that
packets are in fact getting to the destination node; if
the normal traceroute terminated prematurely, then
a secure traceroute is initiated starting with the suc-
cessful node closest to the point of failure. Thus, se-
cure traceroute is a relatively cheap procedure if the
normal traceroute is in fact valid. However, if this
procedure reveals that the normal traceroute was mis-
leading, then secure traceroute is performed starting
with the very next downstream hop, all the way to the
destination.

If secure traceroute is supported only by a subset of the
routers in the network, we proceed as follows: for each
router on the path reported by the normal traceroute,
a secure traceroute step is attempted. If it succeeds for
a particular router, we deduce that the path up to that
router is good; otherwise, we simply ignore that router.
The subset of secure traceroute-capable routers thus
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divides the end-to-end path into a sequence of sub-
segments. Eventually, the secure traceroute will have
identified a subsegment (possibly the last one) that
contains a faulty link. Hence, even when only incre-
mentally deployed, secure traceroute still provides par-
tial information about the location of faulty links.

Note that the path information used here is obtained
from a normal traceroute and hence is not authenti-
cated; it need not be, since is verified by the secure
traceroute. A bad link found by the secure traceroute
is in this case either a faulty link on the true end-to-
end path, or a point at which the normal traceroute
was led astray.

5. Problem Correction: A Secure traceroute can at
best identify a faulty link on a route—a link that one
node claims to be sending packets through, while the
node on the other end claims not to be receiving them.
The router that determines such a faulty link can try to
route around it; notify downstream routers of the prob-
lem, expecting them to make the appropriate routing
adjustments; or even pursue the matter through hu-
man intervention (such as contacting the administra-
tor of the suspected offending router). We will not
examine possible correction strategies in detail here.

6. ROUTING ASYMMETRY
Internet routing is, in general, asymmetric. The path from

node A to node B may be different from that from B to A.
This asymmetry can create two problems. First, an end host
cannot be sure whether its inability to communicate with a
peer host is the result of a network problem in one direction,
the opposite direction, or both. Second, the same ambiguity
can also affect a node that is performing a secure traceroute.
We discuss both these issues in turn.

6.1 Impact on the End-host Complaint Process
Consider an end host A that is trying to communicate

with end-host B. If A does not receive any response (e.g.,
TCP ACKs) to the packets it has sent to B, A cannot be sure
whether there is a network problem in the A→B direction,
in the B→A direction, or in both directions. The question
then becomes when end host A should start “complaining”
by setting the appropriate bit in its packets.

If A receives a steady stream of packets from B but none
that indicates that A’s packets have been received by B,
then A can be quite sure that the problem is in the A→B
direction. Certain applications, such as conferencing, may
generate a steady, bidirectional flow of traffic that enables
such disambiguation. Certain protocols as well, such as
TCP, generate sustained traffic in at least one direction (e.g.,
TCP retransmissions). In cases where no such traffic is nor-
mally generated, we propose that peer hosts that are in the
midst of communicating with each other transmit “keep-
alive” packets (at a low frequency) during times when they
do not have regular packets to send. Receipt of traffic (with
little or no loss) from host B would indicate to A that the
problem is in the A→B direction. A can then start setting
the “complaint bit” in its packet to B. On the other hand,
if the problem is only in the B→A direction, then B would
hear A’s traffic, deduce that the problem is in the B→A
direction, and initiate the complaint process.

There are, however, two problem cases: (a) there may be
a failure in both the A→B and B→A directions, or (b) the
network failure may precede any communication between
A and B, preventing the hosts from exchanging any traffic
at all. In both cases, since neither A nor B may receive
traffic from its peer, neither would be in a position to de-
termine definitively the direction of failure. In such cases,
the deadlock can be broken by having the host(s) initiate the
complaint process anyway, after having waited for a random
extra duration to give its peer the opportunity to initiate the
complaint process and possibly resolve the problem.

6.2 Impact on Secure Traceroute
Asymmetry in network routing can make it difficult for

an investigating router, R, to check whether a downstream
router, D, is in fact receiving packets. First, even if D is
receiving all packets forwarded by R (and hence there is
no network problem in the R→D direction), the two routers
may not be able to establish a secure communication channel
simply because of a network problem in the D→R direction.
Second, even if a secure channel has been established, R may
not receive the appropriate response from D due to a (new)
network problem in the D→R direction. Thus if R’s secure
traceroute attempt does not elicit the appropriate response
from D, R cannot be sure whether there is a problem in the
R→D direction or in the D→R direction.

The solution we suggest is as follows: The investigating
router, R, first initiates the secure traceroute process as de-
scribed earlier. If it does not receive the appropriate re-
sponse from a certain downstream router, D, router R re-
peats the secure traceroute process with one difference: it
includes the reverse route that D could use to communicate
back to R using a mechanism such as IP source routing.
The reverse route consists of the sequence of intermediate
routers along the path from R to D in reverse order. (Note
that due to routing asymmetry, the reverse route may not
be the same as the route from D to R.) The underlying as-
sumption is that if in fact there is no network problem in
the R→D direction, it is quite likely (modulo the presence
of unidirectional links) that D will be able to communicate
back to R via the reverse route.

In the worst case, the inability of D to communicate back
to R would just mean that R would incorrectly deduce that
the problem is at or around D and would proceed with un-
necessary rerouting or other corrective action, an undesir-
able but hardly disastrous outcome.

7. ATTACKS
There are a number of potential attacks against the ap-

proach presented here; we outline a few below, along with
some potential countermeasures.

1. Because the most frequent cause of failed connections
will be unresponsive end hosts—a problem which can-
not be fixed by routing adjustments—a malicious router
can avoid detection via secure traceroute by simulat-
ing a “dead” end host, simply by advertising a (non-
responsive) direct link to the targeted end host. If
the claimed last-hop router is very far away from the
targeted end host, then routing metrics (such as hop
counts) can suggest a problem; also, an attempt to
find an alternate route should yield one that avoids the
offending router. On the other hand, if the malicious
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Figure 2: Misbehaving routers R3 and R6 work in
conjunction to deceive R2 into concluding that the
link between R4 and R5 is faulty.

router is very close to the targeted end host, then these
measures are likely to be less successful; of course, in
the worst case, where the misbehaving router is really
the (sole) last-hop router, then it will obviously be im-
possible to distinguish its “blackholing” activity from
a truly dead end host.

2. A malicious router may adjust its disruptive behavior
so as to avoid detection. For example, it may confine
its attacks to periods of time where it does not detect
any secure traceroute initiation attempts (i.e., key ex-
change packets from upstream routers). A simple solu-
tion is to give occasional indications of traceroute ac-
tivity (such as sending key exchange packets—whether
real or bogus) whenever there is any hint of a problem.
Since the malicious router cannot distinguish real se-
cure traceroute attempts from fictitious ones (beyond
detecting the presence or absence of key exchanges),
the presence of such simulations should ensure that
misbehavior occurs either at such times when it can
be detected by secure traceroute, or else not at all.

Alternatively, the malicious router may attempt to in-
terfere with the secure traceroute by selectively black-
holing the packets used in the key exchange phase, so
as to give the impression that a router further down-
stream is not accepting key exchanges (and hence ei-
ther malfunctioning or malicious). This attack can-
not be used by a single misbehaving router to frame a
router further downstream: if the misbehavior affects
normal traffic, then the secure traceroute will correctly
detect a misbehaving link when the (honest) router
immediately downstream of the adversary on the path
reports the anomalous traffic pattern. However, two
misbehaving routers could collude to frame a router
between them on a path; the downstream confederate
disrupts traffic, while the upstream one disrupts key
exchanges to the victim router so as to implicate it
(Figure 2). A simple countermeasure to this attack (if
multiple colluding routers are deemed a threat, and if
redundant routes are not being used to effect the key
exchange) is to use “onion routing”-style encryption
of key exchange messages [14]. Since each step of the
traceroute involves a key exchange, the key exchange
traffic can be encrypted hop by hop, so that each router
along the route does not know the final destination of
the message (and therefore cannot consistently frame
a single router).

3. If an attacker can create numerous fictitious nodes in
the network, then both identifying a bad link and at-
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Figure 3: Misbehaving router R4 leads the secure
traceroute initiated by R2 astray, down a path of
bogus routers. However, R2 can still identify and
eliminate the bogus links through repeated applica-
tion of secure traceroute.

tempting to route around it can become much more
difficult and time-consuming. A single attacker on a
path, for instance, could divert a secure traceroute by
returning a bogus next-hop router (Figure 3). This
may still remain undiscovered if the bogus router is ei-
ther a confederate of the attacker or the attacker itself
under the garb of a different address (i.e., a “dummy”
node). In fact, the attacker could lead the secure
traceroute into a thicket of bogus routers before it pe-
ters out. However, the secure traceroute will eventu-
ally identify a bad link, at least one end of which is the
attacker or its confederate. Thus, this link deserves
to be avoided. There may still be other misbehaving
nodes in the path, but persistent application of a suc-
cession of secure traceroutes can eliminate them, one
by one, from the path until they have all been purged.
Hence, if adding confederates or dummy nodes to the
network is sufficiently costly, or if owners or adminis-
trators of misbehaving nodes are investigated and pe-
nalized sufficiently harshly if found to be guilty, then
the application of secure traceroute would still help
identify misbehaving nodes, so that they can be elim-
inated and/or punished.

4. Finally, the need for computationally expensive key
exchanges creates an opportunity for powerful denial-
of-service attacks using bogus key exchange messages
that require significant computational resources to de-
tect and discard. A simple solution is just to throttle
the number of secure traceroute key exchanges hon-
ored to keep it below an acceptable threshold. This
raises the possibility of combining malicious routing
with denial-of-service attacks to foil secure traceroute
attempts. One possible solution to this problem is to
respond to a key exchange message with a “client puz-
zle” (as in [1, 5]). Such puzzles are easy for the re-
sponding router to generate and check, without main-
taining state; the requesting router (or the attacker),
in order to have its traceroute request attended to,
would have to solve the puzzle—which would require
at least the same order of magnitude of computation
as the responding router has to perform in order to
handle the secure traceroute—and return the solution
along with a resend of its key exchange message.

ACM SIGCOMM Computer Communications Review Volume 33, Number 1: January 200381



Of course, the attacker could always simply muster the
computational resources to mount the attack (say, by
harnessing thousands of hacked “zombie” computers
to the task). But anyone with that level of resources
is likely able to mount a more conventional denial-
of-service attack against their intended targets in any
event—probably without ever needing to subvert the
routing system.

8. RELATED WORK
There have been several pieces of work on making Internet

routing protocols robust against attacks by malicious enti-
ties. Perlman [9, 10] presents an approach for “sabotage-
proof” routing. The key idea is to use “robust flooding” to
distribute link-state packets (LSPs) and the public keys of
all nodes throughout the network. Robust data routing is
then accomplished by having end hosts construct digitally
signed source routes using the link-state information they
have gathered. There are a couple of issues that limit the
practicality of this approach. First, flooding LSP informa-
tion on a global scale is likely to be infeasible; indeed this
is the rationale for using BGP, a path-vector protocol, for
inter-domain routing. Second, allowing each end host to do
source routing severely weakens the ability of ISPs to engi-
neer traffic in their networks.

Other proposals [7, 13] have considered less disruptive ap-
proaches to securing the routing protocol. In particular,
Secure BGP (S-BGP) [7] proposes using public key infras-
tructures (PKIs) and IPSec to enable a BGP speaker to val-
idate the authenticity and data integrity of BGP UPDATE
messages that it receives and to verify the identity and au-
thorization of the senders. As noted in Section 1, S-BGP
could impose an unacceptable overhead, and more impor-
tantly does not offer protection against a misconfigured or
failed router that is authorized to advertise routes for an
address prefix but fails to deliver packets anyway.

There has been considerable interest recently in secur-
ing routing on mobile ad hoc networks. In [8], a “watch-
dog” technique is proposed to enable a node to check that a
neighboring node did in fact forward a packet onward with-
out tampering with it. This technique makes the strong
assumption that nodes can hear the onward transmissions
of their neighbors, something that may not be true even
in wireless ad hoc networks (for instance, due to directional
antennae). SEAD [3] focusses on a lightweight scheme to en-
able nodes to authenticate routing updates from other nodes
for the specific case of a distance-vector routing protocol. As
with S-BGP, authentication does not solve the problem of
a faulty node that fails to forward packets. [4] proposes a
self-organized PKI suitable for mobile ad hoc networks. In
the absence of a centralized PKI, we could use a similar
approach to support secure traceroute.

Finally, recent work on IP traceback (e.g., [11]) tries to
solve a different problem related to the one addressed by
secure traceroute. The goal of IP traceback is to determine
which routers a specified subset of traffic (typically the “at-
tack traffic” during a DDoS attack) traverses. In IP trace-
back, the information provided by routers is trusted. Secure
traceroute, on the other hand, is used to determine whether
traffic did in fact traverse a router.

9. CONCLUSION
In this paper, we have argued that robust routing requires

not only a secure routing protocol but also well-behaved
packet forwarding. To this end, we have proposed an ap-
proach to robust routing in which routers, assisted by end
hosts, adaptively detect poorly performing routes that ap-
pear suspicious, and use a secure traceroute protocol to at-
tempt to detect an offending router. This approach com-
plements efforts that focus on securing the routing protocol
itself. We view secure traceroute as a general technique with
wide applicability, and are presently investigating it in the
context of multi-hop wireless networks.
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Abstract
Existing wireless ad hoc routing protocols typically find routes with
the minimum hop-count. This paper presents experimental evi-
dence from two wireless test-beds which shows that there are usu-
ally multiple minimum hop-count paths, many of which have poor
throughput. As a result, minimum-hop-count routing often chooses
routes that have significantly less capacity than the best paths that
exist in the network. Much of the reason for this is that many of the
radio links between nodes have loss rates low enough that the rout-
ing protocol is willing to use them, but high enough that much of
the capacity is consumed by retransmissions. These observations
suggest that more attention be paid to link quality when choos-
ing ad hoc routes; the paper presents measured link characteristics
likely to be useful in devising a better path quality metric.

1. Introduction
Ad hoc networking has grown into a large and diverse field of
research, which spans topics from power control to privacy and
security. There has been much work on routing in ad hoc net-
works, and protocols such as DSR [12], AODV [19], Grid [15],
and DSDV [20] have been shown in simulation to work very well
on small to medium networks [15, 3]. However, our experience
with two wireless networks leads us to believe that there are signif-
icant challenges left in finding and choosing usable routes, even in
small ad hoc networks which are static.

To explore how ad hoc protocols work when implemented as part
of a complete system, we built two experimental wireless networks.
The first, called the “indoor” net, has 18 small PCs as nodes on
the fifth and sixth floors of our building, as shown in Figure 1.
We chose node locations that would keep the network connected,
while also providing spatial diversity. Each indoor PC has a Cisco
Aironet 340 wireless adapter [1]; these adapters implement the
IEEE 802.11b Direct Sequence Spread-Spectrum protocol [7], and
have 30 mW of output power.

The second “rooftop” network [4] has seven nodes spread over one
square kilometer near our lab, as shown in Figure 4. This is a
dense residential area with primarily two- and three-story build-
ings. Nodes have external omni-directional antennas attached to
chimney-tops, except for Node 30, which is on the ninth floor of
our lab building and has a directional antenna aimed roughly at
Node 7. This network uses Cisco 350 wireless adapters, which are
like the 340s, but with 100 mW of output power.

This research was supported by grants from NTT Corporation
under the NTT-MIT collaboration. More details about the Grid
project are available at http://www.pdos.lcs.mit.edu/grid.

Both networks run our implementation of the DSDV protocol. We
thought that DSDV would be a good choice because the networks
are static, and DSDV seemed to be one of the simpler protocols to
implement. Indeed, in simulation scenarios with little to no mobil-
ity, like our static networks, DSDV has been shown to deliver the
same number of packets as protocols such as DSR and AODV [3].
Unfortunately, our daily experience with the indoor network has
been disappointing: tasks like interactive logins and file transfers
are often unusably slow.

Our first hypothesis was that there might be no high-quality paths
connecting some parts of the network. Although there is a wide
range of link qualities in the network, it turns out that the network
is still well connected with links that deliver more than 90% of the
packets. For example, Figure 2 shows the subset of inter-node radio
links that had loss rates less than 10% at a particular time; with the
exception of one node, these links form a connected graph.

To find an approximate lower bound on how well a routing proto-
col should be able to do, we tried to find the path with the highest
throughput between each pair of nodes in the network. For each
pair of nodes we generated all possible paths of length less than or
equal to four hops. We pruned the large number of resulting paths
by eliminating paths containing links with low delivery rates, as
determined by earlier link measurements. We then randomly chose
among the remaining paths so that each pair of nodes had a few
paths of each length in each direction. For each path, the source
node sent source-routed packets as fast as possible over that path to
the destination node for 30 seconds; the destination measured the
arrival rate for each path. The black points in Figure 3 indicate the
best throughput for each pair of nodes. We ran a similar experi-
ment using DSDV to find routes and forward packets between each
pair of nodes. The grey points in Figure 3 show the throughput of
traffic routed by DSDV for each node pair. For almost all of the
node pairs, DSDV routed packets over paths that were consider-
ably slower than the best path. DSDV sometimes performed better
than the “best” route because the two experiments were necessarily
run at different times, so network conditions were not identical; in
addition, since we only tested some of the possible paths between
each pair, we may have missed the actual best path in some cases.

This result was surprising: all else being equal, multi-hop path ca-
pacity is determined by hop count [14], and DSDV finds shortest
paths. But of course, all else is not equal. Figure 6 shows the packet
transmission rates of three-hop paths from node 10 to 18, from an
earlier experiment. These are often the shortest paths that a routing
algorithm could find from 10 to 18. It is clear from the graph that
if a routing protocol made a random choice among these paths, it
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would be unlikely to choose the path with the best packet through-
put. In fact, in this case a randomly chosen path would achieve less
than half of the maximum path throughput more than half of the
time. Although we do not have as detailed data for all other node
pairs, initial results imply that we can expect to see similar behav-
ior for other node pairs: a wide range in packet throughput among
the shortest paths between each pair.

The rest of the paper uses link quality measurements to explain the
observed differences in quality of the paths between given node
pairs. It also presents detailed wireless link measurements which
outline some of the difficulties that would be involved in finding
good paths. The measurements include the distribution of link-by-
link loss statistics, to see how accurately we need to distinguish
links; the extent to which link quality differs depending on link
direction; the rate at which link quality changes with time, which
determines the usefulness of averaging techniques; and the rela-
tionship between signal strength reported by 802.11 cards and loss
rate. We conclude the paper by outlining some potentially fruitful
avenues of research.

2. Related Work
One solution to low link quality is to improve the apparent quality
with some form of redundancy. Forward error correction, MAC-
level acknowledgment and retransmission, and solutions such as
Snoop-TCP [2] and Tulip [18] all take this approach. Even with
these techniques it is preferable to use high-quality rather than low-
quality links: retransmissions (or other redundancy) reduce useful
link capacity and generate interference. For these reasons, error
correction should be combined with route selection that avoids low-
quality links when possible.

A number of existing ad hoc wireless routing algorithms collect
per-link signal strength information and apply a threshold to elim-
inate low-quality links [10, 9, 21, 8, 13]. This approach has two
drawbacks. First, thresholding may eliminate links that are neces-
sary for connectivity, or include links of dubious quality; both of
these are likely to be issues if many links are of intermediate qual-
ity. Second, Section 3.3 shows that, in the case of some 802.11
cards, reported signal strength is a poor predictor of loss rate.
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Figure 6: Measured capacity on various 3-hop paths from node
10 to node 18 (27-Jun-17:00). The units are packets per second;
each packet contains 124 bytes of 802.11 payload.

Wireless Quality-of-Service (QoS) algorithms approach route se-
lection from the top down. Some techniques explicitly schedule
transmission slots in time or frequency division MAC layers to pro-
vide bandwidth guarantees [11, 6, 16, 17, 24], while others treat the
MAC as opaque, and rely upon it for bandwidth and delay infor-
mation and constraints [5, 23, 22]. These approaches are only suc-
cessful if the lower layers can provide accurate information about
the actual links, such as the average number of usable transmis-
sion slots, or the achievable throughput. However, none of these
approaches consider the case of lossy links.

3. Link Behavior
We carried out several experiments to evaluate the link charac-
teristics, particularly loss rate, between every pair of nodes. In
each complete experiment, each node in turn broadcasts a series
of equally-sized packets at a constant rate; the other nodes record
which packets they receive. Because we wanted to discover the
underlying link behavior, we used broadcasts to avoid the 802.11
ACK and RTS/CTS mechanisms, which hide the real loss rates.

No routing protocol is running during these experiments: only ex-
periment packets are sent or received on each node’s wireless inter-
face. The interfaces are running in 802.11 ad hoc mode. Packets
were sent at about 0.4 Mbps, which is well below the minimum
802.11 capacity of 1 Mbps. However, on some occasions nodes
were not able to broadcast at the desired rate, perhaps because of
802.11 traffic outside our control, or interference appearing to the
card as carrier.

3.1 Distribution of Link Quality
The link quality distribution will affect the way we distinguish good
links from bad. Most current ad hoc routing protocols assume that
link quality follows a bi-modal distribution, where links are either
very good or very bad. Protocols assume that if a link can suc-
cessfully deliver a routing control packet, then the link is useful for
delivering data. In this case, protocols don’t need a very accurate
link classifier because if a link seems at all usable, it is likely to
be very good. On the other hand, the link quality distribution may
be very spread out. In this case, protocols will need to accurately
differentiate good links from links that aren’t suitable for data, but
still deliver some control packets. Our experiments indicate that
the distribution is spread out.
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We conducted a set of experiments with the indoor testbed using
50-byte UDP packets (8-Feb-13:30-50-byte). Each node transmit-
ted 1024 packets per second for 300 seconds. Figure 5 shows the
results for each link pair, excluding link pairs which were not able
to communicate at all. About 30% of the link pairs shown are com-
pletely unusable, although they might deliver a few routing packets.
The best 40% of link pairs deliver about 90% or more of their pack-
ets; these are the links we would like to use in routes. The delivery
rates of the remaining links are spread out. Other experiments on
different days, at different times, and with different parameters con-
firm that in general the links in the network exhibit a wide range of
delivery rates.

Link pairs that are very good in one direction tend to be good in
both directions, and pairs that are very bad in one direction tend to
be bad in both directions. However, at least 30% of the link pairs
shown have asymmetric delivery rates, defined as a difference of
more than 20% between the rates in each direction.

Figure 7 summarizes an identical set of experiments carried out on
our rooftop network (6-Mar-18:30-50-byte). Like the indoor net-
work, the rooftop network has widely varying delivery rates, with
noticeable asymmetry. Experiments over several days exhibited
similar distributions of delivery rates. The wide variation in de-
livery rates for both networks suggests that routing protocols may
often choose links that are high enough quality to pass routing pro-
tocol packets, but which still have substantial loss rates.

3.2 Link Variation over Time
One way to determine link quality is to measure it by counting the
number of packets received over a period of time. However, the ac-
curacy of this approach is sensitive to length of time over which the
delivery rate is measured. For example, Figure 8 shows the second-
by-second delivery rates for two links (8-Feb-13:30-50-byte). The
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Figure 8: Example per-second variation in link delivery rates
(8-Feb-13:30-50-byte). Each point is the delivery rate over one
second. The delivery rate of the link from 18 to 19 fluctuates
quickly, while the link from 21 to 20 is comparatively stable.

graphs show that while delivery rates are generally stable, they can
sometimes change very quickly. Averaging may work well on the
link from node 21 to 20, but it is likely to hide much of the detailed
behavior of the link from node 18 to 19.

Figure 9 summarizes variation in loss rate over time for all links.
For each link, we calculated the mean and standard deviation of
the 1- and 10-second loss rates over the whole experiment. The
graph shows the cumulative distribution of these standard devia-
tions, normalized by the respective means. We use loss rates rather
than delivery rates for this analysis to emphasize the changes in
the delivery rate on links with low loss, since very lossy links are
useless for data traffic regardless of their variation.

Results for 1- and 10-second windows show that quite a few links
vary greatly on these times scales. For example, half of the links
had standard deviations in their 1-second loss rates that exceeded
half of the mean 1-second loss rate. This suggests that wireless
routing protocols should use agile predictors of link loss rates.
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Figure 10 shows the variation in short-term loss rates from the same
experiment as in Figure 9, but carried out on the rooftop network
(6-Mar-18:30-50-byte). This figure shows that short-term loss rates
in the rooftop network vary much like those in the indoor network.

In addition to looking at short-term loss rates, we measured how
link delivery rates change throughout the day. Figure 11 shows de-
livery rates for two links over a 24-hour weekday period in January.
Every half-hour, each node tried to broadcast 100 1024-byte pack-
ets per second for 30 seconds. The results for the link from node
6 to node 23 are particularly interesting; the fact that the quality
increases dramatically at 8 am suggests that opening office doors
in the morning increases link quality.

3.3 Link Signal Strength
Signal strength could potentially be helpful in predicting link qual-
ity. To explore this possibility, we recorded signal strength (dBm)
from the radio interface for each received packet during the link ex-
periments. Figure 12 shows how the short-term delivery rate varies
with these values for a few example links. Unfortunately there is
no good correlation between delivery rate and the radio’s measure-
ments. Instead, the data reflect the physical fact that received signal
strength is mostly a function of the distance between nodes. The
link from 18 to 19 is a long link with low signal strength, and as a
result is very susceptible to noise. Since the successful reception of
a packet depends on the signal to noise ratio (SNR) at the receiver,
this link’s delivery rate varies significantly. In contrast, the link
from 18 to 11 is a short link. Because it has a very high received
signal strength, it is robust to noise and has high delivery rates. The
links from 23 to 19 and 27 to 11 are medium range links which still
deliver most packets. Since our radios don’t provide a noise esti-
mate with which to compute the SNR, we cannot determine much
about the links from the signal strength estimate.

4. Research Agenda
Based on the measurements presented here, we intend to develop
techniques to help ad hoc routing protocols choose high-quality
routes. The main challenges involve practical estimates of link
quality and techniques to combine link metrics into useful path
metrics.
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One obstacle to using delivery rate as a link metric is that it requires
many packet transmissions to measure; this is a problem if nodes
move or if the environment changes rapidly. Signal-to-noise ratio
might be useful as a fast predictor of delivery rates, if it is available
from the radio hardware.

Combining route metrics to form a path metric is not straightfor-
ward. For example, the product of the delivery rates of the links
in a path does not predict anything useful when 802.11 link-layer
retransmissions are used. Self-interference by successive nodes in
a route [14] may sometimes make long routes with good links less
attractive than short routes with less good links. We are currently
evaluating use of the expected total number of transmissions of a
packet along a path (including forwarding and retransmission) as a
path metric. This metric has a number of advantages: it captures the
route’s impact on the spectrum, it can be computed incrementally
from link delivery rates, and it penalizes longer routes.

Finally, we plan to explore how protocols such as DSR and AODV
handle the link quality distribution seen on our testbeds. These
protocols are not simply shortest-path protocols: they notice when
a route is using a very low-quality link and try to find a different
route. We intend to compare the quality of the routes they find with
the quality of “best” routes found by exhaustive search.
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4. OTHER APPLICATIONS
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ABSTRACT
The success of a P2P file-sharing network highly depends
on the scalability and versatility of its search mechanism.
Two particularly desirable search features are scope (abil-
ity to find infrequent items) and support for partial-match
queries (queries that contain typos or include a subset of
keywords). While centralized-index architectures (such as
Napster) can support both these features, existing decen-
tralized architectures seem to support at most one: pre-
vailing protocols (such as Gnutella and FastTrack) support
partial-match queries, but since search is unrelated to the
query, they have limited scope. Distributed Hash Tables
(such as CAN and CHORD) constitute another class of P2P
architectures promoted by the research community. DHTs
couple index location with the item’s hash value and are
able to provide scope but can not effectively support partial-
match queries; another hurdle in DHT deployment is their
tight control the overlay structure and data placement which
makes them more sensitive to failures.

Associative overlays are a new class of decentralized P2P
architectures. They are designed as a collection of unstruc-
tured P2P networks (based on popular architectures such as
gnutella or FastTrack), and the design retains many of their
appealing properties including support for partial match
queries, and relative resilience to peer failures. Yet, the
search process is orders of magnitude more effective in lo-
cating rare items. Our design exploits associations inherent
in human selections to steer the search process to peers that
are more likely to have an answer to the query.

1. INTRODUCTION
Peer-to-peer (P2P) networks have become, in a short pe-

riod of time, one of the fastest growing and most popular
Internet applications. As for any heavily used large dis-
tributed source of data, the effectiveness of a P2P network
is largely a function of the versatility and scalability of its
search mechanism.

Peer-to-peer networks came to fame with the advent of
Napster [23], a centralized architecture, where the shared
items of all peers are indexed in a single location. Queries
were sent to the Napster Web site and results were returned
after locally searching the central index; subsequent down-
loads were performed directly from peers. The legal issues
which led to Napster’s demise exposed all centralized archi-
tectures to a similar fate. Internet users and the research
community subsequently turned to decentralized P2P archi-
tectures, where the search index and query processing, as
well as the downloads, are distributed among peers.

Existing decentralized architectures can be coarsely par-
titioned into two groups [27]: unstructured, where search is
blind (independent of the query or its context) and struc-
tured, where search is routed. Prevailing decentralized P2P
architectures are unstructured. One of these architectures
is Gnutella [14] under which items are only indexed by the
peer that cache them; search can be resolved only by prob-
ing these peers; and peers are probed using flooding (that
typically cover about 1000 nodes). The recent wave of Fast-
Track [33]-based P2P architectures (Morpheus, Kazaa [20,
19]) incorporate improved design that allows for more effi-
cient downloads (simultaneous from several peers and ability
to resume after failure); and improved search (by designat-
ing some peers as search-hubs supernodes that cache the
index of others).

A feature that undoubtedly contributes to the beaming
success of these decentralized unstructured architectures is
support for versatile (partial-match) queries: Shared items
typically have meta-attributes describing their type and prop-
erties (e.g., title, composer, performer); the search supports
partial-match queries that populate a subset of these fields
and may contain typos. Another important feature of these
architectures is their “loose” structure, with each particu-
lar peer being relatively dispensable; what makes the net-
work overlay more resilient to failures and frequent joins
and disconnects. On the flip side, unstructured architec-
tures lack an important feature which Napster had offered:
While popular items (current hit movies) can be located and
downloaded fairly efficiently, P2P users seemed to have lost
the ability to locate less-popular items (60’s hits).

A different class of architectures that was proposed and
promoted by the research community is decentralized struc-
tured P2P architectures [31, 28, 29, 35, 13, 18], commonly
referred to as Distributued Hash Tables (DHTs). With
DHTs, peers are required to store or index certain data
items, not necessarily those items that these peers have con-
tributed or interested in. Additionally, some hashing algo-
rithm is used to identify the peers storing a given data item.
The connections between different peers are also a function
of the architecture. Thus, while DHTs can be very effective
for applications where queries involve unique item identifiers
(e.g., P2P Web caching), they require that peers store data
for the “common good”; they incur much larger overhead
than “unstructured” architectures when peers fail or leave
the network; and inherently, they can not efficiently support
partial-match queries.

Associative overlays, proposed here, are decentralized P2P
architectures, which on one hand, retain the desirable prop-
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erties of prevailing unstructured architectures, including be-
ing fully decentralized with “loose” structure, and support-
ing partial-match queries, and on the other hand, address
their biggest drawback by boosting the efficiency of locating
infrequent items. Another desirable property of associative
overlays is that peers are not required to store arbitrary
data; peers store only what they use and their actions, in-
cluding answering queries, have direct self benefit.

1.1 Associativeoverlays
Associative overlays defines both the formation of the

overlay and the search process so that queries can be steered
to peers that are more likely to have an answer. The basic
premise, which we substantiate in the sequel, is that peers
that would have been able to satisfy previous queries by
the originating peer are more likely candidates to answer a
current query.

Main ingredients in our design are guide-rules and guided
search. A guide rule is a set of peers that satisfy some pred-
icate; each peer can participate in a number of guide-rules,
and for each guide-rule it participates in it maintains a small
list of other peers belonging to the same guide rule. For
each rule, the overlay induced by peers that participate in
the rule forms an unstructured network and exhibits similar
connectivity and expansion properties. Guided search ret-
ricts the propagation of queries to be within some specified
guide-rules. When a peer originates a search for an item,
it restricts the search propagation to a subset of its guide-
rules. A peer propagating a search can only propagate it to
neighbor peers within the specified rule(s).

Guide-rules should be such that peers belonging to some
guide rule contain data items that are semantically similar,
e.g., contain documents that deal with the philosophy of sci-
ence, or contain song titles by the artist formerly known as
Prince. Guided search can be viewed as a middle ground be-
tween blind search used by unstructured networks and the
routed search deployed by DHTs: Guided search provides a
mechanism to focus the search, that is, the relevance of the
peers that the query is propagated to, without tight control
of the overlay and item locations. The search process within
a rule mimicks search in unstructured networks, by essen-
tially performing a blind search. On the other hand, the
search strategy of the originating peer has the flexibility of
deciding which guide rules, among those that the originating
peer belongs to, to use for a given search.

The particular choice of the underlying set of guide-rules
is constrained by both “networking” aspects, which require
that the overlay has certain connectivity properties and can
be formed and maintained at low cost, and the “data min-
ing” aspects, which require that these rules meaningfully
distill common interests; and thus, restricting the propa-
gation of the query to peers within the guide rules of the
originating peer yields a more focused search.

1.2 Possessionrules
We focus on automatically-extracted guide rules of a very

particular form, which we call possession rules. Each posses-
sion rule has a corresponding data item, and its predicate is
the presence of the item in the local index, thus, a peer can
participates in a rule only if it shares the corresponding item.
Our underlying intuition, taken from extensive previous re-
search in the Data-Mining and Text Retrieval communities
([17, 9, 10, 8, 5, 22, 16]), is that, on average, peers that

share items (in particular rare items) are more likely to sat-
isfy each other’s queries than random peers. More precisely,
search using possession-rules exploits presence of pairwise
co-location associations between items.

Beyond the resolution of the search, possession rules pro-
vide an easy way to locate many other peers that share the
item. This feature is useful for distributing the load of send-
ing large files (parallel downloads are already practiced in
FastTrack networks), or locating alternative download sites
when a peer is temporarily swamped.

A feature that can allow associative overlays to strive un-
der “selfish” peer behavior is that participation in guide-
rules serves dual purpose: Supporting propagation of search
through the peer but also allowing the peer to focus its own
search process; A peer can participate in a rule only if it
shares the corresponding item, and peers that do not par-
ticipate in rules can not search better than via blind search.

1.3 The Rapier Search Strategy
The Rapier strategy is based on the following intuition:

let the areas of interest for a given peer be A, B, C, etc.,
randomly choose one of these areas of interest and perform
a blind search amongst those peers that also have inter-
est in this area. Rapier (Random Possession Rule) se-
lects a possession-rule uniformly at random from the list
of previously-requested items by the querying peer.

Evidently, if there are no correlations between items, Rapier
has no advantage over blind search. We use a two-pronged
evaluation of Rapier: First, we use a simple intuitive data
model (the Itemset model) to learn how the effectiveness
of Rapier grows with the amount of “structure” in the
data. Second, we evaluate Rapier on actual data, using
large datasets of users accessing web sites. We obtained
that Rapier is likely to perform significantly better than
blind search, in particular, it can be orders of magnitude
more effective in searching for infrequent items.

2. RELATED WORK
The effectiveness of blind search can be boosted by aggre-

gation and replication; for example, by peers summarizing
the content available from other peers such as with super-
peer architectures [33] and routing-indices [15] or by bal-
ancing the number of replicas against the query rates [12,
27]. The drawbacks of aggregation and proactive replica-
tion is that they are more sensitive to malicious or selfish
peer behaviour and spreading of mis-labeled files. Associa-
tive overlays offer an orthogonal approach which could be
combined with aggregation but does not require it.

Associative overlays address a networking challenge us-
ing an approach that is supported and motivated by exten-
sive previous research in the field of data-mining. The con-
straints of the P2P setting, however, make it fundamentally
different than traditional data-mining applications. A re-
lated classic data-mining problem is the Market-basket prob-
lem, which assumes a large number of items and customers
that fill their baskets with some subset of the items. This
framework applies to many domains of human activity in-
cluding supermarket shopping (customers vs items matrix),
library checkouts (readers vs books), document classifica-
tion (word/terms vs documents matrix), Web page hyper-
links (Web pages vs Web pages), Web browsing (Users vs
Web pages), and in our context, P2P networks (peers vs
items). Common to all these datasets is the presence of
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structure in data, namely, that these matrices are far from
random. It had been long recognized that these human-
selection datasets are in a sense very structured [17, 24, 6,
1]

One purpose of market-basket mining is extracting As-
sociation rules [2, 3]. An example of an association rule
is pairs of items that are often purchased together such as
“Champaign and Caviar” or “Beer and Diapers.” Such rules
had been used for marketing (e.g., placing Beer and Diapers
next to each other in the supermarket) and recommenda-
tion systems (e.g., recommend books to customers based on
previous book purchases) [7, 21, 25, 4]. A computationally
challenging important subproblem is to discover association
rules that have high correlation but low support (e.g., the
association rule “Champaign and Caviar” that are rare pur-
chases but are often purchased together) [11].

Similarly to these data-mining techniques, we exploit the
presence of associations; but the basic difference is our highly
distributed setting. Our solution does not (and can not) ex-
plicitly obtain association rules but does heavily utilize their
presence. Instead of clustering peers into communities we
restrict the search to communities without explicitly identi-
fying them.

Recent proposals to exploit “interest locality” to optimize
p2p search also include [30], where an existing p2p network
is extended by nodes linking directly to nodes that satis-
fied previous queries; This basic approach does not provide
a mechanism to “focus” query propagation beyond the first
hop. At the other end of the spectrum, PeerSearch [32], at-
tempts to import traditional vector space Information Re-
trieval (at the cost of tightly controlled DHT overlay and
communication overhead).

3. MODEL AND METHODOLOGY
We represent the data present in the network by the peer-

item matrix D ∈ {0, 1}n×m where n is the number of peers,
m is the number of items, and Dij = 1 if and only if peer i
contains data item j.

We define the support set of the jth item Sj ⊆ {1, . . . , n},
1 ≤ j ≤ m, to be

Sj = {`|D`j = 1}.

I.e., Sj is the set of all row indices (peers) that contain data
item j. The joint support set of two items j, k,

Sjk = Sjk = {`|D`k = 1and D`j = 1} ,

is the set of peers that contain both items. We refer to
Xi = {j|Dij = 1} (the set of items associated with peer
i) as the index of peer i. We use the notation sj = |Sj |,
sjk = |Sjk|, and xi = |Xi|.

We define Wi = xi
|D| , where |D| =

∑n
i=1 xi is the combined

size of all indexes. An item j has low support (is “rare”)
if |Sj |/n is small. An item has low support with respect to
the weights if

∑
i∈Sj

Wi � 1.

We view the peer-item matrix as a current instantiation of
the data. We measure performance of different algorithms
by treating each “1” entry, in turn, as the most recent re-
quest: For each peer i and item j such that Dij = 1, we refer
to the request that corresponds to the i, j entry as the query
(i, j). Each query triggers a search process, which depends
on the matrix D with the entry Dij set to 0 and on the

peer i.1 The search process is a sequence of probes: when
a peer is probed, it attempts to match the query against
its local index using some algorithm. We assume that this
algorithm is perfect in the sense that a query of the form
(i, j) can always (and only) be resolved by a probe to peer
that contains the item j.2 The size of a search process is a
random variable, and the Expected Search Size EssAij is the
expectation of this random variable.

We compare different strategies by looking at all queries
(peer-item pairs with Dij = 1). We sweep a threshold on
the maximum value of the Ess, and look at the cumulative
fraction of queries (i, j) that have Essij below a threshold.

3.1 Blind Search asRandomSearch
Following [12, 27] we model the performance of blind

search in “traditional” unstructured networks using the Ran-
dom Search model. The intuition of why this abstraction is
valid is that the set of probed peers on a query in unstruc-
tured networks depends only on the overlay structure which
is independent of the query or previous selections by the
querying peer. Thus, on average, the effectiveness of each
probe can not be better than that of probing a random peer.

When comparing Rapier to blind search and to each
other we must ensure that we do not compare apples and
oranges. Rapier is somewhat biased towards searching in
peers with relatively many items. Thus, comparing Rapier
a blind search that chooses peers uniformly at random would
be unfair. One might suspect that the advantages shown ex-
perimentally are due to the choice of peers with many items,
and does not reflect any other property of these algorithms.
To avoid this potential pitfall, we seek to ensure that we
compare these algorithms to blind search algorithms that
compete on equal terms. Specifically, we consider weighted
versions of the random search model where hosts have dif-
ferent likelihood of receiving a probe: Each peer i has a
weight wi such that

∑
i wi = 1, and the likelihood that a

peer is visited in a random search probe is proportional to
wi. Weighted random search is used as a benchmark for the
performance of our associative search algorithms. To obtain
a fair comparison, we need to consider weights that reflect
the bias of the associative search algorithms towards peers
with larger index sizes.

We shall consider two natural weighting schemes:

• Uniform Random Search (Urand) where all peers are
equally likely to be probed (wi = 1/n). This models
pure blind search.

• Proportional Random Search (Prand), where the like-
lihood that a peer is probed is proportional to the size
of its index wi = Wi ∝

∑m
j=1 Dij . This models blind

search biased towards peers with larger indices. We
will show that this bias is exactly equal to the bias
introduced by Rapier and thus differences in perfor-
mance between the two cannot be due to this bias.

1Note that the search sequence does not depend on j, as
query properties (such as meta-data terms) are not used to
determine where to search. It is used only as a stopping
condition. See the introduction and conclusion sections for
a discussion on this issue.
2this simplification is justified as the matching issue of
queries to appropriate items is present with other architec-
tures and is orthogonal to the core of our contribution.
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With weighted random search, the size of the search for a
query (i, j) is a Geometric random variable. The Ess is the
mean of this random variable.

A weighted random search for item j by peer i has likeli-

hood of success in each probe pij =
∑

k 6=i wkDkj

1−wi
. and thus

for any weighted random search algorithm A EssAij = p−1
ij =

1−wi∑
k 6=i wkDkj

. (The search is performed on all peers excluding

peer i).
Thus, a Urand search for item j by peer i has

EssUrand
ij =

n− 1∑
k 6=i Dkj

; (1)

and a Prand search has

EssPrand
ij =

1 −Wi∑
k 6=i WkDkj

. (2)

4. POSSESSION-RULE OVERLAYS

Guiderulesconnectivity. : Peers that participate in the
same guide-rule form a sub-overlay that resembles a “tra-
ditional” unstructured network. Thus, each guide-rule con-
stitutes a sub-overlay, and these sub-overlays are generally
overlapping. Search is conducted using guide rules. Sim-
ilarly to search in traditional unstructured networks, it is
propagated from peer to neighbors but the propagation is
only to peers belonging to the selected guide rule. Each
guide-rule sub-overlay needs to have the form of a “tradi-
tional” unstructured overlay. For each guide-rule it is asso-
ciated with, a peer needs to remember a small list of peers
which belong to the guide rule; and neighbors should be such
that guided-search reaches a large number of peers. The
specifics can vary from a Gnutella-like design where each
peer has few viable neighbors (Typical Gnutella number is
2-4) and many other peers can be reached through them, to
a FastTrack-like design where search is facilitated through a
core network of supernodes (in our case supernodes are as-
sociated with guide-rules). The specifics are orthogonal to
our basic approach, we only need to make sure that our se-
lected guide rules are such that the underlying unstructured
network can form.

Search strategy. : A search strategy defines a search pro-
cess as a sequence of guide rule probes. An example of
a strategy is “search 100 peers that have item A and 200
peers that have item B, if this is unsuccessful, then search
400 more that have item A and 50 peers with item C, . . . ”

Our general expectation is that the total number of guide
rules may be large, but a typical peer uses a bounded num-
ber of rules. The applicability of a specific set of guide-rules
depends on the implementability of the connectivity require-
ment. This requirement has two parts, first there should be
a simple mechanism to locate a peer (and through it other
peers) that belong to the same guide rule. It is also a re-
quirement that this selection should result in large connected
components. Below we argue that possession-rules fill the
first part. As for large components, practice shows that
simple neighbor selection strategies of current P2P imple-
mentation result in large connected components, and thus,
we argue that selections within a guide-rule are likely to re-
sult in large components. (Random connections are known
to yield large components and apparently actual selections
are “sufficiently random” to obtain this property). In any

case, the same issue of obtaining large components exists in
traditional unstructured architectures and the connectivity
algorithms deployed in these networks can be adapted to
our context. There is thus no need to re-tackle this issue.

The possession-rule overlay is self-boosting: If peer-A con-
ducts a search for item i that is resolved by peer-B then it
is able to obtain through peer-B a list of other peers that
index item i. As a result, each peer has a neighbor list which
is an array of (item,peer) pairs for (most) items in its index.
Thus, for possession rules, the construction of the overlay
is symbiotic with the search process. There is seemingly a
major issue in that a peer in a guide-rule network may keep
track of many other peers, proportional to the number of
guide rules it belongs to. Even when bounding the number
of guide-rules a peer participates in, the number of neigh-
bors is considerably larger than in existing architectures.
This is in contradiction to the philosophy used by existing
P2P architectures, which promotes having a small number
of neighbors. We argue, however, that there is no reason for
guided search to abide by this rule whereas there are clear
reasons for other P2P architectures to keep it. Unlike DHTs,
the update cost of a neighbor going offline is minimal; we
may discover it when trying to search through these peers
and may then remove them from our list following one or
more unsuccessful tries; replacements are easy to find if at
least some of the guide-rule neighbors are active. It is also
advantageous for search in unstructured network to have
a small fan-out, but we achieve that since each guide-rule
sub-overlay has a low degree.

In the sequel, we assume that our network is a possession-
rule overaly. Each sub-overlay resembles an unstructured
network and we use the model of random search used in [12,
27] to capture the performance of search within a rule.

5. RAPIER SEARCH STRATEGY
Rapier is a simple search strategy that uses possession-

rules overlay. The strategy repeats the following until search
is successful (or search size limit is exceeded):

1. Choose a random item from your index.

2. Perform a blind search on the possession-rule for the
item to some predetermined depth.

The main parameter we look at is the size of the search
which is the total number of peers probed. We model Rapier
search by the following process: For a query for item j issued
by peer i, a column k is drawn uniformly from Xi \ {j} (the
index of i excluding j). Then a peer r is drawn uniformly
from Sk \ {i}. The search is successful iff Drj = 1.

Thus, the likelihood of success for Rapier per step is

pij = (xi − 1)−1
∑

k∈Xi\{j}

skj − 1

n − 1
.

and thus

EssRapier
ij =

(xi − 1)(n− 1)∑
k∈Xi\{j}(skj − 1)

. (3)

As discussed earlier, search strategies may differ to the ex-
tent that they utilize peers of different index sizes. Rapier,
in particular, is more likely to probe peers with larger in-
dices, since such peers share items with a larger number of
other peers. We can show that averaged over queries, the
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likelihood that a peer is probed under Rapier is equal to Wi

(its likelihood to be probed under Prand). Thus, it is fair
to use Prand as a benchmark for Rapier since per-search,
they have the same bias towards peers with larger index
sizes. We compare the performance of the two algorithms
on the Itemset model and using simulations.

6. THE ITEMSETS MODEL
Frequency and size distributions of items and peers are

reasonably-well understood and are typically modeled by
Zipf-like distributions. But even though these distributions
capture enough aspects of the data to evaluate the per-
formance of blind search, they do not capture correlations
that are necessary for evaluating associative search. Mod-
els which capture correlations present in market-basket data
and Web hyperlink structure had been proposed [3, 25, 26].
We use one such model, the Itemsets model (which resem-
bles models in [3, 25]), to convey intuition why and when
we anticipate Rapier to perform well.

The Itemsets model partitions items into N “interest ar-
eas” (which we refer to as itemsets). Each peer belongs to
some subset of the itemsets, and contains f fraction of items
(picked uniformly at random) in each itemset it belongs to.

Items in different itemsets are generally not correlated,
and items in the same itemset are correlated. Our expec-
tation is that if peers belong to many itemsets (at the ex-
treme, all peers have all itemsets), there is no advantage for
Rapier over Prand. When peers belong a to a small num-
ber of itemsets we expect Rapier to perform better; and we
expect this advantage to increase as the number of itemsets
decreases. We formalize this intuition below.

Suppose that each peer belongs to exactly k itemsets3,
and these itemsets are independent or positively correlated,
that is, if p(x) is the fraction of peers belonging to itemset
x, and p(x ∩ y) is the fraction of peers belonging both to
itemsets x and y, then p(x ∩ y) ≥ p(x)p(y). Let x(`) be
the itemset of item ` and let p(x(`)) be the fraction of the
peers that contain itemset x(`). Consider a query made to
an item `. Then the success probability of a Prand probe is
R` = fp(x(`)) ; and the success probability of Rapier probe
is C` = f

k
(1 + (k − 1)p(x(`))). It follows that the ratio of

the Ess under Prand to the Ess under Rapier for item `
by any peer is 1

kp(x(`))
+ k−1

k
. Since p(x(`)) ≤ 1, Rapier is

always at least as effective as Prand. When p(x(`))� 1/k,
Rapier is much more efficient than Prand. This simplistic
model provides some intuition to when Rapier is more ef-
fective than Prand: Rapier benefits, when users interests
are more “focused” (small k) and for items in rare itemsets
(small p(x(`))).

7. SIMULA TION RESULTS
As large scale peer-item data is not available publicly,

we opted to use a different source of similarly-structured
(“market-basket”) data. We used Boeing [34] Web proxy
logs of a lower-level proxies serving end users and extracted
the matrix of users versus hostnames. In the sequel, we refer
to users as peers and to hostnames as items. The resulting
data matrices (for each day of the Boeing logs) had about
57K peers, 45K items, and 115K pairs.

3Similar results would hold when we assume that each peer
belongs to at most k itemsets

As is typical with such data, we observed high skew in
both the size of the index peers have and the support-size of
items (large fraction of peers having small index sizes and
large fraction of items being present at a small fraction of
peers. About 60% of queries are issued to items whose sup-
port is over 0.01 fraction of peers; so considerable fraction
(40%) of queries target unpopular items.

We evaluated the performance of 3 search strategies:
Algorithm Ess computed according to
Urand Equation 1
Prand Equation 2
Rapier Equation 3
The results of the simulations are shown in Figures 1.

The figure shows a cumulative fraction of queries that have
Ess below a certain threshold. They show the performance
for items across support levels and also focus on items that
have lower support (occur in the index of at most 10−2-
10−4 of peers). The figures show that Urand is the worst
performer. The Ess of Urand on an item is the inverse
of its fraction of peers that index it, thus, when focusing
on items occurring in at most 10−4 of users, the respective
Ess is over 10K, and the Urand curve coincides with the
x-axis. The Prand strategy that prefers peers with larger
index sizes manages to see more items in each probe and
performs considerably better than Urand, across items of
different support levels.

We observe that Rapier, which has the same bias towards
peers with larger index as Prand, outperform Prand; more-
over, the performance gap is significantly more pronounced
for items with low support. This indicates strong presence
of the semantic structure Rapier is designed to exploit; and
also emphasizes the qualitative difference between Rapier
and aggregation-based search startegies.

For a typical Gnutella search size, estimated to cover
about 1000 peers, the simulations on the Boeing dataset
show that Rapier covers 52% of queries made to items
that are present on at most 10−4 fraction of peers, whereas
Prand covers only 14% of queries. Out of all queries, Rapier
covers 95% and Prand covers 90%. On a smaller search size
of a 100, Rapier and Prand, respectively, cover 30% and
1.3% of items with support below 10−4 fraction of peers,
and cover 90% and 80% of all items. For search sizes where
Prand covers most queries, Rapier obtains about half the
failure rate of Prand.

8. CONCLUSION
Associative overlays retain the advantages of unstructured

architectures (such as gnutella and FastTrack); including rel-
ative insensitivity to peer failures and support for partial-
match queries; but can offer orders of magnitude improve-
ment in the scalability of locating infrequent items. Our de-
sign exploits presence of associations in the underlying data.
Such associations were previously exploited for Web search,
Data-mining, and collaborative filtering applications, but
the techniques were not portable to the P2P setting which
requires simple, resilient, and fully decentralised protocols.
Our approach maintains the essense of these techniques while
striking a balance with the challenges of the P2P setting.

We argued that Rapier, the simplest search strategy on
possession-rule overlays, can dramatically increase the ef-
fectiveneess of search for rare items over that of plain un-
structured networks. It is likely that better search perfor-
mance on possession-rule overlays can be achieved by prefer-
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Figure 1: Search performance on items present in (1e-4, 1e-3, 1e-2, all) fraction of peers (Boeing-Day3 log).

ing rules that correspond to recently acquired items or rules
where the meta data of the corresponding items is more re-
lated to the query terms. It is also possible to design more
refined search strategies that acount for relations between
guide rules.
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ABSTRACT
Peer-to-peer (P2P) networking has become a household word
in the past few years, being marketed as a work-around for
server scalability problems and “wonder drug” to achieve
resilience. Current widely-used P2P networks rely on cen-
tral directory servers or massive message flooding, clearly
not scalable solutions. Distributed Hash Tables (DHT) are
expected to eliminate flooding and central servers, but can
require many long-haul message deliveries. We introduce
Mithos, an content-addressable overlay network that only
uses minimal routing information and is directly suitable
as an underlay network for P2P systems, both using tradi-
tional and DHT addressing. Unlike other schemes, it also
efficiently provides locality-aware connectivity, thereby en-
suring that a message reaches its destination with minimal
overhead. Mithos provides for highly efficient forwarding,
making it suitable for use in high-throughput applications.
Paired with its ability to have addresses directly mapped
into a subspace of the IPv6 address space, it provides a
potential candidate for native deployment. Additionally,
Mithos can be used to support third-party triangulation to
quickly select a close-by replica of data or services.

1. INTRODUCTION
The computing world is experiencing a transition from fixed
servers and stationary desktop PCs to connected informa-
tion appliances and ubiquitous connectivity, profoundly chang-
ing the way we use information. With cellular data commu-
nication, Bluetooth, and IEEE 802.11b (WiFi), the need
for a global system that supports these new communication
patterns becomes more pressing day by day. Two main pat-
terns can be identified: First, Internet routing table size is
surging, second, Internet protocol (IP) forwarding is still a
bottleneck in routers, and third, direct serverless communi-
cation is gaining importance.

Routing Table Size. The ever increasing size of the Inter-
net routing tables calls for new ways in network pro-
tocols. Although the introduction of Classless Inter-
Domain Routing (CIDR) [1] enabled large-scale ag-
gregation of routing information and thus provided a
respite in the exponential growth of routing and for-
warding tables for several years, the expansion has
resumed in the first half of 2001 with full strength.
Among the reasons given for the increased growth rates
are the exhausting of preallocated address ranges, pro-
liferation of always-on connected devices, and, proba-
bly most significantly, the tendency for businesses and
even small Internet Service Providers (ISPs) to become
multi-homed. This fact of being connected to multiple
upstream providers breaks the hierarchy model behind
CIDR, which is necessary for its aggregation to be ef-
ficient.

Forwarding Lookups. In the early Internet days, packet
forwarding was done by a single hash or index table
lookup. With the introduction of CIDR to keep rout-
ing table size under control, a more complex lookup
was required, performing a longest prefix match, which
has long been an obstacle to building fast routers serv-
ing high-speed links. Novel algorithms [2–4] as well as
additional protocol layers such as MPLS [5] have re-
duced the cost of prefix matching. Any new network
design aiming for high data rates should provide for
inexpensive lookups.

Symmetric, Serverless Communication. While services
such as Napster brought publicity to the term peer-
to-peer (P2P), serverless communication only started
becoming popular when Napster’s demise became a
possibility. The events of September 11, 2001, have
further shown that centralized servers and thus single
points of failure should be avoided when system relia-
bility and availability are business-critical. Serverless
systems of the first generation heavily relied on flood-
ing as the prime mechanism to query the distributed
directory and to support connectivity when network
components become unavailable. The second genera-
tion being designed now is based on distributed hash
tables (DHTs) to allow direct addressing once the ID
of the resource, such as document or service, is known.

ACM SIGCOMM Computer Communications Review Volume 33, Number 1: January 2003101



Although many theoretical schemes for minimizing routing
information have been proposed and many designs for DHTs
have recently become prominent discussion topics, we are
unaware of any practical and efficient system combining
both. In this paper, we introduce Mithos, a novel mech-
anism that combines both, and provides additional benefits,
such as its ability to use IPv6 as a native transport mecha-
nism and its support for third-party triangulation.

Unlike other systems that map Internet topology to Carte-
sian coordinates [6,7], Mithos, in full P2P spirit, uses every
node in the entire network also as a topology landmark. This
helps achieve accuracy and efficiency without the overhead
of numerous dimensions or full-mesh probing of all land-
marks. Instead, directed incremental probing is used to find
a near-optimal placement, as will be explained below.

In Mithos, routing table size is minimized because every
node only needs to know its direct neighbors; transitive rout-
ing enables messages to reach any destination nevertheless.
To achieve this, Mithos employs a novel approach to rout-
ing in multi-dimensional irregular meshes, which is key to
achieving minimum routing table size while guaranteeing
connectivity.

The remainder of the paper is organized as follows. Sec-
tion 2 introduces and describes the concepts behind Mithos.
Section 3 presents early results from our simulation environ-
ment. Related work is discussed in Section 4, and conclu-
sions are drawn in Section 5.

2. MITHOS DESIGN
The basic idea of Mithos is to embed the network into a
multi-dimensional space, with every node being assigned a
unique coordinate in this space. This is similar to inter-
connects used in many high-performance parallel comput-
ers, enabling optimal global routing with simple knowledge
of the local coordinate gradients, i.e., which links lead to
higher/lower coordinates in which dimensions. Unlike par-
allel computers, however, the mesh used for Mithos con-
nectivity is not regular, in order to accommodate dynamic
membership as well as to represent locality.

These goals are established for every new node in a three-
phase process:

1. Finding close-by nodes and establishing a neighbor-
hood

2. Assigning an ID to the newcomer based on this neigh-
borhood

3. Establishing links with the neighborhood

The individual phases are discussed in more detail below.

2.1 Finding Neighbors
To ensure that neighbors in the overlay network are also
close in the “underlay” network, a distance metric and a
location process need to be defined. We chose network de-
lay between two nodes as metric for measuring distances,
but any metric establishing geometry-like foundations would
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Figure 1: Finding neighbors

be suitable, including any metrics typically used in rout-
ing protocols, independent of their Quality-of-Service (QoS)
awareness. Examples include physical distance, monetary
link cost, or the bandwidth a TCP-compliant stream would
achieve.1 Independent of the metric used, the value is re-
ferred to as distance below.

It is well known that connectivity and connection parame-
ters are not necessarily symmetric or transitive in the In-
ternet, especially when multiple autonomous systems (AS)
are involved [8]. Nevertheless, these metrics provide a rea-
sonable basis for an overlay network. When setting up a
sufficiently dense overlay network whose goal is to minimize
these connection parameters on a per-link basis, the over-
lay will adapt itself, trying to get optimal service from the
underlay.

When searching for neighbors, the natural choice would be
to perform an expanding ring search using a multicast mech-
anism [9]. Although the protocols were defined more than
a decade [10], multicast is still only available as an exper-
imental platform in the Internet, if at all. Therefore, the
neighborhood location process has to revert to using uni-
cast.

For bootstrapping, Mithos requires a candidate member to
know how to contact (at least) one of the existing members.
A nonempty subset of these members is used as the first set
of candidate neighbors. Then, knowledge from within the
overlay network is used to locate the actual neighborhood as
follows. Each candidate neighbor is first asked for its direct
neighbors, then these neighbors are probed for their dis-
tance according to the metric chosen for the overlay system.
The best node is then used as the new candidate neighbor.
This process is iterated until no further improvement can be
achieved, effectively following the distance gradient (Figure
1).

As this process is prone to terminate at a local instead of
the global minimum, local minima must be recognized and
avoided. For Mithos, this is currently done by probing all
nodes that are two steps away from the current minimum

1When setting up a system, care should be taken that the
metric chosen is relatively stable for the duration of the P2P
network.
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before giving up. If a better candidate neighbor is found,
the iterative process continues.

2.2 ID Assignment
Now that one of its neighbors has been selected, it is neces-
sary to actually assign an ID to the candidate member. This
ID selection process is critical, as an inappropriate assign-
ment will eventually create many local minima, preventing
an efficient neighborhood location in the future.

Mithos uses the distances measured during the last step of
neighborhood establishment as a basis for ID assignment.
The two closest nodes found in the process, their neighbors,
and the corresponding distances are used in this computa-
tion, which requires no further communication.

For ID calculation, virtual springs are established between
the candidate member and its fixed neighbors. The tension
of each spring is set to be inversely proportional to the dis-
tance measured. Then this virtual equivalent of a physical
system is allowed to settle, achieving the minimum energy
state. This minimum energy location of the candidate node
in the multidimensional space is directly used for its ID.

Now that an ID has been established, distances are computed
in ID space, no longer requiring measurements (and thus
message exchanges) according to the distance metric.

2.3 Linking Options
The final step is the establishment of peering relationships
between neighbors. To evaluate the possible options for in-
terconnecting neighbors, we established the following crite-
ria:

1. Minimum routing table size;

2. efficient connectivity, full reachability; and

3. fast and simple forwarding algorithm.

These goals would be readily achieved by the strongly regu-
lar hypercube or hypertorus interconnect used in many par-
allel computers. In the presence of network dynamics, the
regularity requirement would need to be significantly weak-
ened. Our criterion of maintaining locality between neigh-
bors completely breaks the dynamic supercomputer anal-
ogy. Furthermore, locality can lead to some local clustering
effects, which need to be dealt with. Alternatives to rectan-
gular connectivity in dynamic, locality-preserving environ-
ments are described and evaluated below.

Closest to axis. Along each axis in each direction, find a
node that is closest to this axis and establish a link.
Then, use the traditional hypertorus forwarding mech-
anism when delivering messages.

Quadrant-based. Each node establishes a link to the clos-
est neighbor in each quadrant.2 When forwarding, the

2We use the term “quadrant” as a generic term, even when
the number of dimensions, d, does not equal 2. All quadrants
are determined relative to the current node.

A B

C

(b)(a)

Figure 2: Example quadrant links in 2-space

next hop is chosen as the neighbor in the same quad-
rant as the final destination. This can done by com-
puting the difference vector between the current node
and the destination, and using the bit vector of the
resulting d sign bits (one per dimension) as an index
into the next-hop table.

Rectangular subdivision. Each node is assigned an en-
closing axis-parallel multi-dimensional rectangle [11].
Forwarding is done to the rectangle abutting at the
point where the vector to the destination intersects
with the current node’s rectangle boundary.

Delaunay triangulation. Establish links according to a
Delaunay triangulation of the nodes. Forward analo-
gous to the previous whose vector is angularly closest
to the destination vector.

All of these approaches typically achieve small routing ta-
bles, although in the worst case (for all but the axis mecha-
nism) a single node could have all other nodes in the system
as neighbors.

The connectivity is efficient, except when using closest to
axis, which fails to locate off-axis nodes closer than the next
on-axis node.

Forwarding lookups are optimal for the quadrants solution,
as the final next-hop decision can be made by a simple in-
dexed array access, following a per-dimension subtraction
and concentration of sign bits. Many processor architec-
tures offer support for SIMD arithmetic or aggregation of
values, as they are easy to implement. Forwarding is still
very good for the axis method, but as this method is unable
to find all nodes without the aid of another algorithm, we
consider it impractical, Rectangles and Delaunay base their
decisions on angular calculations and comparisons, requir-
ing expensive multiplications and multidimensional range
searches.

We therefore decided to use a quadrant-based mechanism, as
it easily fulfilled all the criteria.

2.4 Establishing Quadrant Links
Before describing how to achieve quadrant-based links, we
first evaluate some of their properties. Figure 2 shows two
excerpts of networks situated in 2-space. Looking at Figure
2 (a), even though A has C as its closest southeast neigh-
bor, C does not consider A as its closest northwest neighbor,
resulting in asymmetric links. Fortunately, this asymmetry
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has no functional drawbacks during forwarding, as all nodes
can still be reached efficiently. However, it needs to be taken
into account when establishing the links. To simplify the
description, the routing and link establishment process es-
tablishes bidirectional links, even though some of them will
be used only unidirectionally when forwarding. Thus, the
forwarding database remains minimum.

When the joining node J has established its ID, the sum
of neighbors that helped it establish its ID may have no
information about the best neighbor in all of J ’s quadrants.
This can be because J ’s final position is out of range of the
nodes’ knowledge, or due to the asymmetry of the routing
(cf. Figure 2). Furhermore, even though J might know of a
node in each quadrant, this does not necessarily imply that
this node is also the node closest to J . Therefore, J needs to
identify the best neighbors in the region. The mechanism to
achieve this is based on ideas similar to the perimeter walk
used in Greedy Perimeter Stateless Routing (GPSR) [12],
but has been extended to higher dimensions.

Now that a complete neighborhood has been established,
it must be ensured that links are established to the closest
neighbors, in order to guarantee correct forwarding opera-
tion. Thus the second phase tries to locate a closer neighbor
by starting at the known neighbor and scanning towards all
quadrant borders (Figure 4).

This second phase is an even further generalization of GPSR
[12]. It currently uses parallel path processing, which we ex-
pect can be optimized further by taking into account further
geometric properties of the node relationships. Our early
simulations have revealed that in the vast majority of cases,
the best neighbors are already known from the merge step.
The process is described in more detail in [13].

Serialization of multiple join events is only necessary if they
involve the same neighborhood. As the steps requiring se-
rialization all operate only on highly local areas with short
distances, serializing them is not expected to become a bot-
tleneck, although we are looking at ways to improve that.

J

q

BC

Figure 4: Finding the best neighbor in a quadrant

2.5 Priming the Overlay Network
Starting the network from a single node using the mecha-
nisms described above can lead to a very uneven utilization
of the available space. To initialize the constants and pro-
vide enough initial points required for the spring forces algo-
rithm, the network is primed with a small number of nodes
appropriately distributed throughout the space the overlay
network should span. These initial nodes are preferentially
selected from early nodes interested in joining the system,
but we envision that appropriate public landmarks could
also be used to bootstrap the system.

3. RESULTS
Preliminary results indicate that the above algorithms work
very well. Figure 5 shows the quality of the minimum-
finding algorithm. Despite its simple heuristics, the results
are very encouraging. The test network consisted of 10,000
nodes in the underlay network (generated using the INET
topology generator3) and 1000 nodes in the four-dimensional
overlay network. About half of the nodes are optimally
placed and more than 90% of the nodes are less than a factor
of 5 in delay from their minimum. Further analysis reveals
that this is often due to the small absolute delay.

Figure 6 compares the overhead of end-to-end path lengths
under different numbers of dimensions (the same underlay
network was used, but this time, only 200 nodes are placed
in the overlay network for simulation efficiency). As can
be seen, already at four dimensions, more than 97% of the
paths are less than a factor of 3 from optimal. This is in
contrast to non-P2P localization algorithms which require
more dimensions and do not provide an efficient addressing
scheme at the same time.

We expect better placement heuristics to further improve
these results at potentially even further savings during node
placement. More of our early results can be found in [14].

3Available from http://topology.eecs.umich.edu/inet/.
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mum for each joining node (CDF)

4. RELATED WORK
Cartesian mapping of the Internet has been a topic in the
papers by Francis et al. [6] and, more recently, by Ng and
Zhang [7] use landmarks and measurements for triangula-
tion. These two systems rely on a small number of land-
marks to provide their measurements. For the system to
work, there is thus a critical need for a reliable infrastruc-
ture offering these landmarks at high availability. Tempo-
rary failure or unreachability of a subset of these nodes will
make it hard to compare the proximity of new nodes.

A series of scalable overlay networks have recently sprung to
life, such as CAN [15], Chord [16], Pastry [17], and Tapestry
[18], all offering a DHT service. The respective locality
properties of CAN, Chord, and Pastry are discussed below,
separated into geographic layout and proximity forwarding,
categories adapted from Castro et al. [19].4

CAN is based on connectivity in a d-dimensional space which
is subdivided into hypercuboids, which are logically con-
nected along touching surfaces. Initially, CAN’s locality was
based on proximity forwarding: each node keeps track of the
quality of the neighbor links, measured by the ratio of for-
warding progress (in the d-dimensional space) vs. round-trip
time to that neighbor. Later, it was refined to use layout as
well, where it adopted a binning scheme [20] to determine
neighborhood during node placement. This binning scheme
is based upon ranking the relative distances to a given set
of landmarks as well as the absolute distances, the latter
having been heavily quantized before being used for com-
parisons. A newly joining node is then placed close to an
existing node with a similar landmark triangulation.

Chord extends on the ideas of interval routing [21] by pro-
viding for dynamic behavior and proximity forwarding. All
nodes are arranged on a conceptual circle, with each node
having forwarding fingers (chords) to various other places

4Tapestry does not directly take advantage of locality itself,
due to the strong similarity of the routing mechanism to
Pastry, the observations discussed below equally apply to
both.
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Figure 6: Path length ratios with 2, 4, and 6 dimen-
sions (CDF)

along the circle. These fingers are constantly refined to point
to nodes in close proximity, which can lead to significant im-
provements in forwarding.

Pastry (and Tapestry) routing is similar to radix tries. A
message reaches a destination by continuously following to
a node with a longer shared prefix between the destination
and next-hop IDs. Despite being based on a tree structure,
there is no central point of failure, as every participant is
both a root, a leaf, and a set of interior nodes in a clev-
erly interwoven set of tries. Again, proximity forwarding is
chosen to take advantage of locality. Among the nodes eli-
gible as children of a particular tree node, the closest node
known is picked. According to Castro et al. [19], this allows
for a child choice from a much larger set than possible with
Chord, resulting in shorter paths.

Among the DHTs, CAN is closest to Mithos in terms of
features provided, but uses an entirely different approach;
nevertheless, we expect the reliance on a small subset of
landmarks, the coarse binning scheme, and the weak inte-
gration between layout and routing to provide a performance
disadvantage.

5. CONCLUSIONS AND FUTURE WORK
By having all nodes in the P2P overlay network provide
neighborhood location service through a directed, efficient
search, we are able to create an overlay network whose con-
nectivity is close to the optimum achievable with full topol-
ogy knowledge. In contrast to other approaches, Mithos
does not require full topology knowledge, even the forward-
ing and routing information is minimum and can be used in
a highly efficient manner. At the same time, Mithos pro-
vides a close conceptual integration between geographic lay-
out and proximity routing, as well as a powerful addressing
scheme directly suitable for use in DHTs.

Another key distinguishing factor to both overlay networks
as well as the underlying Internet protocol (IP) is the ef-
ficiency of the forwarding lookup: its next-hop calculation
requires only a few fast processor instructions (or simple
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hardware) and a single indexed memory lookup, significantly
faster than comparable or even less feature-rich systems. We
believe that such addresses could be directly used in a native,
dedicated subspace of the IP version 6 address space [22] to
provide efficient addressing and forwarding, e.g., by using
six dimensions of 16 bit resolution each.

In the future, we will investigate the dynamic behavior of
the network and how to handle asymmetric underlay fail-
ures. We also plan to employ metrics obtained from real
networks, including metrics other than pure delay. Further
topics include optimizations of the “local minimum” and
“spring forces” heuristics, as well as evaluating “asymmet-
ric” dimensions, such as local and non-wrapping dimensions,
which we expect to be useful when dealing with non-uniform
address space usage, but also will provide significant gains
for improving locality.
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Unicast edges on physical
network topology

Application-level multicast tree
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ABSTRACT
While it is technically pleasing to believe that IP will domi-
nate all forms of communication, our delight in its elegance
is making us overlook its shortcomings. IP is an excellent
means to exchange data, which explains its success. It re-
mains ill suited as a means to provide many other types of
service; and is too crude to form the transport infrastructure
in its own right. To allow the continued success of IP, we
must be open-minded to it living alongside, and co-operating
with other techniques (such as circuit switching) and proto-
cols that are optimized to different needs. In this position
paper, we question some of the folklore surrounding IP and
packet switching. We conclude that while packet-switched
IP will continue to dominate best-effort data services at the
edge of the network, the core of the network will use optical
circuit switching as a platform for multiple services.

Categories and Subject Descriptors
C.2.1 [Computer-Communication Networks]: Network
Architecture and Design—Circuit-switching networks, Packet-
switching networks; C.2.5 [Computer-Communication Net-
works]: Local and Wide-Area Networks—Internet (e.g.,
TCP/IP)

Keywords
IP, packet switching, circuit switching

1. INTRODUCTION
Whatever the initial goals of the Internet, there are two
main characteristics that seem to account for its success:
reachability and heterogeneity. IP provides a simple, single,
global address to reach every host, enables unfettered access
between all hosts, and adapts the topology to restore reach-
ability when links and routers fail. IP hides heterogeneity
in the sense that it provides a single, simple service abstrac-
tion that is largely independent of the physical links over
which it runs. As a result, IP provides service to a huge

variety of applications and operates over extremely diverse
link technologies.

The growth and success of IP has given rise to some widely
held assumptions amongst researchers, the networking in-
dustry and the public at large. One common assumption is
that it is only a matter of time before IP becomes the sole
global communication infrastructure, dwarfing and eventu-
ally displacing existing communication infrastructures such
as telephone, cable and TV networks. IP is already univer-
sally used for data networking in wired networks (enterprise
networks and public Internet), and is being rapidly adopted
for data communications in wireless and mobile networks.
IP is increasingly used for both local and long-distance voice
communications, and it is technically feasible for packet-
switched IP to replace SONET/SDH.

A related assumption is that IP Routers (based on packet-
switching) will become the most important, or perhaps only,
type of switching device inside the network. This is based
on our collective belief that packet switching is inherently
superior to circuit switching because of the efficiencies of
statistical multiplexing, and the ability of IP to route around
failures. It is widely assumed that IP is simpler than circuit
switching, and should be more economical to deploy and
manage. And with continued advances in the underlying
technology, we will no doubt see faster and faster links and
routers.

On the face of it, these assumptions are quite reasonable.
Technically, IP is flexible enough to support all commu-
nication needs, from best-effort to real-time. With robust
enough routers and routing protocols, and with extensions
such as weighted fair queueing, it is possible to build a
packet-switched, datagram network that can support any
type of application, regardless of their requirements.

But for all its strengths, we (the authors) do not believe that
IP will displace existing networks; in fact, we believe that
many of the assumptions discussed above are not supported
by reality, and do not stand up to close scrutiny.

It is the goal of this paper to question the assumption that
IP will be the network of the future. We will conclude that
if we started over - with a clean slate - it is not clear that
we would argue for a universal, packet-switched IP network.
We believe that in the future, more and more users and
applications will demand predictability from the Internet;
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both in terms of the availability of service, and the timely
delivery of data. IP was not optimized to provide either,
and so it seems unlikely to displace networks that already
provide both.

We take the position that while IP will be the network layer
of choice for best-effort, non-mission critical and non-real-
time data communications (such as information exchange
and retrieval), it will live alongside other networks, such as
circuit-switched networks, that are optimized for high rev-
enue time-sensitive applications that demand timely delivery
of data and guaranteed availability of service.

We realize that our position is a controversial one. But re-
gardless of whether or not we are correct, as researchers we
need to be prepared to take a step back, to take a hard look
at the pros and cons of IP, and its likely future. As a re-
search and education community, we need to start thinking
how IP will co-exist and co-operate with other networking
technologies.

2. IP FOLKLORE
In what follows, we try to identify some folkloric assump-
tions about IP and the Internet, and examine each in turn.
We will start with the most basic assumption, and easiest
to dispel: that the Internet already dominates global com-
munications. This is not true by any reasonable metric:
market size, number of users, or the amount of traffic. Of
course, the Internet has not yet reached maturity, and it
may still grow to dominate the global communications in-
frastructure. We should ask ourselves if packet-switched IP
offers inherent and compelling advantages that will lead to
its inevitable and unavoidable dominance. This requires us
to examine some “sacred cows” of networking; for example,
that packet switching is more efficient than circuit switch-
ing, that IP is simpler, it lowers the cost of ownership, and
it is more robust.

2.1 IP already dominates global communica-
tions

Although the Internet has been a phenomenal success, it
is currently only a small fraction of the global communica-
tion infrastructure consisting of separate networks for tele-
phones, broadcast TV, cable TV, satellite, radio, public and
private data networks, and the Internet. In terms of rev-
enue, the Internet is a relatively small business. The US
business and consumer-oriented ISP markets have revenues
of $13B each (2000) [5] [6], by contrast, the TV broadcast
industry has revenues of $29.8B (1997), the cable distribu-
tion industry $35.0B (1997), the radio broadcast industry
$10.6B (1997) [31], and the phone industry $268.5B (1999),
of which $111.3B correspond to long distance and $48.5B
to wireless [13]. The Internet reaches 59% of US house-
holds [22], compared to 94% for telephones and 98% for TV
[20, 25]. It is interesting to note that, if the revenue per
household remains the same, the total revenue for the ISP
industry can at most double.

If we restrict our focus to the data and telephony infras-
tructure, the core IP router market still represents a small
fraction of the public infrastructure, contrary to what hap-
pens in the private enterprise data networks. As shown in

Table 1 the expenditure on core routers worldwide was $1.7B
in 2001, compared to $28.0B for transport circuit switches.
So in terms of market size, revenue, number of users, and
expenditure on infrastructure, it is safe to say that the Inter-
net does not currently dominate the global communications
infrastructure.

The current infrastructure consists of a transport network -
made of circuit-switched SONET and DWDM devices - on
top of which run multiple service networks. The service net-
works include the voice network (circuit switched), the IP
network (datagram, packet switched), and the ATM/Frame
Relay networks (virtual-circuit switched). When consider-
ing whether IP has or will take over the world of communi-
cations, we need to consider both the transport and service
layers.

In what follows, we will be examining which of two out-
comes is more likely: Will the packet-switched IP network
grow to dominate and displace the circuit switched trans-
port network; or will the (enhanced) circuit-switched TDM
and optical switches continue to dominate the core transport
network?

Segment Market size

Core routers $1.7B
Edge routers $2.4B

SONET/SDH/WDM $28.0B
Telecom MSS $4.5B

Table 1: World market breakup for the public
telecommunications infrastructure in 2001 [30].

2.2 IP is more efficient
“Analysts say [packet switched networks] can carry
6 to 10 times the traffic of traditional circuit-
switched networks” – Business Week.

From the early days of computer networking, it has been well
known that packet switching makes efficient use of scarce
link bandwidth [1]. With packet switching, statistical mul-
tiplexing allows link bandwidth to be shared by all users,
and work-conserving link sharing policies (such as FCFS
and WFQ) ensure that a link is always busy when pack-
ets are queued-up waiting to use it. By contrast, with cir-
cuit switching, each flow is assigned to its own channel, so a
channel could go idle even if other flows are waiting. Packet
switching (and thus IP) makes more efficient use of the band-
width than circuit switching, which was particularly impor-
tant in the early days of the Internet when long haul links
were slow, congested and expensive.

It is worth asking: What is the current utilization of the In-
ternet, and how much does efficiency matter today? Odlyzko
and Coffman [24, 9] report that the average link utilization
in links in the core of the Internet is between 3% and 20%
(compared to 33% average link utilization in long-distance
phone lines [24, 29]). The reasons that they give for low
utilization are threefold; First, Internet traffic is extremely
asymmetric and bursty, but links are symmetric and of fixed
capacity, second it is difficult to predict traffic growth in a
link, so operators tend to add bandwidth aggressively, and
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finally as faster technology appears it is more economical to
add capacity in large increments.

There are other reasons to keep network utilization low.
When congested, a packet-switched network performs badly,
becomes unstable, and can experience oscillations and syn-
chronization. Because routing protocol packets are trans-
mitted in-band, they can be lost or delayed due to network
congestion or control processor overload. This causes incon-
sistent routing state, and may result in traffic loops, black
holes and disconnected regions of the network, which fur-
ther exacerbates congestion in the data path [17]. Today,
network providers address these problems by keeping net-
work utilization low.

But perhaps the biggest reason that network providers over-
provision their network is to give low packet delay. Users
want predictable behavior, which means low queueing de-
lay, even under abnormal conditions (such as the failure of
several links and routers). As users, we already demand
(and are willing to pay for) huge over-provisioning of Eth-
ernet networks (the average utilization of an Ethernet net-
work today is about 1% [9]) just so we do not have to share
the network with others, and so that our packets can pass
through without queueing delay. We will demand the same
behavior from the Internet as a whole. We will pay net-
work providers to stop using statistical multiplexing, and
to instead over-provision their networks, as if it were cir-
cuit switched [12]. The demand for lower delay will drive
providers to decrease link utilization even lower than it is
today.

But simply reducing the average link utilization will not be
enough to make users happy. For a typical user to experi-
ence low utilization, the variance of the network utilization
needs to be low, too. Reducing variations in link utiliza-
tion is hard; today we lack effective techniques to do it. It
might be argued that the problem will be solved by research
efforts on traffic management, congestion control, and mul-
tipath routing. But to-date, despite these problems being
understood for many years, effective measures are yet to be
introduced.

On a related note, we might ask whether users experience
lower delay in a packet switched or circuit switched net-
work. Intuition suggests that packet switching will lead
to lower delay: A packet switched network easily supports
heterogeneous flow rates, and flows can always make for-
ward progress because of processor-sharing in the routers.
In practice, we find that it doesn’t make much difference
whether we use packet switching or circuit switching. We
explored this in detail in some earlier work, where we stud-
ied (using analysis and simulation) the effect of replacing
the core of the network with dynamic fine-granularity cir-
cuit switches [19]. Let’s define the user response time to
be the time from when a user requests a file, until this file
finishes downloading. Web browsing and file sharing repre-
sent over 65% of Internet transferred bytes today [7], and
so the request/response model is representative of typical
user behavior. Now consider two types of network: One is
the current packet-switched network in which packets share
links. In the other network each new application flow trig-
gers the creation of a low bandwidth circuit in the core of

the network, similar to what happens in the phone network.
If there are no circuits available, the flow is blocked until a
channel is free. At the core of the network, where the rate of
a single flow is limited by the data-rate of its access link, sim-
ulations and analysis in [19] indicate that the user response
time is essentially the same for packet switching and circuit
switching, independent of the flow length distribution.

In summary, we have observed that packet switching can
lead to more efficient link utilization. While efficiency was
once a critical factor, it is so outweighed by our need for
predictability, stability, immediate access and low delay that
network operators are forced to run their networks at a low
utilization, forfeiting the benefits of statistical multiplexing.

2.3 IP is robust
“The Internet was born during the cold war 30
years ago. The US Department of Defence [de-
cided] to explore the possibility of a communi-
cation network that could survive a nuclear at-
tack.” – BBC

The Internet was designed to withstand a catastrophic event
where a large number of links and routers were destroyed.
This goal is in line with users and businesses who rely more
and more on the network connectivity for their activities
and operations, and who want the network to be available
at all times. Much has been claimed about the reliabil-
ity of the current Internet, and it is widely believed to be
inherently more robust. Its robustness comes from using
soft-state routing information; upon a link or router failure
it can quickly update the routing tables and direct packets
around the failed element.

The reliability of the current Internet has been studied by
Labovitz et al. [17]. They have studied different ISPs over
several months, and report a median network availability
equivalent to a downtime of 471 min/year. By contrast
Kuhn [15] found that the average downtime in phone net-
works is less than 5 min/year. As users we have all ex-
perienced network downtime when our link is unavailable,
or some part of the network is unreachable. On occasions,
connectivity is lost for long periods while routers reconfig-
ure their tables and converge to a new topology. Labovitz
et al. [16] observed that the Internet recovers slowly, with a
median BGP convergence time of 3 minutes, and frequently
taking over 15 minutes. By contrast, SONET/SDH rings,
through the use of pre-computed backup paths, are required
to recover in less than 50 ms; a glitch that is barely notice-
able by the user.

As discussed in Section 2.2, the likelihood of a network get-
ting into a inconsistent routing state is much higher in IP
networks because (a) the routing packets are transmitted in-
band, and therefore are more likely to incur congestion due
to high load of user traffic; (b) the routing computation in
IP networks is very complex, therefore, it is more likely for
the control processor to be overloaded; (c) the probability of
mis-configuring a router is high. And mis-configuration of
even a single router may cause instability of a large portion
of the network. It is surprising is that we have continued to
use routing protocols that allow one badly behaved router
to make the whole network inoperable [18]. In contrast,
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high availability has always been a government-mandated
requirement for the telephone network, and so steps have
been taken to ensure that it is an extremely robust infras-
tructure. In circuit networks control messages are usually
transmitted over a separate channel or network, and the
routing is much simpler.

In datagram networks, inconsistence routing state may cause
black holes or traffic loops so that the service to existing user
traffic is disrupted – i.e. inconsistent routing is service im-
pacting. In circuit networks, inconsistent routing state may
result in unnecessary rejection of request for new circuits,
but none of the established circuits is affected. In summary,
currently with IP, not only are failures more common, but
they take longer to be repaired and their impact is deeper.

The key point here is that there is nothing inherently un-
reliable about circuit switching, and we have proof that it
is both possible and economically viable to build a robust
circuit-switched infrastructure, that is able to quickly re-
configure around failures. There is no evidence yet that we
can define and implement the dynamic routing protocols to
make the packet-switched Internet as robust. Perhaps the
problems with BGP will be fixed over time and the Internet
will become more reliable. But it is a mistake to believe
that packet switching is inherently more robust. In fact, the
opposite may be true.

2.4 IP is simpler
”IP-only networks are much easier and simpler
to manage, leading to improved economics.” –
Business Communications Review

It is an oft-stated principle of the Internet that the com-
plexity belongs at the end-points, so as to keep the routers
simple and streamlined. While the general abstraction and
protocol specification are simple, implementing a high per-
formance router and operating an IP network are extremely
challenging tasks, particularly as the line rates increase.

If we are looking for simplicity, we can do well to look at
how circuit-switched transport switches are built. First, the
software is simpler. The software running in a typical trans-
port switch is based on about three million lines of source
code [28], whereas Cisco’s Internet Operating System (IOS)
is based on eight million [10], over twice as many. Routers
have a reputation for being unreliable, crashing frequently
and taking a long time to restart. So much so that router
vendors frequently compete on the reliability of their soft-
ware.

The hardware in the forwarding path of a circuit switch is
also simpler than that of a router. At the very least, the line
card of a router must unframe/frame the packet, process its
header, find the longest-matching prefix that matches the
destination address, decrement the TTL, process optional
headers, and then buffer the packet. If multiple service levels
are added (e.g., DiffServ [3]), then multiple queues must be
maintained, as well as an output link scheduling mechanism.

On the other hand, the linecard of an electronic transport
switch typically contains a SONET framer to interface to the
external line, a chip to map ingress time slots to egress time

slots, and an interface to a switch fabric. Essentially, one
can build a transport linecard [27] by starting with a router
linecard [26] and then removing most of the functionality.

One measure of this complexity is the number of logic gates
implemented in the linecard of a router. An OC192c POS
linecard today contains about 30 million gates in ASICs,
plus at least one CPU, 300Mbytes of packet buffers, 2Mbytes
of forwarding table, and 10Mbytes of other state memory.
The trend in routers has been to put more and more func-
tionality on the forwarding path: first, support for multicast
(which is rarely used), and now support for QoS, access con-
trol, security and VPNs (and we thought that all the com-
plexity was in the end system!). By contrast, the linecard of
a typical transport switch contains a quarter of the number
of gates, no CPU, no packet buffer, no forwarding table, and
an on-chip state memory (included in the gate count). Be-
cause they use simpler hardware, electronic circuit switches
consume less power, allowing more capacity to be placed in
a single rack. It should come as no surprise that the highest
capacity commercial transport switches have two to twelve
times the capacity of an IP router [8, 21, 14], and sell for
about half to 1/12 per gigabit per second. So even if packet
switching might be simpler for low data rates, it becomes
more complex for high data rates. IP’s “simplicity” does
not scale.

It is interesting to explore how optical technology will affect
the performance of routers and circuit switches. In recent
years, there has been a lot of discussion about all-optical
Internet routers. There are two reasons why this does not
make sense. First, a router is a packet switch, and so in-
herently requires large buffers to hold packets during times
of congestion, and there are currently no economically fea-
sible ways to buffer large numbers of packets optically. The
second reason is that an Internet router must perform an
address lookup for each arriving packet. Neither the size of
the routing table, nor the nature of the lookup, lends itself
to implementation using optics.

Optical switching technology is much better suited to circuit
switches. Devices such as tunable lasers, MEMS switches,
fiber amplifiers and DWDM multiplexers provide the tech-
nology to build extremely high capacity, low power circuit
switches that are well beyond the capacities possible in elec-
tronic routers [2].

2.5 Support of telephony and other real-time
applications over IP networks

“All critical elements now exist for implementing
a QoS-enabled IP network.” – IEEE Commu-
nications Magazine

There is a widely-held assumption that IP network can sup-
port telephony and other real-time applications. If we look
more closely, we find that the reasons for such an optimistic
assumption are quite diverse. One school holds the view
that IP is ready today: IP networks are and will continue
to be heavily over-provisioned, and the average packet delay
in the network will be low enough to satisfy the real-time
requirements of these applications. These real-time appli-
cations, including telephony, can tolerate occasional packet
delay/loss and adapt to these network variabilities. While
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today’s IP networks are heavily over-provisioned, it is doubt-
ful whether a new solution (far from complete yet) that pro-
vides a worse performance can displace the reliable and high
quality of service (QoS) provided by today’s TDM-based in-
frastructure (which is already paid-for).

Another school believes that for IP to succeed, it is critical
for IP to provide QoS with the same guarantees as TDM but
with more flexibility. In addition, the belief is that there
is no fundamental technical barrier to build a connection-
oriented service (Tenet [11] and IntServ [4]) and to provide
guaranteed services in the Internet. Unfortunately, after
more than 10 years of extensive research and efforts in the
standards bodies, the prospect of end-to-end per-flow QoS
in the Internet is nowhere in sight. The difficulty seems to
be the huge culture gap between the connection and data-
gram design communities. By blaming the failure on “con-
nections”, a third school holds the view that a simpler QoS
mechanism such as DiffServ is the right way to go. Again,
we are several years into the process, and it is not at all
clear that the “fuzzy” QoS provided by DiffServ will be good
enough for customers who are used to the simple QoS pro-
vided by the existing circuit-switched transport networks.

Finally, no matter what technology we intend to use to carry
voice over the Internet, there are few financial incentives
to do so. As Mike O’Dell1 recently said [23]: “[to have
a Voice-over-IP service network one has to] create the most
expensive data service to run an application for which people
are willing to pay less money everyday, [...] and for which
telephony already provides a better solution with a marginal
cost of almost zero.”

3. DISCUSSION
Up until this point, we have considered some of the folklore
surrounding the packet-switched Internet. Our overall goal
is to provoke discussion and research on fundamental issues
that need to be addressed so that IP can continue to revo-
lutionize the world of communications. We hope to provide
a vantage point for the IP community to reflect upon the
problems that still need to be solved.

3.1 Dependability of IP networks
High dependability, in the broadest sense, is a must if IP is
to become the universal infrastructure for high value appli-
cations. For example, voice services and private lines are a
high-revenue, and very profitable business. Trusting them
to today’s unreliable, and unpredictable IP networks would
be an unnecessary risk, which is why — despite predictions
to the contrary — telephone carriers have not done so.

High dependability means several things: robustness and
stability, traffic isolation, traffic engineering, fault isolation,
manageability, and last but not least, the ability to pro-
vide predictable performance in terms of bounded delay and
guaranteed bandwidth (QoS). In its current form, IP excels
in none of these areas. Although it is clearly a challenge
to achieve each of these goals, they must all be solved for
IP to become dependable enough to be used as a transport
mechanism.

1former Senior Vice President of UUNET, responsible for
technical strategic direction and architecture of the network.

3.2 How IP should interact with circuits
The current Internet is based on packet switched routers, in-
terconnected by a circuit switched transport network. Given
the benefits of circuit switching, it is inconceivable to us that
the network providers would remove the existing, robust,
reliable, predictable and largely paid-for transport network,
and replace it with a technology that seems more complex,
less reliable, more expensive and not yet installed.

What seems more likely is that packet switching will con-
tinue to exist at the edge of the network, aggregating and
multiplexing traffic from heterogeneous sources for applica-
tions that have no delay or quality requirements.

At the core of the network, we expect the circuit switched
transport network to remain as a means to interconnect the
packet switched routers, and as a means to provide high re-
liability, and performance guarantees. Over time, more and
more optical technology will be introduced into the trans-
port network, leading to capacities that electronic routers
cannot achieve.

However, IP will not be the only way to access the circuit
switched transport network. Because the packet switched
network is unlikely to provide the predictability needed for
voice traffic, voice will continue to operate over its own, sep-
arate circuit switched edge network and be carried over the
shared transport network at the core. This leads us to be-
lieve that it is more likely that the routers will be allocated
a significant fraction of the circuit switched transport in-
frastructure, which they can control and adapt to best serve
their needs. Such a system has the benefit of enabling IP
to gain the benefits of fast optical circuit switches in the
core, yet maintain the simple service model for heteroge-
neous sources at the edge.

3.3 What if we started with a clean slate
In the preceding discussion, we predicted an outcome based
on historical reasons, in the context of a pre-existing circuit
switched transport network. So if we started again, with the
benefit of hindsight, would we build a network with circuit
switching at the core, and packet switching at the edge? We
believe that we would, and that it would look something like
this:

Switching in the edges of the network. Packet switch-
ing would be used in the edges of the network as well as
those links where bandwidth is scarce (such as wireless ac-
cess links, satellite links, and underwater cables). The rea-
sons for this are twofold. First, packet switching makes a
very efficient use of the bandwidth in these cases. Second,
it can greatly improve the end-user response time by bor-
rowing all available link bandwidth when other users are not
active. The packet-switched network should ideally gather
traffic from disparate sources, and multiplex it together in
preparation for carriage over a very high capacity, central,
circuit-switched core.

Switching in the core of the network. At the core of
the network, there seem to be a number of compelling rea-
sons to use circuit switching: Circuit switching has already
demonstrated its robustness, and its ability to quickly re-
cover from failures. It is inherently simpler than packet
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switching, requiring less work to forward data, and so will
cost less per capacity unit as a result, will consume less
power, and will take up less space. Last, though probably
first, circuit switching provides an easy way to adopt the
huge potential of high capacity optical switches at low cost.

Integration of both switching mechanisms. Rather
than working independently, both of these mechanisms should
be tightly integrated, in such a way that an action in one pro-
vokes a reaction in the other. For example, packet switching
would have to export the QoS and connection oriented na-
ture of the circuit switched core to the applications that
require it. Similarly circuit switching has to respond to the
increases in traffic of packet switching, by adapting its ca-
pacity among core/edge gateways accordingly. Additionally,
we will find more hybrid switches that can do both circuit
and packet switching, serving as gateways between the two
worlds.
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ABSTRACT
Addressing the ever growing capacity demand for packet
switches, current research focuses on scheduling algorithms
or buffer bandwidth reductions. Although these topics re-
main relevant, our position is that the primary design focus
for systems beyond 1 Tb/s must be shifted to aspects re-
sulting from packaging disruptions. Based on trends such
as increased link rates and improved CMOS technologies,
we derive new design factors for such switch fabrics. For
instance, we argue that the packet round-trip transmission
time within the fabric has become a major design parame-
ter. Furthermore, we observe that high-speed fabrics have
become extremely dependent on serial I/O technology that
is both high speed and high density. Finally, we conclude
that in developing the architecture, packaging constraints
must be put first and not as an afterthought, which also
applies to solving the tremendous power consumption chal-
lenges.

1. MOTIVATION
Most research on single-stage, electronic packet switches fo-
cuses primarily on high-level architectural issues such as
buffering and queuing strategies and scheduling algorithms,
but seldom considers all the physical issues that arise when
actually building the system, a tendency that has also been
noted in [1]. For instance, although many new packet-switch
architectures have been proposed in the past few years, the
majority of these architectural-level papers reduce memory
bandwidth by eliminating the N -fold speed-up required by
output queuing and instead optimizing the performance of
the centralized scheduling algorithm needed in such archi-
tectures. Although reducing memory bandwidth is an im-
portant issue, it is not sufficient in itself and may render the
resulting system economically infeasible. Good examples
are the recent proposals of combined input- and output-
queued (CIOQ) switches with limited speed-up, which re-
quire speed-up throughout the fabric (i.e., both input and
output speed-up), thus multiplying the bandwidth that must
be carried across the switch core, whereas the output speed-
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up implemented in an output-queued switch is purely inter-
nal to the switch core.

Designers of practical high-capacity packet switches face chal-
lenges on two levels: First, they must choose a design point
at the architectural level, in terms of buffering and queuing
strategies, scheduling algorithms, and flow-control methods.
For example, for the buffering strategy, the choice to be
made is between an input-, output-, or combined-queuing
structure. Second, they must consider the physical level, i.e.,
the implementation of the architecture at the system as well
as the chip level, in terms of partitioning over racks, cards,
chips, and the design of the individual chips comprising the
system. Switch designers have little freedom with respect to
system packaging issues. On the one hand the technology
imposes constraints, on the other hand customers impose
their specific requirements, in addition to more general ones
such as NEBS (Network Equipment Building System) com-
pliance [2, 3]. NEBS comprises a set of stringent physical
(e.g., space planning, temperature, humidity, etc.) and elec-
trical (e.g., EMI, power fault, bonding and grounding, etc.)
requirements, originally developed for telephony equipment.
Nowadays, NEBS compliance is a prerequisite for network-
ing and computing equipment in general to ensure reliable
operation (also under adverse conditions), safety, compati-
bility, and freedom of interference.

The designer must decide how to distribute functionality
over chips, taking into account current technology limita-
tions. At every level, the designer is constrained by re-
quirements and technological feasibility, and has to opti-
mize overall system cost and power. We argue that the new
constraints arising from packaging and power invalidate the
traditional design approach. Rather than finding a suitable
packaging for the architecture, we are forced to find a suit-
able architecture for the packaging.

Although a multi-Tb/s switch is not (yet) a commodity, for
cost reasons we assume the use of “commodity” technol-
ogy and components in our study, i.e., CMOS technology,
standard-cell design (no full custom), commodity chip pack-
aging (< 1000 pins per chip), commercially available con-
nectors, and standard system packaging (e.g., NEBS com-
pliance). We also assume that packet-level QoS and routing
are required.

In Sec. 2 we discuss the major trends in switch design in
a trend/cause/effect format. Section 3 gives a system-level
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description, introducing some basic assumptions about sys-
tem structure. In Sec. 4 we discuss the major consequences
on switch design in general that result from the trends ob-
served, whereas in Sec. 5 we discuss a number of specific
implications for two popular architectures. Finally, we draw
our conclusions in Sec. 6. The main purpose of this paper
is to draw attention to the issues discussed, rather than to
provide solutions.

2. TRENDS
Trend 1. The aggregate throughput will grow by increas-

ing the number of ports rather than port speed.

Cause 1. Although transmission line rates have increased
rapidly over the past years [OC-3 (155 Mb/s) to OC-192 (10
Gb/s) and OC-768 (40 Gb/s)] and will most likely continue
to do so, it appears that the granularity at the switch level
will be OC-192 for the coming years [4]. First, the existing
installed base of OC-192 line cards must still be supported.
Second, dense wavelength-division multiplexing (DWDM)
vastly increases the number of channels available on a single
fiber, but not the speed of a single channel. At the switch,
this translates into more ports at the same speed. Also,
on the electrical side the SRAM clock cycle poses a limit
in combination with the minimum packet size; the limit is
reached when the line rate times the clock cycle exceeds the
minimum packet size. This limit can only be overcome by
enlarging the minimum packet size, which requires packet
aggregation techniques. Right now, a cycle of 2 ns is feasi-
ble, which, given a minimum packet size of 64 B, yields a
maximum line rate of 256 Gb/s, which is just one genera-
tion away (OC-3072 = 160 Gb/s).1 Finally, it is becoming
increasingly difficult and costly to perform line-speed pro-
cessing in the network processors (NP) at these rates.

Contrary to wavelength density, port density in terms of
ports per line card is not increasing, for two reasons. First,
availability requires that single points of failure be avoided
as much as possible. Putting multiple NPs and adapters
on one line card would cause service interruption for several
ports if one component on the card fails. Second, the in-
crease in density offered by CMOS technology is invested in
increased functionality, such as level-4 routing, firewalling,
MPLS, and DiffServ, rather than increasing speed, or reduc-
ing size or power.

Effect 1. The increase in port count at constant port speed
translates directly into an increase in physical line-card space.
On the other hand, compliance with NEBS equipment re-
quirements for the physical form of the system imposes strict
limitations on the number of cards that fit into a rack. Com-
bined with the above trend, it quickly becomes clear that the
switch fabric can no longer be built in a compact, single-
rack fashion, and that a multi-rack solution is necessary. In
a single-rack system, all fabric-internal communication only
crosses the backplane, but once the system becomes multi-
rack, line cards and switch core become separated by a much

1Fabric-internal line-rate escalation (speed-up) is required
to compensate for header and segmentation overhead. We
assume a typical speed-up of 60%.

greater physical distance, with (long) cables2 interconnect-
ing the racks, implying that the rack’s backplane is replaced
by cables. Rack-spacing requirements and other spatial lim-
itations (adapter racks might even be in other rooms than
the switch core rack) determine how far apart the racks have
to be—this can easily be tens of meters.

Trend 2. With each new switch generation a higher pro-
portion of the switch chip power is used to transport signals
across chip boundaries.

Cause 2. The number of chip pins grows by 5 to 10% with
each CMOS generation, whereas density doubles. Rent’s
rule [5] states that the number of pins, Np, and number of
logic gates, Ng, form a relationship of the form Np = KpNβ

g ,
where Kp is a constant and β < 1. Therefore, higher per-
pin signal rates are needed to scale aggregate bandwidth
proportionally, which in turn implies more complex analog
macros requiring increased power. Table 1 shows numbers
for three generations of a typical switch chip.

Effect 2. Switch chips become increasingly I/O- and power-
constrained. At the system level currently more than 50%
of the power is spent in transporting rather than switching
data.

Table 1: Single-chip I/O Power Consumption Pro-
portion

Switch size 16×16 16×16 32×32
Throughput (Gb/s) 6 32 64
Total power (W) 6 12 25
I/O power (W) 1 4 12
I/O power (%) 16 33 50

Trend 3. The growth in CMOS integration density far
outpaces the growth in electrical interconnect bandwidth
density.

Cause 3. The bandwidth growth over chip pins as well
as card edge is a few percent per year, compared with the
doubling of CMOS technology density every 18 months. The
card-edge limitations impose even tighter constraints than
the chip-pin limit in the area of switching.

Effect 3. The maximum switch throughput that can be
implemented on a single switch card in a multi-rack sys-
tem is limited by card connector technology rather than by
CMOS density. Given a target system capacity, this limit
immediately imposes a lower limit on the number of cards
required. Connecting across 5 m of cable plus about 50 cm of
FR4 board circuit trace limits the bit rate to 2.5–3.125 Gb/s.
Combined with the latest connector technology, this yields
a density of about 120 Gb/s/in. With reasonable card sizes

2By cable we mean electrical and/or optical interconnects
spanning a few to tens of meters.
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Figure 1: System level architecture.

(≤ 50 cm card edge) this results in a maximum card through-
put of about 1 Tb/s (bidirectional), although CMOS tech-
nology would allow us to build higher throughput on a sin-
gle card. Consequently, larger fabrics (i.e., multi-Tb/s) have
to be split over multiple cards. Optical interconnect tech-
nology does not yet provide any improvement here (more
space, power, and cost, but not faster), although it may
be needed to cover longer distances. To satisfy availability
requirements (typically 99.999% uptime is a must, which
translates into about 5 min downtime per year), the switch
must be implemented with a sufficient degree of redundancy.
As the element of redundancy is a card, a small, single-card
switch can economically achieve 1+1 redundancy, whereas
fabrics larger than 1 Tb/s preferably should employ N+1
redundancy.

Trend 4. The required throughput/power density in terms
of Gb/s per Watt per physical volume is increasing.

Cause 4. From one generation to the next, the market ex-
pects increased performance at constant or less power con-
sumption. This also applies to performance per physical
volume. One of the reasons is that high-end routers are of-
ten packaged as telecom racks, which are subject to a fixed
power-consumption limit per rack (typically 2 kW/shelf),
and must also be NEBS compliant.

Effect 4. The throughput/power density of all system com-
ponents must be scaled up in proportion to the increase in
aggregate bandwidth.

Trend 5. The minimum packet duration has shrunk sig-
nificantly.

Cause 5. Whether traffic is ATM, IP, or SAN, the min-
imum packet size is still in the range of 32 to 64 B. The

line rate has evolved exponentially to OC-192 currently, and
to OC-768 in the near future. Accordingly, the transmis-
sion duration of the minimum-sized packet has shrunk from
micro- to nanoseconds.

Effect 5. On a given length of cable or backplane trace,
more packets are in flight.

Trend 6. Moore’s law paradox in the latest CMOS gen-
erations.

Cause 6. Although Moore’s law doubles performance ev-
ery 18–24 months at constant cost, this performance is mostly
due to increased density rather than increased clock speeds.
From one CMOS generation to the next, taking global wiring
into account, switch-chip clock speeds can be increased by
only 5–10%.

Effect 6. To exploit Moore’s law, more parallelism is re-
quired, typically at constant clock speeds. In turn, this re-
sults in more levels of pipelining in the control path and a
higher degree of parallelism in the data path. Similarly, on-
chip memory speed does not increase, and memory busses
become wider in each new generation.

3. SYSTEM-LEVEL ASSUMPTIONS
To be able to make some more concrete statements, we need
to make a few assumptions at the architectural level, see
Fig. 1. First, most practical switch systems consist of three
components: the ingress line cards, the switch core (routing
fabric), and the egress line cards. Typically, the ingress and
egress line cards of the same port are implemented together
on the same card. The ingress line card comprises a network
processor that communicates through a switch-core inter-
face (e.g., SPI-x, CSIX [6]) with an adapter chip that per-
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forms the translation to the native packet format. Both net-
work processor and adapter chip contain buffers. Buffers on
the egress side are necessary to accommodate downstream
blocking and the speed difference between internal and ex-
ternal link rates. These differ to account for the segmen-
tation and header overhead incurred by the switch-internal
packet format, which typically does not map directly to the
external packet format (e.g., conversion from variable-length
TCP/IP packets to short, fixed-length packets). The switch
core performs the actual switching function—this can be any
type of switch, e.g. a crossbar, a buffered crossbar, a shared-
memory switch, etc. We assume that the routing fabric is
single-stage and that it contains no further input buffers (all
input buffering is performed on the line cards).

To ensure that the switch fabric is internally lossless, flow-
control protocols are required between any two stages that
contain (limited) buffers. The round-trip time (RTT), as
illustrated in Fig. 1, is the sum of the latencies of the forward
(data) and the reverse (flow control) path, usually expressed
in terms of the packet duration. The RTTs at the ingress
(iRTT) and egress (eRTT) sides of the switch core may be
different. With a buffered switch core, iRTT and eRTT
can be decoupled, whereas with a bufferless core they are
combined.

4. CONSEQUENCES
We discuss the main consequences that have emerged from
the trends observed in Sec. 2. These are typically the result
of a combination of several trends.

4.1 Physical system size
Trends 1, 3, and 6 culminate in the following consequence:

Consequence I. Switch fabrics beyond 1 Tb/s aggregate
throughput experience a disruption. Single-rack packaging
is no longer possible, implying larger systems, cables replac-
ing backplanes, and more transmission power.

This entails significant physical system-packaging issues, see
Sec. 4.3, but also immediately gives rise to Consequence II:

Consequence II. Switches have become critically depen-
dent on serial I/O technology that is both high-speed and
high-density and can cross backplanes and cables. These
links must be available in the ASIC technology library used
by the switching chips and must be very low power because
of Trend 4. Owing to transmission line effects combined
with power limitations, the I/O technology has not kept
pace with the line rates. Therefore, the number of links
required to implement a given system capacity has grown
substantially. As a result, cabling accounts for a significant
part of the total system cost.

4.2 Increased RTT
The physical distance implied by Consequence I combined
with the shrinking packet duration due to Trend 5 immedi-
ately leads us to Consequence III:

Consequence III. The switch-fabric-internal RTT has sig-
nificantly increased in terms of the minimum packet dura-
tion.

A large RTT only used to be an issue from node to node,
but it has now become important also within the switch fab-
ric. Table 2 lists RTT values for four switch-fabric genera-
tions (from OC-12 to OC-768), assuming a minimum packet
length of 64 B. The RTT is expressed in packet duration,
and includes the contribution of both the time of flight (over
either backplane or cable) and the pipeline logic and serial-
ization/deserialization (serdes) delay. Note that the latter
contribution is at least as important as the former.3

Table 2: RTT Expressed in Packet Duration
Switch generation

Line rate OC-12 OC-48 OC-192 OC-768
1 m, 1 m, 6 m, 15 m,

Conn. dist
backpl. backpl. cable cable

Pkt. dur. 512 ns 128 ns 32 ns 8 ns
RTT � 1 ∼ 1 16 64

The increased RTT results in more packets in flight, and,
independently of the switch architecture chosen, this needs
to be accounted for with buffers in the system to ensure that
the system is both work-conserving and lossless. In general,
the amount of buffering required to ensure both losslessness
and work-conservingness must be scaled proportionally to
the RTT. However, because of Trend 6 we cannot simply
add buffers at leisure. Moreover, the flow-control mecha-
nism selected has a large impact on buffer sizes. As a result,
RTT has become a major design parameter for switch ar-
chitectures.

4.3 Packaging impacts
A decade ago, we could simply build switch chips with the
maximum density permitted by CMOS, and a suitable pack-
aging could always be found. Consequences IV and V ex-
press the different approach that is required nowadays:

Consequence IV. Now, because of Trend 3, the physical
packaging of the systems must be established first, and the
switch architecture must be designed to fit these constraints.
Owing to Trend 1, long cables are now needed, but because
of Trends 2 and 4, adding external cable drivers at leisure is
not desirable, for power and cost reasons.

Consequence V. Because of Trend 4, the objective must
be to avoid intermediate drivers and drive cables directly
from the switch chip.

Packaging examples
Figure 2 shows packaging for a generic 4 Tb/s system, us-
ing two racks each with two shelves of 18 cards, with cables
connecting the racks. In general, to prevent link blocking,
the bandwidth between two racks must equal the maximum
bandwidth that can be sourced and sunk by all the line cards

3For short and medium range cables.
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Figure 2: Generic 4 Tb/s system packaging (1.6x
speed-up), fitting 64 OC-768 line cards and eight 512
Gb/s switch cards into two racks with two shelves
per rack and 18 slots per shelf.

Figure 3: Generic 8 Tb/s system packaging (1.6x
speed-up), fitting 128 OC-768 line cards and 16 512
Gb/s switch cards into four racks with two shelves
per rack and 18 slots per shelf.

together in one rack, in this case 36 × OC-768 bidirectional.
Figure 3 shows an 8 Tb/s system packaged in a similar fash-
ion in four racks. The dotted line shows the path taken by
a packet from line card A to line card B.

4.4 Other considerations
The above consequences reflect new requirements for the de-
sign of switch fabrics, but most existing requirements also
still apply, such as in-order delivery, multicast, losslessness,
availability, and the ability to perform nondisruptive repair
actions. Of great importance is also the ability to follow an
evolutionary migration path that allows as much of the ex-
isting investment as possible to be preserved, which requires
backward compatibility and the flexibility in the switch core
to support both lower and higher line rates.

A robust switch fabric must support any mix of traffic types,
which imposes the worst-case requirements of each individ-
ual type of traffic simultaneously. Moreover, QoS must be
provided for any given number of traffic classes (with widely
varying characteristics). First, this has significant implica-
tions on buffer dimensioning, and second, as a result of Con-

sequence III, this poses new challenges for intra-fabric flow
control. Existing work in the area of link-level flow control,
e.g. [7, 8], can most likely be adapted for this purpose.

5. DISCUSSION
The consequences discussed in Sec. 4 have a number of
important architectural implications for practical packet-
switch designs. Here, we will point out some of these for
multi-Tb/s implementations of two popular architectures,
namely, the input-queued architecture with virtual output
queuing (VOQ), e.g. [9], and no speed-up, and the combined-
input-and-output-queued (CIOQ) architecture with limited
(2 to 4 times) speed-up, e.g. [10]–[12], both with centralized
scheduling. We do not aim for completeness in the coverage
of either all currently popular architectures or of all the im-
plications for each architecture, but want to point out the
more salient issues that need to be addressed.

5.1 Input-queued (VOQ) with centralized ar-
bitration

In a purely input-queued architecture with VOQ a cen-
tralized arbitration unit (scheduler) is required. The ar-
chitecture consists of three basic parts, which can straight-
forwardly be mapped to the generic architecture shown in
Fig. 1: the input line cards containing the VOQs, the rout-
ing fabric (usually a crossbar or parallel crossbars), and the
scheduler. We assume that the switch core comprises both
the routing fabric and the scheduler. Consequence I implies
that multiple racks are required; therefore, at least some,
possibly all, of the line cards are at a significant distance
from the switch core. The RTT resulting from this distance
has some interesting implications. There are two basic ap-
proaches to address this issue:

First, the VOQs can be brought as close as possible to the
core, either on the same card as the scheduler or on other
cards in the same rack. Both options suffer from two draw-
backs: First, N extra chips with VOQ, buffering, routing
lookup, and flow control are required, thus inefficiently du-
plicating functionality already implemented in the adapters
on the line cards, and, second, Consequence V is violated be-
cause the extra chips add to the overall power consumption.
Moreover, the first option is clearly not practical except for
very small systems because of the space, power, and band-
width limitations of the card, whereas the second option is
very costly because many extra cards (and possibly extra
racks) are required.

In the second approach, the VOQs and their associated
buffers remain on the line cards, and the scheduler main-
tains VOQ state information for all N2 VOQs in the sys-
tem. The VOQs do not send requests to the scheduler, but
rather communicate the arrivals (encoded as a tuple con-
sisting of packet source, destination, and traffic class).4 The
scheduler performs the bookkeeping, computes the match-
ings based on its local image of the VOQ state information,
and sends the corresponding grants.

However, the scheduler is not aware of the arrivals in the last
RTT/2 packet cycles, and is therefore likely to compute a

4Such an incremental state-update scheme raises the issue
of error robustness.
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sub-optimal matching, even if the actual matching algorithm
is optimal. The impact of the RTT on performance in such a
system under various types of traffic requires further study.

Furthermore, in an architecture with a centralized scheduler,
communication with all line cards must be tightly coupled
because every matching is one-to-one and the core is buffer-
less, i.e., the request-grant-accept process must be synchro-
nized on a system-wide level. This implies that the RTT be-
tween card and switch core must be equal for all line cards.
This can be achieved either by using equally long cables or
by compensating for cable-length differences by means of
delay lines, where all links must be matched to the longest
cable.

This architecture also suffers from increased latency because
packets at the ingress cannot proceed before the request-
grant-accept process has been completed. As a result, even
packets arriving at an empty input without any contention
for their destination have to wait for at least one RTT until
the grant arrives.

5.2 CIOQ with limited speed-up
CIOQ architectures with a limited speed-up typically com-
prise VOQs at the ingress, a bufferless switch core with a
centralized scheduler, and output queues at the egress. The
switch core runs at a speed-up S times faster than the ex-
ternal line rate, where S is typically between 2 and 4.

The main implication for this type of architecture is that the
chip and card bandwidth bottleneck problem is exacerbated
by a factor of S because the entire core, including the inter-
nal links to the line cards, must be run S times faster (see
Fig. 1). Given Consequences II and V this is prohibitively
expensive in both hardware (TX/RX macros and cables)
and power. Roughly speaking, beyond 1 Tb/s the physical
size of the core must grow by a factor of S to accommodate
the additional bandwidth.

A possible solution is integrate the VOQs (ingress side)
and/or the output queues (egress side) and the switch core,
but again this is only feasible for small systems because of
space and power limitations.

This architecture also suffers from a possible performance
penalty because of the RTT between scheduler and line
cards, and faces the same system-wide synchronization chal-
lenge as mentioned in Sec. 5.1.

Finally, the introduction of a significant RTT has implica-
tions for the egress buffer sizing. Even if there is no internal
speed-up (as in Sec. 5.1), egress buffers usually are still nec-
essary to accommodate packets when the downstream links
are blocked (e.g., because of congestion in the downstream
node). However, if the downstream link is 100% available,
any input should be allowed to utilize this bandwidth fully,
without the possibility of packets being lost, i.e., under com-
pletely unbalanced traffic both work-conservation and loss-
lessness must be ensured. The egress buffer size per output
must be scaled proportionally to RTT, speed-up, and num-
ber of traffic classes to satisfy these requirements.

6. CONCLUSION
The traditional approach to switch design puts the high-
level architecture first and optimizes for performance at this
level. The resulting architecture is then mapped to a phys-
ical packaging. Although this approach has worked well so
far, we have identified a number of trends that, when com-
bined, present a severe disruption at about 1 Tb/s. Be-
yond that throughput, switch fabrics must be distributed,
which introduces a critical dependency on link technology
and causes the round-trip time to become an intra-switch
issue. However, most importantly, we argue that the switch
architecture must be developed starting from the packaging
and power requirements, to which the desired architecture
must then be suited, instead of the other way around.
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»l¾�¿�»C»l¾�½�Æ Ê ¿�¼w¸6½_¹�º�½�Ì�»l·�·~ÂlÌb½�Â�¿�¼�Ì�Ì%È�Â}½ Ê »}ËuÆ Ê ·�Ã¤ÕH¿�Â}½_Â}·�¹b»l½�º�Àº�·w»l¾H¿A»q»l¾�½�¸6½�º�»qÂ}·~¹%»l½�Ã�¿�ÆT¸6½�º�½�Ë�½ Ê »l½�Ì�¸FÆ(º�È�Ã¤ÕbËuÆ(º�½�Ë�½ Ê »}È�¼bÇ¿�Ã¤·~¼bÇ?º�»_¸6½�º�» Ê ¿�¼HÌQÈÉÌ�¿�»l½�º�Ñ E ����À6·~¼0»l¾b½t·�»l¾�½�Â¨¾H¿�¼HÌKÀ Ê ¿�¼�¼�·�»¸6½�¹�º�½�Ì:»l·¤·~ÂlÌ%½�Â_Â}·�¹b»l½�º Á�·�Â"º�½�Ë�½ Ê »}È�·�¼�ÌQÈ�Â}½ Ê »}ËuÆ0¸6½ Ê ¿�¹Hº�½ E ���Å�¿�Ë�¹b½�º0¿�Â}½�·~¼bËuÆ Ê ·�Ã¤ÕH¿�Âl¿�¸bË�½(Ù ¾�½�¼WË�½�¿�Â}¼b½�ÌWÁ�Â}·~Ã »l¾b½yº}¿�Ã¤½¼b½�È�Ç~¾Q¸6·~Â�È�¼bÇ-ÒMPKÑgÜ�¾%ÈÉº Ê ¿�¼¬Â}½�º�¹bËu»{È�¼�À�Á�·�Â0½�Ýb¿�Ã¤Õ%ËÉ½�Àg¿&Â}·~¹%»l½ÙgÈu»l¾(¿TE ��� Ê ¿�¹Hº�È�¼bÇ�»l¾b½ Ê ¹�Â}Â}½�¼F»¨¸6½�º�»_Â}·~¹%»l½�»l·¤¸6½tÌ%Â}·~Õ�Õ6½�Ì�ÀÆ?½�»gÙgÈu»l¾�·~¹%» »l¾�½XE ��� Â}·~¹%»l½q¸6½ Ê ·~Ã�È�¼bÇ�»l¾�½.¼�½�Ù Ê ¹bÂ}Â}½�¼F» ¸6½�º�»Â}·�¹b»l½~Ñ¨Ü�¾%ÈÉº{Ã¤½�¿�¼Hºw»l¾�¿�»wÙgÈu»l¾ E ���qº�À ¿AË�Ë Ê ¿�¼HÌQÈÉÌ�¿�»l½(Â}·~¹%»l½�ºÃ�¹Hº�» ¸6½"Ç~¿�»l¾b½�Â}½�Ì0¿�¼HÌw»l¾b½�¼0º�½2ËÉ½ Ê »l½�Ì:È�¼0¿�º�È�¼bÇ�Ë�½�ÕH¿~º}º�Ñ
Ü�¾bÈÉºCÌb½�Õ6½�¼�Ìb½�¼ Ê ½g·�Á�Â}·�¹b»l½�º<·~¼�½�¿ Ê ¾¤·�»l¾�½�Â Ê ¿�¼¤Ã�¿�¼bÈuÁ�½�º�»CÈu»}Óº�½2Ë�Á�¿~º�·?º Ê ÈuËuËÉ¿�»}È�·~¼�º�Ù ¾�½�¼qÂ}·�¹b»l½YÂ}½��H½ Ê »l·~ÂlºCÎ ÚAÐF¿�Â}½Y¹Hº�½�Ì�Ñ�ß_½�Â}½~À�Ù'½

Ì%ÈÉº Ê ¹�º}ºC·�¼bËuÆ�»l¾b½¨·AÅ?½�Âl¿�ËuËKÕ�Â}·�¸bË�½�Ã ¿�¼�Ì�Â}½�Á�½�ÂCÂ}½�¿~Ì%½�ÂlºY»l·wÎ Ú~ÚAÐHÁ�·�ÂÌb½2»x¿�ÈuËÉº�ÑHÜ�·�¹�¼HÌ%½�Âlº�»x¿�¼�Ì�»l¾b½"Õ�Â}·�¸bË�½�Ã0ÀQ¼b·�»l½.»l¾�¿�»KIKJML£Â}·~¹b»l½�Âlº
ÙgÈu»l¾bÈ�¼ ¿�¼ Ò PWÃ�¹Hº�» Ê ·F·~ÂlÌQÈÉ¼�¿�»l½&ÙgÈu»l¾
½�¿ Ê ¾
·�»l¾�½�ÂT»l·
Ã�¿�Ô?½
Ê ·�¼Hº�ÈÉº�»l½�¼F»qÂ}·~¹%»l½�º�½2ËÉ½ Ê »}È�·~¼Hº�Ñ¥Ü�¾%È�º¨Ùg¿~º"·�Â�È�Ç�È�¼H¿AË�ËuÆ�¿ Ê ¾bÈ�½�Å~½�ÌT¸QÆ¾H¿�ÅFÈ�¼�Ç�½�Å?½�Â�Æ I JML Â}·~¹%»l½�Â¤Õ6½�½�Â�ÙgÈu»l¾�½�Å?½�Â�Æ�·�»l¾�½�Â¤Â}·�¹b»l½�Â�ÀC¿
Ê ·�¼bØHÇ�¹�Âl¿A»}ÈÉ·�¼
ÔQ¼�·�Ù ¼£¿~º�¿ IKJML Ã¤½�º�¾�È�¼�Ù ¾bÈ Ê ¾-¿�ËuË_Â}·~¹b»l½�ÂlºÂ}½ Ê ½2ÈÉÅ~½�¿�ËuË'È�¼bÁ�·~Â}Ã�¿A»}ÈÉ·�¼�¿�¼�Ì�Â}¹�¼ Ê ·~Ã¤Õ�¿�»}È�¸bË�½�Ìb½ Ê ÈÉº�ÈÉ·�¼&Õ�Â}· Ê ½2ÓÌb¹bÂ}½�º�ÈÉ¼¤Õ�¿�Âl¿AË�Ë�½�ËOÑFß_·�Ù�½�Å?½�Â�ÀFÃ¤½�º�¾�½�ºY¿�Â}½gÈÉ¼b¾�½�Â}½�¼Q»}ËuÆ�¹�¼Hº Ê ¿�ËÉ¿�¸%ËÉ½»l·{ËÉ¿�Â}Ç~½¤ÒMP%½�º�Ñ�ÒXÂ}·~¹%»l½�Â}½���½ Ê »l·~Â"ÈÉºq¿�Ã¤·~Â}½�º Ê ¿�ËÉ¿�¸%Ë�½�¿�Ëu»l½�Â}¼H¿AÓ»}È�Å?½.È�¼�Ù ¾bÈ Ê ¾:¿ Ê ½�¼Q»lÂl¿AËKËÉ· Ê ¿�»}È�·~¼�À�»l¾�½.Â}·~¹b»l½_Â}½��H½ Ê »l·~Â�ÀbÂ}½ Ê ½�È�Å?½�ºÈ�¼bÁ�·~Â}Ã�¿�»}È�·�¼�Á�Â}·~Ã ¿�¼HÌyÂ}½�ÌQÈÉº�»lÂ�ÈÉ¸b¹b»l½�º�¸6½�º�»�Â}·�¹b»l½�ÈÉ¼%Á�·�Â}Ã�¿�»}È�·~¼
»l·t¿�ËuË IKJML&Â}·�¹b»l½�Âlº�Ñ C_¼bÁ�·�Â�»l¹�¼�¿�»l½�ËuÆ�»l¾b½ Õ�Â}½�Ã�ÈÉº�½¨¸6½�¾bÈ�¼HÌ�Â}·�¹b»l½
Â}½���½ Ê »l·~Âlº#<
º Ê ¿AË�¿�¸bÈuËuÈu»�Æ�ÅQÈÉ¿gÈ�¼bÁ�·�Â}Ã�¿�»}È�·~¼t¾bÈÉÌQÈÉ¼bÇ.< Ê ·~¼	��È Ê »xº¥ÙgÈu»l¾»l¾�½�º�½�Ã�¿�¼F»}È Ê º.·�Á E ���qº.¸6½ Ê ¿�¹Hº�½�¿�ËuË<ÈÉ¼%Á�·�Â}Ã�¿�»}È�·~¼�ÈÉº"Â}½ × ¹bÈ�Â}½�Ì¿�»�½�¿ Ê ¾:Â}·�¹b»l½�Â'»l·t½�¼�º�¹�Â}½ Ê ·~¼Hº�ÈÉº�»l½�¼ Ê ÆFÑbÜ�¾�½_Â}½�º�¹bËu» Ê ¿�¼{¸6½¨»l¾H¿�»¿~º¤Â}·�¹b»l½�º¤Õ�Â}·�ÕH¿�Ç?¿�»l½0»l¾bÂ}·~¹bÇ~¾£»l¾b½Tº�Æbº�»l½�Ã »l¾�½2Æ Ê ¿�¹�º�½(·�»l¾�½�ÂÂ}·~¹%»l½�º�»l· Ê ¾�¿�¼�Ç�½gÈÉ¼�¿"ÅQÈ Ê È�·�¹Hº Ê Æ Ê Ë�½~ÑQÜ�¾bÈÉº�ÈÉºY¾�¿�¼HÌQË�½�Ì�»l·QÌ�¿�Æ�¸QÆ·~Õ6½�Âl¿�»}È�·~¼�¿�Ë�Ç~¹%È�Ì%½�ËuÈ�¼�½�º<»l¾H¿�»�Ì%ÈÉº Ê ·�¹�Âl¿�Ç�½.ÅQ¹bË�¼b½�Âl¿�¸%ËÉ½ Ê ·�¼bØHÇ�¹�Âl¿AÓ»}È�·~¼�º�ÀQ¸�¹b»'¿�Â}Ç�¹H¿�¸bËuÆw¿q¸6½�»}»l½�ÂCÁ�¿ Ê »l·�Â�È�¼�Ç�È�¼¤»l¾�½¨Õ�Â}·�»l· Ê ·�Ë�Ì%½�º�È�Ç~¼Ù�·�¹bËÉÌ:¾�¿AÅ~½q¿�Å?·�ÈÉÌb½�Ì{»l¾�½"ÕbÂ}·~¸%ËÉ½�Ã ÈÉ¼w»l¾�½"Ø�Âlº�» ÕbËÉ¿ Ê ½�Ñ
a ¹�Â�º�½ Ê ·�¼HÌ�Ç�¹bÈÉÌb½2Ë�È�¼b½�È�º"Ë�½�º}ºq·~¸QÅFÈ�·~¹�º�Þ¥ÈuÁg·�»l¾�½�Âq¼b·QÌb½�º�¿�Â}½Õ6·�»l½�¼Q»}ÈÉ¿AË�ËuÆT¹b¼F»lÂ}¹Hº�»�Ù'·~Â�»l¾FÆ0¸6½ Ê ¿�¹�º�½t»l¾b½�Æ Ê ·�¹bËÉÌT¸6½�Ã�ÈÉº�È�Ã¤ÕbË�½�ÓÃ¤½�¼F»l½�Ì.·�Â¥½�Å?½�¼qÃ�¿�ËuÈ Ê È�·~¹�º�À�»l¾�½�¼"Õ�Â}·�»l· Ê ·�ËÉº,º�¾b·~¹bËÉÌ"¸6½<½�Ý%ÕbËuÈ Ê Èu»}ËuÆÌb½�º�ÈÉÇ�¼�½�Ì�»l·.Â}½�Ìb¹ Ê ½ ½�¿ Ê ¾�¼�·QÌ%½"H º Ê ÈÉÂ Ê ËÉ½¨·�Á6»lÂ}¹�º�»<»l·"»l¾�½gÃ�È�¼bÈ�Ã�¿�Ëº�½�»�·�Á%ÈÉ¼%Á�·�Â}Ã�¿�»}È�·~¼�Â}½ × ¹bÈ�Â}½�Ì"»l·¨¿ Ê ¾bÈ�½�Å~½Y»l¾b½YÕbÂ}·�»l· Ê ·�Ë�H º,Õb¹�Â}Õ6·~º�½~Ñ
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^ ¾�½�¼�Õ�Â}·�»l· Ê ·�ËÉº�¿�Â}½w¸6½�È�¼�Ç0È�¼%È�»}ÈÉ¿AË�ËuÆ�Ì%½�º�È�Ç~¼b½�Ì�À¥È�»�ÈÉºt·�Á�»l½�¼Ã¤·~Â}½ Ê ·�¼QÅ?½�¼bÈ�½�¼F»�»l·�¿~º}º�¹bÃ¤½�»l¾b½�·�»l¾�½�Â{¼b·QÌb½�ºwÕH¿�Â�»}È Ê È�Õ�¿�»}È�¼�ÇÈ�¼�¿TÕ�Â}·�»l· Ê ·�Ë¨¿�Â}½�»lÂ}¹Hº�»�Ù�·�Â�»l¾QÆFÀ�¸�¹%»t»l¾�¿�»t»lÂ}¹Hº�»tÈÉº�·�ÁÉ»l½�¼�Ã�ÈÉº�ÓÕbËÉ¿ Ê ½�Ì�Ñ�Ü�¾�½�Õ�Â}·�¸bË�½�Ã�º�·�Á�»l½�¼&Ã�¿�¼bÈuÁ�½�º�»�»l¾b½�Ã�º�½�Ë�Å?½�º�¼�·�»�Ù ¾b½�¼»l¾�½gÕbÂ}·�»l· Ê ·�Ë�ÈÉº�ØHÂlº�»Y¸6½�È�¼�Ç�Ì%½�ÕbË�·�ÆF½�ÌKÀ�¸b¹b»<ËÉ¿�»l½�ÂC¿~º,»l¾b½gÕ�Â}·�»l· Ê ·�ËÈÉºY¹�º�½�Ì�¸FÆ�¿.ÙgÈÉÌb½�Â<Õ6·�Õ�¹bËÉ¿A»}ÈÉ·�¼�ÙgÈu»l¾¤Ì%ÈGFK½�Â�È�¼�Ç.Ã¤·�»}È�Å~¿A»}È�·~¼Hº<¿�¼HÌ
º�½ Ê ¹bÂ�Èu»�Æ�Õ6·�ËuÈ Ê È�½�º�Ñ��H·~Â.½�Ýb¿�Ã¤ÕbË�½~À6»l¾b½�ÜKS L Ê ·~¼bÇ~½�º�»}È�·�¼ Ê ·�¼Q»lÂ}·�ËÃ¤½ Ê ¾H¿�¼bÈÉº�ÃXÂ}½�ËuÈÉ½�ºC·~¼�È�¼%Á�·~Â}Ã�¿A»}È�·~¼�Õ�Â}·AÅFÈÉÌb½�Ì�¸FÆ�»l¾�½gÂ}½ Ê ½2ÈÉÅ~½�Â�¿�º»l·�Ù ¾%È Ê ¾0Õ�¿ Ê Ô?½�»xºg¿�Â}Â�È�Å?½�Ì Ê ·~Â}Â}½ Ê »}ËuÆFÑHÒ Ë�»l¾b·~¹bÇ~¾{Èu»_º�½�½�Ã�º�¼�¿�»l¹%ÓÂl¿�Ë�»l¾�¿�»_»l¾�½�ÜKS L1º�½�¼�Ìb½�Â.¿�¼�Ì�Â}½ Ê ½�È�Å?½�Â"¼b½�½�Ì0»l· Ê ·F·~Õ6½�Âl¿A»l½�»l·»lÂl¿�¼�º�Á�½�ÂtÌb¿�»x¿%À�»l¾�½�Õ�Â}·�»l· Ê ·�ËYÈ�º�Ì%½�ØH¼b½�Ì�È�¼�º�¹ Ê ¾y¿wÙ�¿�Æ(»l¾�¿�»t¿º�½�¼�Ìb½�ÂYÃ�¹�º�»Yº�ÈÉÃ¤Õ%ËuÆ�»lÂ}¹�º�»Y»l¾b½ Ê ·~¼bÇ~½�º�»}È�·�¼ Ê ·~¼F»lÂ}·�ËbÈÉ¼%Á�·�Â}Ã�¿�»}È�·~¼¸6½�È�¼�ÇqÕbÂ}·AÅQÈÉÌ%½�Ì�¸FÆ�¿"Â}½ Ê ½�È�Å?½�Â�ÑFÜ�¾bÈÉºC¿AËuËÉ·�Ù¨º'Ã�¿AËuÈ Ê ÈÉ·�¹Hº<Â}½ Ê ½�È�Å?½�Âlº»l·�»lÂ�È Ê Ô�»l·QÌb¿�Æ0H º ^y½�¸0º�½�Â}Å?½�ÂlºgÈ�¼F»l·�º�½�¼HÌ%È�¼bÇ¤¿�»¨Âl¿�»l½�ºgÁ�¿�Â_¿�¸6·AÅ?½ÜKS L<Ó[Á�Â�È�½�¼HÌQË�Æ:Âl¿�»l½�º�Î Ú��AÐ[Ñ
Ò.º�·~¼�½�½�Ýb¿�Ã¤ÕbË�½&ÅQ¹bË�¼�½�Âl¿�¸bÈuËuÈu»�ÆFÀ.»l¾b½�ÜKS L Án¿�º�»yÂ}½ Ê ·AÅ?½�Â�ÆÃ¤½ Ê ¾H¿�¼bÈÉº�Ã ¹�º�½�º�Ì%¹�ÕbËuÈ Ê ¿A»l½.¿ Ê ÔQ¼�·�ÙgË�½�Ì%Ç~½�Ã¤½�¼F»xºC»l·qØ�Âlº�»'»lÂ�È�Ç~Ç�½�Â¿:Â}½�»lÂl¿�¼Hº�Ã�ÈÉº}º�È�·~¼y·�Ág»l¾�½�Ã�ÈÉº}º�È�¼�Ç:ÕH¿ Ê Ô?½�»t¿�¼HÌ�»l¾�½�¼(»l·{»lÂ�È�Ç~Ç�½�Â¿~ÌbÌ%Èu»}È�·~¼�¿�Ë�º�½�¼�Ì�º�ÀFÂ}½�¿�º�·~¼%ÈÉ¼bÇq»l¾H¿�»'½�¿ Ê ¾�Ìb¹bÕbËuÈ Ê ¿�»l½_¿ Ê ÔQ¼�·�ÙgË�½�ÌbÇ�ÓÃ¤½�¼F»YÈÉÃ¤Õ%ËuÈÉ½�ºC»l¾H¿A»g¿�¼b·�»l¾b½�Â�ÕH¿ Ê Ô~½�»�¾�¿~ºCË�½�ÁÉ»�»l¾�½¨¼�½�»�Ù�·�Â}ÔKÑ%Ü�¾%ÈÉº·~Õ6½�¼HºC»l¾b½"Ìb·F·�Â�Á�·�Â ¿�¼{¿�»}»x¿ Ê Ô�< ¿�¼{¹b¼Hº Ê Â}¹bÕ�¹%ËÉ·�¹HºYÂ}½ Ê ½�È�Å?½�Â Ê ¿�¼º�½�¼�Ì(¿�¼(È�¼%ØH¼bÈu»l½�º�»lÂ}½�¿�Ã ·�Á'Ìb¹bÕbËuÈ Ê ¿�»l½�¿ Ê Ô%¼b·�ÙgËÉ½�ÌbÇ~½�Ã¤½�¼F»xº��KÍ�¼bÓÌb½�½�Ì�À%º�È�¼ Ê ½_»l¾�½¨Í'L&Õ�¿ Ê Ô?½�»�Ìb½�ËuÈ�Å?½�Â�Æ¤Ã¤·QÌ%½�ËK¿AË�Ë�·�Ù¨º Ìb¹bÕbËuÈ Ê ¿�»}È�·~¼�À»l¾bÈÉº"ÈÉº�¿�¼y¹�¼�Ìb½�»l½ Ê »x¿�¸%ËÉ½�½�Â}Â}·~Â�È�¼�»l¾�½¤½�ÝQÈÉº�»}È�¼�ÇTÜKS L1Õ�Â}·�»l· Ê ·�Ëº�Õ6½ Ê ÈuØ Ê ¿�»}È�·~¼�ÑgÒ º�ÈÉÃ¤Õ%Ë�½:Ø�Ý&ÈÉº�»l·�Â}½ × ¹%ÈÉÂ}½0º�½�Ë�½ Ê »}È�Å?½�¿ Ê ÔQ¼�·�ÙgËuÓ½�Ì%Ç~½�Ã¤½�¼F»xºM@+P%Ò$S#" Î Ú D�Ð�B2ÑbÜ�¾�½�º�½�¿�Â}½qÃ¤·~Â}½"Â}·�¸�¹Hº�»g»l¾�¿�¼{Ìb¹bÕbËuÈuÓ

Ê ¿A»l½�¿ Ê ÔQ¼b·AÙgË�½�Ì%Ç~½�Ã¤½�¼Q»xº�¸6½ Ê ¿�¹�º�½�»l¾b½�Æ Ê ¿�¼:¸6½�Ìb½�º�È�Ç~¼b½�Ì{»l·¤¸6½¹�¼�¿�Ã�¸bÈ�Ç~¹b·~¹Hºg¿�¼HÌ�È�Ì%½�Ã¤Õ6·�»l½�¼Q»'ÈÉ¼{»l¾�½�È�Â ½�FK½ Ê »xº�Ñ
a Á Ê ·~¹�Âlº�½�À�·~¼b½ Ê ¿�¼�¼b·�»¤¿�Å?·�ÈÉÌ&¿�ËuË¨Ìb½�Õ6½�¼HÌb½�¼ Ê È�½�ºqÈ�¼�ÕbÂ}·�»l·�Ó

Ê ·�Ë�º�Ñ�Í�¼ Ê ¿~º�½�ºgÙ ¾�½�Â}½�¿�¼�·QÌ%½q¾H¿~º�»l·�Â}½�ËuÆ:·�¼:È�¼bÁ�·�Â}Ã�¿�»}È�·~¼{Á�Â}·~Ã¿�¼b·�»l¾b½�Â'¼b·QÌb½~À?»l¾b½ Õ�Â}·�»l· Ê ·�Ë�Ìb½�º�ÈÉÇ�¼�½�Â'º�¾�·�¹bËÉÌ�¿~Ì�Ì�Ã¤½ Ê ¾�¿�¼bÈÉº�Ã�ºÈ�¼F»l·�»l¾b½ Õ�Â}·�»l· Ê ·�Ë6»l·�¿�ËuË�·�Ù Á�·�Â'Å?½�Â�ÈuØ Ê ¿�»}È�·~¼¤Ù ¾b½�¼�½�Å~½�ÂCÕ6·~º}º�È�¸bË�½~ÀÁ�·�Â"½�Ýb¿�Ã¤Õ%Ë�½~À6¸FÆ�¿ Ê »}ÈÉÅ~½�ËuÆ0»l½�º�»}È�¼�Ç�»l¾�½t¼�·QÌ%½"H º.Â}½�º�Õ6·~¼�º�½�º"·~Â.¸QÆ
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U.·�»l½T»l¾H¿�»{½�Ý%ÕbËuÈ Ê Èu»}ËuÆ
¿�Ì�ÌQÈÉ¼bÇ&Â}½�Ìb¹b¼HÌb¿�¼ Ê Æ�È�¼F»l·&Õ�Â}·�»l· Ê ·�ËÉº
Ê ·~¼ �bÈ Ê »xº"ÙgÈ�»l¾�»l¾�½ Ê ·�Ã¤Ã¤·~¼(Õ�Âl¿ Ê »}È Ê ½¤·�Á¨º�»lÂ�È�Õ�Õ%È�¼�Ç:·�¹b»�¿�ËuËCÂ}½�ÓÌ%¹�¼�Ì�¿�¼ Ê Æ�¿~ºCº�¹�Õ6½�Â ��¹�·~¹�º�ÑFÒ�»<»}È�Ã¤½�º,»l¾�½ Ìb½�º�ÈÉÂ}½ »l·qÅ?½�Â�ÈuÁÉÆ�È�¼bÁ�·~Â�ÓÃ�¿A»}È�·~¼&Ã�¿�Æ Ê ·~¼	��È Ê »tÙgÈ�»l¾y»l¾b½�Ìb½�º�È�Â}½¤»l·TÂ}½�Ì%¹ Ê ½ Ê ·�Ã¤ÕbË�½�ÝQÈu»�ÆKÖ»l¾�¿�»CÈ�º�À?Å?½�Â�ÈuØ Ê ¿A»}È�·~¼�Ã�¿�Æ�Â}½ × ¹bÈ�Â}½gÈ�¼bÁ�·~Â}Ã�¿�»}È�·�¼�»l¾�¿�»CÈ�ºY¼�·�»'¼b½ Ê Ó½�º}º}¿�Â�Æ�Á�·~Â'»l¾b½¨¸�¿~º�È Ê Á�¹�¼ Ê »}È�·~¼%ÈÉ¼bÇ�·�ÁK»l¾�½ Õ�Â}·�»l· Ê ·�ËOÑQß_·AÙ£»l·�¸6½�º�»¸�¿�ËÉ¿�¼ Ê ½g»l¾�½�º�½C»�Ù�· Ê ·~Ã¤Õ6½�»}È�¼bÇ.Ç~·~¿�ËÉº��FÂ}½�Ìb¹ Ê ÈÉ¼bÇ Ê ·~Ã¤Õ%ËÉ½2Ý%Èu»�Æt¿�¼HÌ
Ê ·�ËuË�½ Ê »}È�¼�Ç¨½�¼�·�¹�Ç�¾�È�¼%Á�·~Â}Ã�¿A»}È�·~¼q»l·gÂ}½�ËuÈÉ¿�¸bËuÆqÅ~½�Â�ÈuÁ�Æ <-ÙgÈuËuË%Ìb½�Õ6½�¼HÌ·�¼:»l¾�½ Ê ·~¼F»l½�ÝQ»�Ñ
Ò.ºY¿ Ê ·�¼ Ê Â}½2»l½¨½2Ý�¿�Ã¤ÕbË�½~À Ê ·~¼�º�ÈÉÌb½�Â��YÝ%Õ%Ë�È Ê Èu» S'·~¼bÇ~½�º�»}È�·~¼ U_·�Ó»}ÈuØ Ê ¿�»}È�·~¼ @ � S U B�Î Ú���ÐOÑ ^
Èu»l¾ � S UtÀ¥Â}·�¹b»l½�Âlº"Ã�¿�Â}Ô0ÕH¿ Ê Ô~½�»xº.¸FÆº�½2»}»}ÈÉ¼bÇ�¿�¼ � S U1¸bÈu»�È�¼w»l¾�½.Õ�¿ Ê Ô?½�»g¾b½�¿~Ì%½�Â�Ù ¾�½�¼w»l¾b½�Æ�¸6½ Ê ·�Ã¤½

Ê ·~¼�Ç�½�º�»l½�ÌKÑ Ü�¾�½�Ã�¿�Â}Ô%º¤¿�Â}½(»l¾b½�¼-Â}½�»l¹bÂ}¼�½�Ì�Á�Â}·~Ã Â}½ Ê ½2ÈÉÅ~½�Âw»l·º�½�¼HÌb½�Â_ÅFÈÉ¿¤¿ Ê ÔQ¼�·�ÙgË�½�ÌbÇ�½�Ã¤½�¼F».Õ�¿ Ê Ô?½�»xº�Ñ�Í�Á�»l¾�½ � S U ¸bÈu»¨È�º¨º�½�»�À»l¾b½.º�½�Â}Å?½�Â<ÈÉ¼F»l½�Â}ÕbÂ}½�»xºYÈu»�¿~º'¿ Ê ·�¼�Ç�½�º�»}È�·~¼�ÈÉ¼�Ì%È Ê ¿A»}ÈÉ·�¼:¿�¼HÌ�Â}½�¿ Ê »xº¿ Ê�Ê ·�ÂlÌ%È�¼�Ç�Ë�Æw¸FÆ�Â}½�Ìb¹ Ê ÈÉ¼bÇq»l¾�½ Ê ·~¼bÇ~½�º�»}È�·~¼wÙgÈ�¼HÌb·�ÙqÑ%Ü�¾%È�ºCÃ¤½ Ê ¾%Ó¿�¼bÈÉº�Ã ¾�¿~º�»l¾�½{¿~ÌbÅ�¿�¼F»x¿�Ç~½�·�Á.º�È�Ç~¼H¿AËuÈÉ¼bÇ�»l¾b½ Ê ·~¼�Ç�½�º�»}È�·~¼�½�¿�Â�ËuÆÙgÈu»l¾b·~¹b» Ê ¿�¹Hº�È�¼�Ç�Ë�·~º}º�Ñ
ß.·�Ù'½�Å?½�Â�À�Èu»¥Ùg¿~º¥·~¸Hº�½�Â}Å?½�Ì"È�¼�ÎbD5R�Ð?»l¾�¿�»�º�È�Ç�¼H¿�ËuÈ�¼�Ç Ê ·~¼bÇ~½�º�»}È�·�¼ÙgÈu»l¾yÃ�¿�Â}Ô%º.È�ºq¼b·�»�¿~ºqÂ}·~¸b¹Hº�»�¿~º�º�È�Ç~¼�¿�ËuÈ�¼�Ç0ÙgÈu»l¾&Ì%Â}·~ÕHº�Ñ a ¼ Ê ½¿tÕH¿ Ê Ô?½2»�ÈÉº�ÌbÂ}·�Õ�Õ6½�ÌKÀFÈ�» Ê ¿�¼�¼b·�»g¸6½T8l¹b¼HÌbÂ}·�Õ�Õ6½�Ì :%À%¿A»gËÉ½�¿~º�» ¼�·�»È�¼W¿yÃ�¿�¼�¼�½�Â�»l¾H¿�»{¿ Ê ¾%ÈÉ½�Å?½�º�Â}½�ËuÈ�¿�¸bË�½�»lÂl¿�¼Hº�Õ6·�Â�»�ÑgÜ�¾%È�ºwÃ�¿�Ô?½�ºÈu»�¾bÈ�Ç~¾%Ë�Æ(ËuÈ�Ô?½�ËuÆy»l¾H¿A»�ÌbÂ}·~Õ�º�ÙgÈuËuË ¸6½�·~¸�º�½�Â}Å?½�Ìy¸FÆ(»l¾�½wº�½�¼HÌ%½�Â�Ñ

[C½�»"ÙgÈu»l¾yÃ�¿�Â}Ô%º�À6»l¾�½�Â}½ Ê ½�È�Å?½�Â Ê ·�¹bËÉÌ(Á�¿�ÈuË'»l·{Â}½�»l¹�Â}¼�»l¾�½�Ã�¿�Â}Ôº�È�Ç�¼H¿�ËY»l·{»l¾b½�º�½�¼�Ìb½�Â�À�·�Â"»l¾�½�º�È�Ç�¼H¿�Ë Ê ·�¹bËÉÌ(¸6½�º�»lÂ�ÈÉÕbÕ6½�Ì�·�F�¸FÆÌ%½�ÅFÈ Ê ½�º�¿AËÉ·�¼�Çt»l¾�½.¼b½�»�Ù'·~Â}Ô¤Õ�¿�»l¾�¸6½�»�Ù'½�½�¼�»l¾�½¨Ã�¿�Â}ÔFÈ�¼�ÇtÂ}·~¹%»l½�Â¿�¼HÌw·~Â�È�Ç�È�¼H¿AË,º�½�¼HÌb½�ÂX@n½~Ñ ÇbÑuÀbØ�Â}½�Ùg¿AËuË�º�»l¾�¿�» ¼�·�Â}Ã�¿�ËuÈ?>�½"Í#L£¾b½�¿~Ì%½�Â
¸%Èu»xº.·~Â��ML-U ¸6·�Ý%½�º »l¾H¿�»"º�»lÂ�È�Õ(·.F&¿�¼(·�¹b»l½�Â.Í'L ¾�½�¿~Ìb½�Â7B2ÑKÜ�¾bÈÉº
ÔFÈ�¼HÌ¤·�Á,¿�Â}¸bÈu»lÂl¿�Â�Æ¤Á�¿�ÈuË�¹�Â}½ Ê ¿�¼{Â}½�º�¹bËu»�È�¼w¿ ��·AÙ
·~¸b»x¿AÈ�¼bÈ�¼�Ç�Ã�¹ Ê ¾Ã¤·�Â}½g»l¾H¿�¼�È�»xº�Án¿AÈ�Â�º�¾H¿�Â}½ ·�Á6»l¾�½ ¸�¿�¼HÌQÙgÈÉÌ%»l¾¥Ñ~Ò_¼�Ìt»l¾b½ Á�¿ Ê »Y»l¾H¿A»¿yÂ}½ Ê ½�È�Å?½�Â�»l¾H¿A»wÁ�¿�ÈuËÉº{»l·yÂ}½�»l¹bÂ}¼
Ã�¿�Â}Ô£º�È�Ç~¼�¿�ËÉº{Ã�È�Ç~¾F»�Â}½ Ê ½�È�Å?½º�È�Ç�¼bÈuØ Ê ¿�¼F»}Ë�Æ�Ã¤·�Â}½C¸�¿�¼�Ì%ÙgÈÉÌ%»l¾�½�¼ Ê ·~¹bÂl¿�Ç~½�º¥»l¾bÈÉº¥Á�·~Â}Ã1·�ÁbÁ�¿�ÈuË�¹�Â}½~Ñ
Ò º�·�Ë�¹%»}ÈÉ·�¼�»l·T»l¾%È�º�Õ�Â}·�¸bË�½�Ã @OÌb½�º Ê Â�ÈÉ¸6½�Ì&È�¼WÎ D=R�Ð�BqÈÉºt»l·�Â}½�ÓÅFÈÉº�½�»l¾�½(Ìb½�º�È�Ç�¼
»l·�¹�º�½�¼�·~¼ Ê ½�º�À�È�¼W¿yÃ�¿�¼�¼�½�Â�»l¾�¿�»{Ç~½�¼b½�Âl¿�ËuÓÈ?>�½�ºw»l¾�½(ÜKS L Ì%¹�ÕbËuÈ Ê ¿A»l½�¿ Ê ÔQ¼�·�ÙgË�½�Ì%Ç~½�Ã¤½�¼F»w½�Ýb¿�Ã¤Õ%Ë�½�¿�¸6·AÅ?½~Ñ

L<¿ Ê Ô~½�»xº Ê ¿�Â}Â�Æ�¿:º�È�¼bÇ�Ë�½�Ó[¸bÈu»t¼�·�¼ Ê ½t»l¾H¿�»qÈÉºq½�Âl¿�º�½�Ì�¸FÆ�Ã�¿�Â}ÔFÈ�¼�ÇÂ}·�¹b»l½�Âlº¨»l·:º�È�Ç~¼�¿�Ë Ê ·�¼�Ç~½�º�»}ÈÉ·�¼¥Ñ�¶¨½ Ê ½�È�Å?½�Âlº_½ Ê ¾b·w»l¾b½�¼b·~¼ Ê ½�º�¹bÃÈ�¼�¿ Ê ÔQ¼�·�ÙgË�½�Ì%Ç~½�Ã¤½�¼F»xº�»l·�»l¾�½�º�½�¼HÌb½�Â.¿AËÉ·�¼�Ç�ÙgÈu»l¾0»l¾�½2ÈÉÂ È�¼HÌQÈ Ê ¿�Ó»}È�·�¼w·�ÁKÙ ¾�½�»l¾b½�ÂC»l¾b½¨Õ�¿ Ê Ô?½�»YÙg¿�º'Ã�¿�Â}Ô?½�Ì�Ñ @OÜ�¾�½_º�¹�Ã ÈÉºC¹Hº�½�Ì¤»l·
Ê ·�Å~½�Â¤º�½ × ¹�½�¼ Ê ½�ºt·�Á_ÕH¿ Ê Ô?½2»xº�¸6½ Ê ¿�¹Hº�½:¿ Ê Ô%¼b·�ÙgËÉ½�ÌbÇ~½�Ã¤½�¼F»xº Ê ¿�¼¸6½ Ë�·?º�»�Ñ B�^ ¾b½�¼¤Ã�¿�Â}Ô%º'¿�Â}½_¼b·�»g¸6½2ÈÉ¼bÇtº�ÈÉÇ�¼H¿AËÉ½�Ì�ÀQ»l¾bÈÉº'º�¹bÃ Ç�È�Å?½�º
»l¾b½qº�½�¼�Ìb½�Â Ê ·~¼bØHÌb½�¼ Ê ½.»l¾�¿�»�»l¾b½"ÕH¿ Ê Ô?½2»xºCÙ�½�Â}½"È�¼�Án¿ Ê »¨Â}½ Ê ½�È�Å?½�Ì¿�¼HÌ�»l¾�¿�»<»l¾�½2ÆtÙ'½�Â}½g¼�·�»YÃ�¿�Â}Ô?½�ÌKÀQ�[��o���ÀA»l¾H¿A» Ê ·~¼bÇ~½�º�»}È�·~¼¤¾�¿~º�¼�·�»¸6½�½�¼0º�È�Ç~¼�¿�Ë�½�ÌKÑHÜ�¾%È�º'ÈÉº ¿�º�»lÂ}·�¼�Ç�Â}½�º�¹bËu» ¸6½ Ê ¿�¹Hº�½.Èu»¨Ì%½�Õ6½�¼HÌbº'·~¼¼b·¤¿~º}º�¹bÃ¤Õb»}È�·~¼�ºg¿�¸6·�¹b»¨Â}½ Ê ½�È�Å?½�Â¨¸6½�¾H¿�ÅFÈÉ·�ÂgÁ�·~ÂgÈu»xº Ê ·~Â}Â}½ Ê »l¼�½�º}º�Ñ
Ò_¼wÈ�Ã¤Õ6·~Â�»x¿�¼F»g·�¸Hº�½�Â}Å�¿�»}È�·�¼{ÈÉº'»l¾H¿A»g»l¾bÈÉº�Å?½�Â�ÈuØ Ê ¿�»}È�·~¼{Ã¤½ Ê ¾%Ó¿�¼bÈÉº�Ã ÈÉºgËuÈ�Ç~¾F»�Ù�½�È�Ç~¾F»�Ñ�Í�» ¹Hº�½�º Á�½�Ù¬¾�½�¿�Ìb½�Â ¸bÈu»xº ¿�¼�Ì{ËuÈu»}»}ËÉ½�º�»x¿A»l½

¿�¼HÌ Ê ·�Ã¤Õ�¹b»x¿A»}È�·~¼�¿�»�½�¼HÌ�º�Æbº�»l½�Ã�º6»l·¨Ìb½�»l½ Ê »,Ã�ÈÉº�¸6½�¾H¿�ÅFÈ�·~Â�Õ�Â}·�¸bÓ¿�¸bÈuËuÈÉº�»}È Ê ¿�ËuËuÆFÑ�Ü�¾b½ Ê ¾H¿�¼ Ê ½ »l¾H¿A»�¿�¼FÆ�È�¼ Ê ÈÉÌ%½�¼F»'·�Á�½�Âl¿�º�È�¼�Ç�¿�Ã�¿�Â}ÔÙgÈuËuË ¸6½wÌb½�»l½ Ê »l½�Ì�ÈÉº �.W��wÀ�¿~º�·~¼bËuÆ�·~¼�½�¸%È�»�·�Á Ê ¾�½ Ê Ô�ÈÉ¼%Á�·�Â}Ã�¿�Ó»}È�·�¼�ÈÉºY¹Hº�½�ÌKÑFß.·�Ù�½�Å?½�Â�ÀF¸6½ Ê ¿�¹Hº�½¨¼�·�¼ Ê ½�º'¿�Â}½_Âl¿�¼�Ìb·~Ã0À~½�¿ Ê ¾¤Ë�·?º}ºÂ}½�Õ�Â}½�º�½�¼F»xº�¿�¼�ÈÉ¼�Ìb½�Õ6½�¼HÌb½�¼Q».»lÂ�È�¿AËOÑ�Ü�¾bÈÉº�Ã¤½�¿�¼�º.»l¾H¿A»�Â}½�Õ6½�¿�»l½�Ì
Ã�ÈÉº�¸6½�¾�¿�ÅQÈ�·�Â ÙgÈuËuË,¸6½"Ìb½�»l½ Ê »l½�Ì × ¹bÈ Ê ÔQËuÆFÑ
a ¹�Â0Á�·~¹bÂ�»l¾
Ç~¹%È�Ì%½�ËuÈ�¼�½ Ê ·~¼ Ê ½�Â}¼�º�¹b¼Hº�·�Ë�È Ê Èu»l½�Ì�Â}½ × ¹�½�º�»xºT¸FÆ¹b¼H¿�¹b»l¾�½�¼Q»}È Ê ¿A»l½�Ì�Õ�¿�Â�»}È�½�º�Ö,»l¾%È�º Ê ¿�¼yË�½�¿�Å?½wº�Æ�º�»l½�Ã�º�ÅQ¹%ËÉ¼b½�Âl¿�¸%Ë�½»l·�ÈÉ¼F»l½�¼F»}È�·~¼�¿�Ë�·~Â ¿ Ê�Ê ÈÉÌb½�¼Q»x¿AË�Â}½�º�·~¹�Â Ê ½q½�Ý%¾H¿�¹�º�»}È�·~¼¥Ñ%¶¨½ Ê ½�¼F» Ì%½�Ó¼%ÈÉ¿�Ë�·�Á'º�½�Â}ÅQÈ Ê ½�¿�»}»x¿ Ê Ô%º¨¿�Â}½$��¹�º�».·�¼�½t½�Ýb¿�Ã¤ÕbË�½q·�ÁY»l¾%ÈÉº�Ñ S�¿�Â}½2Á�¹bË

ÕbËÉ¿�¼�¼bÈ�¼bÇ{ÈÉºq¼�½�½�Ì%½�ÌT»l·:Ô?½�½�Õ(»l¾b½�Â}½�º�·~¹bÂ Ê ½�ºq·�Á�·~¼�½�¼�·QÌb½�Á�Â}·~Ã¸6½�È�¼�Ç�¿�» »l¾�½"Ã¤½�Â Ê Æw·�Á�·�»l¾�½�Â ¼�·QÌ%½�º�Þ
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Ò¨Ëu»l¾�·�¹�Ç~¾
»l¾%ÈÉºwÃ�¿�Æ-º�½�½�Ã ÈÉ¼F»lÂl¿ Ê »x¿�¸%ËÉ½�À�»l¾�½�Õ6·�»l½�¼Q»}ÈÉ¿AË"Á�·�ÂÂ}½�º�·�¹�Â Ê ½T½�Ý%¾�¿�¹Hº�»}È�·�¼ Ê ¿�¼-¸6½0Ç�Â}½�¿�»}ËuÆ£Â}½�Ìb¹ Ê ½�Ì&»l¾�Â}·�¹�Ç~¾ Ê ¿�Â}½�ÓÁ�¹%Ë�Õ�Â}·�»l· Ê ·�ËYÌ%½�º�È�Ç~¼�Ñ�S'·~¼Hº�ÈÉÌ%½�Â.»l¾�½�½�Ýb¿�Ã¤ÕbË�½�·�ÁY»l¾�½tÜKS L Ê ·~¼%Ó¼�½ Ê »}È�·~¼�º�½�»l¹bÕ¥Ñ0S'·�¼�¼�½ Ê »}È�·~¼(º�»x¿�»l½qÈÉº_½�º�»x¿�¸bËuÈÉº�¾�½�ÌT·�¼TÂ}½ Ê ½�È�Õb».·�Á¿�¼ È�¼bÈu»}ÈÉ¿�Ë P [ U Õ�¿ Ê Ô?½�»:¿�¼�ÌWÃ�¹Hº�»w¸6½(Ã�¿�È�¼F»x¿�È�¼�½�Ì
¹b¼F»}È�Ë_»l¾�½»l¾�Â}½�½�ÓOÙg¿�Æ¤¾H¿�¼HÌbº�¾H¿�Ô~½_¿�¼HÌ�º�¹�¸�º�½ × ¹�½�¼F» Ê ·~¼b¼�½ Ê »}ÈÉ·�¼ Ê ·~Ã¤Õ%ËÉ½2»l½�º�À·~Ât¹�¼F»}ÈuË'»l¾b½ Ê ·~¼b¼�½ Ê »}ÈÉ·�¼�¿�»}»l½�Ã¤Õ%»qÈÉºt»}È�Ã¤½�Ì�·�¹b»�Ñ,Ü�¾bÈÉº�¸6½�¾�¿�ÅQÓÈ�·~Â_¾H¿~º ¸6½�½�¼T½2ÝbÕ%Ë�·�Èu»l½�Ì0¸FÆ 87P [MU �H·F·QÌ�:¤Ì%½�¼bÈÉ¿AË�Ó[·�Á�Ó�º�½�Â}ÅFÈ Ê ½�¿A»}Ó»x¿ Ê Ô%º�»l¾H¿A»<º�½�¼HÌ�¿ ��·F·QÌ�·�Á�ÈÉ¼%Èu»}È�¿AË`P [ U�ÕH¿ Ê Ô~½�»xº @�»�Æ%ÕbÈ Ê ¿AËuË�ÆqÙgÈu»l¾º�Õ6·F·�Á�½�Ì º�·~¹bÂ Ê ½�¿~ÌbÌbÂ}½�º}º�½�º BT¿�¼HÌ1¼b½�Å?½�Â Ê ·�Ã¤ÕbË�½�»l½�»l¾b½&¾H¿�¼HÌ%Óº�¾H¿�Ô?½~Ñ¥Ò P [MU ��·F·QÌ Ê ¿�¼�½2Ýb¾�¿�¹�º�» Ê ·~¼b¼�½ Ê »}ÈÉ·�¼�Â}½�º�·~¹�Â Ê ½�º�¿�»�¿º�½�Â}Å?½�ÂC¿�¼HÌ�»l¾�½�Â}½�¸FÆ Ê ¿�¹Hº�½�Ë�½�Ç�Èu»}È�Ã�¿�»l½g»lÂl¿1_ Ê »l·"¸6½ º�¾Q¹b»<·�¹b»¨Î ��ÐOÑÜ�¾bÈÉº�ÕbÂ}·~¸%ËÉ½�Ã¬ÈÉº¥¼b·�»�Â}½�¿~ÌQÈ�ËuÆ�¿�Ì�Ì%Â}½�º}º�½�Ìq¸FÆ"Å?½�Â�ÈuØ Ê ¿�»}È�·~¼�¸6½ Ê ¿�¹Hº�½»l¾�½�½�¼�Ì%Ó�º�Æbº�»l½�Ã Â}½ Ê ½�È�ÅQÈ�¼bÇ{¿¤ÜKS L Ê ·~¼�¼b½ Ê »}È�·~¼TÂ}½ × ¹b½�º�» Ê ¿�¼b¼�·�»Ìb½2»l½�Â}Ã�È�¼�½~À�¿�»t»l¾�½�»}È�Ã¤½¤¿2P [ U Õ�¿ Ê Ô?½�»�¿�Â}Â�È�Å?½�º�À,Ù ¾�½�»l¾b½�Âq»l¾�½ÕH¿ Ê Ô~½�»qÈÉº�Õ�¿�Â�»�·�Á¨¿{Ë�½�Ç�Èu»}È�Ã�¿�»l½ Ê ·�¼�¼b½ Ê »}È�·~¼y½�º�»x¿�¸bËuÈÉº�¾�Ã¤½�¼Q»tº�½2Ó
× ¹�½�¼ Ê ½~Ñ~Ü�¾�½ ÅQ¹bË�¼�½�Âl¿�¸bÈuËuÈu»�Æ�¿�Â�ÈÉº�½�ºY¸6½ Ê ¿�¹�º�½g»l¾�½¨º�½�Â}Å?½�ÂY¿AË�Ë�· Ê ¿A»l½�ºÂ}½�º�·�¹�Â Ê ½�º�»l· Ê ·~¼b¼�½ Ê »}ÈÉ·�¼0¿A»}»l½�Ã¤Õb»xºC»l¾�¿�» ¿�Â}½"¼�·�»�ÆF½�»�Ô%¼b·�Ù ¼w»l·¸6½qÅ�¿�ËuÈÉÌ�Ñ
�H·~Â�»l¹b¼H¿�»l½2Ë�ÆFÀ�¿0º�È�Ã¤ÕbË�½�Â}½2Ó�Ì%½�º�È�Ç~¼&·�Á�»l¾�½ Ê ·�¼�¼b½ Ê »}È�·~¼&º�½2»l¹�ÕÕ�Â}·�»l· Ê ·�Ë Ê ¿�¼�Õ�Â}·�»l½ Ê »,»l¾b½gº�½�Â}Å?½�Â5H º,Â}½�º�·~¹�Â Ê ½�º,¸FÆtº�¾bÈuÁ�»}È�¼�Ç_»l¾�½'Â}½2Óº�·~¹bÂ Ê ½ ¸�¹bÂlÌb½�¼�Ñ�Í�¼Hº�»l½�¿�Ì�·�ÁKÔ~½�½�ÕbÈ�¼bÇ"º�»x¿�»l½ ·�¼�»l¾�½ º�½�Â}Å~½�Â�À~Â}½2»l¹�Â}¼»l¾�½¨º�»x¿A»l½¨»l·q»l¾�½ È�¼bÈu»}ÈÉ¿�»}È�¼�Ç Ê ËuÈ�½�¼F»�À%º�È�¼ Ê ½ »l¾�½2Æ�¿�Â}½_»l¾�½ Õ�¿�Â�»�Æ�Á�·�ÂÙ ¾�·�Ã »l¾�½�º�»x¿�»l½�ÈÉº"¸6½�È�¼�Ç{Ã�¿�È�¼F»x¿�È�¼�½�Ì�Ñ¥Ü�¾bÈÉº Ê ¿�¼�¸6½¤¿ Ê ¾%ÈÉ½�Å?½�Ì¸FÆ�Â}½�»l¹�Â}¼%È�¼�Ç{»l¾b½�º�»x¿A»l½�¿~ºqÕH¿�Â�»q·�Á�»l¾b½ P [MU_Ó�Ò$S#"�ÀK¿�¼�Ì(ËÉ¿�»l½�Â

¾H¿�Å?½g»l¾b½ Ê ËuÈ�½�¼F»�Â}½2Ó�º�¹bÕ�Õ%Ë�Æt»l¾�½_º�½�Â}Å?½�ÂYÙgÈu»l¾�Ã�ÈÉº}º�ÈÉ¼bÇtº�»x¿�»l½_Ù ¾b½�¼»l¾�½.¾H¿�¼�Ì�º�¾�¿�Ô?½.ÈÉº Ê ·�Ã¤ÕbË�½�»l½�ÌKÑHÒ_º}º�¹�Ã�È�¼�Ç�»l¾�½�Â}½"ÈÉº ¿�¼{ÈÉ¼b½�Ý%Õ6½�¼bÓº�È�Å?½qÙg¿�Æw»l·¤Å?½�Â�ÈuÁ�Æw»l¾�½qÈ�¼F»l½�Ç~Â�Èu»�Æ{·�Á�»l¾b½�Â}½�Ó�º�¹�Õ�Õ%ËuÈÉ½�Ì0º�»x¿�»l½~Àb»l¾�½
º�½�Â}Å?½�Â.ÙgÈuË�ËC¼�·�»q¸6½�Ë�½�ÁÉ»t¾�·�ËÉÌQÈÉ¼bÇwÈ�¼ Ê ·~Ã¤Õ%ËÉ½2»l½�·~Â"È�¼ Ê ·~Â}Â}½ Ê » Ê ·~¼%Ó¼�½ Ê »}È�·~¼¤º�»x¿A»l½~Ñ P [ U Ê ·F·~ÔFÈ�½�º�È�º<¿.¸�¿ Ê ÔFÙg¿�ÂlÌbº�Ó Ê ·~Ã¤Õ�¿�»}È�¸bË�½ �¥È�¼Q¹bÝÈ�Ã¤ÕbË�½�Ã¤½�¼F»x¿A»}ÈÉ·�¼¤·�ÁK»l¾bÈÉº'Ã¤·�Â}½ Â}·~¸�¹�º�» Ê ·�¼�¼b½ Ê »}È�·~¼wº�½�»l¹bÕwÕbÂ}·�»l·�Ó
Ê ·�Ë"Î R�ÐOÑ�Í�¼ P [ U Ê ·F·�ÔQÈ�½�º�À�»l¾�½�ÈÉ¼%Èu»}È�¿AË�º�½ × ¹b½�¼ Ê ½�¼Q¹�Ã�¸6½�Â @nÍ P UXBÈÉº¨¹�º�½�Ì{»l·¤½�¼ Ê ·QÌb½�¿�¼HÌ:Â}½2»l¹�Â}¼ Ê ·�¼�¼b½ Ê »}È�·~¼�º�»x¿A»l½"»l·�»l¾�½ Ê ËuÈ�½�¼F»�À¿�¼�Ì:»l¾�½q½�¼ Ê ·QÌ%È�¼bÇ�ÈÉº ¸H¿�º�½�ÌT·~¼�¿¤º�½ Ê ¹bÂ}½�¾H¿~º�¾0»l¾�¿�»¨ÈÉº¨½�_ Ê È�½�¼F»»l·�Å?½�Â�È�ÁÉÆFÑ
Ü�¾�½�¿�¸6·AÅ?½�Õb¾bÈuË�·?º�·~Õb¾FÆ Ê ¿�¼(¸6½�¿�Õ�ÕbËuÈ�½�ÌT»l·:ÕbÂ}·�»l½ Ê ».»l¾�½�ËÉ·�Ó

Ê ¿AË�Â}½�º�·�¹�Â Ê ½�ºT@ Ê ·�Ã¤Õ�¹%»x¿�»}È�·~¼�À¥¸b¹ FK½�Â�º�Õ�¿ Ê ½�À Ê ·�¼�¼�½ Ê »}È�·~¼&º�»x¿A»l½~À¸H¿�¼HÌQÙgÈ�ÌQ»l¾¥À%¿�¼HÌ�º�·tÁ�·~Â�»l¾;BY»l¾H¿A» Ê ¿�¼w¸6½ Ê ·~¼�º�¹�Ã¤½�Ì�È�¼{Â}½�º�Õ6·~¼Hº�½»l·�Ã¤½�º}º}¿�Ç�½�º.Â}½ Ê ½�È�Å?½�Ì0Á�Â}·�Ã ÕH¿�Â�»}È�½�º¨Ù ¾b·?º�½�¸6½�¾H¿�ÅFÈÉ·�Â_ÈÉº_¹b¼ Ê ½�Â�Ó»x¿�È�¼�Ñ�Í�¼�Án¿ Ê »�À'»l¾b½ Ê ·F·~ÔFÈ�½T»l½ Ê ¾b¼bÈ × ¹�½:ÈÉº × ¹bÈu»l½TÇ~½�¼�½�Âl¿AË[À'¸6½�È�¼�Ç·~Â�È�Ç�ÈÉ¼�¿�ËuËuÆ�¹�º�½�ÌtÈ�¼�»l¾�½'Ìb½�º�È�Ç~¼�·�Á`LY¾�·�»l¹�Â�ÈÉºgÎ D�Û�ÐOÀ�¿_ÕbÂ}·�»l· Ê ·�Ë�¹�º�½�ÌÁ�·�Âq½�º�»x¿�¸%ËuÈ�º�¾%È�¼�ÇTº�¾�¿�Â}½�Ì�º�½�º}º�È�·~¼yÔ?½2Æ�º�À6»l·{¿�Å?·�ÈÉÌ�¿ Ê�Ê ¹bÃ�¹%Ë�¿A»}È�¼�Çº�»x¿�»l½�Ì%¹�Â�È�¼�Ç�»l¾�½"Ô?½2Æ{½2Ý Ê ¾H¿�¼�Ç�½~Ñ
�,È�ÁÉ»l¾¥À?Ù'½_·�¸Hº�½�Â}Å~½¨»l¾�¿�»'º�ÈÉ¼ Ê ½¨½�Â}Â}·~Âlº Ê ¿�¼�¼b·�»'¿�ËuÙg¿�Æbº'¸6½ Õ�Â}½2ÓÅ?½�¼F»l½�Ì£·~Â Ê ¿�¹�Ç�¾F»�À�Ù�½(Ã�¹�º�»:¿AËÉº�·-Ì%½�º�È�Ç~¼WÕ�Â}·�»l· Ê ·�ËÉº{»l·&ËuÈ�Ã�È�»»l¾�½�Õ6·?º}º�È�¸bË�½�Ì�¿�Ã�¿�Ç�½�Â}½�º�¹bËu»}È�¼�ÇwÁ�Â}·�Ã ÈÉ¼ Ê ·~Â}Â}½ Ê »t¸6½�¾H¿�ÅFÈ�·~Â�Ñ ^y½Ù�·�¹bËÉÌ�ËuÈÉÔ~½¨»l·�Õ�Â}½�Å?½�¼F»<ÈÉ¼�º�»x¿�¸%È�ËuÈu»}È�½�ºCÁ�Â}·~Ã · Ê�Ê ¹�Â}Â�È�¼�ÇqÈ�¼¤»l¾�½gØHÂlº�»ÕbËÉ¿ Ê ½~À�¸�¹%».ÈuÁC»l¾b½�Æ�Ì%·{· Ê�Ê ¹�Â�À6Ù�½�¿�ËÉº�·{Ù�¿�¼F».»l·wÃ�¿�Ô?½�º�¹�Â}½t»l¾�½½�FK½ Ê »xº¨Ì%·�¼�·�» Ê ¿~º Ê ¿~Ìb½�·�¹b»¨·�Á Ê ·~¼F»lÂ}·�ËOÑ
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Ò_Ç?¿AÈ�¼¥À�»l¾bÈÉº Ê ¿�¼tº�½�½�Ã¬È�¼Q»lÂl¿ Ê »x¿�¸%Ë�½~À�ÆF½�»¥·�ÁÉ»l½�¼F»}ÈÉÃ¤½�º¥Å?½�Â�Æ"º�È�Ã�ÓÕbË�½�»l½ Ê ¾�¼bÈ × ¹�½�º Ê ¿�¼�Õ�Â}·�»l½ Ê ».º�Æ�º�»l½�Ã�º_¿�Ç?¿�È�¼�º�»"¸�Â}·~¿~Ì Ê ËÉ¿~º}º�½�º.·�Á¹�¼%Á�·�Â}½�º�½�½�¼&½�Â}Â}·�Âlº�Ñ-S'·~¼�º�ÈÉÌb½�Ât»l¾�½¤½�Ýb¿�Ã¤Õ%Ë�½¤·�Á¨Â}·~¹%»l½ �H¿�ÕbÕbÈ�¼�Ç%Ñ
C.¼F»}ÈuË%Án¿�È�Â�ËuÆ�Â}½ Ê ½�¼F»}ËuÆFÀ~Â}·�¹b»l½�ÂY¿�¼�Ì�ËuÈ�¼�Ô�ÈÉ¼�º�»x¿�¸%È�ËuÈu»}È�½�º Ê ·~¹bËÉÌ Ê ¿�¹Hº�½º�½�Â�È�·~¹�º�ËÉ·~¿~Ì�È�º}º�¹b½�º'Á�·�Â IKJML�¸6½ Ê ¿�¹�º�½"Â}·~¹%»l½�º'Ù�½�Â}½ 8 �H¿�Õ�Õ%È�¼�Ç�:QÑ
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Ü�¾b½¤Õ�Â}·�¸bË�½�Ã Ùg¿�º"»l¾H¿�»�À�¿�»q»l¾b½ IKJML1Ë�½�Å~½�ËOÀ�Â}·�¹b»l½�¿�¼b¼�·�¹�¼ Ê ½�ÓÃ¤½�¼Q»xº�¿�¼�Ì"ÙgÈ�»l¾�ÌbÂl¿�Ùg¿AËÉº�Ù�½�Â}½C½�º}º�½�¼F»}ÈÉ¿�ËuËuÆ�Õ�Â}·~Õ�¿�Ç~¿�»l½�Ìq»l¾�Â}·�¹�Ç~¾%Ó
·�¹b»,»l¾b½YÙ'·~Â�ËÉÌ�À�º�· »l¾H¿A»,½�Å~½�Â�Æ"Ë�· Ê ¿�»}È�·�¼�º}¿�Ù&»l¾�½ Ê ¹�Ã�¹bËÉ¿�»}È�Å?½Yº�¹bÃ·�ÁC¿�ËuË�Â}·~¹%»l½��6¿�Õ�º È�¼0»l¾b½t½�¼Q»}È�Â}½�Í�¼F»l½�Â}¼b½�»�Ñ�Ü�·wÌb½ Ê Â}½�¿~º�½�»l¾�½�½�ÝQÓ»l½�¼Q»<»l·.Ù ¾%È Ê ¾�Ë�· Ê ¿AË�ËuÈ�¼�Ô�¿�¼HÌ�Â}·~¹b»l½�ÂYÈ�¼Hº�»x¿�¸bÈuËuÈu»}ÈÉ½�ºC½�FK½ Ê »'ÌQÈÉº�»x¿�¼F»¼b½�»�Ù'·~Â}Ô%º�ÀK¿¤¶¨·~¹b»l½ �,ËÉ¿�Õ �q¿�Ã¤ÕbÈ�¼�Ç�Î D�Ú�Ð,Ã¤½ Ê ¾H¿�¼bÈÉº�Ã ¾H¿�º_¸6½�½�¼¿�Ì�Ì%½�Ì�»l·VIKJML�Ñ<Í�»�Ù�·�Â}Ôbº�¸FÆ&¾b·�ËÉÌ%È�¼bÇ�Ì%·AÙ ¼�Â}·~¹%»l½�º�»l¾�¿�»¤¿�Â}½
Â}½�Õ6½�¿�»l½�ÌQËuÆ¤ÙgÈ�»l¾�ÌbÂl¿�Ù ¼0¿�¼HÌ¤»l¾�½�¼w¿�¼�¼�·�¹�¼ Ê ½�Ì�ÀFÙgÈu»l¾�È�¼bÁ�Â}½ × ¹b½�¼F»
Ê ¾H¿�¼�Ç�½�ºtÂ}½�º�¹bËu»}È�¼�ÇTÈ�¼y¼�·0¾b·�ËÉÌ%Ó�Ì%·AÙ ¼�À�¿�¼HÌ�·~º Ê ÈuË�ËÉ¿A»}ÈÉ·�¼ Ê ¿�¹Hº�È�¼bÇ»l¾b½_Ç�Â}½�¿�»l½�º�»¨¿�Ã¤·~¹b¼F»'·�Á�¾b·�ËÉÌ%Ó�Ìb·�Ù ¼�Ñ �CÅ~½�Â�Æ�Â}·�¹b»l½�Â'»l¾�¿�»CÈÉÃ¤Õ%Ë�½�Ó
Ã¤½�¼Q»xº<Ìb¿�Ã¤ÕbÈ�¼bÇ_»l¾Q¹Hº Ê Â}½�¿A»l½�ºY¿"¸H¿�Â}Â�È�½�ÂCº�½�Õ�¿�Âl¿�»}È�¼bÇt·~º Ê ÈuËuË�¿A»}È�·~¼HºÁ�Â}·~Ã »l¾�½.Â}½�º�»¨·�Á�»l¾�½.¼�½�»�Ù�·~Â}Ô6Ñ
Ò_¼b·�»l¾b½�Â¤Â}½ Ê ½�¼F»�½�Ýb¿�Ã¤ÕbË�½:ÈÉºTIKJML ½�Â}Â}·�Â�Õ�Â}· Ê ½�º}º�È�¼bÇbÑ Ü�¾b½

I JML
º�Õ6½ Ê ÈuØ Ê ¿�»}È�·~¼:Â}½ × ¹bÈ�Â}½�º'»l¾H¿A»¨¿�¼wÈÉ¼ Ê ·~Â}Â}½ Ê »_¿�¼�¼b·~¹b¼ Ê ½�Ã¤½�¼Q»
Ê ¿�¹Hº�½�º »l¾b½"½�¼F»}È�Â}½qº�½�º}º�È�·~¼0»l·�¸6½"ÌbÂ}·~ÕbÕ6½�Ì:¿�¼HÌwÂ}½�º�»x¿�Â�»l½�ÌKÀHº�È�¼ Ê ½½�Â}Â}·~Â Ê ¾b½ Ê ÔFÈ�¼�Ç¨ÈÉº<¼b·�»YÕ�Â}·AÅFÈÉÌb½�Ì�¿�»<»l¾�½�¿�¼�¼b·~¹b¼ Ê ½�Ã¤½�¼Q»�ËÉ½�Å?½�Ë�@O¿~ºÈÉºgÌ%·~¼�½¨È�¼ a P L �&¿�¼HÌ�Í PFÓ�Í P�B2Ñ~ß.·�Ù�½�Å~½�Â�ÀQ»l¾�½.Â}½�º�¹bËu»�ÈÉº'»l¾H¿A»g·~¼b½
¸�¿~Ìt¿�¼b¼�·~¹b¼ Ê ½�Ã¤½�¼F» Ê ¿�¼ Ê ¿�¹Hº�½C»l¾�½'½�¼Q»}È�Â}½CÂ}·~¹b»}È�¼bÇ.º�½�º}º�È�·�¼9@�»l¾H¿A»ÈÉº"Â}·�¹�Ç~¾%ËuÆ D=W"W " ¿�¼b¼�·~¹b¼ Ê ½�Ã¤½�¼F»xº »l·QÌb¿�Æ�B¨»l·w¸6½�Ì%Â}·~ÕbÕ6½�Ì�¿�¼HÌÂ}½�º�»x¿�Â�»l½�ÌKÑKÜ�¾bÈÉºgÙg¿~º Ê ·~Ã¤Õ6·�¹�¼�Ìb½�Ì�Ù ¾�½�¼T·�¼�½qÅ?½�¼�Ìb·�Â Ê ¾�·~º�½t»l·Õ�¿~º}º,¸�¿~Ìt¿�¼�¼b·~¹b¼ Ê ½�Ã¤½�¼Q»xº�Âl¿�»l¾b½�Â,»l¾H¿�¼�Ì%Â}·~Õ�»l¾�½'½�¼Q»}È�Â}½'º�½�º}º�È�·~¼¥ÀÙ ¾%ÈuËÉ½g·�»l¾�½�Â�Å~½�¼HÌ%·~Âlº,Ì%Â}·~Õ�Õ6½�Ì�º�½�º}º�È�·�¼Hº<¿~º�Â}½ × ¹bÈ�Â}½�ÌwÎ O�ÐOÑ�Í�¼���¹�¼b½Ú.W"W D~À�¿{º�È�¼�Ç�Ë�½¤·�Õ6½�Âl¿�»l·�Â5H º�Ã�ÈÉº Ê ·~¼%ØHÇ�¹�Âl¿�»}È�·�¼�»}È Ê ÔFË�½�Ì�»l¾bÈÉº"¸�¹bÇbÞÈu»"Ù�¿~º.ÕbÂ}·~Õ�¿�Ç?¿A»l½�ÌT»l·{¿wº�¹�¸�º�»x¿�¼F»}ÈÉ¿�Ë�Á�Âl¿ Ê »}È�·~¼(·�ÁC»l¾�½tÍ�¼F»l½�Â}¼b½�»�ÀÙ ¾b½�Â}½¤Èu» Ê ¿�¹Hº�½�ÌyÃ�¿�¼FÆ(º�½�º}º�È�·~¼Hºt»l·0¸6½wÌbÂ}·~ÕbÕ6½�Ì�À¥Â}½�º�¹%Ë�»}È�¼bÇ0ÈÉ¼Í�¼F»l½�Â}¼�½�»}ÓOÙgÈÉÌb½.·~¹b»x¿�Ç~½�º�Ñ
�,È�¼H¿AË�ËuÆFÀKÙ�½�·~¸�º�½�Â}Å?½�»l¾�¿�»�À�¿�º.ÙgÈ�»l¾�»l¾�½tÕ�Â}½�ÅQÈ�·�¹Hº.½�Ýb¿�Ã¤ÕbË�½~À

º�·�Ã¤½qÂ}·~¸b¹Hº�»l¼�½�º}º ÕbÂ}·~¸%ËÉ½�Ã�º Ê ¿�¼wË�È�½tÌb·�Â}Ã�¿�¼F»�ÀQ·~¼%ËuÆ:¸6½�È�¼bÇ�»lÂ�È�Ç�ÓÇ�½�Â}½�Ì�¸FÆq·�»l¾b½�Â�½�Â}Â}·�Âlº�»l¾H¿A»,· Ê�Ê ¹bÂ�È�¼t»l¾b½'º�Æbº�»l½�Ã0Ñ�Ü�¾%¹�º�ÀAÃ�¿�ÔFÈ�¼�Çº�Æbº�»l½�Ã�º<Ã¤·~Â}½gÂ}·�¸�¹�º�»'Ã�¿�Æ�¿�ËÉº�·�Â}½ × ¹%È�Â}½ »l¾�¿�»'º�Æbº�»l½�Ã Ìb½�º�È�Ç~¼b½�Âlº¿�¼HÌ(·~Õ6½�Âl¿A»l·~Âlºtº�½�½�Ô�·~¹%»�¿�¼HÌ�Ø�Ý�½�Â}Â}·�Âlº�¸6½2Á�·~Â}½�»l¾b½�Æ(¸6½�Ç�È�¼�»l·
Ê ¿~º Ê ¿�Ìb½~Ñ C_¼bÁ�·�Â�»l¹�¼�¿�»l½�ËuÆFÀ�»l¾b½�Â}½¤ÈÉº�¿:»l½�¼Hº�È�·�¼�¾b½�Â}½~Ñ�Í[Á¨º�Æbº�»l½�Ã�º
Ê ¿�¼ Ê ·~¼F»}È�¼Q¹�½(·~Õ6½�Âl¿A»}ÈÉ¼bÇ�È�¼ »l¾�½�Án¿ Ê ½�·�Á�Á�¿�ÈuË�¹�Â}½�º�À¨½�Â}Â}·�Âlº Ê ¿�¼Õ6½�Âlº�È�º�»�È�¼HÌb½2ØH¼bÈu»l½�ËuÆ�ÙgÈu»l¾�·�¹b»�¿�¼FÆF·~¼b½¤¾H¿�ÅFÈ�¼�Ç:»l¾b½wÅFÈÉº�È�¸bÈuËuÈu»�Æ�·~Â
Ã¤·�»}È�Å~¿A»}ÈÉ·�¼0»l·¤Ø�Ýw»l¾�½t¹�¼HÌ%½�Â�ËuÆQÈÉ¼bÇ�Õ�Â}·�¸bË�½�Ã0Ñ�Í�Á<Ë�½�Á�».¹�¼F»lÂ}½�¿�»l½�Ì�À
¾b·�Ù�½�Å?½�Â�ÀFÁn¿�ÈuË�¹�Â}½�º Ê ¿�¼ Ê ·�Ã�¸bÈ�¼b½ ÙgÈu»l¾{º�½�Å?½�Â}½¨¹�¼%Á�·�Â}½�º�½�½�¼ Ê ·~¼�º�½�Ó
× ¹b½�¼ Ê ½�º�ÑHÜ�¾Q¹Hº�À%Ù�½q½�¼HÌwÙgÈu»l¾0·�¹�Â¨º�ÈuÝQ»l¾:Ç~¹%ÈÉÌb½�ËuÈ�¼�½~Þ
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Ò.º�¿�¼y½�Ýb¿�Ã¤Õ%ËÉ½�À¥»l¾b½¤Â}½ Ê ½�¼F»�È�¼%Å~½�º�»}È�Ç?¿�»}È�·�¼&·�Á¨ÜKS L Ê ¾�½ Ê ÔFÓº�¹bÃ Án¿AÈ�Ë�¹bÂ}½�ºtÂ}½�º�¹bËu»l½�Ì�È�¼�»l¾b½�Ì%ÈÉº Ê ·AÅ?½�Â�Æ�»l¾H¿A»�Ì�¿�»x¿wÙg¿~ºq¸6½�È�¼bÇ
Ê ·~Â}Â}¹�Õ%»l½�ÌW¿�»:¾�·?º�»xºw·~Â{Â}·~¹b»l½�ÂlºyÎ Ú�O�ÐOÑ I�½ Ê ¿�¹�º�½�»l¾�½�º�½(Á�¿�ÈuË�¹�Â}½�ºÙ'½�Â}½¤ÌQÈ�º Ê ·�Å~½�Â}½�Ì(¿�»"»l¾b½�Â}½ Ê ½�È�Å?½�Âq¿�¼HÌT»l¾�½�¼TÈ�Ç~¼b·~Â}½�Ì @n·~¼ Ê ½�»l¾b½Õ�¿ Ê Ô?½�»"Ù�¿~ºqÌQÈ�º Ê ¿�ÂlÌb½�Ì;B¨»l¾b½�º�½�¼�Ì%È�¼�Çw¾�·~º�»qÂ}½ Ê ½�È�Å?½�Ì�¼�·�È�¼HÌQÈ Ê ¿�Ó»}È�·�¼
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ABSTRACT 
Building very large computing systems is extremely challenging, 
given the lack of robust scalable communication technologies. 
This threatens a new generation of mission-critical but very large 
computing systems. Fortunately, a new generation of “gossip-
based” or epidemic communication primitives can overcome a 
number of these scalability problems, offering robustness and 
reliability even in the most demanding settings. Epidemic 
protocols emulate the spread of an infection in a crowded 
population, and are both reliable and stable under forms of stress 
that will disable most traditional protocols. This paper describes 
some of the common problems that arise in scalable group 
communication systems and how epidemic techniques have been 
used to successfully address these problems. 

1 INTRODUCTION 
Distributed computing will be central to advances in a broad range 
of critical applications, including intelligence information 
systems, military command and control, air traffic control, electric 
power grid management, telecommunications, and a vast array of 
web-based commercial and government applications. Indeed, a 
massive rollout of such systems is already underway. Yet while 
impressive capabilities have been easy to develop and 
demonstrate in small-scale settings, once deployed these systems 
often stumble badly. 

Software that runs securely and reliably in small-scale mockups 
may lose those properties as numbers of users, the size of the 
network and transaction processing rates all increase. Whereas 
small networks are well behaved, any sufficiently large network 
behaves like the public Internet, exhibiting disruptive overloads 
and routing changes, periods of poor connectivity and throughput 
instability. Failures rise in frequency simply because the numbers 
of participating components are larger. A scalable technology 
must ride out such forms of infrastructure instability. 

Our studies reveal that very few existing technologies have the 
necessary properties. Most, including the most prevalent 
commercial software, exhibit scalability problems when subjected 
to even modest stress. This finding reveals an imminent (and 
growing) threat to the full spectrum of emergent mission-critical 
computing systems. If we can’t solve the scalability problem, and 
develop a methodology yielding applications that remain secure 
and robust even when failures occur – indeed, even under attack, 
or during denial-of-service episodes – the very technologies that 
hold the greatest promise for major advances will prove to be the 
Achilles Heel of a future generation of mission-critical military 
and public-sector enterprises. 

In the past 4 years the Spinglass project has worked to overcome 
scalability barriers, starting with an idea that was first proposed in 
the context of replicated database systems. These systems 
employed what were called “epidemic-style” or “gossip” update 
algorithms, whereby sites periodically compare their states and 
reconcile inconsistencies, using a randomized mechanism for 
deciding when and with whom each participant will gossip. 
Traditionally, the database systems used gossip protocols at low 
speeds. Our work employs gossip at very high speeds, yielding a 
new generation of protocols that have an unusual style of 
probabilistic reliability guarantees –guarantees of scalability, 
performance, stability of throughput even under stress, and 
remarkable scalability. These properties hold even on Internet-like 
platforms. Epidemic protocols lend themselves to theoretical 
analysis, making it possible to predict their behavior with high 
confidence. However, the focus of our work at Cornell is mostly 
practical: we are using epidemics, together with other more 
traditional mechanisms, to develop new generations of scalable 
communications software and middleware for a wide variety of 
settings. 

In the initial toolset epidemic techniques were used for failure-
detection, group communication and distributed state-
management. Now that these tools are maturing, we are applying 
the techniques to other distributed systems areas that face similar 
scalability challenges, notably the areas of sensor networks and 
world-wide publish/subscribe systems. Our objective in the 
present paper is to review the scalability problem for group 
communication, and to summarize how we used epidemic 
techniques to solve it. The need for brevity limits the technical 
detail here, but other publications are available for the interested 
reader who wishes to learn more. 
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2 SCALABILITY PROBLEMS IN 
CURRENT COMMUNICATION 
SYSTEMS 

The scalability of distributed protocols and systems is a major 
determinant of success in demanding systems. For example, 
consider the September 2000 field-test of the Navy’s Cooperative 
Engagement Capability (CEC). During a two week period this 
system (which offers an over-the-horizon cooperative targeting 
capability for naval battleships) was subjected to a very modest 
stress test. The value of this system depends upon timely 
identification of threats and rapid decisions about which ship will 
respond to which threat: threats may be incoming missiles moving 
at several times the speed of sound. This translates to internal 
deadlines of about a second for the communication subsystem, 
which had been demonstrated easily capable of meeting the 
requirements under laboratory conditions with small numbers of 
participating computing systems. Yet under load, when even small 
numbers of battleships were added to the system, the underlying 
Data Distribution System (DDS) became unstable, failing 
outright, or delivering data after much more than the one-second 
threshold. (Defense News, October 16, 2000). The result was that 
the CEC basically failed – and this under rather benign conditions 
in which the only variable that changed was the number of 
participants.  

This paper focuses on scalability of distributed protocols 
providing some form of guaranteed reliability when 
communication among multiple participants is required. Use of 
these reliable group communication (multicast) protocols is very 
popular in distributed systems, as there is a natural match between 
the group paradigm and the way large distributed systems are 
structured. These protocols allow systems to be built in pure peer-
to-peer manner, removing the need for centralized servers, 
removing one of the bottlenecks in system scalability. 

Traditional reliable multicast protocols, including those developed 
by our research group, all exhibit severe scaling problems, 
especially when applied in large Internet-style settings. Even 
though some of these protocols appeared to be very promising in 
terms of scalability they all failed to operate as soon as the 
network conditions were no longer ideal. In general the 
performance analyses of the protocols only focuses on two 
extreme cases: performance of the protocol under ideal 
conditions, when nothing goes wrong, and the disruptive impact 
of a failure. Reality forces use to take a look at these protocols 
from a different perspective: what happens to these protocols 
under mundane transient problems, such as network or processor 
scheduling delays and brief periods of packet loss. One would 
expect that reliable protocols would ride out such events, but we 
find that this is rarely the case, particularly if we look at the 
impact of a disruptive event as a function of scale. On the 
contrary, reliable protocols degrade dramatically under this type 
of mundane stress, a phenomenon attributable to low-probability 
events that become both more likely and more costly as the scale 
of the system grows. 

Because of the need for brevity, we’ll limit ourselves to a 
summary of our finding with respect to the growth rate of 
disruptive overheads for a number of widely used multicast 
protocols. Elsewhere [3], we present a more detailed analysis of a 
variety of scenarios, modeled after the work of Gray et. al. [4], 
where a similar conclusion is reached with respect to database 

scalability. It is clear that scalability represents a widespread 
problem affecting a broad range of technologies and systems. 

2.1 Common Problems 
When subjected to transient problem that are related to scaling the 
environment, there are important categories of problems that 
appear: 
• Throughput Instability. All of the protocols that implement 

reliable group communication are subject a breakdown of 
message throughput as soon as one or more members 
experience perturbation. A single slow receiver, which can be 
cause by CPU overhead or some localized message loss, will 
eventually have an impact on the throughput to the overall 
group. The results in [3] show that this impact is even more 
dramatic and happens more rapidly if we scale up the system, 
making the protocol stability extremely volatile under even 
moderate scaling conditions. 

• Micropartitions. In reaction to the throughput instability 
problem, designers often go for the approach to as soon as 
possible to remove the trouble-causing member from the group 
by using more aggressive failure detection mechanisms. 
However when scaling the system to moderate Internet 
environments, one quickly discovers that this has the adverse 
effect that transient network problems, which occur frequently, 
frequently trigger incorrect failure-suspicions. Erroneous failure 
decisions involve particularly costly “leave/rejoin” events, 
where the overall system constantly needs to reconfigure itself. 
We will term this a micropartitioning of the group, because a 
non-crashed member effectively becomes partitioned away 
from the group and later the partition (of size one) must 
remerge. In effect, by setting failure detection parameters more 
and more aggressively while scaling the system up, we 
approach a state in which the group may continuously 
experience micropartitions, a phenomenon akin to thrashing. 

Costs associated with micropartitions rise in frequency with the 
square of the size of the group. This is because the frequency of 
mistakes is at least linear in the size of the group, and the cost 
of a membership change is also linear in the group size: a 
quadratic effect.  

• Convoys. An obvious response to the scalability problems just 
presented is to structure large systems hierarchically, as trees of 
participant groups. Unfortunately this option is also limited by 
disruptive random events, albeit in a different way. 
Experimentation has shown that such a tree structure, when 
confronted with moderate network instability, exhibits an 
amplification of the burstiness of the message traffic. Even 
though messages enter the system at a steady rate, the reliability 
and buffer strategies at each of the intermediate nodes in the 
trees have compressing effects on messages rates, especially 
when confronted with message loss. The term “convoy” has 
been used by the database community to describe this 
phenomenon, which is also well known to the packet routing 
community.  

2.2 Unsuccessful Solutions 
Some reliable multicast protocols have been successful at larger 
scale, but only by limiting the functionality of the protocols. 
Techniques the developers have resorted to achieve scalability 
are: 
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• Anonymous Membership. The protocol basically streams out 
information to whoever wants to receive messages, without any 
notion of admission control, failure detection or session state 
management. 

• Single Sender Groups. These protocols build a single 
dissemination tree per sender where each node is a potential 
receiver who cooperates in localized retransmission schemes. 
Groups with multiple senders, which are very common in 
distributed systems, are treated as multiple groups with single 
sender, requiring an explosion of state managed at each 
participant, and making it impossible to correlate messages 
from different senders. 

• Infinite Retransmission Buffers. One of the more complex 
problems in multi-sender protocols is the management of the 
messages stored for retransmission. The messages can be 
released once the system is certain that no retransmission 
requests can arrive any more. Given that many protocols have 
no knowledge about the receivers, this certainty can never be 
achieved and they resort to a method called application level 
framing to require the application to reconstruct message for 
retransmission. This was applicable to some multi-user 
collaboration tools, but was unusable for the majority of 
distributed systems. 

• Complete Lack of Security. In most protocols that combine 
application level framing with localized retransmission (others 
than the sender can retransmit lost messages), it is impossible 
guarantee secure communication, as nodes that retransmit can 
not sign the message with senders key. The original messages 
are not kept in lack of a garbage collection protocol, and the 
retransmission node cannot sign it with its own key as they are 
anonymous, and as such the receiver has no mechanism for 
checking the signature. 

These techniques are unacceptable if one wants to build robust, 
reliable, secure distributed systems that can be the basis for the 
mission critical enterprise systems.  

But the picture is not entirely bleak. After presenting these 
arguments, we shift attention to a new class of protocols based on 
an idea from Clearinghouse [2], the database replication 
technology developed at Xerox Parc in the 1980’s, and later used 
by Golding for the refDBMS system [5], and from NNTP, the 
gossip-based algorithm used to propagate Usenet “news” in the 
Internet. These turn out to be scalable under the same style of 
analysis that predicts poor scalability for their non-gossip 
counterparts.   

3 EPIDEMIC TECHNIQUES FOR 
SCALABLE MULTICAST PROTOCOLS  

Not all protocols suffer the behavior seen in these reliability 
mechanisms. In the class of reliable multicast protocols, epidemic 
multicast protocols scale quite well and easily rides out the same 
phenomena that cause problems with these other approaches to 
reliability and scalability. 

For example, Bimodal Multicast, a protocol reported in [1], uses 
an epidemic control protocol that somewhat resembles the old 
NNTP protocol, but is running at much higher speeds. The 
multicast protocol consists of two sub-protocols. One of them is 
an unreliable data distribution protocol similar to IP multicast, or 

based on IP multicast when available. Upon arrival, messages are 
buffered, and they are delivered to the application layer in FIFO 
order. The buffered messages are garbage collected after some 
period of time. 

The second sub-protocol, is based on epidemic techniques, and is 
used to repair gaps in the message delivery flow and to assist the 
garbage collection. It operates as follows: Each process in the 
system maintains a list containing some random subset of the full 
system membership. In practice, we weight this list to contain 
primarily processes from close by – processes accessible over 
low-latency links – but these details go beyond the scope of this 
paper. At some rate (but not synchronized across the system) each 
participant selects one of the processes in its membership list at 
random and sends it a digest of its current message buffer 
contents. This digest would normally just list messages available 
in the buffer: “messages 5-11 and 13 from sender s, …” for 
example. Upon receipt of a gossip message, a process compares 
the list of messages in the digest with its own message buffer 
contents. Depending upon the configuration of the protocol, a 
process may pull missing messages from the sender of the gossip 
by sending a retransmission solicitation, or may push messages to 
the sender by sending unsolicited retransmissions of messages 
apparently missing from that process. 

This simplified description omits a number of important 
optimizations to the protocol. In practice, we use gossip not just 
for multicast reliability, but also to track system membership and 
perform failure detection based on it [6]. We sometimes use 
unreliable multicast with a regional TTL value instead of unicast, 
in situations where it is likely that multiple processes are missing 
copies of the message. A weighting scheme is employed to 
balance loads on links: gossip is done primarily to nearby 
processes over low-latency links and rarely to remote processes, 
over costly links that may share individual routers [11]. The 
protocol switches between gossip pull and gossip push, using the 
former for “young” messages and the latter for “old” ones. 
Finally, we don’t actually buffer every message at every process; 
a hashing scheme is used to spread the buffering load around the 
system, with the effect that the average message is buffered at 
enough processes to guarantee reliability, but the average 
buffering load on a participant decreases with increasing system 
size. 

An epidemic-style protocol has a number of important properties: 
the protocol imposes constant loads on participants, is extremely 
simple to implement and rather inexpensive to run. More 
important from the perspective of this paper, however, such a 
protocol overcomes the problems cited earlier for other scalable 
protocols. Bimodal Multicast has tunable reliability that can be 
matched to the needs of the application (reliability is increased by 
increasing the length of time before a message is garbage 
collected, but this also causes buffering and I/O costs to rise). The 
protocol gives very steady data delivery rates with predictable, 
low, variability in throughput. For real-time applications, this can 
be extremely useful. And the protocol imposes constant loads on 
links and routers (if configured correctly), which avoids network 
overload as a system scales up. All of these characteristics are 
preserved as the size of the system increases. 
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4 OVERCOMING LIMITATION TO 
SCALE 

We can generalize from the phenomena enumerated above. 
Distilling these down to their simplest form, and elaborating 
slightly: 

• With the exception of the epidemic protocols, the different 
reliability model of group communication systems involves a 
costly, but infrequent fault-recovery mechanism: 
o Virtual synchrony based protocols employ flow control, 

failure detection and membership-change protocols; when 
incorrectly triggered, the cost is proportional to the size of 
the group. 

o Local repair based protocols have a solicitation and 
retransmission mechanism that involves multicasts; when a 
duplicate solicitation or retransmission occurs, all 
participants process and transmit extra messages. 

o FEC-based reliability mechanisms try to reduce 
retransmission requests to the sender by encoding 
redundancy in the data stream. As the group size grows, 
however, either the average multicast path length increases, 
hence so too the risk of a multi-packet loss. The sender will 
see increasingly many retransmission requests (consuming a 
scarce resource), or the redundancy of the stream itself must 
be increased (resulting in a bandwidth degradation and a 
system-wide impact). 

• Again with the exception of the epidemic protocols, the 
mechanisms we’ve reviewed are potentially at risk from 
convoy-like behaviors. Even if data is injected into a network at 
a constant rate, as it spreads through the network, router 
scheduling delays and link congestion can make the 
communication load bursty. Under extreme condition this 
behavior can even trigger message loss at the end nodes. To 
smoothen burstiness of messages from multiple senders one 
needs a global view of the system, which most reliable 
protocols have found impossible to implement. Epidemic 
techniques however are ideal to implement this global state 
sharing and allow the overall system to gracefully adapt to 
changes in the network. 

• Many protocols depend upon configuration mechanisms that 
are sensitive to network routing and topology. Over time, 
network routing can change in ways that take the protocol 
increasingly far from optimal, in which case the probabilistic 
mechanisms used to recover from failures can seem 
increasingly expensive.  Periodic reconfigurations, the obvious 
remedy, introduce a disruptive system-wide cost. 

In contrast, the epidemic mechanisms used in NNTP, the Xerox 
Clearinghouse system, the Astrolabe state management systems 
[7,8], and Bimodal Multicast protocol appear to scale without 
these kinds of problems. Throughput is stable if measured over 
sufficiently long periods of time – gossip protocols can be rather 
unstable if metered on a short time scales. Overheads are flat and 
predictable, and can be balanced with information about network 
topology, so that links and routers won’t become overloaded. 
And, the levels of reliability achieved are very high – indeed, 
potentially as high as those of the protocols purporting to offer 
stronger guarantees. 

Probabilistic guarantees may sound like a contradiction in terms, 
because one’s intuition suggests that anything but an absolute 

reliability guarantee would be the equivalent of no reliability at 
all. Our work suggests that this is not at all the case. First, it is 
possible to design mechanisms that have stronger guarantees, such 
as virtual synchrony, and yet reside in an end-to-end manner over 
the basic network architecture afforded by our gossip 
infrastructure. 

An important observation, contributing to the overall success of 
this approach, is also that the epidemic tools exploit scalability, 
and as such turn scale into an advantage instead of a problem that 
must be overcome. 

5 OTHER APPLICATIONS OF EPIDEMIC 
TECHNIQUES 

We have applied the epidemic techniques to develop a large set of 
protocols that each has excellent scalability properties for their 
target domains. This reaches from multicast and failure detection, 
through state-management and data-fusion to ad-hoc routing 
protocols and protocols for controlling power grids. An extensive 
list of relevant publications can be found at: 

http://www.cs.cornell.edu/Info/Projects/Spinglass.  

In our current activities we are expanding the application of 
epidemic techniques to other areas where scalability plays an 
important role. Two of these areas are power and coverage aware 
communication for sensor networks [9] and world-wide peer-to-
peer publish-subscribe networks [10]. 

This research is supported by DARPA/ONR under contract 
N0014-96-1-10014, by the National Science Foundation under 
Grant No. EIA 97-03470 and by grants from Microsoft Research. 
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1. INTRODUCTION
Recent engineering advances in the design of small energy-efficient
hardware and compact operating systems have enabled the develop-
ment of large-scale distributed sensing networks (sensornets) made
up of many small sensing devices equipped with memory, proces-
sors, and short-range wireless communication. These sensornets
will provide an unprecedented amount of detailed measurements
over wide geographic areas. However, these data are distributed
across the entire sensornet, and so are hard to use. Communica-
tion between sensornet nodes requires the expenditure of energy, a
scarce commodity in most sensornets. Thus, making effective use
of sensornet data will require scalable, self-organizing, and energy-
efficient data dissemination algorithms.

Since the content of the data is more important than the identity
of the node that gathers them, sensornet researchers have found it
useful to move away from the Internet’s point-to-point communica-
tion abstraction and instead adopt abstractions that are more data-
centric. This approach entails naming the data and using communi-
cation abstractions that refer to those names rather than to node net-
work addresses [1, 9]. In particular, previous work on data-centric
routing has shown it to be an energy-efficient data dissemination
method for sensornets [10]. Herein, we propose a useful compan-
ion method, data-centric storage (DCS). In DCS, relevant data are
stored by name at nodes within the sensornet; all data with the same
general name (e.g., elephant sightings) will be stored at the same
sensornet node (not necessarily the one that originally gathered the
data). Queries for data with a particular name can then be sent di-
rectly to the node storing those named data, without the flooding
required in some data-centric routing proposals.

Several data-centric dissemination methods are conceivable, each
�
Sylvia Ratnasamy’s current affiliation: Intel Research, Berkeley,

CA 94704.
†Brad Karp’s current affiliation: Intel Research and Carnegie Mel-
lon University, Pittsburgh, PA 15213, bkarp@cs.cmu.edu.

with rather different performance characteristics. The appropriate
data dissemination method for a particular task will depend on the
nature of the sensornet, its intended deployment environment, and
the expected workload. We make three principal contributions in
this paper:

� We propose a novel data dissemination method, DCS, and
show where it outperforms other approaches.

� We provide an organizing framework for comparing among
three canonical data dissemination approaches, and predict
where each performs best.

� We give an overview of GHT, a Geographic Hash Table sys-
tem that implements DCS.

Our claim is not that data-centric storage is always the method of
choice, but rather that under some conditions it will be the most
desired option. In fact, we expect that future sensornets will em-
body all of these (or similar) data-centric dissemination methods,
and that users will choose the appropriate method based on the task
at hand. To understand the relative behavior of each dissemination
method under different conditions, one must in turn understand the
context in which these algorithms will be deployed.

For this reason, we begin our paper with an overview of related
work (in Section 2) that gives a sense of the role played by data
dissemination in a complete sensornet system. Thereafter, Sec-
tion 3 provides a general discussion of sensornet dissemination
algorithms—their constituent components and the environments in
which they may be used. In Section 4 we describe three canon-
ical dissemination methods and use a simple analytical model to
compare their costs.

There may be many viable system designs for data-centric storage.
We present a scalable DCS system design that builds on two recent
advances: (1) the GPSR geographic routing algorithm [11] and (2)
a new generation of efficient peer-to-peer lookup systems such as
Pastry, CAN, Chord, and Tapestry [6, 18, 21, 24]. In Section 5, we
describe the high-level design for our DCS system, which we call
Geographic Hash Table (GHT). The design details and evaluation
of GHT are described in a companion paper [19].
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2. RELATED WORK
In this section, we briefly review related work on sensornets. We
organize this discussion in “layers” ordered from bottom to top.
These layers are used only to clarify the presentation and convey
a sense of the role of data dissemination in a complete sensornet
system; we don’t mean to imply that sensornet architecture is or-
ganized into clean, well-separated layers. We begin our review at
layer three (packet routing), as we are concerned with data dissem-
ination, which interacts directly with layer three and above. Layers
one (physical and OS) and two (low-level communication and self-
configuration) are comparatively orthogonal to data dissemination.

L3: Packet routing:
Packet routing algorithms are required to deliver packets between
nodes that are not in mutual radio range. Packet routing systems
based on node identifiers are ill-suited to sensornets, where com-
munication isn’t addressed to node identifiers. It is expected that
sensornets will instead implement geographic routing systems that
deliver packets to nodes based on their location. Below we de-
scribe several types of geographic routing systems, each with its
own communication abstraction and energy cost. In the following,
we let n be the number of nodes in the sensornet, and assume that
the diameter of the sensornet is approximately O

���
n � .

Strongly geographic routing algorithms, like GPSR [11], allow nodes
to send to a particular location. To go from one random loca-
tion to another requires O

���
n � packet transmissions, which is our

(approximate) metric for total energy consumption. Weakly geo-
graphic routing algorithms like GEAR [23] allow a node to send
packets to a region and then distribute the packet within that re-
gion. The transmission costs here are O

� �
n � packet transmission

to reach the region and O
�
r � packet transmissions within the region,

where r is the number of nodes in the region.

In addition to geographic routing, two other packet routing primi-
tives are likely to be available in sensor networks. Scoped flooding
algorithms flood to a limited region around the sending node. Their
transmission cost is O

�
r � where r is the number of nodes in the re-

gion. Flooding sends a packet to the entire sensornet, and requires
O

�
n � packet transmissions.

L4: Local collaborative information processing:
Event detection sometimes requires synthesizing results from sev-
eral different sensors. The algorithms in this class only require col-
laboration between local nodes; i.e., those that can be reached by a
tightly-scoped flood. An example of such algorithms is described
in [22].

L5: Wide-Area data dissemination:
Under the data-centric architecture for sensornets, data are named.
The data dissemination methods we refer to here allow nodes and
users to access data by name across the sensornet. Note that, in
contrast, the local collaborative information processing only used
data that could be found nearby; these wide-area data dissemination
methods are needed to do collaborative processing in the wide area,
as we describe below.

The most commonly mentioned wide-area data dissemination tech-
nique is directed diffusion [9, 10], an example of data-centric rout-
ing: routing decisions are based on the name of the data rather than
on the identity of the sending and receiving nodes. We discuss di-
rected diffusion at greater length in Section 4.3. In this paper we

propose another data dissemination approach: data-centric storage,
whereby event information is stored by name within the sensornet.

It should be noted that directed diffusion (and most other data-
centric routing proposals) do not require any packet forwarding
methods other than flooding. In contrast, the data-centric stor-
age proposal we present here requires strongly geographic routing.
Thus, the data dissemination method choice may be limited by the
nature of the underlying packet routing mechanisms.

L6: Wide-area collaborative information processing:
These methods are akin to the local collaborative information pro-
cessing methods mentioned above, except that the collaborating
nodes need not be local. An example of such a collaboration is that
required for tracking an object across a sensor field. In this case,
scalable collaborative methods must be built on efficient wide-area
data-dissemination algorithms. Zhao et al. [25] describe a collabo-
rative tracking application built on top of directed diffusion.

L7: User-level tasking and querying:
The highest layer is where users insert their tasking and querying
commands. An example of an approach that fits here is work that
has been done on defining database semantics for queries on sensor
networks [2, 8, 14].

3. ASSUMPTIONS AND TERMINOLOGY
This section lays out the context for the dissemination algorithms
discussed in the following section. We first state our basic assump-
tions about the class of sensornets we consider and then describe
some basic concepts regarding sensornet data and how they are or-
ganized.

3.1 Assumptions
Projected sensornet designs in the literature [5] differ greatly in
their characteristics and intended uses. Here we focus attention on
that class of sensornets where wide-area data dissemination is a
needed service.

We consider large-scale sensornets with nodes that are spread out
over some well-defined area, whose approximate geographic bound-
aries are known to network operators.

We assume nodes have short range communication, but are within
radio range of several other nodes. We further assume that nodes
know their own locations. GPS or some other approximate but
less burdensome localization algorithm [3, 7, 16, 17, 20] provides
this information. This assumption is crucial for our proposed data-
centric storage mechanism. We believe it a reasonable assumption
because in many cases the sensornet data are useful only if the lo-
cations of their sources are known.

We further assume that communication to the outside world takes
place through one or more access points in the sensornet, and so
getting data from a sensornet node to the outside world requires
sending the data through the sensornet to the access point. We use
the term access path to refer to the set of paths data take from sensor
nodes to the access point(s). This assumption is not required by
our DCS mechanism per se, but is part of our model for comparing
costs of different dissemination mechanisms.

We assume energy is a scarce commodity for sensornet nodes [15],
such that data dissemination algorithms should seek to minimize
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communication in order to extend overall system lifetime. While
the mapping between communication and energy consumption is
complicated—it depends greatly on the precise hardware involved
and the packet transmission pattern—in what follows we will focus
on two simplified metrics of energy consumption:

Total usage: The total number of packets sent in the sensornet

Hotspot usage: The maximal number of packets sent by any par-
ticular sensornet node

While in the rest of the paper we treat all nodes as having the same
capabilities, it is likely that real sensornets will have a tiered archi-
tecture, where some nodes have very limited data storage capacity
and others have much more significant storage (and perhaps also
more battery power and better communication facilities). Our dis-
cussion applies to this tiered approach as well, as long as the these
“macronodes” are numerous and widely dispersed [4].

These assumptions describe the physical environment of the sen-
sornet. We next discuss how these sensornets might be used.

3.2 Observations and Events
The purpose of sensornets is to provide detailed sensing capabilities
across a wide geographic area. The low-level readings from these
sensors, which we call observations, are named (as described, for
example, in [1, 9]). While sensornets give unprecedented access
to detailed observations of the physical world, sending this over-
whelming volume of observations directly to the access point(s)
would quickly exhaust the energy reserves of the sensornet. For-
tunately, in most cases users don’t want the complete set of raw
unprocessed data, but rather are more interested in specific events,
such as earthquakes or animal sightings.

We use the term events to refer to certain pre-defined constella-
tions of low-level observations. For example, detailed temperature
and pressure readings might constitute observations, while a par-
ticular combination of temperature and pressure might define an
“elephant-sighting” event. A sensornet system will be designed to
detect several well-defined types of events. Typically, the large vol-
ume of observations prohibits communicating them directly to the
outside world. Events are thus derived by processing the low-level
observations within the sensornet through collaborative informa-
tion processing techniques.

Events can be defined not only in terms of low-level observations
but also in terms of other events. For instance, detecting an ani-
mal migration would involve many individual animal sightings. In
general, there will be a web of events, with some events defined in
terms of others. These events are not necessarily in a strict hier-
archy, but in the context of a particular application there is some
sense that some events are lower-level than others, and could be
used to define the higher-level events.

3.3 Tasks, Actions, and Queries
The preceding discussion identified the various types of information—
observations and events—that might be provided by sensornets. We
now describe the operations used to manipulate these data.

Users send instructions (by flooding or some other global dissem-
ination method) to sensornet nodes to run certain local identifica-
tion tasks. These tasks could be simple, such as taking temperature

readings, or complex, such as identifying an animal from a col-
lection of sensor readings. In essence, one can think of tasks as
downloaded code.

Once an event has been identified, nodes can take one of three ac-
tions: a node could send event information to external storage, store
the event information locally, or use data-centric storage. Recall
that data-centric storage involves storing the event information at a
sensornet node that is chosen based on the event’s name.1 These
three possible actions—external store, local store, and data-centric
store—form the core of the three canonical approaches we describe
in Section 4.

Unless the information has been sent to external storage, at this
stage the event information is still not in the user’s hands. Queries
are used to elicit the event information from the sensornet. How
queries are executed will depend on the actions nodes take upon
event detection. If event information is stored locally then queries
must be flooded to all nodes (unless the user has prior knowledge
about the location of the event). If event information is stored using
data-centric storage, the query can be sent to the sensornet node
associated with that event name.

4. DATA-DISSEMINATION METHODS
The main goal in a data-dissemination algorithm is to extract rel-
evant data efficiently from within the sensornet. In this section,
we consider three canonical methods that combine the pieces de-
scribed in the preceding section differently, yielding three very dif-
ferent approaches to sensornet design. We first describe these meth-
ods and then compare their costs analytically.

All the dissemination methods begin by flooding the tasks to the
entire sensornet. The tasks are the set of identification instructions,
specifying which events to detect, how to detect them, and what
actions to take upon detection. We assume that the tasking instruc-
tions remain in force for long periods of time, so that the initial
cost of issuing tasks is dominated by the cost of the ensuing data
processing.2

We also assume that event locations are not known in advance and
are distributed randomly throughout the sensornet. The case where
this assumption does not hold is discussed in the following section.

Finally, in evaluating communication costs we assume asymptotic
costs of O

�
n � message transmissions for floods and O

� �
n � for

point-to-point routing where n is the number of nodes.

4.1 Canonical Methods
Earlier we described three basic actions nodes could take upon de-
tecting an event. These lead directly to three canonical sensornet
methods.

External Storage (ES):
Upon detection of events, the relevant data are sent to external stor-
age where they are further processed as needed. This entails a cost

1This approach, like all data-centric approaches, requires a naming
scheme. We do not address this issue here, but merely note that the
naming scheme is part of the definition of events and is supplied by
the globally disseminated tasking instructions.
2In situations where tasks are short-lived, the cost of flooding tasks
dominates all other costs, and it doesn’t matter much which of the
approaches below is used.
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of O
� �

n � for each event. There is no cost for external queries since
the event information is already external; queries generated by in-
ternal nodes in the process of event detection will incur a cost of
O

���
n � to reach the external storage.

Local Storage (LS):
Event information is stored locally (at the detecting node) upon
detection of an event; this incurs no communication costs. Queries
are flooded to all nodes at a cost of O

�
n � . Responses are sent back

to the source of the query at a cost of O
���

n � each.

Data-Centric Storage (DS):
Here, after an event is detected the data are stored by name within
the sensornet. The communication cost to store the event is O

� �
n � .

Queries are directed to the node that stores events of that name,
which returns a response, both at a cost of O

� �
n � .

These three canonical methods have very different cost structures;
we compare these analytically in the next subsection.

4.2 Approximate Communication Costs
This section uses a simple analytical model to derive approximate
formulae for the communication costs for the three canonical meth-
ods; these formulae suggest which method is best suited for a par-
ticular sensornet workload.3

The cost structure for the canonical methods is described by several
parameters. We consider a sensornet with n nodes equipped to de-
tect T event types. We let Dtotal denote the total number of events
detected, Q denote the number of event types for which queries are
issued, and Dq denote the number of events detected for each event
queried for. We assume there is no more than one query for each
event type, so there are Q queries in total.

In comparing costs, we also consider the case where users only care
about a summary of the events rather than a listing of each one; e.g.,
one might just want a count of the number of elephants seen rather
than a listing of each elephant sighting.

We compare costs using approximations for both the total number
of packets and the packets arriving at the access point. The packet
count at the access point is a good estimate of the hotspot usage,
since we expect the access point to be the most heavily used area
of the sensornet.

External Storage:
Total: Dtotal

�
n Hotspot: Dtotal

Local Storage:
Total: Qn � Dq

�
n Hotspot: Q � Dq

Data-Centric Storage:
Total: Q

�
n � Dtotal

�
n � Dq

�
n (list)

Total: Q
�

n � Dtotal
�

n � Q
�

n (summary)
Hotspot: Q � Dq (list) or 2Q (summary)

In the above, (list) indicates a full listing of events is returned (re-
quiring a packet for each event) and (summary) indicates only a
summary of events is returned (requiring only one packet).
3In a companion paper [19], we verify the validity of these approx-
imations through simulation.

These calculations suggest a few straightforward observations. First,
if all other parameters are held fixed, then as n increases the local
storage method incurs the greatest total packet count. Second, ex-
ternal storage always incurs a lesser total message count than data-
centric storage, but the ratio 1 � Q � Dq

Dtotal
is unlikely to be great if

there are many events detected (and, if there is at least one event
detected of each type, this ratio is bounded by 3). Third, if Dq 	 Q
and events are summarized, then data-centric storage has the least
load (of all three methods) on the access path. Fourth, if events are
listed and Dtotal 	 Dq then data-centric storage and local storage
have significantly lesser access loads than external storage.

These observations in turn suggest that data-centric storage is prefer-
able in cases where (a) the sensornet is large, (b) there are many
detected events and not all event types are queried, so that Dtotal 	
max 
 Dq � Q � . This performance advantage increases further when
summaries are used. However, if the number of events is large
compared to the system size, Dtotal 
 Q

�
n, and event lists (rather

than summaries) are used, then local storage may be preferable.

4.3 Additional Dissemination Methods
The three canonical methods described in the previous section cer-
tainly do not exhaust the design space; combinations of them yield
hybrid methods specialized for particular needs. Examples of such
combinations include:

Using Data-Centric Storage for Location Guidance:
For certain applications, one might combine LS and DCS by stor-
ing detailed event information locally and using DCS to inform a
querier of an event’s location so that subsequent queries can be di-
rected to the proper local store.

Using Data-Centric Storage for Context:
In the course of processing local data, nodes may find it useful to
have some context about global parameters. For instance, data-
centric storage could give nodes access to the number of other an-
imals sighted when a node is trying to determine if a migration is
underway.

Geographically Targeted Queries:
The canonical methods are designed for cases where one doesn’t
a priori know the event location. If one already knows the lo-
cation of the event through out-of-band techniques, then one can
direct queries to that location using geographic routing methods
(see [23]). This LS variant stores data locally, and queries are sent
(at cost O

���
n � ) to the relevant locations to retrieve the desired data.

It avoids the cost of flooding in the canonical LS approach, and the
cost of storing each event in the canonical DCS approach.

5. THE GEOGRAPHIC HASH TABLE
We now offer a brief overview of our design for the Geographic
Hash Table (GHT) system that supports the data-centric storage ab-
straction; the detailed design and evaluation of GHT are described
in [19].

GHT provides a (key,value)-based associative memory. Events are
named with keys. Both the storage of an event and its retrieval are
performed using these keys. GHT is naming-agnostic; any naming
scheme that distinguishes the requisite events suffices. The opera-
tions GHT supports are:

Put(k � v) stores v (the observed data) according to the key k, the
name of the data.
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Get(k) retrieves whatever value is stored associated with key k.

In terms of functionality (i.e., the above interface), GHT is in-
spired by the new generation of Internet-scale Distributed Hash Ta-
ble (DHT) systems such as Pastry, CAN, Chord, and Tapestry [6,
18, 21, 24]. In these systems, nodes are assigned virtual identifiers
and a data object’s key is also hashed to a virtual identifier. Given
a particular key, a name-based routing algorithm is then used to
locate the node with virtual identifier closest to the key’s virtual
identifier. This node then serves as the storage node for that key.

Although GHT provides functionality equivalent to that of the DHTs,
it would be inappropriate to adopt the DHT routing algorithms for
use on sensornets. These algorithms typically interconnect nodes
in a way determined by their logical identifiers in the DHT sys-
tem, which are largely independent of their proximity in the physi-
cal network topology. On the Internet the IP routing system offers
connectivity between nodes that are not topologically close. But in
the energy-constrained sensornet environment, maintaining routing
among all pairs of nodes is infeasibly expensive.

Instead, the core idea in GHT is to use the true geographic (i.e.,
latitude-longitude) space occupied by the sensornet as the logical
identifier space and use geographic routing as the underlying name-
based routing technique. Thus, a key is hashed to a geographic
position and geographic routing is used to locate the node physi-
cally closest to this position. This approach allows us to achieve
the required hash-table-like functionality while working with only
the true physical connectivity between nodes.

GHT uses GPSR [11], a geographic routing system for multi-hop
wireless networks. Under GPSR, a sender that wishes to transmit
packets to a destination node marks these packets with the des-
tination’s position.4 All nodes know their own positions and the
positions of nodes a single hop away from them. Using only this
local knowledge, GPSR can route a packet to any destination node.

GHT, however, uses geographic routing in a slightly different man-
ner. Under GHT, unlike under GPSR, the originator of a packet
does not know the node that is the eventual destination of a packet.
The originator of a GHT Put() or Get() for a key k hashes the
name k into geographic coordinates that act as the destination of
the packet for that operation. The hash function is ignorant of the
placement of individual nodes in the topology; it merely spreads
the different key names evenly across the geographic region where
the network is deployed. Thus, it is quite likely that there is no
node at the precise coordinates the hash function produces. Fortu-
nately, the manner in which GPSR treats such a packet is precisely
the behavior desired by GHT—GPSR forwards the packet until it
reaches the node geographically closest to the destination coordi-
nates. Under GHT, this closest node consumes and processes the
packet. Note that GHT does not change the underlying GPSR rout-
ing algorithm; we merely leverage a previously unexploited char-
acteristic of GPSR that allows all packets destined for an arbitrary
location to be routed consistently to the node closest to it.

The above approach is sufficient to support our GHT interface pro-
vided sensornet nodes are completely stationary and reliable. How-
ever, as with DHTs, much of the subtlety in the GHT system design
arises specifically to ensure robustness and scalability in the face of
the many sorts of failures possible in a distributed system. GHT

4A sender maps the destination’s identifier to its current position
using a location database, such as GLS [13].

uses a novel perimeter refresh protocol to provide both persistence
and consistency when nodes fail or move. This protocol replicates
stored data for key k at nodes around the location to which k hashes,
and ensures that the appropriate storage node for k is chosen con-
sistently.

By hashing keys, GHT spreads storage and communication load be-
tween different keys evenly throughout the sensornet. When many
events with the same key are stored, GHT avoids concentrating
communication and storage at their shared home node by employ-
ing structured replication, whereby events with the same key can
be divided among multiple mirrors.

GHT fundamentally requires that a node know its own geographic
position. While this assumption seems reasonable for most sensor-
nets, an open question is how (if at all) one might achieve DCS us-
ing only approximate geographic information, or better still, with-
out requiring any position information at all. This question is the
subject of our continuing research.

6. CONCLUSION
We believe future sensornets will incorporate many different data
dissemination mechanisms and users will choose among them based
on the particular circumstances. In this paper we proposed data-
centric storage as a novel approach to wide-area data dissemina-
tion. We identified the settings where data-centric storage may be
the preferred method because of its energy efficiency. We provided
a framework for reasoning about data dissemination that divides
the design space into three canonical approaches, and gave a sim-
ple model for characterizing their respective energy costs.

We briefly described the design of GHT and our approach to achiev-
ing data-centric storage, but there are doubtless other approaches.
In particular, the GRID location system (GLS) [13] can be extended
to provide a similar capability. GLS constructs and maintains a
distributed database that maps node addresses to geographic posi-
tions. While the goal in GLS is to provide a node location service,
for our sensornet application, this database is merely an unneces-
sary level of indirection; we map event names directly to locations.
The SCOUT [12] location tracking system might also be used in
a similar manner. While SCOUT uses hierarchical addressing and
routing based on landmark routing, GHT uses GPSR, a flat rout-
ing algorithm wherein nodes are addressed with geographic coor-
dinates.

A Linux version of the GHT design for DCS is under development
for iPAQs communicating with both 802.11 radios and mote radios.
In our initial applications of the system, we will experiment with
event naming schemes toward the goal of realizing the benefits of
DCS fully.
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ABSTRACT
An important class of networked systems is emerging that involve
very large numbers of small, low-power, wireless devices. These
systems offer the ability to sense the environment densely, offer-
ing unprecedented opportunities for many scientific disciplines to
observe the physical world. In this paper, we argue that a data
handling architecture for these devices should incorporate their ex-
treme resource constraints - energy, storage and processing - and
spatio-temporal interpretation of the physical world in the design,
cost model, and metrics of evaluation. We describe DIMENSIONS,
a system that provides a unified view of data handling in sensor net-
works, incorporating long-term storage, multi-resolution data ac-
cess and spatio-temporal pattern mining.

1. INTRODUCTION
Wireless Sensor Networks offer new opportunities for pervasive

monitoring of the environment and ultimately for studying previ-
ously unobservable phenomena. Using traditional techniques, the
data handling requirements of these systems will overwhelm the
stringent resource constraints on sensor nodes [1]. In this paper, we
describe DIMENSIONS, a system to enable scientists to observe,
analyze and query distributed sensor data at multiple resolutions,
while exploiting spatio-temporal correlation.

Application Observed phenomena
Building Health Monitoring [2] response to earthquakes, strong winds
Contaminant Flow Concentration pattern, pooling of con-

taminants, plume tracking
Habitat micro-climate monitoring [3] spatial and temporal variations

Table 1: Example Scientific Applications

Sensor networks place several requirements on a distributed stor-
age infrastructure. These systems are highly data-driven (Table 1):
they are deployed to observe, analyze and understand the physi-
cal world. A data handling architecture must, therefore, reconcile
conflicting requirements:

• A fully centralized data collection strategy is infeasible given

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies

the energy constraints on sensor node communication, and
inefficient given that sensor data has significant redundancy.

• Many queries over these systems will be spatio-temporal in
nature. The storage system should support efficient spatio-
temporal querying and mining for events of interest. Such
events exist at specific spatio-temporal scales, and therefore
in order to extract information from data, one has to perform
interpretation over a certain region. Local processing alone
is not sufficient. For example, identifying pooling of con-
taminants in a region.

• Users will routinely require compressed summaries of large
spatio-temporal sensor data. However, periodically or occa-
sionally, users will require detailed datasets from a subset of
sensors in the network.

In addressing the storage challenges of sensor networks, one
question immediately comes to mind:can we use existing dis-
tributed storage systems for our purpose?. We argue that there are
fundamental differences in the cost models, nature of the data, and
intended forms of use of sensor networks, that motivate new ap-
proaches and metrics of evaluation.

• Hierarchical web caches [4] are designed to lower latency,
network traffic and load. The cost models that drive their
caching strategy is based on user web access patterns, strate-
gically placing web pages that are frequently accessed. Peer-
to-peer systems are designed for efficient lookup of files in
a massively distributed database. These systems do not cap-
ture key challenges of sensor networks: (a) they are designed
for a much less resource constrained infrastructure, unlike in
sensor networks, where communication of every bit should
be accounted for (b) they are optimized for bandwidth which,
while limited, is a non-depletable resource, unlike energy on
sensor nodes (c) the atomic unit of storage is a file, and un-
like sensor data, different files are not expected to exhibit
significant spatio-temporal correlations.

• Geographic Information Systems (GIS) deal with data that
exhibit spatial correlations, but the processing is centralized,
and algorithms are driven by the need to reduce search cost,
typically by optimizing disk access latency.

• Streaming media in the internet uses a centralized approaches
to compression of spatio-temporal streams such as MPEG-2,
and are optimized for different cost functions. Consider the
problem of compressing a 3 dimensional datacube (dimen-
sions:x,y,time) corresponding to data from a single sensor
type on a grid of nodes on a plane, much like a movie of

bear thisnoticeand the full citation on thefirst page.
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sensor data. MPEG-2 compresses first along the spatial axes
(x,y), and uses motion vectors to compress along the tem-
poral axis. The cost model driving such an approach is per-
ceptual distortion and transmission latency. Communication
constraints in sensor networks drive a time first, space next
approach to compressing the datacube, since temporal com-
pression is local and far cheaper than spatial compression.

• Wavelets [5, 6] are a popular signal processing technique for
lossy compression. In a centralized setting, compression us-
ing wavelets can use entropy-based metrics to tradeoff com-
pression benefit with reconstruction error. In a sensor net-
work setting, pieces of the data are distributed among nodes
in the network, and communication constraints force local
cost metrics that tradeoff thecommunication overheadwith
the compression benefit.

Thus, large scale, untethered devices sensing the physical world
call for building systems that incorporate their extreme resource
constraints and spatio-temporal interpretation of the physical world
in the design, cost model, and metrics of evaluation of a data han-
dling architecture. DIMENSIONS constrains traditional distributed
systems design with the need to make every bit of communication
count, incorporates spatio-temporal data reduction to distributed
storage architectures, introduces local cost functions to data com-
pression techniques, and adds distributed decision making and com-
munication cost to data mining paradigms. It provides unified view
of data handling in sensor networks incorporating long-term stor-
age, multi-resolution data access and spatio-temporal pattern min-
ing.

2. DESIGN GOALS
The following design goals allow DIMENSIONS to minimize

the bits communicated:
Multi-Resolution Data Storage: A fundamental design goal

of DIMENSIONS is the ability to extract sensor data in a multi-
resolution manner from a sensor network. Such a framework of-
fers multiple benefits (a) it allows users to look at low-resolution
data from a larger region cheaply, before deciding to obtain more
detailed and potentially more expensive datasets (b) Compressed
low-resolution sensor data from large number of nodes can often
be sufficient for spatio-temporal querying to obtain statistical esti-
mates of a large body of data [7].

Distributed: Design goals of distributed storage systems such
as [8, 9] of designing scalable, load-balanced, and robust systems,
are especially important for resource constrained distributed sensor
networks. We have as a goal that the system balances communi-
cation and computation load of querying and multi-resolution data
extraction from the network. In addition, it should leverage dis-
tributed storage resources to provide a long-term data storage capa-
bility. Robustness is critical given individual vulnerability of sensor
nodes. Our system shares design goals of sensor network protocols
that compensate for vulnerability by exploiting redundancy in com-
munication and sensing.

Adapting to Correlations in sensor data: Correlations in sen-
sor data can be expected along multiple axes: temporal, spatial and
between multiple sensor modalities. These correlations can be ex-
ploited to reduce dimensionality. While temporal correlation can be
exploited locally, the routing structure needs to be tailored to spa-
tial correlation between sensor nodes for maximum data reduction.
The correlation structure in data will vary over time, depending on
the changing characteristics of the sensed field. For example, the
correlation in acoustic signals depend on the source location and
orientation, which can be time-varying for a mobile source. The

storage structure should be able to adapt to the correlation in sen-
sor data.

3. APPROACH
The key components of our design are (a) temporal filtering (b)

wavRoute, our routing protocol for spatial wavelet subband decom-
position (c) distributed long-term storage through adaptive wavelet
thresholding. We outline key features of the system, and discuss
cost metrics that tradeoff communication, computation, storage com-
plexity, and system performance. A few usage models of the stor-
age system are described, including multi-resolution data extrac-
tion, spatio-temporal data mining, and feature routing. To facilitate
the description, we use a simplified grid topology model, whose pa-
rameters are defined in Table 2. We expect to relax this assumption
in future work (Section 8).

The approach to DIMENSIONS is based on wavelet subband
coding, a popular signal processing technique for multiresolution
analysis and compression [5, 6]. Wavelets offer numerous advan-
tages over other signal processing techniques for viewing a spatio-
temporal dataset (a) ability to view the data at multiple spatial and
temporal scales (b) ability to extract important features in the data
such as abrupt changes at various scales thereby obtaining good
compression (c) easy distributed implementation and (d) low com-
putation and memory overhead. The crucial observation behind
wavelet thresholding when applied to compression is that for typ-
ical time-series signals, a few coefficients suffice for reasonably
accurate signal reconstruction.

n Number of Nodes in the network
R Region participating in the wavelet decomposition. Sim-

plified model assumes grid placement of
√
nx
√
n nodes

λ Number of levels in the spatial wavelet decomposition.√
n = 2λ andλ = 1

2 logn
(Xapex, Yapex) Location of the apex of the decomposition pyramid

D0 Time-series data at each node, before the spatial decom-
position

Huffman Entropy encoding scheme used

Table 2: Parameters

3.1 Temporal decomposition
Temporal data reduction is cheap since it involves only computa-

tion at a single sensor, and incurs no communication overhead. The
first step towards constructing a multi-resolution hierarchy, there-
fore, consists of each node reducing the time-series data as much as
possible by exploiting temporal redundancy in the signal and apri-
ori knowledge about signal characteristics. By reducing the tem-
poral datastream to include only potentially interesting events, the
communication overhead of spatial decomposition is reduced.

Consider the example of a multi-resolution hierarchy for build-
ing health monitoring (Table 1). Such a hierarchy is constructed
to enable querying and data extraction of time-series signals cor-
responding to interesting vibration events. The local signal pro-
cessing involves two steps: (a) Each node performs simple real-
time filtering to extract time-series that may represent interesting
events. The filtering could be a simple amplitude thresholding i.e.
events that cross a pre-determinedSNR threshold. The threshold-
ing yields short time-series sequences of building vibrations. (b)
These time-series snippets are compressed using wavelet subband
coding to yield a sequence that capture as much energy of the sig-
nal as possible, given communication, computation or error con-
straints.
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Figure 1: Grid Topology Model

Algorithm 1: ClusterWaveletTransform
Data : R: co-ordinates of region;λ: number of decomposition levels;t -

current time
Result : Spatial wavelet decomposition ofλ levels
/* Location of apex of the pyramid */;
(Xapex, Yapex) = HashInRegion(R,t);
l = 1 /* initialize level */;
while l ≤ λ do

(Xl, Yl) = LocateClusterHead (l, (Xapex, Yapex));
if I am clusterhead for levell− 1 then

GeoRoute Coefficients to(Xl, Yl);
current section becomes this one;

if I am clusterhead for levell then
Get coefficients from clusterheads at levell− 1;
Perform a 2 dimensional Wavelet transform;
Store Coefficients and Deltas Locally. Save Coefficients for next it-
eration;

3.2 wavRoute: A Routing Protocol for Spatial
Wavelet Decomposition

Spatial data reduction involves applying a multi-level 2D wavelet
transform on the coefficients obtained from 1D temporal data re-
duction described in Section 3.1. Our goals in designing this rout-
ing protocol are twofold: (a) minimize the communication over-
head of performing a spatial wavelet decomposition (b) balance the
communication, computation and storage load among nodes in the
network.wavRouteuses a recursive grid decomposition of a phys-
ical space into tiles (such as the one proposed in [10]), in conjunc-
tion with geographic routing [11, 12] as shown in Algorithm 1. At
each level of the decomposition, data from four tiles at the previ-
ous level are merged at a chosen node, which stores it in its local
store. The merged streams are further subband coded, thresholded,
and quantized to fit within specified optimization criteria (discussed
in Section 3.4). The compressed stream is sent to the next higher
level of the hierarchy as shown in Figure 2. The algorithm is exe-
cuted recursively (Figure 1(a)): all nodes in the network participate
in Step 1, in following steps, only clusterheads from the previous
step participate. In the following sections, we elaborate on the al-
gorithm used to the select clusterhead location and the geographic
forwarding protocol used.

Algorithm 2: LocateClusterHead
Data : l: current level of decomposition;(Xapex, Yapex): location of

apex of Pyramid

Result : (Xch, Ych): Co-ordinates of clusterhead location for leveli tile

X0 tile = bXmy
2l
c;X1 tile = X0 tile + 2l;

Y0 tile = bYmy
2l
c; Y1 tile = Y0 tile + 2l;

Compute Centroid of Tile;
Compute Euclidean Shortest Path Vector L from Centroid to Storage Node;
(Xsn, Ysn) = Intersection Between Path Vector L and Tile boundary;

Send Coefficients To
Level l+1 clusterhead Encoder Quantizer

Huffman

3D Wavelet

on tile
subband coding

Local
Storage

Level l−1 clusterheads
Get Coefficients From

Decoder
DequantizerHuffman

Figure 2: Protocol at clusterhead at depth i

Clusterhead Selection: To minimize communication cost, the
choice of clusterhead should be tied into the routing structure. We
use a simple clusterhead selection procedure that gives us good
complexity properties (described in Section 5). First, the apex of
the decomposition pyramid is first chosen by hashing into the geo-
graphic region,R (Figure 1(a)). Then, for each tile, the euclidean
shortest path between the centroid of the tile and the apex location
((Xapex, Yapex)) is computed. The point where this path intersects
the tile boundary is chosen to be the location of the clusterhead.
Since each node can independently calculate the location of the tile
based on its own geographic co-ordinates, the clusterhead location
can be independently computed by each node.

Modified GPSR: We use a modified GPSR approach proposed
in [11] to route packets to clusterheads. A brief review of the
approach is described below, details can be obtained from [12] and
[11]. GPSR is astrongly geographicrouting protocol that takes a
location rather than an address to deliver packets. [11] propose a
modified GPSR protocol that ensures that packets are delivered to
the nodeclosestto the destination location.

3.3 Long-term Storage
Long term storage is provided in DIMENSIONS by exploiting

the fact that thresholded wavelet coefficients lend themselves to
good compression benefit [5, 6]. Our rationale in balancing the
need to retain detailed datasets for multi-resolution data collection
and to provide long-term storage is that if scientists were interested
in detailed datasets, they would extract it within a reasonable in-
terval (weeks). Long-term storage is primarily to enable spatio-
temporal pattern mining, for which it is sufficient to store key fea-
tures of data. Thus, the wavelet compression threshold is aged pro-
gressively as shown in Figure 3, lending older data to progressively
better compression, but retaining key features of data.

increasing lossy compression

period of lossless storage

Fresh sensor data

Figure 3: Long term storage

3.4 Choosing an Appropriate Cost Metric
An appropriate cost metric must weight multiple parameters: (a)

communication overhead (b) query performance (c) error or sig-
nal distortion from lossy compression (d) computation overhead (e)
storage cost . Combinations of the above parameters can be tuned
to specific sensor network deployments.

We have explored configurations that compress based primarily
on either communication cost or error. Bounding the communica-
tion cost at each level of the hierarchy ensures that clusterheads do
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not incur significantly higher communication overhead than other
nodes in the network. The compression error can, however, vary
depending on the spatio-temporal correlation in the data. For ex-
ample, an area with high correlation may be described with low
error within the specified communication bound, but a region with
low correlation would incur greater error. Conversely, bounding
the compression error would result in the compression adapting to
the correlation in different regions, but unbounded communication
overhead if the data is highly uncorrelated. We are exploring joint
optimization criteria that include both these parameters.

In a different scenario, a sensor network might consist of low-
end, highly resource constrained devices (such as motes [13]),
where computation, memory and storage are highly constrained, in
additional to energy. In these networks, the hierarchy can be con-
structed by propagating approximation coefficients of the wavelet
transform, which is computationally less expensive than subband
coding.

3.5 Load Balancing and Robustness
Due to space constraints, we will introduce only a flavor of tech-

niques that we are exploring in this area. As discussed above,
bounding the communication overhead at each level of the decom-
position can reduce the uneven distribution of energy consumption.
Additional load-balancing can be provided by periodically hashing
to a new apex location, implicitly changing the choice of cluster-
heads at different levels.

A strictly hierarchical configuration (as described above) is vul-
nerable to node failures, since loss of a node cuts off data from
any of its children. We are therefore exploring decentralized, peer-
based structures. One approach we are considering communicates
summarized data to all members of the next higher level, rather than
to just the clusterhead. Such an approach will have higher overall
energy consumption and will require greater data compression, but
it becomes immune to node failure and is naturally load balanced
since data is replicated equally to all nodes.

4. USAGE MODELS
A distributed multi-resolution storage infrastructure benefits search

and retrieval of datasets that exhibit spatial correlation, and appli-
cations that use such data.

Multi-Resolution Data Extraction: Multi-resolution data ex-
traction can proceed along the hierarchical organization by first ex-
tracting and analyzing low-resolution data from higher level clus-
terheads. This analysis can be used to obtain high-resolution data
from sub-regions of the network if necessary.

Querying for Spatio-Temporal features: The hierarchical or-
ganization of data can be used to search for spatio-temporal pat-
terns efficiently by reducing the search space. For example, con-
sider the search for pooling of contaminant flow. Such a feature
has a large spatial span, and therefore significant energy benefit
can be obtained by querying only a few clusterheads rather than
the entire network. Temporal patterns can be efficiently queried by
drilling down the wavelet hierarchy by eliminating branches whose
wavelet coefficients do not partially match the pattern, thereby re-
ducing the number of nodes queried. Summarized coefficients that
result from wavelet decomposition have been found to be excellent
for approximate querying [14, 7], and to obtain statistical estimates
from large bodies of data (Section 6).

Feature Routing and Edge Detection: Target tracking and
routing along spatio-temporal patterns such as temperature con-
tours, have been identified as compelling sensor network applica-
tions. The problem of edge detection has similar requirements, and
is important for applications like geographic routing, localization,

beacon placement and others, where explicit knowledge of edges
can improve performance of the algorithm. Our architecture can
be used to assist these applications, since it good at identifying dis-
continuities. By progressively querying for the specific features,
communication overhead of searching for features can be restricted
to only a few nodes in the network.

Debugging: Debugging data is another class of datasets that ex-
hibits high correlation. Consider packet throughput data: through-
put from a specific transmitter to two receivers that are spatially
proximate are closely correlated; similarly, throughput from two
proximate transmitters to a specific receiver are closely correlated.
Our system serves two purposes for these datasets: (a) they can be
used to extract aggregate statistics (Section 6) with low commu-
nication cost, and (b) discontinuities represent network hotspots,
deep fades or effects of interference, which are important protocol
parameters, and can be easily queried.

5. COMMUNICATION, COMPUTATION AND
STORAGE COMPLEXITY

In this section, we provide a back-of-the-envelope comparison
of the benefits of performing a hierarchical wavelet decomposi-
tion over a centralized data collection strategy. Our description will
only address the average and worst case communication load on the
nodes in the network, while Table 3 provides a more complete sum-
mary of the communication, computation and storage complexity.

A square grid topology withn nodes is considered (
√
n side as

shown in Figure 1(b)), where
√
n = 2λ. Clusterheads at each step

are selected to be the one closest to the lower left-corner of the tile.
Communication is only along edges of the grid, each of which is
of length 1 unit. The cost of transmission and reception of one unit
of data along a link of length 1, costs 1 unit of energy. The chosen
cost metric is communication bandwidth, and each clusterhead is
constrained transmit at mostD0 data. While realistic topologies are
far from as regular as the one proposed [15], and the cost model can
be more complicated, the simple case captures essential tradeoffs
in construction of multi-resolution hierarchies.

Communication Overhead: The overhead forcentralizedde-
composition can be computed from the total number of edges tra-
versed on the grid (n(

√
n − 1) for a

√
nx
√
n grid) The total cost,

therefore, isn(
√
n − 1)D0, giving anAverage-casecommunica-

tion complexity ofO(
√
nD0). The worst communication overhead

is the storage node itself, or the sensor node(s) closest to the stor-
age node, if the storage node is not power constrained. Thus, the
Worst-casecommunication complexity isO(n1.5D0).

To compute the overhead of thehierarchicaldecomposition, we
use the fact that at levell of the decomposition, a communica-
tion edge is of length2l−1, and there are22λ−2l tiles (computed
asArea of Region

Area of Tile
), giving a communication overhead of22λ+1−l.

Overλ levels of decomposition, the total cost is, thus,
∑

0≤l≤λ 22λ+1−l =

2λ+1(2λ − 1). Thus, the total communication cost isO(nD0)
and theAverage-casecommunication cost isO(D0). In the worst
case, a node is on the forwarding path at every level of the hi-
erarchy. Since there areλ levels and each level forwards data
3D0 to a clusterhead, worst case data passing through a node is
3λD0 = 3D0 logn. Thus,Worst-caseCommunication Complexity
=O(D0 logn).

6. SAMPLE DATA ANALYSIS
Our system is currently under development, but following are

some initial results from offline analysis of experimental data. We
provide initial results from two different sensor datasets to demon-
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Centralized Hierarchical
Avg. Case Worst Case Avg. Case Worst Case

Communication O(
√
nD0) O(n1.5D0) O(D0) O(D0 logn)

Computation O(D0 logD0) O(nD0) O(D0 logD0) O(D0 log(nD0))
Storage O(D0) O(nD0) O(D0) O(D0 logn)

Table 3: Communication, Computation, and Storage Overhead

strate the practical applicability of our system.

6.1 Precipitation Dataset
The first sensor dataset that we consider is a geospatial dataset

that provides 50 km resolution daily precipitation for the Pacific
NorthWest from 1949-1994 [16]. While the dataset is at a sig-
nificantly larger scale than densely deployed sensor networks, the
data exhibits spatio-temporal correlations, providing a useful per-
formance case study.

The setup comprises a 15x12 grid of nodes, each recording daily
precipitation values. A wide set of queries can be envisaged on such
a dataset: (a) range-sum queries, such as total precipitation over
a specified period from a single node or a region; (b) drill-down
max queries, to efficiently access the node or region that receives
maximum precipitation over a specified period; (c) drill-down edge
queries, to efficiently access and query nodes on an edge between
a high-precipitation and low-precipitation region.

The hierarchy construction proceeds as outlined in Section 3,
with nodes at level0 performing a one-dimensional temporal wavelet
subband decomposition, and clusterheads at other levels combining
data from the previous level, and performing a three-dimensional
decomposition. We use communication bandwidth as the cost met-
ric for the compression. Thus, at leveli, data from four leveli− 1
nodes are combined, subband coded, thresholded, quantized, and
losslessly compressed using Run-Length encoding and Huffman
encoding to fit within the specified target bandwidth. An approx-
imate target communication bandwidth is chosen since it is com-
putationally intensive to choose parameters to exactly fit the target
bandwidth.

In the following example, we look at the performance of the hi-
erarchy for a specific range-sum query: “Find the annual precipita-
tion between 1949-1994 for each sensor node”. We use two perfor-
mance metrics:

• Compression Ratioat level i is ratio of number of bits of
transmitted data to the raw data size. Table 4 shows that the
number of bits transmitted is approximately the same at each
level of the hierarchy, giving us large compression ratios, es-
pecially at higher levels since more data is combined into the
target bandwidth.

• Query errorat leveli is calculated as|measured−true|
true

. This
metric corresponds to the accuracy in the response for the
range-sum query when clusterheads at leveli are queried.
While the error increases at higher levels of the hierarchy,
it is still reasonably low at all layers. For example, 80% of
measurements are within 30% of the true answer for level
1, and 80% of measurements are within 50% at level3. We
suggest that that such error is sufficient to make preliminary
searchs and then, if desired, drill-down with more detailed
queries.

6.2 PacketLoss Dataset
We now look at the performance of our system on a packet through-

put dataset from a 12x14 grid of nodes with grid spacing 2 feet

Level Raw data size
(Kbits)

Mean data sent to
next level (Kbits)

Compression Ratio (Ratio
of raw data size to trans-
mitted data size)

1 262.5 5.6 46.8
2 984.4 3.8 257.2
3 3937.7 4.0 987
4 11813.2 5.2 2286.2

Table 4: Compression Result for Sum Query
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(detailed descriptions can be obtained from [15]). Each node has
throughput data from all other transmitters, for twenty different set-
tings of transmit signal strength from each node. Two forms of cor-
relations can be exploited to reduce size of data: (a) correlation in
throughput between adjacent transmitters to a particular receiver,
and (b) correlation in throughput from a single transmitter to adja-
cent receivers.

Figure 5 shows the results of a query to obtain the throughput vs
distance map from the compressed data. The error is small in the
approximated data, and gives us large compression benefit. These
results show that our algorithm works for a broad class of data with
different correlation characteristics.

0 5 10 15 20 25
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9
Throughput VS Distance

Distance from transmitter (ft)

T
hr

ou
gh

pu
t

Uncompressed          
8:1 Compression Ratio 
32:1 Compression Ratio

Figure 5: Throughput VS Distance

ACM SIGCOMM Computer Communications Review Volume 33, Number 1: January 2003147



7. RELATED WORK
In building this system, we draw from significant research in in-

formation theory [5, 6, 17], databases [7, 14], spatio-temporal data
mining [18, 19], and previous work in sensor networks [11, 20].
[14] and others have used wavelet-based synopsis data structures
for approximate querying of massive data sets. Quadtrees are popu-
larly used in image processing and databases [19], and resemble the
hierarchies that we build up. Other data structures such as R-trees,
kd-trees and their variants [18] are used for spatial feature index-
ing. Triangular Irregular Networks (TIN [18]) is used in for multi-
layered processing in cartography, and other geographical datasets.
Some of these structures could find applicability in our context, and
will be considered in future work. [11] proposes a sensor network
storage architecture that leverage the excellent lookup complexity
of distributed hash tables (DHT) for event storage. DHTs are useful
when queries are not spatio-temporal in nature, while our system
organizes data spatially to enable such queries.

8. SUMMARY AND RESEARCH AGENDA
This paper made the case for DIMENSIONS, a large-scale dis-

tributed multi-resolution storage system that exploits spatio-temporal
correlations in sensor data. Many important research issues still
need to be addressed:

What are the benefits from temporal and spatial data compres-
sion? To fully understand correlations in sensor data, and the
benefits provided by temporal and spatial compression, we are de-
ploying large scale measurement infrastructure, for sensor data col-
lection in realistic settings,

What processing should be placed at different levels of the hi-
erarchy? The clusterheads at various levels of the hierarchy can
interpret the data at different scales, to obtain information about
spatio-temporal patterns. A challenging problem is the develop-
ment of algorithms for spatio-temporal interpretation of data.

How can we increasing compression benefit without sacrificing
query performance?Our system can be augumented with other
compression techniques such as delta coding, and recent work on
blind source coding [17], to obtain better data compression. Cor-
relation statistics can be learnt by clusterheads, and exploited to
reduce data at the source.

How can we obtain energy savings from distributed compres-
sion? Better compression doesn’t necessarily translate into en-
ergy savings in communication since the cost of passive listening is
comparable to transmission [1]. Obtaining energy savings in com-
munication of data involves (a) reducing size of data to be transmit-
ted (b) scheduling communication to minimize listen time as well
as transmit time. How do we schedule communication to translate
compression benefit to energy benefit?

How can this research be applied to other networked systems?
These techniques may have relevance to other systems where data
is correlated, and massive distributed datasets need to be queried,
such as scientific applications of Grid Computing [21].
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ABSTRACT
Wireless sensor networks (WSNs) consist of large populations of
wirelessly connected nodes, capable of computation, communica-
tion, and sensing. Sensor nodes cooperate in order to merge in-
dividual sensor readings into a high-level sensing result, such as
integrating a time series of position measurements into a velocity
estimate. The physical time of sensor readings is a key element in
this process called data fusion. Hence, time synchronization is a
crucial component of WSNs. We argue that time synchronization
schemes developed for traditional networks such as NTP [23] are
ill-suited for WSNs and suggest more appropriate approaches.

Keywords
time synchronization, wireless sensor network

1. INTRODUCTION
Wireless sensor networks [1] are an increasingly attractive means

to bridge the gap between the physical and virtual world. A WSN
consists of large numbers of cooperating small-scale nodes, each
capable of limited computation, wireless communication, and sens-
ing. In a wide variety of application areas including geophysical
monitoring, precision agriculture, habitat monitoring, transporta-
tion, military systems and business processes, WSNs are envi-
sioned to be used to fulfill complex monitoring tasks. With this
new class of networks also come new challenges in many areas of
the system’s design.

Sensor nodes are small-scale devices; in the near future, low-cost
platforms with volumes approaching several cubic millimeters are
expected to be available [17]. Such small devices are very limited
in the amount of energy they can store or harvest from the envi-
ronment. Thus, energy efficiency is a major concern in a WSN. In
addition, many thousands of sensors may have to be deployed for
a given task—an individual sensor’s small effective range relative
to a large area of interest makes this a requirement, and its small
form factor and low cost makes this possible. Therefore, scalabil-
ity is another critical factor in the design of the system. To achieve

scalability, an important design principle is locality—all but the
smallest networks can not depend on having global state. In [5],
Cerpa reports network saturation when as few as 40 sensor nodes
use global broadcasts.

In contrast to traditional wired networks, a WSN is both highly
dynamic and ad hoc. For example, initial deployment may involve
throwing nodes from an aircraft into an area of interest at random.
Over time, sensors fail due to destruction or battery depletion; new
sensors might be added in higher concentration in areas of interest.
Sensors experience changes in their position, available energy, and
task details. Changes in the environment can dramatically affect
radio propagation, causing frequent network topology changes and
network partitions. At high densities, WSNs also become much
more likely to suffer communication failures due to contention for
their shared communication medium—in [12] Ganesan reports a
message loss of 20% and above between adjacent nodes in a dense
WSN. These factors lead to strong self-configuration and robust-
ness requirements in a WSN. Static configuration is unacceptable;
the system must continuously adapt to make the best use of avail-
able resources.

While individual sensor nodes have only limited functionality,
the global behavior of the WSN can be quite complex. The true
value of the network is in this property of emergent behavior: the
functionality of the whole is greater than the sum of its parts. This is
achieved, in part, through data fusion, the process of transforming
and merging individual sensor readings into a high-level sensing
result. This is where time synchronization enters the stage, as it
plays a key role in many types of data fusion.

Time synchronization in distributed systems is a well-studied
problem. Many solutions exist for traditional networks and dis-
tributed systems. NTP [23], for example, has been widely deployed
and proven effective and robust in the Internet. In this paper, we ex-
plore the question: do the traditional methods apply in sensor net-
works as well? Our answer is no. Many assumptions on which ex-
isting schemes are based no longer hold in this new area of WSNs.
We claim that something new is needed.

The organization of the remainder of this paper is as follows.
In Section 2, we discuss in more detail the applications and re-
quirements of synchronized time in a WSN. We then review exist-
ing time synchronization schemes in Section 3, and examine their
shortcomings when applied in this new context. In Section 4, we
describe general design principles for WSN time synchronization,
based on experiences with a number of prototype systems built by
the authors. Finally, in Section 5, we draw our conclusions and
describe future work.
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2. SYNCHRONIZED TIME IN A WSN
Time synchronization is an important feature of almost any dis-

tributed system. A confluence of factors makes flexible and robust
time synchronization particularly important in WSNs, while simul-
taneously making it more difficult to achieve than in traditional net-
works. In this section, we will describe some of these factors: the
tight link between sensors and the physical world; the scarcity of
system energy; the need for large-scale, decentralized topologies;
and unpredictable, intermittent connectivity.

The advent of logical time [19, 22] eliminated the need for phys-
ical time synchronization in situations where only causal relation-
ships of events are of interest to the application. However, logical
time only captures relationships between “in system” events, de-
fined by message exchanges between event-generating processes.
This is not the case for phenomena sensed by the nodes in a WSN;
physical time must be used to relate events in the physical world.
Logical time is not sufficient in the WSN domain. For example,
consider the following applications:

• Object tracking: The size, shape, direction, location, veloc-
ity, or acceleration of objects is determined by fusing prox-
imity detections from sensors at different locations.

• Consistent state updates: The current state of an object is
most accurately determined by the node that has “sighted”
the object most recently.

• Distributed beamforming: beam-forming arrays [33] can
perform “spatial filtering,” receiving only signals arriving
from a certain direction. This depends on the relative time
offsets of the array’s sensors.

• Duplicate detection: The time of an event helps nodes deter-
mine if they are seeing two distinct real-world events, or a
single event seen from two vantage points.

• Temporal order delivery: Many data fusion algorithms must
process events in the order of their occurrence [27]—for ex-
ample, Kalman filters.

Another illustrative example is the formation of a TDMA sched-
ule for low-energy radio operation. This is an important application
because listening and transmitting are both very energy-expensive
operations in a low-power radio. A common technique to conserve
precious energy is to turn the radio off, waking up only briefly to
exchange short messages before going back to sleep [25, 29].

Consider two nodes that have agreed to rendezvous on the radio
channel once every 60 seconds to exchange a short message—say,
8 bits representing the current temperature. Using a 19.2kbit/sec
radio such as our testbed’s RF Monolithics [4], 8 bits can be trans-
mitted in about 0.5ms. However, in practice, the radio must be
awakened early to account for time synchronization error—so an
expectation of a 1ms phase error will triple the total amount of
time the radio is expending energy listening to the channel. In ad-
dition, even assuming perfect synchronization at the start of a sleep
period, a typical quartz oscillator on such a sensor will drift on the
order of 1 part in 10

5 [32], or 0.6ms after 60 seconds. Of course,
sending synchronization packets during the sleep period defeats the
purpose of sleeping, so we must consider frequency estimation as
part of the time synchronization problem.

The examples above demonstrate not only the importance of time
synchronization in a WSN, but also one of its difficulties: any re-
source expended for synchronization reduces the resources avail-
able to perform the network’s fundamental task. Many current data
acquisition systems do not have this constraint, so they often rely

on high-energy solutions to the synchronization problem—frequent
network synchronization, high stability frequency standards, GPS
receivers, and so forth. In a WSN, the impact of such solutions—in
terms of energy, cost, and form-factor—can make them untenable.

Another important aspect of the problem domain illustrated by
our examples is the heterogeneity of the application requirements
over a wide variety of axes. For example:

• Energy utilization. Some synchronization schemes require
extra, energy-hungry equipment (e.g., GPS receivers). Oth-
ers may have virtually no energy impact (e.g., listening to
extant packets already being transmitted for other reasons).

• Precision—either the dispersion among a group of peers, or
maximum error with respect to an external standard. The
precision might be as fine as microseconds (e.g., coherent
signal processing on audio signals) or as coarse as seconds
(e.g., tracking a slow-moving human).

• Lifetime—the duration for which nodes are synchronized.
This might be nearly instantaneous (e.g., to compare views
of a single event from multiple vantage points), as long-lived
as the network (to track the motion of an object through a
sensor field), or persistent forever (e.g., UTC).

• Scope and Availability—the geographic span of nodes that
are synchronized, and completeness of coverage within that
region. The scope might be as small as a pair of nodes ex-
changing data, or as large as the entire network.

• Cost and Size. These factors can make a scheme a non-
starter. It is unreasonable to put a $100 GPS receiver or a
$1000 Rubidium oscillator on a disposable sensor node that
would otherwise cost $10, or on dust-mote sized nodes.

The exact requirements for WSN time synchronization along
these axes can not be characterized in general. The requirements
are highly application-domain specific and vary over time in unpre-
dictable ways, since they are influenced by the sensed phenomenon.

Given these new challenges, are traditional time synchronization
schemes the best choice for this new domain?

3. TRADITIONAL NETWORK TIME SYN-
CHRONIZATION

Over the years, many protocols have been designed for maintain-
ing synchronization of physical clocks over computer networks [7,
15, 23, 30]. These protocols all have basic features in common: a
simple connectionless messaging protocol; exchange of clock in-
formation between clients and one (or a few) servers; methods for
mitigating the effects of nondeterminism in message delivery and
processing; and an algorithm on the client for updating local clocks
based on information received from a server. They do differ in cer-
tain details: whether the network is kept internally consistent or
synchronized to an external standard; whether the server is consid-
ered to be the canonical clock, or merely an arbiter of client clocks,
and so on.

Some wireless standards such as 802.11 [16] have similar time-
synchronization beacons built into the MAC layer. Work by Mock
et al. [24] extends 802.11’s synchronization by taking advantage
of the broadcast property of wireless networks. This technique is
notable because it leverages domain knowledge to increase preci-
sion; we will argue in Section 4.5 that this is an important design
goal. However, these 802.11 methods do not work beyond a single
broadcast domain, a serious limitation.
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Mills’ NTP [23] stands out by virtue of its scalability, self-
configuration for creating a global timescale in multihop networks,
robustness to various types of failures, security in the face of delib-
erate sabotage, and ubiquitous deployment. For decades, it has kept
the Internet’s clocks ticking in phase. Many people in the WSN re-
search community often ask: “Why not use NTP here, too?” At
least one research group has moved in this direction, implement-
ing an NTP-like time service over small wireless sensors [11]. But
is this truly the best choice? Many of the assumptions that NTP
makes, while true in the Internet, are not true in sensor networks.
We explore some of these differences below.

3.1 Energy Aware
As explained in Section 1, energy efficiency is a major concern

in a WSN. The energy constraints violate a number of assumptions
routinely made by classical synchronization algorithms:

• Using the CPU in moderation is free.

• Listening to the network is free.

• Occasional transmissions have a negligible impact.

These assumptions are true in traditional networks and conse-
quently have become fundamental to schemes such as NTP. For
example, NTP assumes that the CPU is always available, and per-
forms frequency discipline of the oscillator by adding small but
continuous offsets to the system clock. In addition, NTP makes
no effort to predict the time at which packets will arrive; it simply
listens to the network all the time. And, while it is conservative
in its use of bandwidth, it assumes a continuous ability to transmit
packets. (It can “free-run” without network access, but requires a
significant time with network access restored before it achieves its
original accuracy again.)

[25] describes why most of the above assumptions do not hold
in a WSN. In a low-power radio, listening to, sending to, receiving
from the network all require significant energy compared to the
overall system budget. CPU cycles are also a scarce resource; the
limited energy mandates the use of slow processors which spend
most of their time powered down (awakened by a pre-processor
after an event of interest).

3.2 Single-Hop vs. Multi-Hop
Much of the non-Internet (“LAN”) work in distributed clock

agreement assumes that all nodes in the system can directly ex-
change messages—or, more precisely, that a single latency and jit-
ter bound is common to all messages in the system. Some methods
that exploit the broadcast property of the physical media [24, 31]
do not speak to the problem of federating the clocks of multiple
(overlapping) broadcast domains.

Sensor networks span many hops; the end-to-end latency is much
larger than a single hop. This makes it difficult to apply methods
that assume a fully connected or low-latency topology.

3.3 Infrastructure-Supported vs. Ad Hoc
NTP allows construction of time synchronization hierarchies,

each rooted at one of many canonical sources of external time in
the Internet. The canonical sources (“Stratum 1” servers, in NTP
terminology) are synchronized with each other via a variety of “out
of band” mechanisms—for example, radio receivers for time sig-
nals from the Global Positioning System [18], or the WWVB ra-
dio broadcast [3]. This infrastructure provides a common view of
a global timescale (UTC) to the Stratum 1 servers throughout the
Internet. Consequently, nodes throughout the Internet enjoy be-
ing synchronized to a single, global timescale while rarely finding

A C

B

Master

Stratum 2

Stratum 3

Figure 1: A global timescale can lead to poorly synchronized
neighbors, if the neighbors are far from the master clock and
have uncorrelated loss due to divergent synchronization paths.

themselves more than a few hops away from a local source of this
canonical time.

WSNs, on the other hand, may often consist of large-diameter
networks without an external infrastructure. Often it is not an op-
tion to equip sensor nodes with receivers for “out of band” time
references. GPS, for example, is expensive both in terms of energy
consumption and component cost, since it needs high-performance
digital signal processing capabilities. Moreover, it requires a line of
sight to the GPS satellites—which is not available inside of build-
ings, beneath dense foliage, underwater, on Mars, etc.

In this scenario, NTP-style algorithms must create a hierarchy
rooted at a single node that is designated as the system’s master
clock. Even assuming we have an algorithm that automatically
maintains such a hierarchy in the face of node dynamics and parti-
tions, there is still a fundamental problem: with a single source of
canonical time, most nodes will be far away from it. Nodes that are
far away from the master clock will be poorly synchronized to the
global timescale.

This is a particularly bad situation in a WSN, where nodes clos-
est to each other are often the ones that need the most precise
synchronization—e.g., for distributed acoustic beamforming. Con-
sider the scenario shown in Figure 1. Nodes A, B, and C are close
to one another, but far away from the master clock. In a scheme
such as NTP, B will choose either A or C as its synchronization
source. Either choice will lead to poor synchronization when shar-
ing data with the opposite neighbor. For example, if B synchro-
nizes to C, its synchronization error to A will be quite large; the
synchronization path leads all the way to the master and back. As
we will discuss in Section 4.2, these constraints suggest that WSNs
should have no global timescale. Instead, we propose that each
node in an WSN maintain an undisciplined clock, augmented with
relative frequency and phase information to each of its local peers.

3.4 Static Topology vs. Dynamics
Although the Internet suffers from transient link failures, the

topology remains relatively consistent from month to month, or
year to year. Typically, NTP clients are manually configured with
a list of “upstream” sources of time. Although NTP automatically
uses statistical means to decide on the best of its given options, it
still depends on being configured with some notion of which nodes
are peers and which lie upstream.

The network dynamics in WSN prevent such a simple kind of
static configuration. Moreover, the need for unattended operation
of WSN prevents a manual configuration of individual nodes.
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3.5 Connected vs. Disconnected
Node mobility, node failures, and environmental obstructions

cause a high degree of dynamics in a WSN. This includes fre-
quent network topology changes and network partitions. Data may
still flow through the network despite these partitions, as mobile
nodes transport information by physically moving within the net-
work. However, the resulting paths of information flow might have
unbounded delays (depending on the movement of the node relay-
ing the information) and are potentially unidirectional, since there
might not be any nodes moving in the opposite direction.

This kind of message relaying might seem like an unlikely case.
However, in a sparse WSN where sensor nodes are attached to mov-
ing objects or creatures (e.g., humans, animals, vehicles, goods) or
deployed in moving media (e.g., air, water) this is a major mode
of communication [2, 6, 13, 20]. Grossglauser and Tse [14] even
show that the communication capacity of a WSN approaches zero
with increasing node density unless messages are being relayed in
this way.

As we will show below, message relaying is a serious problem
for traditional clock synchronization algorithms, since they rely on
two important assumptions:

1. Nodes are connected before the time they need to be syn-
chronized.

2. The message delay between two (not necessarily adjacent)
nodes to be synchronized can be estimated over time with
high precision.

Consider for example Figure 2, which models a water pollution
monitoring WSN deployed in a river. At real–time t1 device 1 de-
tects an oil stain. At t2 device 2 detects the same oil stain. At t3
device 2 passes by device 3, a communication link is established,
and E2 is sent to device 3. At t4 device 1 passes by device 3, a link
is established, and E1 is sent to device 3.

If device 3 wants to determine direction of movement and size
of the oil stain, it has to determine whether E1 happened after E2

and the time difference between E1 and E2. This scenario presents
a serious problem for classical clock synchronization algorithms
that assume that the device’s clocks will be synchronized a priori
when they sense events E1 and E2. However, as shown in figure
2, there is no way for nodes 1 and 2 to communicate for all t ≤ t3,
which makes clock synchronization of nodes 1 and 2 impossible
before E1 and E2 are sensed. This violates the first of the above
assumption made by classical clock synchronization algorithms.

Even at time t4, where an unidirectional delayed message path
from node 2 to node 1 via node 3 exists, clock synchronization of
nodes 1 and 2 seems almost impossible with traditional algorithms.
The path is unidirectional and arbitrarily delayed—wreaking havoc
with traditional clock synchronization algorithms that assume they
can estimate the message delay over time (or, that assume the delay
is negligible), thus violating the second of the above assumptions.
The highly unreliable communication in WSNs further contributes
to arbitrary delays on multihop paths.

4. DESIGN PRINCIPLES FOR WSN TIME
SYNCHRONIZATION

Having described the shortcomings of traditional time synchro-
nization schemes in the previous section, we can now begin to for-
mulate requirements and new directions for time synchronization
in WSNs. There are not yet any proven solutions for time synchro-
nization in deployed WSNs. However, the authors have developed
techniques which might prove helpful in solving this problem [8, 9,

26]. These techniques aim to build a synchronization service that
conforms to the requirements of WSNs:

• Energy efficiency—the energy spent synchronizing clocks
should be as small as possible, bearing in mind that there
is significant cost to continuous CPU use or radio listening.

• Scalability—large populations of sensor nodes (hundreds or
thousands) must be supported.

• Robustness—the service must continuously adapt to condi-
tions inside the network, despite dynamics that lead to net-
work partitions.

• Ad hoc deployment—time sync must work with no a priori
configuration, and no infrastructure available (e.g., an out-
of-band common view of time).

4.1 Multi-Modal, Tiered, and Tunable
The services provided by various proposals for WSN time syn-

chronization fall into many disparate points in the parameter space
we described in Section 2 (energy, precision, scope, lifetime, and
cost). Each scheme has tradeoffs—no single method is optimal
along all axes. For example:

• Typical GPS receivers can synchronize nodes to a persistent-
lifetime timescale that is Earth-wide in scope to a precision
of 200ns [21]. However, the receivers can require several
minutes of settling time, and may be too large, costly, or
high-power to justify on a small sensor node. In addition,
the GPS infrastructure is not always available (§3.3).

• Römer’s scheme described in [26] achieves 1ms precision,
creates an instantaneous timescale with little overhead, and
works on unidirectional links. However, the synchronization
is localized and rather short-lived.

• Elson’s RBS [9] can achieve 1µs precision and sufficient fre-
quency estimates to extend the timescale for several minutes.
It synchronizes all nodes within a broadcast domain. How-
ever, it requires a bidirectional broadcast medium and several
packet exchanges.

• The multihop extension to RBS described in [9] allows the
timescale to be extended across multiple broadcast domains,
but at the cost of (somewhat) degraded accuracy.

None of these methods can be considered the best; each has ad-
vantages and disadvantages. The details of a particular application
and hardware will dictate the method that should be used in each
situation.

Still more options arise when several methods are composed into
a multi-modal system. For example, we might equip a small por-
tion of nodes with more expensive high-stability oscillators, and
use RBS to allow nearby nodes to estimate their own frequency
with respect to the reference [9]. This type of tiered architecture
is analagous to the memory hierarchy found in modern computers
(registers, memory cache, main memory, disk), where the goal is to
build a system that appears to be as fast as the registers, but as large
and cheap as the disk.

Ideally, we would like to have a large enough palette of meth-
ods available so that we can choose an overall scheme that is both
necessary and sufficient for the application on all axes. Unneces-
sary synchronization wastes resources; insufficient synchronization
leads to poor application performance. To this end, it is also impor-
tant that WSN synchronization be tunable—providing adjustable
parameters that allow a closer match between the type of synchro-
nization needed and that which is provided.
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Figure 2: A disconnected network leading to time synchronization problems in a WSN

4.2 No Global Timescale
We argued in Section 3.3 that keeping a global timescale for

a large network is only effective when many canonical sources
of that timescale are available throughout the network. In the
infrastructure-free world of an WSN, where we can not rely on
such out-of-band timescale distribution, classical algorithms end
up in the situation we illustrated in Figure 1.

Our claim is that the best solution is for each node to keep its own
timescale. A node never sets its clock or disciplines its frequency,
but rather lets it run at its natural rate. WSN time synchronization
schemes—regardless of the underlying method—should only build
up a table of parameters relating the phase and frequency of the
local clock to other clocks in the system. Local and remote times-
tamps can then be compared to each other using these parameters
for conversion. In fact, time conversion can be built into the packet
forwarding mechanism itself. That is, nodes can perform succes-
sive time conversions on packets as they are forwarded from node
to node—keeping timestamps with respect to the local clock at each
hop.

This technique has a number of advantages. First, the synchro-
nization error between two nodes is proportional to the distance
between them—not their distance to a master clock, which might
be much greater. Second, allowing the local clock to run undisci-
plined means that each node can enjoy a monotonic clock—a criti-
cal feature to many signal processing algorithms. While frequency
drift will occur due to the oscillator’s instability due to temperature,
shock, and voltage variations, there will be no sudden changes in
the frequency or phase due to new information arriving at a disci-
plining algorithm. (Network timesync can produce an estimate of
the oscillator’s frequency relative to an SI second if needed for data
analysis.) Finally, an undisciplined clock requires no continuous
corrections to the clock by the CPU or kernel, as are required by
algorithms such as NTP. This is important for energy conservation,
as we saw in Section 3.1.

4.3 Post-Facto Synchronization
Traditional time synchronization schemes synchronize node

clocks a priori; clocks are pre-synchronized when an event oc-
curs and is timestamped. As we saw earlier, this causes problems
with message relaying and makes it hard to exploit time-variable
and unpredictable application knowledge. In contrast, we advo-
cate post-facto synchronization, where clocks run unsynchronized
at their own natural rates. When timestamps from different clocks
need to be compared, they can be reconciled after the fact [8]. This
removes the need to predict application requirements in advance;
instead, synchronization energy is only expended after an event
of interest has occurred. Also, this approach enables support for

message relaying, since it does not require network connectivity
between event-generating nodes.

Time synchronization is comparable in some sense to routing in
ad hoc networks. There, proactive routing establishes and main-
tains routes between nodes in advance, whereas reactive routing
only establishes routes on-demand between pairs of nodes that want
to communicate.

4.4 Adapt to the Application
In Section 4.1, we argued that scalable and energy-efficient WSN

time synchronization should be achieved by closely matching the
application requirements along axes such as scope, lifetime, and
precision. We have also seen a number of techniques that provide
service in different parts of this space. However, application re-
quirements vary over time and are in general not predictable, since
they depend on the sensed phenomena. Choosing and tuning a nec-
essary and sufficient form of synchronization is a non-trivial prob-
lem. To some degree, the application requirements of time syn-
cronization must be built in at design-time. However, dynamics of
the application and the environment are likely to dictate that auto-
matic adaptation at run-time is also necessary.

In some cases, the application can explicitly describe its require-
ments to the synchronization subsystem: the precision required,
the peers to which synchronization is needed, and so forth. There
are also cases where the synchronization subsystem can deduce ap-
plication requirements implicitly. For example, data flows might
imply the scope and lifetime of needed synchronization.

Once the requirements are known, synchronization should adapt
to them. For example, the number of synchronization packets sent
can be varied, trading energy for precision if dictated by the appli-
cation. This exemplifies a parameterizable or adaptive fidelity al-
gorithm [10]. The synchronization system might even choose from
a set of synchronization algorithms with differing characteristics
depending on the application requirements.

4.5 Exploit Domain Knowledge
Much of the design of the Internet—and, in fact, the Internet

Protocol (IP) itself—is meant to put a consistent interface on top
of a heterogeneous and inconsistent tapestry of underlying trans-
port media and protocols. NTP shares a similar philosophy: it
makes a reasonable set of “lowest common denominator” assump-
tions about the environment in which it expects to operate. In the
Internet, this is the right choice: it has allowed NTP to become
deployed nearly ubiquitously, despite the wide variety of proces-
sors, oscillators, network media, node topologies, and cross-traffic
it encounters.

The disadvantage of such a design is that it precludes the sys-
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tem from taking advantage of any special features that might be
available. In a WSN, where we are often trying to squeeze every
possible resource from the system, it may not be feasible to give
up performance for the sake of generality. It often makes sense for
each application to take advantage of whatever special features are
available at every layer of the system.

For example, the inherent properties of a some communica-
tion media can be leveraged for time synchronization. In 802.11
networks, Reference-Broadcast Synchronization (RBS) has been
shown to achieve far better precision than NTP by exploiting the
fact that it has a physical-layer broadcast channel [9]. In time-
division based MAC layers, some form of synchronization already
exists between radios, and can often be accessed by a synchroniza-
tion process on the CPU [28]. Some radio standards such as Blue-
tooth [34] provide a separate synchronous communication channel
with low delay jitter, which can be used for exchanging synchro-
nization pulses.

Time synchronization can also use domain knowledge about the
application. For example, Römer’s scheme [26] piggybacks round
trip time measurements to ordinary data packets sent by other pro-
cesses. This achieves time synchronization without imposing any
additional load on the network. Similarly, RBS can work by ob-
serving extant broadcasts in the system instead of sending its own
special packets.

5. CONCLUSIONS
Physical time synchronization is a crucial component of wireless

sensor networks. In this paper, we described some of the impor-
tant applications of synchronized time in a WSN and their charac-
teristics along axes such as energy use, scope, precision, lifetime,
and cost. We argue that traditional time synchronization schemes
like NTP can not be applied in this new domain, where many as-
sumptions have changed. Unlike in wired networks, energy is fi-
nite; infrastructure is unavailable; topologies are no longer static or
even connected. Based on our experience with the development of
time synchronization schemes for WSNs, we proposed some de-
sign principles: use multiple, tunable modes of synchronization;
do not maintain a global timescale for the entire network; use post-
facto synchronization; adapt to the application, and exploit domain
knowledge.

Sensor networking is still a young field; none of these principles
have yet been proven in the way that NTP has proven itself in the
Internet. However, we believe they provide a useful framework to
guide the design of WSN time synchronization as the field evolves.
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ABSTRACT
Relentless progress in hardware technology and recent ad-
vances in sensor technology, and wireless networking have
made it feasible to deploy large scale, dense ad-hoc net-
works. These networks together with sensor technology can
be considered as the enablers of emerging models of com-
puting such as embedded computing, ubiquitous comput-
ing, or pervasive computing. In this paper, we propose a
new paradigm called trajectory based forwarding (or TBF),
which is a generalization of source based routing and Carte-
sian routing. We argue that TBF is an ideal technique for
routing in dense ad-hoc networks. Trajectories are a natu-
ral namespace for describing route paths when the topology
of the network matches the topography of the physical sur-
roundings in which it is deployed which by very definition is
embedded computing.

We show how simple trajectories can be used in implement-
ing important networking protocols such as flooding, discov-
ery, and network management. Trajectory routing is very
effective in implementing many networking functions in a
quick and approximate way, as it needs very few support
services. We discuss several research challenges in the de-
sign of network protocols that use specific trajectories for
forwarding packets.

Categories and Subject Descriptors
C.2.1 [Network architecture and design]: Wireless com-
munication; C.2.2 [Network protocols]: Routing protocols

Keywords
ad hoc networks, trajectory based forwarding, routing

1. INTRODUCTION
Routing packets along a specified curve is a new approach
to forwarding packets in large scale dense ad-hoc networks.

∗This research work was supported in part by DARPA under
contract number N-666001-00-1-8953

Figure 1: Trajectory following a sine curve
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The fundamental aspect of considering route paths as contin-
uous functions is the decoupling of the path name from the
path itself. The transition from a discrete view of route path
to a continuous view of route path is important as we move
from dealing with sparse networks to dealing with dense net-
works. The basic idea of routing on curve is to embed the
trajectory of the route path in the packet and then let the
intermediate nodes forward packets to those nodes that lie
more or less on the trajectory. Representing route paths
as trajectories is an efficient scalable encoding technique in
dense networks. Since a trajectory does not explicitly en-
code the nodes in the path, it is impervious to changes in
specific nodes that make up the topology. We believe that
trajectories are a natural namespace to describe route paths
when the topology of the network matches the topography of
the physical surroundings in which it is deployed which by
very definition is embedded computing. Forwarding pack-
ets along trajectories can be very effective in implementing
many networking functions when standard bootstrapping or
configuration services are not available, as will be the case
in disposable networks where nodes are thrown or dropped
to form a one-time use network.

To effectively forward packets along a trajectory, all that
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is needed is a sufficiently dense network and a capability by
which nodes can position themselves relative to a coordinate
system and estimate distance to its neighbors. The coordi-
nate system could be a relative coordinate system [1], global
coordinate system (GPS [2]), or an ad-hoc coordinate sys-
tem (APS [3]). While an accurate global positioning system
such as GPS would be ideal, and some argue that it will
be available at a form and cost factor suited for universal
deployment, others argue that it is not reasonable to expect
GPS to serve all purposes due to non-line of sight and preci-
sion requirements. In any case, we believe TBF is an effective
mechanism for routing in dense ad-hoc networks. In fact, it
can be viewed as a network primitive that serves as a glue
between positioning providing services such as GPS, APS[3],
or GLS[4] and many applications such as flooding, discovery,
routing schemes for path resilience, unicast, multicast and
mobile ad hoc routing.

For example, in figure 1 a trajectory representing a sine wave
(x = t, y = sin t, with the appropriate rotation transforma-
tion applied to orient the curve as desired) can be specified
in the packet by the source. By using a forwarding tech-
nique that delivers the packet to nodes that are close to the
trajectory, the packet can be made to traverse the shape of
the trajectory specified in the packet as shown in figure .
The dashed line is the specified path and the dark shaded
nodes are the nodes that forward the packets, while the light
shaded ones overhear the packet from the broadcast medium
without actually forwarding it. The simulated network is a
unit disk graph of 200 randomly positioned nodes.

This technique of forwarding packets along a curve or a tra-
jectory is a generalization of source based routing[5, 6] and
Cartesian routing[7, 8]. As in source based routing, trajecto-
ries are specified by the source but do not explicitly encode
the path on a hop-by-hop basis. As in Cartesian routing,
the nodes are selected based on proximity but the proximity
is to the trajectory instead of the final destination. TBF
combines the best of the two methods: packets follow a tra-
jectory established at the source, but each forwarding node
makes a greedy decision to infer the next hop based on lo-
cal position information, while the overhead of representing
the trajectory does not depend on path length. In a net-
work where node positions are known, the packet may be
forwarded to the neighbor that is geographically closest to
the desired trajectory indicated by the source node. If the
destination node is known, the trajectory followed by the
packet might be a line, and the method reduces to Cartesian
forwarding. A recent work that addresses routing scalability
is anchored geodesic packet forwarding [9], where the source
specifies a list of anchors between which Cartesian routing is
to be used. Other routing solutions in wireless network are
complementary to TBF, such as algorithms for guaranteed
delivery. The GFG algorithm presented in [10, 11] can be
adapted to work with arbitrary trajectories, thus providing
guaranteed delivery for routing schemes based on TBF.

Trajectory based forwarding (TBF) has a number of unique
features that makes it a candidate as a primitive in dense
ad-hoc networks. Here are some distinguishing features of
trajectory based forwarding:

• Forwarding based on trajectories decouples the path

name from the path itself. Since a trajectory can
be specified independent of the nodes that make up
the trajectory, routing can be very effective even when
the intermediate nodes that make up the path fail, go
into doze mode, or move. Reactive routing algorithms
(LSR[5], DSR[6]) explicitly encode the path. Proactive
route maintenance algorithms (AODV[12]) need to up-
date topology changes. Thus, communication costs in-
crease in proportion to the topology changes induced
by mobility. In DSR, any changes to the path results
in route discovery, while in AODV, results in propaga-
tion of route updates. In TBF, route maintenance is
virtually free and unaffected by mobility rate, as the
path specification is independent of the names of the
nodes involved in forwarding.

• The specification of the trajectory can be independent
of the ultimate destination(s) of the packets. In fact,
the trajectory specified in the packets need not have a
final destination! A packet can be let go along a line or
a curve for a desired length. This has implications for
implementing networking functions such as flooding,
discovery and multicast.

• Trajectories are a natural namespace for specifying
paths in embedded systems. Here, packets are ex-
pected to take routes that closely mirror the physical
infrastructure in which the network is embedded. The
topography of the network is a good indication of its
topology.

• For packets to follow the trajectory closely, nodes need
to have the capability to position themselves in a co-
ordinate system. A system such as GPS or APS would
be sufficient for this purpose, but TBF can be made
to work even without GPS, as a coordinate system rel-
ative to the source can be constructed by positioning
only the nodes in the neighborhood of the trajectory.
However, the accuracy of the actual path followed will
depend upon the errors due to localizations and coor-
dinate transformations.

• Multipath routing has several advantages, such as in-
creased reliability and capacity, but is seldom used
because of the increased cost of maintenance. Using
TBF, an alternate path is just another trajectory re-
quiring no more maintenance than the main trajectory.

2. FORWARDING ON A TRAJECTORY
The trajectory is usually decided by the source and can be
conveniently expressed in parametric form X(t), Y (t). The
meaning of parameter t is also decided by the source, as well
as the resolution at which the curve will be evaluated, indi-
cated by dt. For the simplicity of the explanation, assume
that t indicates the distance along the curve. The neigh-
borhood of a node N0(figure 2) is defined as the portion of
the curve and the nodes that are within a certain distance
from N0, indicated by a dashed rectangle in the figure. In
the simplest case, the neighborhood could be the smallest
rectangle enclosing all N0’s one hop neighbors. In a network
in which node positions are known, the main question is
how to choose a next hop that best approximates the trajec-
tory. Assume node N0 receives a packet with the trajectory
indicated by the curve X(t), Y (t) and the value t0 that corre-
sponds to the point on the curve that is closest to N0. Using
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Figure 2: Forwarding on a curve
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sampling of the curve at dt spaced intervals, indicated by
dots in the dashed trajectory curve, N0 can compute all the
points of the curve that reside inside its neighborhood. For
all neighbors N1..N4, their corresponding closest points on
the curve are t0, t0 + 4dt, t0 + 6dt, t0 + 9dt. When referring
to curve fitting, these values are called residuals. In fact, the
mentioned method computes an estimation of the residuals
instead of the true ones, which would require either infinite
precision, or usage of higher derivatives of X(t) and Y (t).
Since choosing a next hop for the packet should be towards
advancement on the trajectory, only portion of the curve
with t > t0 is considered. For this reason, node N1 receives
t0 as the closest point, instead of t0 − dt, which would be
closer to the perpendicular from N1 onto the curve.

Several policies of choosing a next hop are possible:

• node closest to the curve, with the minimum resid-
ual. This policy would favor node N2 and would tend
to produce a lower deviation from the ideal trajectory.
This strategy should be chosen when it is important for
the packets to follow the trajectory closely to possibly
determine the state around the trajectory. Since the
packet stays close to the trajectory, there is less like-
lihood for a packet to wander away from the intended
trajectory due to errors in localization.

• most advancement on t, choosing N4. This policy
should also be controlled by a threshold of a maximum
acceptable residual in order to limit the drifting of the
achieved trajectory. It would produce paths with fewer
hops than the previous policy, but with higher devia-
tion from the ideal trajectory. This strategy should
be favored when delay is an important metric and the
packet needs to reach the destination or the perimeter
of the network in minimum number of hops.

• centroid of the feasible set, choosing N3. The path
traversed will be more coarse compared to the choice
of choosing the node closest to the trajectory and will
cover the center of activity of the region without hav-
ing too many small hops. The centroid is a way to
uniformly designate clusters along the trajectory, and
a quick way to determine the state of the network along
the trajectory.

• randomly choose among the best nodes obtained from

Figure 3: Flooding example
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above three choices. This is useful when node positions
are imperfect, or when it may be necessary to route
around unknown obstacles. The randomness in the
choice of the next hop can help mitigate the effects of
small obstacles.

• in mobile networks a forwarding policy that might pro-
vide better results would be to choose the next hop
which promises to advance along the trajectory, or one
that is expected to have the least mobility in the fu-
ture. Another interesting choice would be to choose a
node that is moving towards the trajectory, rather than
the one that is moving away. This strategy is expected
to work better when trajectories and neighborhood in-
formation are cached, and for a given trajectory, the
packet is forwarded to the same node. However, ei-
ther a periodic evaluation of the position of neighbors
relative to the trajectory, or cache invalidation is nec-
essary.

3. BASIC TRAJECTORIES AND APPLICA-
TIONS

In this section we will show how some simple trajectories
can be used to implement some basic networking functions
such as flooding, discovery, and network management.

Flooding: using TBF, flooding can be replaced with a num-
ber of outgoing radial lines that are reasonably close to each
other to achieve a similar effect without all the communi-
cation overhead involved by receiving duplicates in classi-
cal flooding. More generally, a source would indicate the
directions and the lengths of the lines that would achieve
a satisfactory coverage. The coverage relies on the typical
broadcast property of the wireless medium, in which several
nodes overhear the packet being forwarded.

In figure 3, the node in the upper left corner broadcasts along
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Figure 4: Flooding performance
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Figure 5: Discovery example
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four directions achieving a coverage of 82%. Using another
node in the middle of the network(157), and varying the
number of spokes, we compare the number of packets used
by regular flooding and TBF flooding. In figure 4, we can see
that while TBF flooding can achieve almost complete cov-
erage, it only uses half of the communication employed by
regular flooding. Thus, flooding along spokes is a quick and
dirty way of sending information for purposes of say, config-
uring sufficient number of nodes to bootstrap the network.
Other trajectories such as H-trees or fractals can also be used
to provide the required coverage. An interesting research is-
sue is the tradeoff between coverage and the complexity of
the trajectory specification and evaluation.

Resource discovery: many algorithms use initial discov-
ery phases based on flooding[6, 13] in order to find a resource
or a destination. A replacement scheme using trajectories is
as follows(figure 5): servers S advertise their position along
arbitrary lines and clients C will replace their flooding phase

Figure 6: Boomerang example
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with a query along another arbitrary line which will eventu-
ally intersect the server’s line. The intersection node I then
notifies the client about the position of the destination. The
client can then form another trajectory and send requests di-
rectly to the server. Discovery and subsequent routing can
be done without knowing the position of any of the nodes, as
a trajectory can be built in the relative coordinate system of
the client. To guarantee that the client and server lines al-
ways intersect, it is necessary to send four spokes from both
server and client in four cardinal directions (independently
and randomly chosen by each). Another necessary condition
is that the network be large enough to accommodate the in-
tersection point, and for this, it has to be large enough to
fit a circle with diameter CS.

Management: An interesting trajectory is a boomerang,

where the packet takes a certain route and returns to the
sender (figure 6). A circle is a simple example of this trajec-
tory and can be used to secure the perimeter of the network
by sending a challenge response token along the trajectory.
All nodes who respond properly can be considered to be au-
thenticated. A packet that returns to the source after being
routed along a circle or a boomerang path is in effect imple-
menting a self ARQ.

4. RESEARCH CHALLENGES
4.1 Specifying and determining trajectories
There are a number of choices in representing a trajectory:
functional, equation, or a parametric representation. Func-
tional representation(e.g. y(x) = ax + b) cannot be used to
specify all types of curves, such as vertical lines. Equation
representation (e.g. x2 + y2 = R2) requires explicit solu-
tion to determine the points on the curve and cannot easily
handle the notion of progress. Parametric representation is
ideally suited for the purpose of forwarding. The parame-
ter of the curve is a natural metric to measure the forward
progress along the path and can be considered a proxy for
the hop count. Given the choice of a parametric form, the
next issue is how the trajectories should be interpreted. Tra-
jectories can have several parameters and each node needs
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to correctly interpret these parameters. One approach is to
have a convention where the nodes know how to interpret
the fields given a well known set of trajectories.

A trajectory can also be composed of several simple trajec-
tories. These simple trajectories can be viewed as segments
and can be specified along with the appropriate intervals
of the parameter over which it is valid. To obtain a con-
tinuous trajectory, these intervals need to overlap. A tra-
jectory may involve a complex shape that may not have a
simple parametric representation. However, in many cases,
this shape can be represented by a simpler set of Fourier
components. The more Fourier components in the specifi-
cation of the trajectory, the better is the reproduction of
the trajectory. There is an interesting tradeoff between the
accurate reproduction of the trajectory and the overhead
of specifying the components and interpreting them. Other
flexible and compact ways to encode a complex trajectory
are fractal encoding and compiled form encoding. The latter
approach, also used in active networking[14], sends in each
packet the binary code needed for the parametric evaluation
of the curve.

Another important question is how the trajectories are de-
termined. In our initial work on TBF, we assumed that
the source knows the trajectories a priori and that is nor-
mally derived from the application at hand. This may be the
case in many applications of embedded computing where the
topology of the network closely mirrors the underlying phys-
ical infrastructure in which the network is embedded. As
was shown with applications such as flooding and discovery,
simple lines or rays are sufficient. However, in other cir-
cumstances, the source or the intermediate nodes may have
to determine the actual trajectory given the destination or
group of destinations. Our initial thinking is to rely on a
trajectory mapping service similar to DNS where, given a
destination, or a group of destinations, the mapping service
returns a trajectory for the source to use. How such a service
can be built is a topic for further research.

4.2 Modifying trajectories
Once the source has determined the trajectory to use for
routing, it may have to be modified due to network condi-
tions such as obstacles, failures or mobility. The question is
how to detect that a modification is needed and who should
modify the trajectory. A route failure detection mechanism
or an ACK/NACK scheme can be used for detecting the
need for a change in the trajectory. A source can then
choose a new trajectory for forwarding subsequent packets.
Here, the onus of successful delivery is completely on the
source. Another choice would be for some authorized in-
termediate nodes to detect the need for modification and
provide a “patch” to the trajectory so that packets can be
forwarded around obstacles, failures or local routability con-
ditions such as network congestion. Whatever the reason
for providing these patches, the patches should only serve as
local detours where the packets eventually get back on track
and are forwarded along the original trajectory.

4.3 Implementing network protocols
TBF can be used in implementing many network protocols
in ad hoc networks. In static networks, such as sensor net-
works, packets can be forced by the trajectory to take a

certain route around obstacles or congestion. If the destina-
tion is mobile and its path is known, it is possible to route
towards this path. This means that TBF can naturally use
information about trajectories of destinations rather than
locations of destinations.

Multipath routing is used for either path resilience[15], or
load balancing. Trajectories can easily specify disjoint or
braided paths between a source and a destination without
the cost of route discovery. Different packets can take dif-
ferent paths, since setting up a route is virtually free.

Routing to multiple destinations has well known uses such
as flooding and multicast, but also application specific uses,
such as temporary groups which do not justify the cost of
setting up as multicast groups. TBF accepts specifying ar-
bitrary trees as trajectories and all nodes along the tree will
receive the packet. The tree is the actual physical tree repre-
senting the location of recipients. Nodes close to branching
points in the tree have the task of duplicating data for the
branches downstream. To reduce the overhead of represent-
ing the tree in its entirety, the tree representation can be
pruned off as the packet is forwarded downstream.

Routing in mobile, ad hoc networks can make use of TBF
to forward packets. Since trajectories do not explicitly en-
code the members of the path, it is less likely to result in a
route failure when one more nodes along the path move and
there are other nodes close to the path that can forward the
packet. Even source mobility is not a problem, as long as the
source can determine the new trajectory towards the desti-
nation. The important research issue is how to deal with
the mobility of the destination. A combination of TBF and
location-aided routing[16] may be needed. Another strategy
would be to use the knowledge of the trajectory of the mobile
node and construct a trajectory that uses a path from the
source to a point on the mobile node’s trajectory. As long
as the destination is moving along the specified trajectory,
the packets will reach a mobile destination.

Problems that need further exploration include: who is to
determine the trajectory and how (given all destinations and
obstacles), how to deal with route failures (for example by
patching the trajectory based on local knowledge that is not
available globally), and what is the right balance between
node centric and position centric addressing.

4.4 Use of positioning techniques
In many networks GPS is not available, but TBF can make
use of alternative positioning methods based on heteroge-
neous capabilities, such as angle measurement, range mea-
surement and compasses. One option is to run a network
wide, ad hoc positioning algorithm, such as APS[3]. An-
other option is to use multimodal sensing to determine local
ranges and angles, and eventually to set up local coordinate
systems which allow handling of trajectories. This, how-
ever, involves successive coordinate systems alignment and
is more sensitive to the measurement errors than the first
option. For all the mentioned positioning options, the per-
formance of TBF (accuracy, drift) depends on the quality
of the positions obtained at each node and therefore, ulti-
mately, on the quality of the measurements.
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4.5 Error Management
Errors in forwarding have two main causes: trajectory en-
coding and measurement error. Errors might be produced
by encoding when a complex trajectory is not represented
accurately, in order to reduce overhead. Measurement errors
affect TBF when multimodal sensing is used for positioning
(when GPS is not available). Depending on the hardware
available on the nodes, errors accumulate along the trajec-
tory and can be modeled as different random walk processes.
If, for example, a compass is available in each node, the ac-
tual trajectory might drift left or right of a true linear trajec-
tory, but will not change direction. If only ranges or angles
are used for local positioning the trajectory may completely
go off course. Characterizing these errors analytically would
help in providing confidence areas for points on the achieved
trajectory. Another research direction would be to investi-
gate the possibility of correcting the trajectories on course,
possibly with the use of a small fraction of GPS enabled
nodes.

5. CONCLUSIONS
In this paper, we have outlined TBF – a new paradigm of
forwarding in large scale, dense ad-hoc networks. Trajec-
tory based forwarding has a number of features that are
ideal for use in embedded networks, sensor networks, dis-
posable networks, and networks that support the paradigm
of ubiquitous or pervasive computing. We have presented
some techniques for implementing trajectory-based forward-
ing and have shown the benefits of simple trajectories in
implementing networking operations such as flooding, dis-
covery and network management. It is our belief that this
approach opens up a new area of research and can draw from
the results of research efforts in various other disciplines. We
have provided a basis for discussion of a number of research
issues that needs to be addressed in the area of networking
in an embedded world.
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