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Dear SIGCOMM Colleagues:

The past six months have been very busy for SIGCOMM. I'd like to give you a brief account of what
has happened and what new things are coming in the next few months.

First, we held the annual SIGCOMM conference in Pittsburgh. Overall, the conference was
outstanding. Peter Steenkiste and Matt Mathis were wonderful hosts at an old and architecturally
distinguished hotel in Pittsburgh. The conference program, thanks to program co-chairs Vern Paxson
and Hari Balakrishan, was filled with exciting papers. Our surveys of the conference attendees
indicated that they found the conference intellectually powerful and productive.

The only bad news from the conference was that it lost money, despite strong sponsor support and near
record attendance. The loss came from unprecedented student participation (50% of the conference
attendees). As you know, SIGCOMM for several years has kept the student registration fees below
cost to encourage student participation. Having now succeeded in attracting students (beyond our
wildest expectations), we need to make the student fees more accurately reflect costs. Expect the
student registration fees for SIGCOMM 2003 to be more in line with those of other conferences.

The new HOTNETS workshop (organized by Larry Peterson, David Wetherall, and Chris Edmonson)
was held in Princeton in late October. The workshop is devoted to emerging ideas in networking and
so we heard a lot of exciting, and not always fully-baked, ideas. The result was an intellectually vibrant
two days. Some of that excitement is captured in this issue of CCR, which contains the proceedings
and workshop report. We expect to hold another HOTNETS workshop in either late 2003 or early
2004.

The second Internet Measurement Workshop was held in Marseilles in early November. As with the
first workshop, there was a lot of exciting work presented. One senior colleague tells me it was the first
technical meeting in years where he felt he really needed to listen to each paper presentation. Plans are
already afoot for an Internet Measurement Conference in 2003.

SIGCOMM s also involved in the creation of two new conferences. SIGCOMM will be the primary
sponsor of the ACM Conference on Embedded Networked Sensor Systems (SenSys). SenSys 2003
will be held in early November at UCLA. And we’re in discussions with ACM SIGOPS about creating
a conference (tentatively entitled PONDS) about problems that sit on the boundaries of operating
systems and networking.

SIGCOMM Officers C. Partridge G. Delp J. Crowcroft
sigcommex@acm.org Chair Secretary-Treasurer Past Chair
Lixia Zhang R. Guerin C. Edmonson-Yurkanan
Vice-Chair Editor Conference Advisor
A. Terzis

Information Services Director

ACM SIGCOMM Computer Communications Review 1 Volume 33, Number 1: January 2003



® Page 2 January 2, 2003

SIGCOMM has also just completed negotiations with IFIP (thanks to Lyman Chapin for taking the
lead on this agreement) to cosponsor future Latin American Workshops on Data Networking. We hope
to collocate the next workshop with the CLEI conference in 2003.

Finally, a reminder to vote. The current SIGCOMM elected officers complete their terms this summer.
So this spring you’ll be receiving a ballot asking you to elect new SIGCOMM officers. I don’t know
who is going to be nominated for what offices, but given the outstanding set of people that the
Nominations Committee has encouraged to call me for a briefing on what it is like to lead SIGCOMM,
I expect we’ll have a great slate. Also on the ballot will be (I hope) an opportunity to vote on new
SIGCOMM bylaws. The current SIGCOMM bylaws are a decade old and no longer reflect how
SIGCOMM really operates.

Sincerely,
/ &l /
Craig Partridge

Chair, ACM SIGCOMM

ACM SIGCOMM Computer Communications Review 2 Volume 33, Number 1: January 2003



HotNets-I: Workshop Summary

David Wetherall and Larry Peterson
Program Co-Chairs

Introduction

The first HotNets workshop was held on October 28 and
29, 2002 at Princeton University. Twenty-five papers were
presented over a day and a half in a single-track, discussion-
oriented format. Attendance was kept to 65 people to en-
courage interaction among the participants. The partici-
pants were drawn mostly from presenters and authors, plus
the organizing committee and 10 students generously sup-
ported by an NSF grant.

We organized HotNets with specific goals in mind. We
wanted to foster “new idea” papers on early-stage, creative
networking research, especially those discussing architec-
tural or high-level design decisions. We also wanted to pro-
vide a forum for reflective discussions on the research needs
and direction of the broad networking community. The need
for such a venue had become steadily apparent to us. Top-
tier venues such as SIGCOMM have become highly selective
(1 in 12 in 2002!) with the side-effect of discouraging risky
papers. Part of the difficulty is that “new idea” papers can
be challenging to evaluate because judgment and wisdom
are often more important than detailed simulation and mea-
surement. Moreover, when papers cover new ground, there
is often little agreement about the proper set of assumptions
and importance of problems. Because few existing venues
are suited to “new idea” papers, few papers of this kind are
published. This is unfortunate, since good architecture and
design-oriented papers are often important to the future of
networking and have a different impact than purely techni-
cal results.

We are not the first to recognize this problem. The CSTB’s
Looking Over the Fence at Networks report[1] in 2001 high-
lights the “ossification” of the Internet and networking re-
search, and calls for networking research to “more aggres-
sively seek to develop new ideas and approaches.” The SIG-
COMM Technical Advisory Committee report[2] in 2001
puts forward proposals for re-invigorating the SIGCOMM
conference, including complementary workshops. We hope
that venues such as HotNets can play a role in stimulating
innovative new networking research by providing the com-
munity feedback needed to help early-stage, creative work
mature into solid conference papers.

The response to HotNets in this role has been positive
from its inception. We loosely modeled HotNets on Ho-
tOS and the SIGOPS European Workshop, successful work-
shops in the systems community. We focused on short (6
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page) position papers that argued a thoughtful point-of-view
rather than full papers that included new results, gathered
a small and tightly-knit Program Committee, and empha-
sized breadth and diversity of topics. The PC included a
mix of experience and active researchers in the areas of sen-
sor networks, wireless, and operating systems, as well as the
more traditional SIGCOMM topics. Our Call For Papers
was even broader.

We received 127 submissions, many more than we had antic-
ipated, across a fairly broad range of topics. We accepted 25
papers, which is quite selective for a workshop. Interestingly,
almost half of these papers were based on fresh SIGCOMM
rejects! (We leave it to the reader to guess which ones.)
This suggests to us that there is a strong demand for a po-
sition paper outlet in the networking community. At the
workshop itself, we reserved fully half of the formal time for
discussion, making do with 15-minute paper presentations
and discussing groups of papers together where we could.
The size of the workshop, around 60 people, was judged by
most to have worked well at providing a welcoming atmo-
sphere for discussion.

Summaries of the workshop discussion are contained in the
body of this report. Several overall themes can be seen to
emerge. A number of papers led to a discussion of the re-
search process itself: our models and simulation practices,
along with testbeds that seek to change the way we do re-
search (and technology transfer). There seemed to be much
scope for improvement in these areas, and we note that the
NSF has recently held a workshop and announced the cre-
ation of a new program in Networking Research Testbeds.

Other clusters of papers were accepted in the areas of peer-
to-peer, sensor networks and network and protocol architec-
ture. Papers in these areas mostly explored approaches quite
different than the norm. Some of the P2P papers advocated
combining information retrieval techniques with P2P struc-
tures to enable search. Papers on sensor networks helped
to lift us out of an Internet-centric view of networking. The
set of papers on architectural issues ranged from the use of
overlays to work toward QoS, to the technologies in the fu-
ture Internet core. The remaining papers constituted a mix
of material, little of which shows up in most networking con-
ferences: economic models of networks, router design, net-
work management, and the use of techniques like epidemics
in network protocols. This broad set of topics and revo-
lutionary rather than evolutionary papers were very much
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what we sought to accept when we first planned HotNets.

There are many people we would like to thank for taking
HotNets from an idea to a reality. The other members of the
Program Committee (Deborah Estrin, Stefan Savage, Srini
Seshan, Scott Shenker, Ion Stoica, Amin Vahdat, and John
Wroclawski) contributed an enormous amount of time and
energy (far more than they anticipated!) to select a lively
program. We asked each PC member to read roughly half
of the 127 submissions, including all the likely candidates
for acceptance. We were fortunate that Chris Edmonson-
Yurkanan took on the role of General Chair. She brought
much experience to the task, and this ensured that all of
our plans unfolded smoothly. Both the paper reviewing
process and the workshop itself ran smoothly too, and we
thank Tammo Spalink and Melissa Lawson for much behind-
the-scenes “heavy lifting” that made this possible. ACM
SIGCOMM, especially Craig Partridge, provided encourage-
ment and lent its sponsorship to the workshop. The NSF,
and in particular Ty Znati, helped us by providing a grant
that included student travel stipends. We are also indebted
to our other sponsor, Intel Research, for key support that
enabled a small workshop to remain financially viable. And
we wish to thank all of our scribes, listed at the end of this
report, for the discussion summaries that form the body of
this report.

Planning for HotNets-1I is well underway, and we are pleased
that Scott Shenker and Hari Balakrishnan have agreed to be
PC co-chairs. We hope that HotNets will grow into a suc-
cessful venue that works in synergy with leading networking
conferences by providing feedback and exposure to early-
stage work, helping it to grow into mature research, and
we would be delighted if HotNets papers help to break new
ground for conference publications. How well HotNets suc-
ceeds in these respects, however, depends on your support
and participation.

Session 1: Architecture

David Wetherall chaired the first session, which included
three talks describing architectural proposals. The first, by
Ton Stoica, argued that we have failed to deploy QoS in to-
day’s Internet, at least partly due to the fact that ISPs have
little incentive to change IP. However, with the success of
many overlay networks, a natural question to ask is whether
overlays can be used to provide QoS functionality. His an-
swer is yes, at least in some cases. Stoica described the
architecture of OverQoS, where overlay nodes are deployed
in different Autonomous Systems (ASes) within the Inter-
net, and virtual links between entry and exit nodes are used
to carry a bundle of application data packets from multi-
ple transport flows across different sources and destinations.
The key idea is to use a controlled-loss virtual link (CLVL)
abstraction that aggregates a set of flows along a virtual
link into a bundle, uses FEC or ARQ mechanism to protect
bundle traffic against losses, and redistributes bandwidth
and loss across flows within a bundle at the entry node.

During the question period, Dan Rubenstein asked if
OverQoS is TCP-Friendly? Stoica responed that the goal
of OverQos is not about being TCP friendly, but rather to
control losses. Stefan Savage asked if the CLVL abstraction
is point-to-point and if there are any routing choices? Stoica
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said this issue is future work, and that there are no easy an-
swers. Another participant asked if OverQoS supports fair
sharing among flows, to which Stoica responded that CLVL
is an abstraction; there’s freedom in how one manages flows
within a bundle.

Bob Braden presented the second talk, which advocated
an alternative to the traditional layered architecture: a so
called role-based architecture (RBA). The idea is motivated
by problems with layered architecture; e.g., layer violations,
sub-layer proliferation, feature interactions, and middlebox’s
breaking the end-to-end model. Many of the problems seem
to be related to traditional layering. To provide better clar-
ity, more generality and in-band signaling with data flow is
need. Braden suggested that we could change the way we
think about protocols by giving up layers and using RBA,
in which functional building blocks are called roles, packet
headers include an arbitrary collection of sub-headers or
role-specific-headers (RSHs), and header processing needs
new rules for ordering and access control.

Craig Partridge asked if RBA just creates a new name space,
which is a known pain. How can we ensure that there are
no fights over names? Braden responded by saying that
roles are static, so a hierarchical name space should suffice.
David Wetherall asked if everyone would need to be aware
of roles, as opposed to today, where IP is the single common
protocol. Braden replied that roles do not control routing;
routing is done as today. Roles are purely local (i.e., are
known only inside a node). Larry Peterson asked if roles are
significantly different than IPv6 extension headers. John
Wroclawski responded that in addition to supporting out-
of-order processing, RBA also introduces a problem of role
discovery, which is a significant difference from IPv6. Jay
Lepreau asked if there are security consequences of out-of-
order processing. The answer is yes. Finally, there was a
discussion about whether role interaction is a problem, with
no consensus reached.

Richard Gold presented the final talk of the session, which
began with the observation that there are many forces work-
ing against the Internet as a black box, including CDN
plumbers, RON do-it-yourselfers, DDoS firefighters, and
P2P people. This is because end nodes may know more
than BGP (e.g., RON), and ISPs may know more than BGP
(e.g., CDN). His main argument is that IP is too direct. The
Internet needs an additional level of indirection that allows
one to allocate a remote network pointer, and then direct
traffic to that pointer, which forwards the traffic to its ulti-
mate destination. He advocated the idea of network pointers
(NP), which live below IP, thereby making IP an overlay on
top of network pointers. NPs can be dynamically allocated
and also have processing associated with them. Gold spent
the rest of his talk walking through several scenarios that
might benefit from network pointers.

Craig Partridge observed that all the papers in this session
are creating name spaces, there is fighting over name spaces
already, and this is the problem. Braden responded that
TANA would assign role IDs and that perhaps there would
be a hierarchical name space. Gold replied that NP names
are purely local—there is no global name space problem.
Gold was also asked about dangling pointers, to which he
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replied that they would be handled by higher levels, in an
application-specific way. He remarked that NPs can be hid-
den or explicit (in terms of discovery).

Session 2: Models

Amin Vahdat chaired the second session, which discussed
the models we use in networking research. Sally Floyd pre-
sented the first paper, which argued that incorrect mod-
els constitute a major problem for network research. She
provided examples of unrealistic assumptions that have led
researchers to wrong conclusions. To make Internet mod-
els as simple as possible but not simpler, Floyd proposed
application-specific modeling, where only those aspects that
are relevant to the examined problem are represented pre-
cisely.

The talked provoked a long discussion. Tom Anderson sug-
gested that we need better protocols rather than better mod-
els. Floyd responded by saying we need both, the point
being that wrong models lead to wrong conclusions about
protocols. Stefan Savage then asked if it is the right ap-
proach to come up with a model first and to research and
design protocols later? Floyd replied that meaningful re-
search requires correct models. Craig Partridge asked how
we can get the correct measurement data needed for model
validation? Floyd suggested that we start by telling network
providers what we need, although we do not know all the
relevant parameters right now.

Timothy Roscoe argued that by using an application-specific
model, we potentially miss the overall impact of the applica-
tion on the network. Floyd replied that application-specific
models do not narrow the focus. They still represent the
complete system, although only relevant aspects are mod-
eled precisely. Ion Stoica wondered if the focus on the right
experimental setups creates a hidden danger of not account-
ing for future developments? Floyd noted that “designing
for a benchmark” is bad, but that the analysis of designs
should substantiate their merits. David Wetherall suggested
that each design should be tested for its sensitivity to all rel-
evant parameters? Floyd agreed, but noted that researchers
rely on intuition and their own mental model of what is
relevant. It is important to learn which parameters are rele-
vant. Finally, Eddie Kohler and Jay Lepreau both observed
that the infrastructure they are building (see next section)
attempts to provide such support.

In the second talk of the session, Konstantinos Psounis pre-
sented a new methodology for performing large-scale simu-
lations: (1) take a sample of the network flows, (2) feed the
sample into a scaled-down version of the network, and (3)
extrapolate from the performance of the scaled-down net-
work to that of the original.

During the follow-on discussion, Psounis was asked if in ad-
dition to predicting average statistics, his approach could
predict the distribution tail, to which he replied that they
predict the whole distribution including the tail, but that
this can take long time. Taieb Znati then asked if the
method is applicable to weird distributions? Psounis re-
sponded that it was not, but one can sample on the session
level that exhibits a suitable distribution. David Wether-
all asked how much the approach can scale down simula-
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tions without degrading the prediction accuracy, for exam-
ple, with errors less than 5%? Psounis pointed out that
he had presented two cases. In the first case, scaling-down
is unlimited. In the second case, scaling-down by a fac-
tor of 50 preserves the precision. Psounis explained that
the authors have not looked in general at topology-related
problems, which can impose a limit on scaling.

During the final talk, David Alderson suggested a new ap-
proach for generating a topology for network modeling and
design. The approach formulates topology generation as an
optimization problem that considers economic tradeoffs and
technical constraints faced by a single ISP in its network
design. Solving the problem provides realistic annotated
topologies for different levels of ISP hierarchies.

During the discussion, Alderson was asked if his approach
considers time as a factor. He replied that the evolution-
ary growth of the Internet has to be addressed, and that
the formulation of his optimization problem can account for
legacy issues and requirements of incremental deployment.
In response to a question about how the authors know they
are right, co-author Walter Willinger responded by saying
that to validate the results they need to examine various In-
ternet topologies. Finally, Timothy Roscoe asked a general
question about the differences between the agendas of ISPs
and the researchers at HotNets. The consensus was that
ISPs think the researchers are too theoretical, even though
we can tell them many useful things.

Session 3: Infrastructure

John Wroclawski chaired a panel on infrastructure for net-
work research. Eddie Kohler began by describing XORP,
an open extensible router platform. Kohler argued that
network research is increasingly divorced from reality, with
a growing gap between research and practice. Trying new
ideas in commercial routers would help narrow this gap, but
unfortunately, router vendors are reluctant to deploy new
services if there is no immediate monetary return. Even
when router APIs are exposed, the basic router functionality
is still immutable. XORP makes it possible to experiment
with new protocols on routers. It currently includes open
APIs for WWW, RTP, SIP, and an open implementation of
TCP SACK, and IGMPv3. The code is likely to be released
with a BSD-like license.

Stefan Savage commented that XORP’s robustness defini-
tion (it shouldn’t crash) may not be correct. Kohler said
that this was a fair point. In this case, robustness means
that the forwarding path doesn’t crash. Larry Peterson
asked about performance robustness; what about a service
that runs too long? Kohler replied that the robustness defi-
nition is different for user code vs. the forwarding path, and
for or the forwarding path, robustness will likely be provided
through code review.

The second panelist, Jay Lepreau, argued that research on
wireless and mobile communications, as well as on sensor
networks, can greatly benefit from emulation and testbeds.
He then described how his group is extending Emulab to
include a wireless space/time-shared testbed. The idea is to
give PDAs and laptops to students, and either attach sensors
to public buses or lay them out in large (empty) hangers.
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Ratul Mahajan asked about the privacy of students. Lep-
reau responded that there must be appropriate guidelines
to protect privacy. Deborah Estrin asked how hangars can
be used for research on sensor networks. What is the input
to the sensors? This brings up the issue of the line between
reality and simulation when sharing. Craig Partridge noted
that there has to be some input (e.g., a moving tank) and
Brad Karp asked about interference of external factors, and
how they might be estimated/controlled remotely. The con-
sensus was that reproducibility is always a concern in mobile
experiments.

Finally, Larry Peterson described the PlanetLab overlay
testbed, which is designed to support emerging research into
geographically distributed services and network measure-
ment. PlanetLab’s goal is to have 1000 viewpoints into the
Internet, including both edge sites and network crossroads
(e.g., co-location centers). Peterson argued that PlanetLab
has the potential to evolve into a service-oriented network
architecture in which a common set of base services provide
the foundation for high-level services.

During a general discussion period, Peterson was asked what
control sites have over the installed PlanetLab nodes. His
response was that the main knob is the output bandwidth
of the interface card — that is, the percentage of host in-
frastructure a PlanetLab node is allowed to utilize. Stefan
Savage asked why the presenters for the session chose to spe-
cialize. Why don’t you play together? Kohler responded by
saying that his group doesn’t have code yet and are focused
on routers. Peterson responded by saying that performance
is at the bottom of their list of concerns right now, but
that eventually PlanetLab will need to move to the physi-
cal path (rather than the proxy path) and so the extensible
router infrastructure will become useful. He also expects
a growing synergy between emulation and PlanetLab’s real-
world Testbed. In response to a question about the diversity
of node placement in PlanetLab, Peterson said the distribu-
tion was currently a bit Internet2-centric but that nodes will
be going into co-lo centers soon. He also said that PlanetLab
would like to see individuals at member sites take machines
home and connect them to PlanetLab by cable modems and
DSL. Brad Karp directed a question to Peterson and Lep-
reau, noting that if these projects are successful, researchers
will have access to the largest measurement projects in his-
tory. Are there tools to make sense of all the data? Peterson
responded by saying that building an instrumentation ser-
vice for PlanetLab is one of their top priorities. Werner
Vogels commented that Cornell gave laptops to students,
but the real problem was to track them, as it’s expensive to
put access points everywhere.

Session 4: Routing

Stefan Savage chaired a session on routing. Timothy Roscoe
gave the first talk, and began with the observation that rout-
ing and firewalls are separate processes in the Internet. He
then proposed a new perspective, called controlled network-
ing, in which routing and filtering are unified operations.
With controlled networking, the presence of every packet is
precisely assured and every packet flow is explicitly “white
listed”. Specifically, a predicate describes what can be seen
and what is allowed. He claimed that there is no need to
change routers, end-systems, or IP itself to achieve this.
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During the discussion that followed, he was asked if there
could be high-level languages to specify policy? Roscoe re-
sponded that predicates are fairly low level, and probably
suitable for being implemented in hardware. Several peo-
ple then questioned the expressiveness of the system: for
example, if it would allow one to stripe packets over multi-
ple paths. Roscoe said such things might not be captured in
this model, although the functionality they provide is pretty
basic.

Dapeng Zhu gave the second talk, pointing out the weakness
of the current interdomain routing protocol (BGP), specif-
ically that it is vulnerable to a single misconfigured router.
This is because meaningful filtering/verification of routing
updates is not done due to scalability concerns. BGP takes
3 minutes to fail over on average (15-30 min in reality),
which prevents mission critical applications from using the
Internet (or at least the current IP-level recovery mecha-
nism). He stated that the fundamental problem of BGP
routing is that every BGP router needs to have a consistent
view of the world, and then proposed that we use a new in-
terdomain routing protocol called Feedback Based Routing
(FBR), which basically separates static information (topol-
ogy) from dynamic information (quality of routes).

During the discussion, Stefan Savage noted that since ISPs
try to get traffic off their own network as soon as possible,
they have no incentive to adopt the proposed scheme. Zhu
responded that it is up to the ISPs, and how they want
to tradeoff between cheaper with less traffic on their own
networks and more expensive but more robust alternatives.

The next talk, by Venkata Padmanabhan, started with the
observation that networks are vulnerable to malfunctioning
routers that may compromise routing or misroute packets.
Similar problems are also present in other scenarios, such
as wireless and p2p networks. He then argued that exist-
ing techniques to deal with the problem include flooding
link state routing information (unscalable), authenticated
routing advertisements (doesn’t guard against compromised
routers), and central repository (ISPs don’t share policy
information). Moreover, all these techniques try to pro-
tect routing; they don’t verify forwarding. He proposed
secure traceroute as a technique to detect faulty or mali-
cious routers. The approach assumes single-path routing,
and verifies the origin and contents of data. It uses keys
for hop-by-hop verification, and identifies faulty links and
routers.

Padmanabham was asked what can be done after discover-
ing a bad link. He said that packets should be routed around
it if possible. He was also asked if secure traceroute could
prevent routers from faking links or routers behind it. Pad-
manbham said no, but one could apply secure traceroute
persistently to discover the problem.

In the final talk of the session, Douglas De Couto reported
his experiences with routing in ad hoc networks. He noted
that the min-hop-count routing metric is well understood,
and the alternatives are complex than simply assuming
that hop-count is the most important metric, even in wire-
less networks where link quality is bimodal. He showed
simulation results demonstrating that DSDV is not opti-
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mal, and listed some reasons for this being the case, the
bottom-line being that the intuition for wired networks is
wrong for wireless networks. On the other hand, he ar-
gued that a reasonable alternative—maximizing bottleneck
bandwidth—doesn’t work in practice. Instead, the key goals
should be to maximize spectrum usage by minimizing packet
transmissions.

During the question period, it was noted that the design
space is very large, and that other parameters such as de-
lay should also be considered. De Couto said that these
metrics optimize throughput. Ion Stoica asked what addi-
tional factors are specific to wireless? De Couto said that
the variation in link quality is important, and things gener-
ally happen faster; e.g., there are external factors, such as
doors opening, elevators moving, and so on.

Session 5: P2P/Overlay Networks

Ion Stoica chaired a session on peer-to-peer (P2P) and over-
lay networks. Chungiang Tang gave the first talk, and began
by making the following observations: (1) search engines in-
dex less than 16% of the web, (2) the Internet is growing
by a factor of 3 each year, and (3) Google is growing by a
factor of 2.5 each year. The upshot is that search engines
only index a modest fraction of the Internet and the growth
curve of search engines is not keeping up with the growth
curve of the Internet as a whole. He then described pSearch,
which has the goal of providing a scalable information re-
trieval (IR) infrastructure using P2P. He also argued that
current approaches are deficient. For example, existing P2P
systems are either not scalable, not accurate, or both. Dis-
tributed Hash Table (DHT) systems are scalable but do not
directly support full-text search.

During the discussion, Tang was asked about an A/V
searcher. He said that has been work at IBM to represent
A/V files as vectors so this approach should still work.

The next speaker, Edith Cohen, argued that peer-to-peer
overlays need a versatile and scalable search mechanism with
two features: scope and support for partial-match queries.
While centralized solutions provide both features, existing
decentralized schemes offer at most one. Cohen proposed
associative overlays, a new architecture that supports both
partial matches and search for rare items. Associative over-
lays couple the overlay topology with the search strategy.

During the question period, Lakshminarayanan Subrama-
nian asked why we can’t use a web search engine instead?
Cohen said that we are looking for a decentralized solu-
tion. Eugene Ng asked why we can’t use structured over-
lays, to which Cohen replied that structured overlays rely
on distributed hash tables that support only exact matches.
We would like to support imprecise queries, like in Google.
Chungiang Tang added that unstructured overlays are also
easer to maintain, and that data is growing faster than
centralized architectures can cope with. Cohen also noted
that centralized approaches also have legal, political, and
economic problems. Craig Partridge asked if there is a
fault-tolerance tradeoff between centralized and decentral-
ized solutions? Marcel Waldvogel responded that it is easier
to mount attacks on decentralized schemes, and Timothy
Roscoe commented that P2P services can be easily disrupted
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and shut down. Cohen responded that P2P services can be
made robust.

In the next talk, Marcel Waldvogel describes MITHOS, a
scalable p2p overlay network infrastructure for data location
that supports low latency routing and fast forwarding using
minimum information. After reviewing possible structures
for data location—e.g., a DHT, d-dimensional (ir)regular
mesh, rectangular tile, distributed tries—he argued that one
would like to have a geographic layout in which less rout-
ing information is necessary, a rough estimate of relative
distances is possible, and even third-parties can figure the
distance. His approach was to assign Cartesian coordinate
as the id for each node, and do a quadrant-based routing.
Since a node’s id cannot be known a priori, the proposed ap-
proach determines the id during join phase, bootstrapping
from some known member.

During the question period, Eugene Ng wanted to know
what Waldvogel meant by the possibility that MITHOS
could possibly replace IP routing. Waldvogel replied that
he had ambitiously stated that as a possibility.

In the last talk of the session, Mayank Bawa observed that
the metrics we normally use to evaluate Application Level
Multicast (ALM) include stress (duplicate packets on same
physical link), delays in routing along an overlay, and in-
creased usage of network resources. Then he argued that
existing metrics applied to ALMs are incomplete, and that
one should also account for transience of peers and its im-
pact on connectivity of multicast sessions. For example,
peers show herd behavior in unstable P2P networks. In or-
der to achieve good end-application performance on such an
unstable infrastructure, one must mask peer transience by
keeping the topology connected, and by continuing appli-
cation interrupted. He proposed an infrastructural peering
layer below applications, between the end-application and
data-transfer layer, that is, between RTSP and TCP. This
layer maintains state to decouple the two sessions and serves
as place holder for primitives for resource discovery and poli-
cies for maintaining topology.

Craig Partridge asked why adding a layer helps? Bawa re-
sponded by saying that peering functions are difficult and
put a heavy burden on application developers. Thus, the
peering layer separates concerns: someone provides peer-
ing functionality, and all applications use this functional-
ity. Bob Braden suggested that an alternative conclusion
to draw was that that RTSP provides insufficient function-
ality. Venkata Padmanabhan asked, since peering in media
streaming is application-specific, what would serve as com-
mon useful functionality? Bawa replied that it could be the
specification of topological policies; e.g., vertex-disjoint or
edge-disjoint paths.

During an extended discussion of the entire session David
Wetherall said that the speakers made a strong case for do-
ing IR using P2P, so why don’t we throw out DHT and
always do this. What is the downside? Someone wanted
to know if unstructured overlays make hard-to-find items
become really hard to find? Cohen commented that DHTs
would only work with structured queries, and Tang said that
unstructured overlays are easy to maintain and that he is
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trying to find a middle ground between structured (DHT)
and unstructured systems. Someone asked why not use a
centralized service? Cohen pointed out that a centralized
service like Google has legal issues to consider. Tang said
that a decentralized approach may be better at keeping pace
with the growth of the Internet and that it may have bet-
ter fault tolerant attributes. There was then a long dis-
cussion about whether distributed architectures are really
better than centralized ones. Stefan Savage concluded that
the design space has not been fully explored. We have been
restricted to napster, gnutella, and DHTs. In reality, ma-
chines have different capabilities, and we should leverage
that. Timothy Roscoe objected to the argument that P2P
systems have better fault tolerance, since “Civil Attacks”
are a very inexpensive and efficient way to bring down a
P2P network.

Session 6: Network/Protocol Design Issues

Deborah Estrin chaired a session on network and protocol
design issues. Hui Zhang presented the first talk, which ar-
gued several points: (1) IP is yet to conquer voice and public
data networks; (2) today we have SONET at the edge, and
WDM in the middle of the network; and (3) SONET has had
a faster growth spurt than the Internet. Zhang then question
various IP myths—such as efficiency, simplicity, robustness
and low cost—and conclude that IP is a good service lay-
ered network (e.g., enterprise voice) but that the core of the
network will remain circuit switched.

During the question period, David Wetherall wanted to
know what Zhang was advocating. Zhang responded that he
is asking a question, more than providing an answer. Where
do we want IP to be? Should it takeover the service layer
or be the core. Zhang’s position is that the former is more
realistic. A general discussion about the economics of IP-
based networks versus circuit-based networks ensued, with
little agreement. Zhang then went back to his original argu-
ment, which is that IP has to be driven by enterprise level
services; it will take over from the edge. John Wroclawski
remarked that this is what already happens, and that Zhang
must be advocating something else? Zhang replied that IP’s
success is in its service model, and a design that deals with
heterogeneity, but it is not a complete success in deploy-
ment. Timothy Roscoe supported this position by noting
that anyone in the business of making money is not using
IP in the wide area right now.

The next speaker, Cyriel Minkenberg, shared his experiences
working on a multi-terabit-per-second router ( 2-3 Th/s)
targeted at the OEM market, and comprising either 256
OC-192 or 64 OC-768 links. The design uses a single stage,
electronic (not optical) switch. He pointed out that most
of what he is presenting is well known to the switch/router
design community. He then gave a practical perspective on
how most well-known techniques don’t work beyond a ter-
abit. For example, he reported that power (and not gate
count) is the limiting factor with respect to the number
of chips and boards in a system. He also remarked that
packaging options are constrained for a variety of reasons,
including building codes, form factors, industry standards,
power budget (cooling), and serviceability.

Stefan Savage asked that if power and packaging are the
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main concerns, then why is circuit switching simpler. What
are the differences between the design and implementation of
circuit and packet switched designs? Minkenberg said that
optical switches are well suited to circuit switching. The
drawback is that one needs core optics.

In the next talk, Tom Anderson motivated the need for ro-
bustness in protocol design. He started with a list of config-
uration and protocol related problems seen in the Internet,
and argued how they did more damage than the Baltimore
fire or the WTC attack. He claimed that better protocols
are possible, and without too much cost. He backed up this
position by giving several examples of major incidents in the
Internet, including how BGP handles errors (which results
in cascades), how the TCP connection establishment proto-
col leaves the door open for SYN flooding, and how TCP’s
fast recovery algorithm is open to attack. He concluded
by arguing for a better design methodology—mnot just soft-
ware engineering, but better designs—and presented a set
of guidelines.

During the discussion period, a questioner pointed out that
the guidelines were too general, and designers should have
been following them all along. Anderson argued that this
clearly has not been the case. Someone then asked if IP-
based protocols are less robust? Anderson disagreed; others
such as ATM have not been tested.

Werner Vogels presented the final talk of the session. He
said the starting point for their work was their troubles with
reliable multicast—bigger groups lead to bigger problems
(chances of a member being unavailable increase), and the
throughput went down under stress. At that point, the au-
thors moved to designing robust distributed systems based
on epidemics, which provide probabilistic guarantees, asyn-
chronous communication patterns, and robustness to mes-
sage loss. He said that even though the science is well un-
derstood, epidemic-based systems require significant engi-
neering to work.

Deborah Estrin asked if the size of the system was a prob-
lem? Vogel said that communication is scalable, but you
need to know complete membership. Local state is on the
order of number of nodes, and this is a problem; i.e., how
do you select a small subgroup an still provide global guar-
antees?

During an extended session-wide discussion, a questioner
asked Hui Zhang what the utilization of circuit switched
networks was. He said roughly 40%. At this point a ques-
tion was raised as to how this is counted, specifically how
is reserved bandwidth that is not used counted. Someone
else commented that packet switched networks have to be
over-provisioned because of highly dynamic traffic patterns.
Tom Anderson blamed TCP for this. Badri Nath asked
Zhang what his view of the world was? Zhang said that
he is only pointing out facts that the IP community has
been ignoring. Brad Karp noted that Cyriel Minkenberg
questioned some assumptions, and argued for eliminating
some features to bring down the cost of routers. He asked if
there are any other assumptions that might be appropriate
to discard, such as in-order delivery. Minkenberg responded
positively to that suggestion. Someone asked Tom Anderson
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about whether following his guidelines would make protocols
more complex. Anderson said that there was a strong case
for simplicity, but some of our notions of simplicity, such
as “circuit switching is complex” are wrong. He also noted
that most vulnerabilities he pointed out could be attributed
to simplifying assumptions.

Session 7: Sensor/Ad Hoc Networks

Larry Peterson chaired the final session on sensor and ad
hoc networks. Sylvia Ratnasamy gave the first talk, and be-
gan by explaining that the context of her work is very large
networks (a million or more nodes), where each node has
local memory, processing, and short-range communication.
The goal is to find a scalable and energy efficient method of
data retrieval. She pointed out that the main difference be-
tween her work and previous work is that her work focuses
on data centric storage (DCS). The idea is to store data in
the sensornet by name, similar to DHTs. Without system-
atically placing specific data on specific nodes, queries can
only be made by flooding the network, with replies returned
by the reverse path. With DCS, however, event information
is shipped unicast to the specific node assigned to store that
event. As a result, queries do not require flooding and can
be made more efficient.

During the question period, someone asked what about
catastrophic failures of a node that contains important event
information? Ratnasamy said one can replicate the data. In
response to a question about other fault tolerant issues, she
said you can store data along the retrieval path.

Deepak Ganesan gave the second talk on a new data han-
dling architecture for resource constrained sensor networks.
The system, called DIMENSIONS, uses wavelet compres-
sion to provide better support for observing, analyzing and
querying distributed sensor data at multiple resolutions, as
well as exploiting spatio-temporal correlations. Typical ex-
amples include micro-climate monitoring. The goal of the
system is to provide for flexible spatio-temporal querying
and mining of sensor data with the ability to drill down on
details, while preserving the capability for long-term data
mining within the constraints of node storage. These goals
can be achieved by exploiting redundancy of the data, the
rarity of interesting features, the scale of sensor networks,
and the low cost of approximate queries.

Ganesan was asked how he deals with bad sensors. He re-
sponded that wavelets are reasonably good for these things,
and that you will lose some information anyway. In response
to a question about what fraction of the sensors can fail,
co-author Deborah Estrin said the work is too recent to
say for sure. When asked about how good wavelets are at
summarizing, Ganesan said they have two useful features:
lossy compression and the fact that they handle general,
rather than specific features. He also said they are good
for many types of data, especially images, sequences, and
time/frequency series.

Jeremy Elson began his talk by questioning if time syn-
chronization really matters. For the Internet, the answer
is “sometimes”. However, for sensornets, time synchroniza-
tion is usually a fundamental requirement because they of-
ten make time-dependent measurements of physical events.
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He next questioned whether the problem has already been
solved by NTP, 802.11 sync, GPS, WWVB, or high-stability
oscillators. He pointed out that the major difference be-
tween the Internet and sensornets is the assumption about
energy. This means that sending and listening for packets,
or operating the CPU is not free. Elson also pointed out that
NTP relies on other infrastructure such as GPS to supply
out-of-band time information, and that GPS doesn’t work
indoors or on Mars. GPS is also expensive and rather big.
In response to this problem, his approach was to develop a
palette of methods, which each application using the most
appropriate method. For example, many times one need
not worry about having a single global time reference. In-
stead, each node just needs to know how its clock is related
to neighboring nodes. As another example, one could use
“post-facto” synchronization: start the system unsynchro-
nized, use an interesting event recorded by all the nodes as
a reference, and later line up the timescales to this event.
The benefit is that it avoids wasting energy performing the
synchronization if it isn’t necessary for the operation of the
experiment.

Craig Partridge asked what the government uses for under-
water time synchronization of their detection networks. El-
son didn’t know. Partridge then asked how one reconciles a
multi-solution approach with the idea that extra solutions
add complexity. Elson responded that sensornets can’t af-
ford the cost of general solutions.

Badri Nath presented the final talk, arguing that source-
addressed routing won’t scale for sensornets because the
headers will get too big. By describing the routing direc-
tion as a mathematical curve and choosing next-hops based
on whatever node is closest to the curve in the desired rout-
ing direction, one can keep the header small. Part of the
reason this can work is that nodes in sensornets often fol-
low some physical topology (e.g., along a river bank) so that
“direction” has a well-defined physical meaning. An addi-
tional benefit to this approach is that because specific nodes
are no longer named, this routing is better able to tolerate
node failures. Nath then presented an example of “spoke
flooding” where packets are sent along rays from a source
node. With only 40% of the communication that standard
approaches us, 80% of the nodes can be reached.

When asked if it is possible to reach a particular node, Nath
responded by saying yes, if it is within one hop of the tra-
jectory. If not, the node is not reached and it is considered
a routing failure.
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During a session-wide discussion, David Wetherall com-
mented that these solutions all seem very application-
specific. Nath said that his initial domain is a sensor net
where the nodes are cars. Elson’s domain is environmen-
tal monitoring. Traditionally this monitoring is very coarse
grained. The scientists he works with are excited at the po-
tential of getting very fine grained data. Craig Partridge
observed that it is common to create lots of point solutions
in a new space, and wondered if something will gel out, or
will there be several solutions? Elson didn’t know, but said
that by their nature, sensornets are very application-specific.
He allowed for the possibility that we can reuse techniques
and generalize. In response to a question about the average
battery life, Ganesan said months (days if operating at full
throttle), and that the goal is one year. Elson pointed out
that one could deploy a heterogeneous set of nodes. Some
with “bigger” batteries, and that you then set up a hierarchy
similar to a memory cache hierarchy.
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OverQoS: Offering Internet QoS Using Overlays

Lakshminarayanan Subramanian®

Abstract

This paper proposes OverQoS, an architecture for providing
Internet QoS using overlay networks. OverQoS empowers
third-party providers to offer enhanced network services to
their customers using the notion of a controlled loss virtual
link (CLVL). The CLVL abstraction bounds the loss-rate
experienced by the overlay traffic; OverQoS uses it to pro-
vide differential rate allocations, statistical bandwidth and
loss assurances, and enables explicit-rate congestion control
algorithms.

1. Introduction

There has been a growing demand for Internet QoS over
the past decade. Several research efforts have addressed the
problem of enhancing the best-effort service model to pro-
vide QoS, resulting in the Intserv and Diffserv architec-
tures [2, 3]. These, and other proposals for Internet QoS,
have two key requirements: first, they require all routers
along a path to implement QoS mechanisms for scheduling
and buffer management, and second, they require the right
incentives for Internet Service Providers (ISPs) to enable
these functions. Unfortunately, these two requirements have
often turned out to be difficult to meet, and despite much
research, the Internet largely continues to provide only the
basic best-effort service model.

Over the past few years, overlay networks have emerged
as an alternative for introducing new functionality that is
either too cumbersome to deploy in the underlying IP in-
frastructure, or that requires information that is hard to
obtain at the IP level. Examples of overlay networks include
application-layer multicast [5, 8], Web content distribution
networks, and resilient overlay networks (RONs) [1]. Moti-
vated in part by the positive results of these approaches for
specific network services, we seek to investigate if an overlay
network can do the same for Internet QoS.

To motivate why an overlay might lead to a promising QoS
architecture, consider the following third-party QoS provider
model. In this model, a provider buys network access from
several traditional ISPs and places nodes in different routing
domains. These nodes form an overlay network, which the
third-party provider uses to offer enhanced network service
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to its customers. Another example would be an organization
that uses overlays to provide enhanced services in its Virtual
Private Network.

Of course, this idea isn’t useful unless the third-party
provider can demonstrate enhanced services. This paper de-
scribes a system called OverQoS that shows that an overlay
network can indeed provide certain forms of QoS. An im-
portant aspect of OverQoS is that it does not mandate any
changes to the data or control planes of the IP routers be-
tween OverQoS nodes, instead placing all the QoS machin-
ery at the OverQoS nodes.

When QoS is provided at the IP layer, an IP router has to-
tal control over its packet buffers and the output link band-
width, and can directly schedule these resources. In contrast,
an OverQoS node controls neither the bandwidth nor the
losses on the underlying IP path. However, if each OverQoS
router handles a flow aggregate, transmitting the aggregate
at some fair rate across the virtual link (the underlying IP
path) connecting two OverQoS routers, then it can allocate
the resources available to the flows within the aggregate by
controlling the rates of each flow on the virtual link.

While this allows flows within an aggregate to achieve
proportional sharing, it does not provide any assurances on
achieved rates or observed loss rates. To address this, we
develop the notion of a controlled loss virtual link (CLVL),
which ensures that as long as the aggregate rate does not
exceed a certain value, the loss rate observed by the ag-
gregate is very small. Exposing the CLVL abstraction to a
flow aggregate traversing a virtual link is a powerful one.
We argue this by showing that it can be combined with tra-
ditional scheduling (e.g., weighted fair queuing) and buffer
management schemes running at the OverQoS nodes to pro-
vide service differentiation. We also show that it can provide
approximate statistical assurances when used in conjunction
with adaptive admission control schemes (e.g., where flows
can periodically renegotiate their transmission rates), and
discuss how a CLVL abstraction enables new explicit-rate
end-to-end congestion control algorithms.

2. OverQoS Architecture

This section describes the OverQoS network architecture
(Figure 1). A wvirtual link is the underlying IP path connect-
ing two overlay nodes. A virtual link is unidirectional and
carries traffic from an entry overlay node to an exit over-
lay node. A bundle is the stream of application data packets
carried across the virtual link; it typically includes packets
from multiple transport-layer flows across different sources
and destinations.

In general, a virtual link is characterized by a capacity b
and a loss rate p. (We don’t focus on delay assurances in
this paper.) The capacity b represents the maximum rate
at which the entry OverQoS node can send traffic over the
virtual link, while the loss rate p represents the probability
that a packet is dropped on the virtual link due to con-
gestion. In practice, we expect b to be either determined
based on some fairness criterion or obtained from a contract
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Figure 1: The OverQoS system architecture.
OverQoS routers in different AS’s communicate
with each other over virtual links using the under-
lying IP paths.

agreement with the administrators (ISPs) of the underly-
ing network. One way of providing fairness is to set b based
on an N-TCP pipe abstraction. This abstraction provides
a bandwidth which is N times the throughput of a single
TCP connection on the virtual link. N may be negotiated
between the OverQoS provider and the ISPs, or be picked
to be the number of flows in the bundle (see Section 3).

Three constraints make the design of the mechanisms at
the OverQoS nodes challenging:

1. OverQoS nodes will usually span different routing do-

mains and AS’s.

2. The OverQoS nodes will usually not be directly con-
nected to the congested links.

3. In general, some (or most) of the traffic traversing the
congested links of the IP path between two overlay
nodes will not be part of the OverQoS bundle.

As a result, OverQoS needs to handle time-varying cross-
traffic and network conditions that it has no control over,
and yet enhance the service quality of the bundle.

OverQoS is based on two fundamental design principles:
a) loss control; b) aggregate resource control. Loss control
enables OverQoS to obtain a minimum service quality irre-
spective of the varying network conditions. By aggregating
flows into a bundle, OverQoS can exercise complete control
in distributing the available resources (bandwidth, loss) for
the bundle amongst the individual flows.

2.1 Controlled-Loss Virtual Link (CLVL)

To enable OverQoS to provide better than best-effort ser-
vices, we propose a new abstraction, controlled-loss virtual
link (CLVL), to characterize the service received by a bun-
dle. Using mechanisms implemented at the entry and exit
nodes, a CLVL provides a bound, ¢, on the loss rate seen by
the bundle over a certain period of time regardless of how
the underlying bandwidth b and loss rate p vary in time.
The idea is that a CLVL isolates the losses experienced by
the bundle from the loss-rate variations in the underlying
IP network path.

One way to control the virtual link loss rate is to add re-
dundancy packets to the bundle. Forward error correction
(FEC) and automatic repeat request (ARQ) are two ways
to do this. While ARQ has a lower bandwidth requirement
than FEC, ARQ may need more time to recover depend-
ing on the RTT between the overlay nodes and the num-
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ber of retransmissions. In Section 4.2, we present a hybrid
FEC/ARQ solution.

The traffic between two overlay nodes consists of the flows
in the bundle and redundancy traffic for loss recovery. If r
represents the amount of redundancy required to achieve
a target loss-rate ¢, the available bandwidth for the flows
in the bundle is ¢ = b(1 — r). This leads to the definition
of the CLVL service model: As long as the arrival rate of
the bundle at the entry node does mot exceed c, the packet
loss rate across the virtual link will not exceed q, with high
probability.

2.2 Aggregate Resource Control

The CLVL abstraction provides the service on a bundle
aggregate, rather than on a per-flow basis. This has two ben-
efits: First, the entry node has control over how the resources
of the aggregate are distributed among the individual flows
in the bundle. Second, applying FEC for loss-control on an
aggregate is more efficient than on a per-flow basis. The
larger the number of packets within any time window, the
lower the FEC overhead [10].

The entry node exerts control on the traffic in the bun-
dle at two levels of granularity: on the bundle as a whole,
and on a per-flow basis within the bundle. At both these
levels, the entry node can control either the sending rate or
the loss rate. The entry node first determines the virtual
link’s underlying parameters, b and p. Next, it determines
the level of redundancy r required to achieve a certain target
loss-rate ¢ and estimates the resulting available bandwidth
c. The entry node then distributes the bundle’s available
bandwidth ¢ among the individual flows. If the net input
traffic is larger than ¢, the extra traffic is dropped at the
entry node and the losses are distributed across the flows in
the bundle according to their service specifications.

In the next section, we provide some of the potential ben-
efits to an end-user for using an OverQoS architecture as
opposed to just using the Internet. Section 4 discusses how
a CLVL can be implemented. Section 5 gives examples of
how the CLVL abstraction can be used to provide enhanced
services.

3. Why Use OverQoS?

In this section, we try to answer the following question:
Can OverQoS provide enhanced service to all OverQoS flows
without negatively affecting the background traffic? If “yes”,
we would have a strong case for using OverQoS.

More precisely, we want to know whether there are
OverQoS solutions that satisfy the following constraints:

1. Any OverQoS user should get a service no worse than
using the best-effort Internet. Otherwise a user won’t
have any incentive to use OverQoS.

2. OverQoS should not penalize the background (best-
effort) traffic. Ideally, we would like a best-effort flow
to receive roughly the same throughput irrespective of
how many other flows (that share the same congested
link) use OverQoS. This way, an ISP won’t have neg-
ative incentives not to support OverQoS traffic.

It is not immediately clear that it is possible to simultane-
ously satisfy both constraints. Consider n flows traversing a
congested link. We consider two scenarios, (a) all n flows are
best-effort, and (b) m flows belong to a CLVL, and the rest of
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n —m flows are best-effort. Assume that all best-effort flows
are TCPs. We call the throughput achieved by a flow in sce-
nario (a) the TCP-equivalent throughput of that flow. Then
constraint (2) can be rewritten as: each background flows
should achieve no less than its TCP-equivalent through-
put no matter how many flows belong to the CLVL. From
here it follows that the aggregate bandwidth of a CLVL, b,
should not exceed the sum of the TCP-equivalent through-
puts of the m flows that belong to the CLVL. However, this
implies that if a CLVL flow achieves more than its TCP-
equivalent throughput, there is at least another CLVL flow
that achieves less than its TCP-equivalent throughput. But
this apparently violates constraint (1) since the user whose
flow achieves less than its TCP-equivalent throughput may
get a better service by switching to the best-effort Internet!
Fortunately, this is not the case. The problem with the
above argument is that we have implicitly equated the ser-
vice received by a user with the throughput of his flows.
However, a user is not always interested in optimizing the
throughput of each of his flows. We illustrate this point with
three examples in which OverQoS provides enhanced ser-
vices to users while still satisfying the above constraints.
Trading throughput for loss-rate: For some users it
is more important to achieve a low loss rate than maxi-
mizing the throughput of their flows. For instance, if the
TCP-equivalent throughput of a flow were 100 Kbps, a user
using a voice-over-IP application would be happy to get only
64 Kbps as long as the loss rate is less than say 0.1%. The
reason for using OverQoS in this case — instead of simply
using per-flow FEC — is that per-aggregate FEC has a lower
overhead in terms of redundant traffic than per-flow FEC.
Spatial bandwidth redistribution: Given a choice,
many users would like to have control on their aggregate
traffic. For instance, a user that has multiple flows may
want to improve the throughput of his “important” flows at
the expense of those less “important”. Consider a user that
has two flows in the same CLVL where the TCP-equivalent
throughput of a flow is 0.5 Mbps. In this case, the user should
be able to redistribute the total of 1 Mbps among its two
flows as he wishes. This functionality can be easily achieved
by using hierarchical link sharing [14]. Note that in today’s
Internet, a user cannot achieve this; unless the congestion is
on the outgoing link, reducing the throughput of one flow
will not result in increased throughput for the other flows.
Temporal bandwidth redistribution: A user may
want to reduce the completion times of short flows if this
won’t impact the completion times of long flows. Such a
service could significantly improve the web browsing expe-
rience since the majority of web transfers consist only of a
few data packets [7]. To illustrate the feasibility of such a
service, consider the example in Figure 2 in which a CLVL
with a bandwidth of 1 Mbps is shared by one long flow that
transfers 200 Kb, and four short flows that transfer 50 Kb
each. The long flow starts the transfer at time 0, while short
flows start their transfers at times 0, 0.1, 0.2, and 0.3 sec re-
spectively. Figure 2(a) shows the case when all flows receive
an equal share of the CLVL’s bandwidth. This accounts for
the case when the entry node runs a simple FIFO scheduler,
and all flows use the same congestion control scheme and
the have the same RTT. As a result, the long flow finishes
its transfer in 0.4 sec, while all short flows complete their
transfer in 0.1 sec. In contrast, Figure 2(b) shows the case
when the entry node runs a per-flow scheduling algorithm
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Figure 2: Improving short flow completion times.
(a) Short and long flows split equally the available
bandwidth. (b) Short flows get 3/4 of the available
bandwidth. The completion time of short flows de-
creases to 0.066 sec; the completion time of the long
flow remains unchanged.

that gives the short flows 3/4 of the available bandwidth. As
a result, each short flow completes the transfer in only 0.066
sec. The important point to note is that this improvement
does not affect the long flow; the long flow still completes its
transfer in 0.4 sec. A scheduling algorithm that can imple-
ment this service without prior knowledge of the flow lengths
is presented in [11].

In summary, OverQoS can indeed provide better services
to its users without unduly affecting the background traffic.

Finally, note that in practice there are cases in which
it makes sense to violate constraint (2). In particular, an
ISP may choose to allocate more bandwidth to a OverQoS
provider at the expense of the background traffic as long
as this is justified by the price structure of the best-effort
and the OverQoS services. For instance, an ISP can offset
the decrease in the throughputs of the background flows by
reducing the price per bit for this traffic, and recoup the dif-
ference by correspondingly pricing the bandwidth used by
the OverQoS provider. In turn, the OverQoS provider can
ask its customers to pay a higher price in exchange for better
service.

4. Implementing CLVLs

This section describes two different ways of building
CLVLs: a pure FEC-based solution and a hybrid solution
which is a combination of FEC and ARQ. Recall that a
CLVL abstraction aims to bound the bundle loss rate to
g < p. Since burstiness of cross-traffic is usually unpre-
dictable, we define ¢ as a statistical bound on the average
loss rate observed over some larger period of time (on the
order of seconds).

A purely ARQ-based solution for building CLVLs is easy
to construct. In a reliable transmission (¢ = 0), a packet
is repeatedly retransmitted until the sender receives an ac-
knowledgment from the receiver. In contrast, to achieve a
non-zero target loss rate, ¢, it is enough to retransmit any
lost packet at most L = log; g times, where p represents
the average loss rate over the interval over which we want
to bound gq.
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4.1 FEC-based CLVL construction

In an FEC-based approach, we divide time into windows,
where a window is a unit of encoding/decoding. We con-
sider an erasure code such as Reed-Solomon, characterized
by (n, k), where k is the number of packets arriving at the
entry node during the window, and (n — k) represents the
number of redundant packets added. Define the redundancy
factor, r = (n — k)/n. The FEC problem reduces to de-
termining a minimum redundancy factor, r, such that the
target loss rate ¢ is achieved.

This problem is challenging because packet losses are un-
predictable, and the algorithm must handle drastic changes
in loss rate and correlated packet losses. Since the value of
q may be one or two orders of magnitude smaller than p,
we may not be able to afford to wait for feedback from the
receiver about bursty losses in a window. Also, the time pe-
riod of a burst may be comparable to the time for obtaining
feedback from the receiver. So, rather than trying to predict
the occurrence and magnitude of the next burst, we follow a
conservative approach: We compute a statistical bound on
the fraction of packets lost in a window due to bursts based
on past history and set the redundancy factor to this bound.
A burst induces unrecoverable losses in a window if the frac-
tion of packets lost outnumber the redundancy factor. We
calculate this bound such that the net losses caused by such
bursts is less than q.

More precisely, let f(p) denote the PDF of the loss rate p,
where each value of p is measured over an encoding/decoding
window. Then, for a given target loss rate g, we need to
compute the smallest r such that:

pf(p)dp < q. (1)

Computing r requires the knowledge of the distribution
f(p). In practice, we estimate f(p) as follows. The OverQoS
exit node for a bundle computes the loss rate p for each
window and sends it back to the entry node. In turn, the
entry node uses these samples to construct a histogram, and
then uses this histogram to estimate f(p). Finally, the entry
node computes r for the next window based on the estimated
f(p).

It turns out that our algorithm requires 2/q loss samples
to accurately estimate r for a given value of ¢. Since we
compute the histogram only using the last 2/¢q samples, we
require the stationary property to hold only over relatively
short time periods (of the order of minutes).

4.2 FEC+ARQ based CLVL construction

While the FEC based solution is relatively easy to imple-
ment, it can incur a high overhead when the loss rate p is
bursty (e.g., when f(p) is heavy-tailed). To reduce this over-
head, we outline a hybrid FEC/ARQ approach that extends
the previous FEC solution.

Due to delay constraints for loss recovery, we restrict the
number of retransmissions to at most one. We divide packets
into windows and add a redundancy factor of r for each
window in the first round. In the second round, if a window is
non-recoverable, the entry node retransmits the lost packets
with a redundancy factor 2.

We need to estimate the parameters, r1 and r2. As in the
previous case, let f(p) model the fraction of packets lost
in a given window. The expected packet loss rate after two
rounds is equal to G(r1) x G(r2) where:
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Figure 3: Overhead (r): FEC+ARQ vs Pure FEC.
In both cases b = 2Mbps and the bottleneck link is
10Mbps with a 9Mbps self similar background traffic.

[
G(r)=  pf(p)dp. (2)
T

The expected overhead, O, is simply 1 + G(r1)(1 + r2).
This yields the following optimization problem: Given a tar-
get loss rate ¢, determine the redundancy factors r; and rs
that minimize the expected overhead, O = r1 +G(r1) x (1+
r2), subject to the target loss constraint: G(r1) X G(r2) < q.

Fortunately, for many loss distributions that occur in
practice, the optimal solution for this problem is when
r1 = 0. This solution implies that it is better not to use
FEC in the first round, and use FEC only to protect re-
transmitted packets.

Figure 3 compares the overhead characteristics for
FEC+ARQ with pure-FEC and pure-ARQ based ap-
proaches. We make two observations. First, the overhead
of the FEC+ARQ algorithm is much smaller than that
of the pure-FEC algorithm. This is because, FEC+ARQ
applies FEC only to the retransmitted packets, and the
number of retransmitted packets is much smaller than the
total number of packets. Second, when ¢ > pgvg, the
FEC+ARQ algorithm reduces to the pure-ARQ algorithm,
where 71 = ro = 0. This is because in this case each lost
packet is retransmitted only once; this is enough to achieve
a target loss-rate < pivg.

While FEC+ARQ is more efficient than pure-FEC,
FEC+ARQ may require more time to recover. With the
pure-FEC algorithm, the worst-case recovery time is W,
where W is the length in time of the encoding/decoding
window. In contrast, with the FEC+ARQ algorithm it may
take RTT'+ W1+ Ws time to recover from losses, where RT'T
is the round-trip time between the entry and the exit node,
and Wi and Wa are the sizes of the windows correspond-
ing to rounds 1 and 2. For the simulation results shown in
Figure 3, the values of RTT, W and W; are set to 100ms
each. The value of W2 depends on the number of retransmit-
ted packets in a window which in turn is dependent on the
loss-rate experienced by the window (worst-case: Wa = W,
average-case: Wa = pavg X W1).

5. Examples of Using CLVLs

In this section, we discuss three concrete examples of
how CLVLs can be used by OverQoS to provide different
types of services for end-to-end flows. The three examples
we consider are: per-flow bandwidth differentiation, statisti-
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Differentiating Flows in a bundle
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Figure 4: Differential rate allocation for three classes
within a bundle in the ratio 1:2: 3.

cal bandwidth guarantees, and explicit-rate end-to-end con-
gestion control algorithms. All these examples represent dif-
ferent ways in which the entry node distributes the CLVL
available bandwidth, ¢, among the competing flows.

5.1 Differential Rate Allocation

A simple way of distributing ¢ among the flows is to al-
locate the bandwidth in a proportionally fair manner. We
can implement a Diffserv-like service by separating OverQoS
flows into different classes and proportionally distributing ¢
among the different classes. Figure 4 demonstrates this ser-
vice for three different classes of traffic across a single CLVL.
In this simulation, the bundle bandwidth is allocated in the
ratio 1 : 2 : 3 using a DRR scheduling discipline [12]. Here,
we assume a 10 Mbps link, and a 6 Mbps self similar back-
ground traffic. This ratio is strictly preserved even in the
presence of a varying bundle bandwidth b (as estimated by
N times the rate of a single TCP flow). While this exam-
ple illustrates the differentiation across a pair of OverQoS
nodes, we can easily extend the same model across the entire
path in the overlay network.

5.2 Statistical Rate and Loss Assurances

OverQoS can provide statistical rate and loss assurances
that may be useful for streaming media delivery.

If the net arrival rate at the entry node is less than c,
then the entry node doesn’t have to drop any packets. Since
c itself varies in time, it may not always be possible to avoid
losses at the entry node. If the values taken by ¢ can be mod-
eled by a distribution, we can estimate a value c¢mnin, such
that P(c < ¢min) is small. ¢min is a stable value as long
as the underlying distribution of ¢ is stationary. If ¢nin is
non-zero, the entry node can admit flows with pre-specified
bandwidth requirements such that the net bandwidth re-
quirement is less than c¢pin. Since the net arrival rate of
these flows is less than ¢ with high probability, the CLVL
abstraction can provide these flows with both statistical loss
and bandwidth guarantees. We refer to these flows as QoS
flows. Of course, we need an admission control module at the
entry overlay node to allocate the bandwidth ¢y amongst
the QoS flows. Also, these flows can be admitted only over
the period for which ¢min is stable and fixed (typically of
the order of minutes), and flows may renegotiate admission.
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Figure 5: Providing statistical bandwidth guarantees
to QoS flows and protection to available-bandwidth
ones.

The remaining part of the available bandwidth can be dis-
tributed amongst the other available-bandwidth flows in the
bundle.

We illustrate the CLVL’s capability to provide this service
model using a simple simulation. Consider a virtual link be-
tween two overlay nodes running a CLVL bundle for a target
loss rate of ¢ = 0.1% on top of an N-TCP pipe with N = 10.
The virtual link traverses a bottleneck link of 10 Mbps and
the cross-traffic comprises 50 long-lived TCP flows. By ob-
serving samples of ¢, the entry node determines ¢pin = 0.5
Mbps since P(c < 0.5Mbps) is negligible. The entry node of
the bundle implements the DRR scheduling discipline. The
bundle consists of three flows: (1) a QoS flow requiring a
bandwidth guarantee of 0.5 Mbps, (2) a 3 Mbps CBR flow,
and a (3) TCP flow. Flows 2 and 3 are available-bandwidth
flows.

Figure 5 plots the average bandwidth achieved by the
three flows as a function of time. Flow 1 receives its guar-
anteed bandwidth with a loss-rate of only 0.02%. This is
two orders of magnitude lower than the network loss rate
of 2.44%. The TCP flow is protected against the aggressive
3 Mbps CBR (both flows have the same weight). Further-
more, the TCP flow in the bundle receives more bandwidth
than a regular TCP since it experiences a lower end-to-end
loss rate. Finally, when the TCP flow experiences a timeout,
flow 2 takes advantage of this and uses the excess bandwidth.
None of this requires any QoS machinery in the IP routers
on the virtual link; all the required functionality is imple-
mented exclusively at the overlay nodes.

5.3 Explicit-rate Congestion Control

An end-to-end path obtained by “stitching together” a se-
quence of CLVLs enables new end-to-end congestion control
algorithms without IP router support. For simplicity, con-
sider the case when all end-to-end flows traverse exactly one
CLVL. Since the entry node knows ¢ at any point in time,
it can decide how to allocate ¢ amongst the currently active
flows in the bundle, ensuring that each ¢; allocated to flow
7 satisfies th traints that ¢ < a; (the arrival rate of
flow ¢) and ,¢; = c. Then, by providing this information
to each flow as feedback analogous to XCP [9], cooperating
end-hosts can send at rate ¢;, a rate that will not cause more
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than a small number of observable losses. One can extend
this to flows that traverse multiple CLVL’s by setting the
sender’s flow transmission rate to the minimum of the ¢’s
returned along the reverse path.

6. Discussion

We now discuss a few important aspects of the OverQoS
design: The benefits of overlays, the power of controlled-loss
and scalability issues.

Why overlays? Overlays are easy to deploy compared
to changes to the IP infrastructure. More importantly, they
empower third-party entities other than traditional ISPs to
offer enhanced communication services to clients. Similarly,
OverQoS enables enterprises to build their own VPNs to
provide communication services superior to the ones offered
by traditional ISPs.

The key to provide better services in OverQoS is the CLVL
abstraction. CLVL allows applications to provide per-flow
bandwidth differentiation, statistical rate assurance, and im-
plement new congestion control algorithms without any QoS
support in routers. There are two properties of CLVL that
make it possible to implement these services in an overlay
network: the ability to control the loss rate, and traffic ag-
gregation.

Controlled-loss: CLVLs achieve a predefined target loss
rate, potentially at the expense of a reduction in the bun-
dle’s throughput. This is different from other similar QoS
mechanisms (e.g., Diffserv’s Assured Forwarding class) that
provide a fixed-bandwidth abstraction but without any
loss guarantees. There are two advantages of providing a
controlled-loss abstraction.

First, a controlled-loss abstraction gives more flexibility
to the entry router in allocating a bundle’s resources among
flows in a situation where no form of admission control is
present. If the available bandwidth decreases, the entry node
can choose to protect “important” flows by dropping the
packets of the “less-important” ones. Second, since the loss
seen by a bundle is in general much lower than the loss in
the underlying network, we can more readily deploy new
explicit-rate congestion control algorithms for flows within
the bundle.

Scalability: Scalability is an important concern in
OverQoS: we look at the amount of state, the FEC over-
head, and the number of OverQoS bundles below.

Traditional solutions to provide fine-granularity services
require to perform per-flow buffer management, scheduling,
and eventually admission control. For very large bundles
maintaining and managing the state for each flow in the
bundle may not be feasible. To get around this problem we
can use scalable techniques that were proposed at the IP
layer to enhance Internet’s QoS, such as end-host based ad-
mission control [4], or dynamic packet state (DPS) [13].

There are two components of the FEC overhead: com-
munication and processing. The communication overhead
scales well with the bundle’s rate. In fact, the percentage
of redundant traffic decreases as the rate of the bundle in-
creases. This is because the number of packets sent during
the same time window increases with the rate of the bun-
dle. Our current untuned implementation can process 200
Mbps of FEC traffic on a 866 MHz Pentium III. Further-
more, in-order arrival of packets is well-suited to an imple-
mentation using pipelined, high-bandwidth FEC ASICs for
Reed-Solomon codes. Such ASICs are commercially avail-
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able [6].

In practice, we expect multiple OverQoS networks to co-
exist, an important question concerns the effect of multiple
CLVLs sharing the same congested link. This question re-
mains open, but our preliminary simulation results indicate
that the N-TCP abstraction allows any number of CLVLs to
seamlessly coexist and share the bandwidth of a congested
link. In addition, our simulation results indicate that a bun-
dle using N-TCP abstraction is also fair to the background
TCP traffic.
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ABSTRACT

Questioning whether layering is still an adequate founda-
tion for networking architectures, this paper investigates
non-layered approaches to the design and implementation
of network protocols. The goals are greater flexibility and
control with fewer feature interaction problems. The pa-
per further proposes a specific non-layered paradigm called
role-based architecture.

Categories and Subject Descriptors

C.2.2 [Computer-Communication Networks]: Network
Protocols—Protocol Architecture

Keywords

Non-layered architecture, role-based, modularity, metadata,
signaling, processing rules

1. INTRODUCTION

Traditional packet-based network architecture assumes that
communication functions are organized into nested levels of
abstraction called protocol layers [7], and that the metadata
that controls packet delivery is organized into protocol head-
ers, one for each protocol layer [4].

Protocol layering has served well as an organizing prin-
ciple, but it worked better for the more strict end-to-end
model of the original Internet architecture than it does to-
day. We see constant pressure for “layer violations” (which
are often assumption violations), and unexpected feature
interactions emerge. In part this is due to the rapid pro-
liferation of “middle boxes” (firewalls, NAT boxes, proxies,
explicit and implicit caches, etc.), but other multi-way in-
teractions such as QoS, multicast, overlay routing, and tun-
neling are also guilty.

The complex interactions that result are difficult to de-
scribe using strict layering, and the implicit “last on, first
off” assumption of layering often makes a new service fit
poorly into the existing layer structure. The result is an
inability to reason about feature interaction in the network.
A reluctance to change working implementations and long-
standing inter-layer interfaces often lead designers to insert
new functionality between existing layers rather than mod-
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ify existing layers."” In addition, it is very hard to evolve
network protocols, especially at the network level. Partly
this is for performance reasons?, but partly it is because
layering tends to lead to a relatively coarse granularity of
protocol functionality.

The limits of layering are clear from even simple examples.
There is currently no way for a TCP SYN packet to port 80
(HTTP) to signal that it does not want to be redirected to
an application-layer web cache. Also, network congestion is
signaled by a router (network layer), but rate-control occurs
at the flow level (transport layer), so signaling between the
flow and the network is difficult. In both cases, layering is
an important part of the problem.

These considerations suggest that layering may not be a
sufficiently flexible abstraction for network software modu-
larity. This inflexibility might be considered desirable, as it
forces compliance with existing standards, but in practice
it often results in short-sighted solutions that may violate
assumptions made by other protocols.

If protocol layering is inadequate as an abstraction, we
need an alternative organizational principle for protocol func-
tionality. Our task is to allow more flexible relationships
among communication abstractions, with the aim of provid-
ing greater clarity, generality, and extensibility than the tra-
ditional approach allows. This paper proposes a non-stack
approach to network architecture that we call role-based ar-
chitecture or RBA.

1.1 Role-based Architecture

Instead of using protocol layers, an RBA organizes com-
munication using functional units called roles. Since roles
are not generally organized hierarchically, they may be more
richly interconnected than are traditional protocol layers.
The inputs and outputs of a role are application data pay-
loads and controlling metadata that is addressed to specific
roles.

With a non-layered approach, layer violations should be
replaced by explicit and architected role interactions. Of
course, “role violations” will still be possible, but the gener-
ality of the mechanism should typically make them unnec-
essary, and suitable access controls over metadata can make
them difficult.

!For example, MultiProtocol Label Switching was inserted
at “layer 2.5”, IPsec at “layer 3.5”, and Transport-Layer
gSecurity at “layer 4.5”.

2For example, IPv4 options are rarely used.
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The intent is that roles will be building blocks that are
well-defined and perhaps well-known. To enable interoper-
ability, a real network using RBA would need a relatively
few (tens to hundreds) of well-known roles defined and stan-
dardized.> However, the number of special-purpose, experi-
mental, or locally defined roles is likely to be much greater.

An important attribute of role-based architecture is that
it can provide explicit signaling of functionality. The lack of
architected signaling is one of the main reasons why middle-
boxes do not fit into the current layered architecture. For
example, there is no defined way to signal to an end-system
that a packet really did traverse the firewall protecting the
site, or to signal that an end-system does not want its re-
quest redirected to a web cache. RBA is designed to perform
such signaling in a robust and extensible manner.

Role-based architecture allows all the components com-
prising a network to be explicitly identified, addressed, and
communicated with. RBA could allow allow re-modularization
of current “large” protocols such as IP, TCP, and HTTP
into somewhat smaller units that are addressed to specific
tasks. Examples of such tasks might be “packet forwarding”,
“fragmentation”, “flow rate control”, “byte-stream packeti-
zation”, “request web page”, or “suppress caching”. Each
of these comprise separable functionality that could be per-
formed by a specific role in a role-based architecture.

The purpose of this paper is to examine the general prop-
erties of any role-based architecture rather than to describe
in detail any particular instance of an RBA. It is intended
to suggest a fruitful research direction, which holds some
promise for improving the clarity and generality of network
protocol design. Since moving to a non-layered architecture
requires a distinct shift in thinking, the next section exam-
ines the implications of removing layering constraints. Sec-
tion 2 then outlines what role-based architecture might ac-
tually look like in principle and gives some simple examples
of the use of RBA. Section 3 describes a range of approaches
to applying the RBA ideas in the real world of networking
and discusses implementation issues.

1.2 Non-Layered Architecture Implications

The concept of a non-layered protocol architecture has
immediate implications. Layering provides modularity, a
structure and ordering for the processing of metadata, and
encapsulation. Modularity, with its opportunity for infor-
mation hiding and independence, is an indispensable tool
for system design. Any alternative proposal must provide
modularity, but also adequately address the other aspects
of layering:

Metadata Structure: Without layering, the structure of
metadata carried in a packet header no longer logically forms
a “stack”, it forms a logical “heap” of protocol headers.
That is, the packet header is replaced by a container that
can hold variable-sized blocks of metadata, and these blocks
may be inserted, accessed, modified, and removed in any or-
der by the modular protocol units.

Processing Rules: A non-layered architecture requires

new rules to control processing order and to control access

to metadata, to replace the rules implicit in layering.
Consider ordering first. In the simplest case when roles

3Note that role-based architecture will not remove the need
for standardization.
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are completely independent, a non-layered architecture spec-
ifies no processing order; protocol modules may operate in
any order, or even simultaneously, on various subsets of the
metadata. More commonly, however, an appropriate partial
ordering is required among specific roles.

Other rules must specify how access to metadata is to be
controlled. By controlling the association between program
and (meta)data, the architecture can explicitly control in-
teractions among the different protocol modules, enhancing
security as well as extensibility.

Encapsulation: In a layered architecture, each layer is
encapsulated in the layer below. In non-layered architec-
tures, a different organizational principle is needed for the
data and metadata in a packet. Encapsulation does not dis-
appear, but its role is much reduced. Encapsulation is no
longer the main enforcer of processing order. It is reserved
for cases where the functionality is that of a container or
adaptor, such as the encapsulation of a reliable byte stream
within a flow of packets. Even in such cases, metadata about
the data being encapsulated need not be itself encapsulated,
as it would be in a layered architecture.

1.3 Prior Work

There have been very many papers about different ways
to generalize protocol design and processing, to ease the
limitations of strictly-layered stacks of complex protocols
and of monolithic implementations.*

Early work [3, 9] emphasized the modular construction
of protocol processing stacks for flexibility and extensibil-
ity. Many later papers have discussed the decomposition of
complex protocols into micro-protocols, either for reusabil-
ity, customization, and ease of programming [1, 5, 8, 6], or to
improve protocol processing performance using parallelism
[2, 10]. Here micro-protocols roughly correspond to our roles
(as abstractions) or to our actors (as a protocol processing
modules); see [1] for example.

Some of these papers suggest generalizations from strict
layering, but their primary emphasis is on protocol imple-
mentations rather than on the protocols themselves. This
paper focuses on the protocols themselves (the distributed
algorithms and the “bits on the wire”) and on what it means
to completely give up layering. Our work has also been
aimed at the new architectural issues raised by middleboxes.
RBA is a general proposal for achieving modularity through
a non-layered protocol paradigm, non-layered in both pro-
tocol headers and processing modules.

However, in order to realize an RBA it will be necessary
to specify ways to define and structure roles and to design
machinery for instantiating and executing roles. Here the
prior research will become highly relevant and may provide
important answers. We therefore believe that this paper is
complementary to much of the earlier work on generalized
protocol processing.

2. THE IDEALIZED RBA

In light of the discussion above, we propose role-based ar-
chitecture (RBA) as a particular non-layered architecture in
which the modular protocol unit is called a role. A role is
a functional description of a communication building block

“This paper can list only some of the papers that are par-
ticularly relevant to RBA.
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that performs some specific function relevant to forward-
ing or processing packets. Roles are abstract entities, and it
should be possible to reason about them somewhat formally.

Roles are instantiated in nodes by code called actors. For
many purposes, the distinction between a role and its actors
will not matter, so we can often simply speak of roles as hav-
ing particular properties. A role may logically span multiple
nodes, so it may be distributed in an abstract sense, while
each actor executes in a particular node.

The metadata in a packet, called role data, is divided into
chunks called role-specific headers (RSHs). This is illus-
trated in Figure 1, which shows a node containing three
roles that read and perhaps write specific RSHs in a packet
header.

Roles are the principal form of addressing in a role-based
architecture, in that RSHs are addressed to roles. Whether
the RSH also specifies which actor should instantiate the
role is optional. Typically a role will name some modular
functionality or mechanism. As network functionality is of-
ten distributed with the actors forming a closely coupled
system, sometimes a role will name a distributed mecha-
nism, and sometimes it will name the components of such
a mechanism. Only deployment experience can determine
what the exact functional breakdown into roles should be.

An end system does not necessarily know that a packet
it sends will encounter a node that cares about a particular
role. For example, there may be no web-cache-redirector
role on a particular path, but if there is, including a signaling
RSH addressed to this role will ensure that the cache receives
the metadata. Any node along the path can add an RSH
to a passing packet. For example, suppose that a firewall
has some lightweight way of signing that a packet has been
examined and found to conform to the site’s security policy;
it can include this signature in an RSH attached to the data
packet and addressed to the host firewall role.

2.1 RBA Objectives

RBA is designed to achieve the following objectives.

Extensibility: RBA is inherently extensible, both me-
chanically and conceptually. Mechanically, RBA uses
a (type, length, value) mechanism to encode all role
data. Conceptually, the flexible modularity of RBA
should enhance extensibility of networked systems.

Portability: The role abstraction is designed to be inde-
pendent of the particular choice of nodes in which a
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role will be performed. This portability of roles enables
flexible network engineering, since functions can be
grouped into boxes as most appropriate. Role porta-
bility may, but won’t generally, imply role mobility,
where a role can migrate between nodes.

Explicit Architectural Basis for Middle Boxes: RBA
is intended to allow endpoints to communicate explic-
itly with middle boxes and middle boxes to communi-
cate with each other.

Controlled Access to Metadata: RBA includes a gen-
eral scheme for controlling access to metadata, allow-
ing control over which nodes can read and modify spe-
cific subsets of the metadata as well as the application
data. This access control implies control of the services
that can be requested and control of the operations
that can be performed on a packet.

Auditability: An endpoint may wish to audit received
data packets to ascertain that they were subjected to
requested processing, for example through a validator
or an encrypted firewall. Auditability is not generally
feasible with the current layered architecture because
the relevant metadata will have been processed and
removed before the data reaches the receiver. RBA
role data can be used to indicate that the requested
service was provided.

2.2 General Properties of Roles

A role has well-defined inputs and outputs in the form of
RSHs whose syntax and semantics can be tightly specified.
It may also have specified APIs to other software compo-
nents in the local node.

A role is identified by a unique name called a RoleID.
A RolelID reflects the functionality provided. A full RoleID
may have a multicomponent structure like a file name; the
hierarchy would reflect the derivation of a specific role from
a more generic one (Section 2.4). For efficient transport and
matching, a corresponding short-form fixed-length integer
RoleID will normally be used.

The RoleID only addresses meta-data to the provider of
a type of functionality; it does not indicate which node will
perform that functionality. RSHs in packets can also be ad-
dressed to the specific actor that instantiates a role’. RBA
requires that node interfaces have unique addresses called
NodelDs, which would correspond to “network addresses”
in the traditional layered architecture. Symbolically, we de-
note a role address in the form RoleID@NodelD, or RolelD@x*
if the NodelD is to be left unspecified.

To perform their tasks, role actors may contain internal
role state. Establishing, modifying, and deleting role state
generally requires signaling, which is done through the ex-
change of RSHs.

Some roles operate in a pair of nodes to enforce some
condition in the intervening data path; simple examples are
the pairs: (Fragment, Reassemble), (Compress, Expand) or
(Encrypt, Decrypt). We call these reflective roles. It is
possible to consider a reflective role to be either a pair of
distinct sub-roles or to be a single distributed role.

Other special role categories may emerge as the role-based
model is developed further. These sort of categories are

SWe speak of the address of a role, meaning the address of
one of its actors.
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useful in bounding the flexibility that RBA provides, so that
we can reason about the interaction between roles.

There are families of related roles that differ in detail but
perform the same generic function. This generic function
may be abstractly represented by a generic role. Specific
roles may be derived from the generic role through one or
more stages of specification (see Section 2.4). For example,
corresponding to the generic role ReliableDataDelivery there
might be specific roles for reliable ordered byte streams and
for reliable datagrams.

2.3 Role Data

Under the idealized RBA model, all data in a packet, in-
cluding the payload, is role data that is divided into RSHs.
The set of RSHs in a particular header may vary widely de-
pending on the services requested by the client and can vary
dynamically as a packet transits the network. The relation-
ship between roles and RSHs is generally many-to-many —
a particular RSH may be addressed to multiple roles, and a
single role may receive and send multiple RSHs.

Just as roles modularize the communication algorithms
and state in nodes, so RSHs modularize the metadata car-
ried in packets. RSHs divide the metadata along role bound-
aries, so an RSH forms a natural unit for ordering and access
control on the metadata; it can be encrypted or authenti-
cated as a unit.

The granularity of RSHs is a significant design parameter,
since role data cannot be shared among roles at a smaller
granularity than complete RSHs. At the finest granularity,
each header field could be a distinct RSH; this would avoid
any replication of data elements required by multiple roles.
However, overhead in both packet space and processing re-
quirements increases with the number of RSHs in a packet,
so such fine-granularity RSHs are not generally feasible. As
in all modularity issues, the optimal division into RSHs will
be an engineering trade-off.

A role might modify its activity depending upon the par-
ticular set of RSHs in the packet. Furthermore, the presence
of a particular RSH may constitute the request for a service
from subsequent nodes. Thus, the RSHs provide a form of
signaling that may piggy-back on any packet.

The format of an RSH is role-specific. It might have the
fixed-field format of a conventional protocol header or it
might have a (type, length, value) format, for example. An
RSH contains a list of role addresses to which this RSH is
directed and a body containing role data items. We denote
this symbolically as:

RSH( <RoleAddressList> ; <RSHBody> )

For example, RSH(Expand@N3, Decrypt@*; ...) represents
an RSH addressed to the role named Ezpand at node N3
and to the role named Decrypt at any node.

RBA provides a model for packet header processing, not a
mechanism for routing packets. Rather, RBA incorporates
whatever forwarding mechanism is in use through a generic
Forward role, which may depend upon global or local state
in each node. A mechanism to create that state, e.g., a
distributed SPF routing calculation, is simply another ap-
plication from the viewpoint of RBA. Once the forwarding
rules determine the actual route taken by a packet, the RBA
sequence and scheduling rules come into play to determine
the sequence of operations.

2.4 Technical Issues
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Further definition of RBA requires specific solutions to a
number of technical problems.

e Role Matching

Rules must be specified for matching role addresses in
RSHs with actors, taking into account the access con-
trol rules. An actor may have access to an RSH either
because the RSH was explicitly addressed to that actor
or because the actor was promiscuously “listening” for
particular RSHs (again subject to access control rules.)
An actor may read or write (add, modify or delete) an
RSH (see the arrows in Figure 1).

e Actor Execution Scheduling

Once the matching actors are selected, the node must
determine in what order they should be executed. This
scheduling problem must consider ordering requirements
imposed by roles; these requirements are called se-
quencing rules. For example, such rules might prevent
undesirable sequences like Encrypt, Compress (com-
pression is not useful after encryption) or Ezpand, Com-
press (wrong order), or Compress, Encrypt, Erpand,
Decrypt (reflective pairs are improperly nested). These
rules must consider dynamic precedence information
carried in packets as well as static precedence associ-
ated with the actors in the nodes.

e RSH Access Control

By controlling access to RSHs, RBA allows nodes, in-
cluding end systems, to control what network services
can be applied to specific packets. RBA provides two
levels of access control, de jure and absolute. De jure
access control is provided by bits in each RSH that
grant specific roles read and/or write permission for
the RSH. Write access would provide the ability to
modify or delete the RSH from the packet.

De jure access control is sufficient as long as nodes
follow the RBA rules. Otherwise, nodes can absolutely
control access to RSHs by encrypting these RSHs; of
course, this greater certainty has greater cost.

e Role Definition

To fully define a specific role, it is necessary to define
its internal state, its algorithms, and the RSHs to be
sent and received. In addition, some roles have non-
network interfaces that must be defined.

It remains to be seen whether RBA is amenable to the
use of formal protocol specification techniques. One
possible direction is to exploit the analogy between
object-oriented programming and the derivation of spe-
cific roles from generic roles. If roles correspond to
classes, then actors are instantiations of these classes,
and RBA communication can be modeled by actors
communicating via message passing.

e Role Composition

Two roles R, and R, that communicate directly with
each other using RSHs (which may originate and ter-
minate in the two roles, or may be passing through
one or both) should be composable into a larger role
R.. This binds R, and R} into the same node, and
allows inter-role communication to be replaced by in-
ternal communication, e.g., shared data.

Volume 33, Number 1: January 2003



Conversely, a complex role may be decomposed into
component roles, replacing shared data by explicit role
data communication using RSHs.

2.5 RBA Examples

2.5.1 Simple Datagram Delivery

As a simple RBA example, the RBA equivalent to a simple
IP datagram might be a packet containing the four RSHs:

{ RSH
RSH
RSH
RSH

LinkLayer@ NextHopAddr;),
HbHForward@:x; destNodelD),
HbHSource®x; sourceNodelD),
DestApp@destNodelD; AppID, payload) }

—_—a=

Here the LinkLayer role presents the link layer protocol,
and its RSH is addressed to the next hop node. The DestApp
role is the generic destination application role that delivers
the payload in the role data to the application-level protocol
specified by AppID. The HbHForward role represents a hop-
by-hop forwarding function, invoked in every node along the
path, with the destination address as its role data. It is one
specific rule derived from the generic Forward role, which
is the fundamental action of a router and of most middle
boxes. It uses role data to determine one or more outgo-
ing interfaces or next hops. HBHSource indicates the node
ID that can be used to return a response by hop-by-hop
forwarding.

2.5.2 Network Address Translators

Regardless of their architectural merit, network address
translators (NATs) make a good RBA example since they
do not fit well into a layered architecture. A NAT is essen-
tially a packet relay that separates two different addressing
realms. Complication is added by application-level proto-
cols that are unaware of the NAT’s existence but need to
communicate addresses or ports end-to-end.

There are essentially two types of NAT. Pure NATSs per-
form a dynamic but one-to-one mapping between a small
pool of external addresses and a larger number of internal
addresses. NAPTs perform a one-to-many mapping between
a single external address and many internal addresses, by
overloading of TCP or UDP port fields.

Pure NATS are simple to accommodate using RBA. The
NAT simply inserts a RSH addressed to the role called nat-
recetver giving the original address, and all software on any
downstream nodes can listen to the nat-receiver role, see
that the translation has occurred and act accordingly.

The RBA equivalent of a NAPT is a little more complex.
A NAPT can behave exactly like a pure-NAT in its insertion
of the nat-receiver RSH, but it also needs some way to de-
multiplex incoming packets to the correct internal address.
One way to do this might use a general-purpose echo role.
On outgoing packets, the NAPT inserts an RSH addressed
to the echo role, giving a token that is unique to the inter-
nal address. All RBA systems should be aware of the echo
role. If any RBA node generates a response to a packet con-
taining a RSH addressed to the echo role, it should echo the
token by including an RSH in the response packet addressed
to the echo-sender role. This token mechanism is not NAT-
specific, and it can form a useful building block for many
new mechanisms.

This NAT example raises an interesting issue with regard
to role naming. If, in the traditional manner, we named the
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RSHs rather than the roles we would have called the RSHs
token and token-echo. The RBA philosophy is that it is
the role played by the recipient that is named, and not the
RSH. The distinction is an important and subtle one, as it
significantly affects how future extensions may be deployed.

3. REALIZATION OF RBA

The role-based architecture approach described in earlier
sections may be applied to network protocol design in a va-
riety of ways. Further research will be required to determine
which of these directions will be most fruitful.

In the extreme, one could build an architecture that is en-
tirely role-based, i.e., all protocol functions from the present
link layer to the present application layer as well as all mid-
dlebox functions would be replaced by roles or sets of roles.
This would yield a completely layer-free, remodularized ar-
chitecture.

There are two possible directions for less extreme ways
to use the RBA approach. First, one can apply RBA only
above a particular layer of the stack, retaining layering be-
low that point. These partial stack implementations of RBA
trade off generality and flexibility for efficiency and real-
ity. For example, we may consider link-layer protocols to
be immutable, since they are designed by industry groups
to match particular technological constraints. A practical
RBA subset might therefore retain the link layer as a distinct
layer “below” RBA. Furthermore, retaining the IP layer as
the highly-optimized common end-to-end packet transport
service could significantly help to solve the efficiency issues
with RBA; RBA processing would be needed only in end
systems and middleboxes. A less strong argument could be
made to retain the transport layer and apply RBA only as
an application-layer architecture (note that this could still
help immensely with the middlebox problem.)

The other possible direction is to use RBA to provide an
unlayered network control (signaling) mechanism for essen-
tially the current general modularity. From this viewpoint
the network functionality would be divided into major pro-
tocol entities that might (or might not) assume particular
roles. This viewpoint emphasizes the addressability of a
role; RSHs would generally be created by protocol entities
but addressed to, and received by, roles assumed by other
entities.

Finally, the idealized RBA may be useful simply as an
abstraction for reasoning about protocols, their functions
and interactions.

A critical design decision when instantiating a role-based
architecture is designing the packet format. There is a clear
tradeoff between making the RSH header format quite pow-
erful and general, versus wasting too many bytes on role
addressing relative to the size of the information carried in
each RSH. In the earliest sketch of RBA, we imagined a
small number of well-defined roles and a field as small as
6 bits to address each RSH. Later we realized that RBA
would be much more powerful if we could address RSHs
more generally, and so the addressing information grew to
include NodelDs and larger RoleIDs. This has a direct ef-
fect - it is probably not cost-effective to split very simple
low-level functionality into separate roles. The advantage is
that at higher levels we have a more powerful mechanism
for expressing complex interactions.

Furthermore, forwarding performance is an important real-
world issue. In a very large network like the Internet, there
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Figure 2: Possible RBA Packet Layout

are strong reasons to keep the basic packet forwarding ma-
chinery as simple and efficient as possible. A practical RBA
would therefore retain the IP layer of the Internet, with its

high-speed forwarding machinery and efficient packet header.

RBA would then be applied above the Internet layer, i.e.,
it would replace only the transport and application layers.
As a result, RBA would be implemented only in end sys-
tems and middle boxes, where performance requirements are
much less severe than within the core network.

These assumptions could be incorporated into RBA by
declaring that the generic Forwarding role and the reflective
pair (Fragment, Reassemble) are “built in”. These simplifi-
cations should not interfere with a major rationale for RBA,
providing a consistent architectural basis for middle boxes,
but they should make a RBA approach a realistic proposi-
tion for real networks.

3.1 Packet Structure

Figure 2 suggests a possible packet format for a practi-
cal RBA. This figure shows an encapsulating IP header, as-
suming that RBA is going to be applied only above the IP
layer; this assumption is not necessary. If the network layer
were brought under RBA, the IP header would be replaced
by the actual Forward.HbH RSH, placed at a fixed loca-
tion at the beginning of the packet to allow very efficient
hardware-based forwarding through the network core.

The role address lists (see Section 2.3) of all RSHs in the
packet are gathered together into a inder vector of fixed-
length entries. This should allow efficient processing of pack-
ets under RBA. Each entry includes a pointer (byte offset)
to the corresponding RSH body in the heap area.

The RoleID is a globally-unique 32-bit short name for a
role to which the RSH specified by this index element is
addressed. As suggested earlier, it can be generated as a
hash of the long name. This is shown as a 32-bit IPv4 ad-
dress of the node to which this index element is addressed
(RoleID@NodelD), or zero to indicate a wildcard (RolelD@x)

As a packet traverses the network, RSHs may be added
and deleted from its header. There are many engineering
strategies that can help to keep this reasonably simple and
efficient. There is no specified maximum size for the RSH
space — the index vector or the heap area — but generally a
source will have a good guess on how much space to reserve
between IP header and payload for RSHs. The boundary
between index vector and heap can be flexible, and these two
segments can grow towards each other. A series of deletions
and additions of RSHs could force garbage collection of the
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heap or movement of the payload to expand the heap size
in an intermediate node. This is relatively complex and
expensive, but it should seldom be necessary. In case a
node is unable to add a new RSH to a packet, it can send
a “RSH Overflow” RBA control message back to the sender
node, requesting a larger RSH space in succeeding packets.

4. CONCLUSIONS

This document has proposed role-based architecture to
simplify the design and deployment of communication proto-
cols in today’s world, where the complex interactions among
networking elements often do not follow a strict layering
model. RBA provides a uniform way to structure proto-
cols and protocol processing without the confines of strict
layering.

The generality of RBA does not come without cost, of
course. The layered-network model has been a very pow-
erful tool for conceptualizing and designing protocols. We
need to satisfy ourselves that roles will provide a tool that
is at least as good as, if not better than, layers for develop-
ing protocols. Furthermore, RBA requires a more general
data structuring in packet headers, which has a cost in im-
plementation, packet size, and execution performance. We
must show that these costs are containable.
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ABSTRACT

The Internet architecture can be characterized as having a
rather coarse grained and imperative style of network packet
handling: confronted with an IP packet and its source and
destination addresses, the infrastructure almost blindly and
unalterably executes hundreds of resolution, routing and for-
warding decisions. There are numerous attempts that try to
“extend” the Internet in order to either reduce the immedi-
ate impact an arbitrary packet can have (e.g., NAT) , or to
insert diversions from the normal processing paths in order
to better use the existing resources (e.g., content delivery).
In this paper we argue that we need a more fine grained
control, in the hands of end nodes, over how packets are
handled. The basic abstraction presented here is that of
networking pointers, which we show to relate to low level
concepts like ARP caches, but also high level routing de-
cisions for terminal mobility, content delivery networks, or
peer-to-peer overlay forming. We report on first implemen-
tation experiences of an “underlay” networking approach
which uses pointer tricks underneath IP in order to provide
new network layer services.

1. INTRODUCTION

The universal connectivity provided by the Internet archi-
tecture is the major source of the stress that it is currently
experiencing. Because the Internet has one, and only one
method to identify a destination (IP address), to deliver
datagrams (routing tables managed by third parties) and to
address services (ports), there have been many attempts to
introduce more flexibility into the Internet:

e Overlays, be it for peer-to-peer, virtual private net-
works, or route optimization a la the Resilient Over-
lay Networks project [1], redo what the IP layer is
supposed to do: packet forwarding. The difference is
that end nodes explicitly want to have a say in how
forwarding should be done.

This work was done under the VINOVA project SCANET (Self-Configuring
Ad hoc Networks). We gratefully acknowledge the support from the Euro-

pean COST.263 action on “Quality of Future Internet Services”.

ACM SIGCOMM Computer Communications Review

Richard Gold
Department of Computer Systems
Uppsala University
Box 325
SE-75105 Uppsala, Sweden

rmg@docs.uu.se

e The IP address merges three different networking con-
cepts in a perhaps elegant but troublesome way: iden-
tity, location and access. Changing location whilst
preserving identity is the source for the Mobile IP pro-
posal. On the other hand, the conflict between identity
and access is where firewalls and NATSs intervene.

Changing the Internet’s packet forwarding behaviour really
means changing the way the Internet manages state. We
ask the question: based upon which header fields, which
routing tables and which lookup processes should forward-
ing decisions be taken? There is a myth associated with
the Internet that it is stateless. However, this only refers to
per-connection state and does not apply to the infrastruc-
ture itself. On the contrary, a surprisingly large amount of
configuration state is present in the network: default routes,
address ranges in DHCP, BGP tables, OSPF tables, DNS
content, port to service mappings, and more recently the
addition of per-connection state in the form of NAT map-

pings.

1.1 Network Pointers in a Nutshell

Network pointers provide a conceptual and programming
framework for packet processing in general. In the first
place, a network pointer is an arbitrary packet processing
function that can be “addressed” through an opaque pointer
value.

A simple example would be the sending of an IP packet to
an end point: the destination IP address is mapped to the IP
address of the default gateway. This is then mapped to the
ethernet address of the gateway’s interface and cached in an
ARP table entry. In fact, after the aforementioned mapping
procedure, the use of any (local) pointer value identifying
the cache entry would suffice to forward data to the desti-
nation. What we propose is to make that resolution from
names and other entities to pointers an explicit architec-
tural element across the whole network. Network pointers
and their remote instantiation play a key role in providing
“directable indirection” to the network users and operators.

Before going into more details we now review some items
of related work which concern themselves with the manipu-
lation of state (and thus packet processing functionality) in
the network. This state is typically used to alter the amount
of direction and indirection in the network.
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1.2 Related Work

The Resilient Overlay Networks (RON) project [1] is de-
signed to increase the reliability of the routing paths present
in today’s Internet routing infrastructure. It works by cre-
ating an overlay network of RON nodes which all agree to
forward packets on behalf of the other nodes in the over-
lay network. During typical operation a RON node probes
the standard paths provided to it by the network for failure.
When such path failure is detected, the node then attempts
to route around the failure. We see RON as re-creating loose
source routing at the overlay level. It builds alternate routes
(indirection) over an IP routing layer that cannot be steered
i.e., which is too direct. Similarly to RON, Mobile IP had to
also invent its own routing agents in order to work around
the lack of influence an end-user has on routing decisions.

The fact that the Internet suffers from being overly direct
has also been picked up by the Internet Indirection Infras-
tructure (i3) project [9]. They see indirection, as a generic
concept, is sorely needed in the current Internet. In order to
provide this, they use a Peer-to-Peer lookup service which
implements a Rendezvous approach i.e., meeting in the mid-
dle. A receiver puts a key called a trigger into the lookup
service. This trigger is then used by the sender to route a
packet through the i3 overlay network to the receiver. Trig-
gers are much like network pointers, except that i3 restricts
itself to IP addresses as the only type of pointer values and
to IP forwarding as the single supported packet processing
function.

Indirection can also be a problem, as exemplified by NAT
boxes and Firewalls which introduce indirection in an im-
plicit way. Many tunneling mechanisms have been devised
(e.g., PPP-over-SSH [3]) in order to bring back a direct con-
nection (IP-wise) between two end systems when it is de-
sired. Being unable to control when direction and indirec-
tion occurs is a major hindrance in the Internet of today
and has resulted in many patches in order to get over these
problems. We see NAT and overlay networks as a general
symptom of this lack of control.

1.3 Got state?

In the face of this inaccessible state and inability to influence
the directness of the current Internet, we propose a program
of Internet deconstruction: breaking the packet processing
black box into components and allowing its recombination
in a user-controlled manner via pointer manipulation. Net-
work Pointers, like their programming language cousins, al-
low the user to control the amount of in- and re-direction.
We then present our own architecture based on the idea of
Network Pointers and late binding of address semantics. By
shifting the focus to underlaying IP (instead of overlaying
IP), much richer and optimizable network recombinations
are possible, as we are able to combine the components of
the IP stack in different ways. IP (and its associated socket
library) then becomes an access mechanism and emulation
target, whereas overlays — now supported at the same level
as IP — are a way to create partial and transient clouds of
emulated directness.

2. NETWORK DECONSTRUCTION

In this section we briefly discuss three network usage scenar-
ios that serve as prototypical examples for the deficiencies of
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the Internet’s one-model-fits-all approach. We will also show
how these scenarios would benefit from “network pointers”.
A network pointer basically stands for a packet processing
function. If a packet is “sent to a pointer’s value”, it will be
processed according to that pointer’s function. This func-
tion can be, for example, the forwarding of a packet whose
header contains a link layer address and the pointer value
of a next (remote) network pointer. How these pointers are
allocated and managed will be discussed in the following
section.

2.1 Case 1: Routing in Ad hoc Networks

Ad hoc networks are supposed to set up Internet connec-
tivity in a completely decentralized way, without any help
from preconfigured networking elements, and in very short
time. One class of successful ad hoc routing protocols works
“on-demand” i.e., they explore the network topology only
when there is traffic to be delivered. In this case, the source
node establishes delivery paths that run through the net-
work. These paths funnel all traffic for a destination in the
right direction. Expressing this in other terms, on-demand
ad hoc routing protocols establish per-target “connection
trees” whose root is located at the target node.

Figure 1: ARP forwarding and pointer selection in
wireless ad hoc networking.

We can easily represent that tree with forwarding pointers
being the nodes and the connecting edges. Instead of label-
ing these pointers with the target’s name, we imagine that
a pointer (node) has a local pointer value and that all neigh-
bours just point to that address (i.e., “link layer” details
plus pointer value at the remote node). This is shown in
figure 1.

Our approach differentiates the “access” (pointer value, which
is a simple label) from the “location” (full delivery path).
Data packets sent to the first access pointer will be correctly
forwarded, regardless of the final destination’s location.

2.2 Case 2: Asymmetric Connectivity (NAT +

Firewalls)
NAT boxes, either introduced for coping with the scarcity
of IP addresses or for controlling network traffic, break the
basic universal connectivity model of the Internet. Some
nodes or services behind the NAT are not accessible from
the “ordinary” Internet, while they can see and connect to
the “ordinary” nodes. In order to overcome this asymmetry,
people have started to setup tunnels and reverse tunnels to
access machines behind NAT boxes. A legitimate use of such
tunneling is a traveling user wanting to access some files that
he left on his home machine unfortunately located behind
a NAT. First, before leaving, the user would have had to
create a persistent tunnel from his home machine to some
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waypoint machine that has full connectivity to the Internet.
Secondly, when abroad, the user has to login to the waypoint
machine, and from there through the reverse tunnel connect
to the home machine. Overall, this exports one port i.e.,
SSH from behind the NAT to the outside world.

Figure 2: Using an outgoing tunnel to pass through
the firewall.

By using network pointers in this scenario, it is possible to
concatenate together application-layer tunnels (e.g., SSH)
as well as standard IP paths into one seamless construct.
Typically the traffic from a node in the traditional Internet
to a node behind a NAT box has to be manually directed to
a waypoint, and then from the waypoint into the tunnel to
traverse the NAT box as shown in figure 2. By allowing user-
defined mappings to be established between pointer values
and their associated packet processing functions, we can use
different layers of the networking stack on a per hop basis.
This enables us to present nodes behind NAT boxes as nodes
with full Internet connectivity.

2.3 Case 3: Mobile Personal Area Networks
(PAN)

An important new challenge for computer networks are small
area networks linked to a person, which interconnect the cel-
lular phone with the embedded PC in the belt, the wireless
ear plug, and the MP3 player in the pocket etc. Networked
devices travel as a clique and rely on special nodes (e.g., the
cellular phone) to connect them to the rest of the Internet.
Because of the intermittent connectivity and often changing
access points to the fixed network, it would be problematic if
all devices in the PAN were to handle routing and addressing
on an individual basis.

In this case we use a routing data structure comprised of two
trees where one tree (i.e., set of pointers) encapsulates the
PAN and its components. In figure 3 this is the tree from the
fixed network to the PAN, where the dotted lines represent
logical paths to nodes inside the PAN and the unbroken line
represents the physical path. Another tree is then used from
inside the PAN to point from the current gateway to the
PAN components to allow them access to the fixed network.
This process is shown in figure 3. This pointer from the
fixed network to the PAN is addressable i.e., other nodes
can then use this pointer as a way of communicating with
the PAN.

The pointer inside the fixed network can also be called a
“point of presence”, or rendez-vous place in terms of the
Internet Indirection Infrastructure proposal. Again, we dis-
sociate identity from location and change the pointer values
and names locally and on demand: the data structure’s end
points (the PAN members, and the “point of presence” in
the fixed network), remain stable, while the intermediate
pointers can change without requiring the end nodes to re-
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Figure 3: Changing forwarding pointers to the PAN
as a whole.

act on this.

2.4 The Deconstruction Plan

Our general approach with network pointers is to facilitate
the introduction of new functionality into the network in the
following way:

We keep IP and applications running on end nodes as they
are. We then go under IP as we wish to have the ability
to influence the functionality of the lower layers rather than
just treating them as a black box. This allows us to config-
ure the logical layer 2 and the ability to perform redirection
at this layer. Addresses at the IP layer are translated to
internal access names i.e., pointer labels. Pointers are re-
sponsible for either forwarding a datagram to a neighbour,
or for modification of packet headers (address translation,
tunneling, header compression, etc).

Once we are in the “pointer space”, we can begin to build
our own abstractions. For example, we can bring an Ad-Hoc
networking cloud into the IP space without IP having to be
concerned about the multihop conditions of the underlying
network. Simplification is also the order of the day with
the Firewall/NAT traversal scenario. Rather than having
multiple manual steps from the NAT’d machine to the way-
point and then from the user’s machine to the waypoint,
we make pointer allocation methods available that enable a
semi-automated setup of NAT tunnels.

An important aspect of a pointered network architecture is
the management of pointer state which we require to pass
through a mandatory resolution step. Pointers become a
natural translation point not only for addresses and tunnel
splicing, but also for management domains. By restricting
resolution e.g., linking it to authentication, we yield more
control over a network’s infrastructure to the operator. Ul-
timately, the plan is to deconstruct IP forwarding and ad-
dressing semantics in order to build new network layer ser-
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vices in our own “Pointer Space” that can be mapped back
into the IP space. How resolution and pointer allocation
works is explained in more detailed in the following section.

3. SELECTORS AND RESOLUTION
3.1 Terminology

A network pointer is a packet processing function that has
a local address, called a selector. To send a packet to a
network pointer, you need to know the pointer’s address
(selector) and the context in which that selector is valid.
Inside a context, which is typically a host, packets can be
routed through different pointers based on selectors only. In
order to send packets to pointers residing in other contexts,
one also needs to specify a transport specific context address
(Ethernet, IP, Application-layer tunnels etc.). In this case
of a packet forwarding function, the network pointer itself
contains the address of the downstream function i.e., the
link layer address and the remote selector.

In case of Ethernet, packets would carry a link layer address
and a selector. The link layer address determines the context
in which the function can be selected. A forwarding chain of
network pointers would rewrite a packet’s link layer address
and selector value on each hop i.e., the network pointers
contain the address of the downstream node as well as the
selector value of the remote pointer.

Selectors are local i.e., they apply to the local context. This
enables one to route packets through local pointers in a uni-
form way: network pointers become the back plane of proto-
col stack components (see also section 4). At the same time,
selectors can point to network pointers that transport pack-
ets to other contexts. In this way contexts can be nested,
which leads to layers and tunnels. In the tunnel case, the
selector would point to a tunnel entry function that pushes
its own addressing data in front of the packet header. The
tunnel exit function, activated by the tunnel selector on the
last forwarding leg, strips out that additional addressing.
Protocol layering is obtained by letting each protocol entity
of a layer sending packets for higher layers to the selector of
the next higher protocol entity.

We can use the network pointer abstraction to represent
forwarding state (possibly instantiated by end nodes) in the
network or in the packet header. If contexts are globally
addressable we can use network pointers as remote relay
points in order to implement a cached form of loose source
routing: packets only need to carry the name of the first
pointer, from where they will be passed on from one pointer
to the other. Alternatively we can send packets to specific
transport pointers that use the packet header as a parame-
ter stack by reading the destination parameters immediately
following the packet’s selector field.

3.2 Network Pointers and C-Pointers

The term “network pointers” relates to the standard for-
warding behavior of network nodes: Routers “redirect” in-
coming packets to other directions. This is basically a deref-
erencing operations (usually involving some lookup in a router
table) and matches well the classical concept of pointers in
programming languages. The main difference is of course
the distributed control: in our network pointer view, each
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data packet becomes a thread of control that works its way
through a chain of dereferencing operations. Whereas a list
traversal in the classical programming world would be car-
ried out by a single CPU. The other difference is that we
generalize the concept of pointer and include with it the
possiblity to mangle packets, hence we see network pointers
as generic packet processing functions. Note that there is
not a one-to-one mapping between packets in and packets
out for a network pointer. It may produce two or more out-
going packets (if multicast semantics are required) for each
incoming packet or it may require two or more incoming
packets per outgoing packet.

3.3 Selectors as Local Addresses

Network pointers are addressed by a pointer value (selector)
that we prepend to each data packet. In order to avoid span-
ning the name space for all potential pointers (and having
to enumerate them at a global level), we require that se-
lectors are purely local names. Only those pointers can be
addressed that actually are resident in a specific context.
The selector, typically implemented as an opaque number,
will be used at the receiving context to find the network
pointer that the packet should be processed by. We leave
the issue of end-to-end addressing to whichever higher-level
protocols are using the network pointer infrastructure.

The local naming scheme means that selectors have no global
meaning and that, for example, packets being forwarded
from one context to the other have to change their selec-
tor on each hop. Selector (or header) translation thus is an
intrinsic property of a pointered network architecture. To
some extent this also applies to current IP networking, where
the destination address is repeatedly rewritten to some local
ethernet address that is different for each hop.

3.4 Name Resolution

Due to the fact that local pointer names shall be the generic
and sole addressable items, we need a way to map end-to-end
destination addresses or server names to local selector values
to other kinds of identifiers, including global addresses. To
this end we provide a generic resolution function residing on
all network nodes to which we assign a well-known selector
value. Using this well-known selector, an application can
request address resolution and get a local pointer name that
“stands for” the item to resolve.

For example, a request for resolving a neighbour’s IPv4
name to the Ethernet address (& la ARP) would result in
a local delivery pointer being instantiated on the fly which
takes care of delivering any packets sent to it to this neigh-
bour. In fact, such function instantiation on the fly al-
ready occurs today inside protocol stacks where an ARP
cache keeps that mapping in memory. The selector view
makes this state explicit and presents the associated net-
work pointer in the form of an addressable selector. We
note here the difference between resolution and translation.
First, the IPv4 name has to be resolved. Subsequent packets
however will be subject to header translation (which is much
cheaper), essentially rewriting the local delivery selector into
the associated Ethernet address details.

Extending this view we map routing to selectors too. Find-
ing the next hop is in fact a resolution request for a route.
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This can be done for each single packet or for a complete
packet flow, as for example, in on-demand routing proto-
cols for ad hoc networks. As a result, selectors become the
(local) names of delivery path entries.

Explicit name resolution is also the entry point for substi-
tuting content descriptors or locators with access paths to
the (closest) place from which content can be fetched, which
is very similar to the approach proposed in TRIAD [7].

3.5 Start-Addresses, not End-Addresses

Unlike IPv4 addresses, a selector does not define a packet
processing semantics in advance and across the whole net-
work. Instead, explicit resolution activities are required to
bind a selector to some network pointer (packet handler).
We have thus moved from an end-address point of view to a
start-address point of view. This enables to repointer parts
or all of a packet processing chain in order to cope with
mobility without having to change higher layer applications
(see e.g., example 3 on moving personal area networks).

3.6 SelNet - An Implementation for Network
Pointers

We have implemented a Selector Network for the Linux
operating system. From former explorations we already
knew that packet forwarding based on simple selector lookup
rather than IP routing, can be done with 30% less over-
head [13]. What we wanted to understand better was the
role of the resolution protocol as a general tool for setting
up the network pointers.

Consequently we implemented an “eXtensible Resolution
Protocol” (XRP) and combined it with the SAPF [11] packet
format which represents our network pointers. As a proof
of concept for our underlay approach we applied the pointer
networking approach to wireless ad hoc networks. The goal
was to fool IP about the multihop nature of an ad hoc
network by implementing ARP forwarding: ARP requests
would return the name of a full delivery tunnel to use instead
of a next hop link layer address.

The resulting LUNAR ad hoc routing protocol (Lightweight
Underlay Network Ad hoc Routing [12]) works by trapping
ARP requests and translating them into XRP queries that
are sent to neighbouring nodes. Based on these queries, the
neighbours create new network pointers and propagate the
request until the destination is found. To our surprise, we
could get a first LUNAR version up and running very fast (in
hours). Also, the implementation matched the performance
of well-established ad hoc routing protocols, although re-
quiring only 30 to 60% of their code size. A stripped down
version of LUNAR was even ported to the Lego Mindstorm
embedded devices [8].

4. FUTURE DIRECTIONS

We envisage network pointers to become a pivotal element
in future protocol architectures, both at the conceptual and
the implementation level. We describe in this section some
possible future applications of network pointers.
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Protocol heaps are proposed in [2] as a middleware con-
cept for letting applications influence the processing of pack-
ets through the network. Beside the correspondence at the
representation level (heap and pointers), we believe that net-
work pointers provide an essential building block for steer-
ing packets through processing components and for identi-
fying processing instances. For example, the NAT example
presented in [2] makes use of opaque “cookies” which we
would map to selectors in a much more natural way: net-
work pointers would then play the role of a cabling back
plane for protocol heap modules.

Related to protocol stack engineering we point to work done
a decade ago on speeding up packet processing called ac-
tive messages: several header parsing steps can be avoided
by putting the upcall’s memory address directly into the
packet’s header [6]. This works well in the controlled envi-
ronment of distributed systems: for an open network en-
vironment, however, additional protection of handler ad-
dresses is required. In our network pointer approach we
use local selectors as well as an explicit resolution step for
retrieving the dynamic selector values.

The use of selector-like state identifiers has been recently
proposed in [4]: Ephemeral state processing (ESP) en-
ables to instantiate short and predefined remote computa-
tions in a lightweight fashion. Each packet can carry a single
ESP instruction in order to operate on the “ephemeral state
store” residing in each node. State entries are identified with
a randomly chosen 64-bit tag, which corresponds very well
with our selector concept to address state and functions.

Finally we point to our own ongoing work on stored pro-
gram router [10] where the forwarding table is turned
into a general programming area. Individual table entries
contain single instructions (e.g., forward, push label, condi-
tional forward) such that packets can be processed by rout-
ing them through a chain of table entries. Because packets
can also influence the table’s content, we obtain a complete
computing model where threads of computations are carried
by single packets. The chaining of execution steps is done
via the packet’s selector value which becomes a direct in-
struction pointer. In terms of the network pointer concept,
we organize the routing table as a single context consisting
of an array of tiny network pointers.

5. SUMMARY & OUTLOOK

A “network pointer” basically is a packet processing func-
tion similar to the indirection support proposed in the i3
project. However, instead of using IP addresses as the tar-
get we propose to use a separate local name space (selectors)
for labeling network pointers. This enables a precise separa-
tion of the IP address meanings (identity, location, access),
although only a single naming concept is used.

More generally, network pointers represent packet process-
ing functions that can range from ad hoc path discovery to
multicast forwarding, content access, or VPN encryption.
Network pointers bring back part of the Catenet architec-
ture [5] where explicit control of address translation and con-
catenation was a key concern before the flat Internet model
began to rule the world. Now that the Internet has become
asymmetric and fragmented for good or for bad reasons, we
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need to empower the end nodes, enabling them to recreate
end-to—end services by rewiring the network’s packet pro-
cessing functions.
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1 INTRODUCTION

Networking researchers work from mental models of the Inter-
net’s important properties. The scenarios used in simulations and
experiments reveal aspects of these mental models (including our
own), often including one or more of the following implicit as-
sumptions: Flows live for a long time and transfer a lot of data.
Simple topologies, like a “dumbbell” topology with one congested
link, are sufficient to study many traffic properties. Flows on the
congested link share a small range of round-trip times. Most data
traffic across the link is one-way; reverse-path traffic is rarely con-
gested.

All of these modeling assumptions affect simulation and experi-
mental results, and therefore our evaluations of research. But none
of them are confirmed by measurement studies, and some are ac-
tively wrong. Some divergences from reality are unimportant, in
that they don’t affect the validity of simulation results, and simple
models help us understand the underlying dynamics of our systems.
However, as a community we do not yet understand which aspects
of models affect fundamental system behavior and which aspects
can safely be ignored.

It is our belief that lack of good measurements, lack of tools for
evaluating measurement results and applying their results to mod-
els, and lack of diverse and well-understood simulation scenarios
based on these models are holding back the field. We need a much
richer understanding of the range of realistic models, and of the
likely relevance of different model parameters to network perfor-
mance.

2 NETWORK MODEL PRINCIPLES

By network model, we mean the full range of parameters that
might affect a simulation or experiment: network topology, traf-
fic generation, end-node protocol behavior, queue drop policies,
congestion levels, and so forth. Internet experiments are difficult
to replicate, verify, or even understand [17] without the stability
and relative transparency provided by a simulator (such as ns [15]),
emulator (such as the University of Utah’s Emulab [18]), or self-
contained testbed; and experimental design for these platforms in-
cludes the design and implementation of an explicit and concrete
network model.

Network models used in practice often have little relationship to
Internet reality, or an unknown relationship to Internet reality. This
isn’t necessarily a problem. Divergences between models and re-
ality can be unimportant, in that they don’t affect the validity of
simulation results, or useful, in that they clarify behavior in simple
cases. Some divergences are necessary in order to investigate the
Internet of the future instead of the Internet of the past or present.
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However, the research community has not yet determined which di-
vergences are acceptable and which are not. We simply don’t know
whether the models we use are valid. This basic question has led to
difficulties both in our own research and in our evaluation of other
work.

We need better models and better tools for evaluating our own
and others” models. We need to know when a model might lead
to bad results, and what those results might be. In particular, we
believe:

Models should be specific to the research questions being inves-
tigated. We wouldn’t recommend trying to construct a single model
of the global Internet, with a single set of simulation scenarios, for
use by all researchers. The Internet cannot be simply and accurately
modeled in the same way that one might model a machine that one
could hold in one’s hand. Researchers should instead concentrate
on modeling properties relevant to their research, and finding valid
simplifications or abstractions for other properties. The very pro-
cess of deciding which properties are relevant, and testing those
decisions, gives insight into the dynamics of the questions under
investigation. Building a single global model, in contrast, would
make people’s simulations run slower without necessarily improv-
ing their precision, clarity, or applicability.

For example, one area of particular interest to us is congestion-
related mechanisms at a queue in a router. This includes such re-
search topics as differentiated services, active queue management,
ECN, QoS, aggregate-based congestion control, fairness, and so
forth, and touches on other issues, such as design of end-host pro-
tocols. Models for these topics must include characteristics of con-
gested links, the range of round-trip times for flows on a congested
link, and the effects of congestion elsewhere on the network. A
fully-worked-out topology isn’t necessary, however; the range of
round-trip times, and an understanding of the congestion experi-
enced elsewhere, sufficiently represents the topology. Table 1 de-
scribes typical models used in other research areas, such as unicast
and multicast congestion control, routing lookups, and peer-to-peer
systems.

We need to understand how models’ parameter settings affect ex-
perimental results. As a model for a given research question is built,
researchers should explore the model’s parameter space. For exam-
ple, do some parameters change results only slightly, or are results
sensitively dependent on one or more parameters? Section 3 ex-
plores this in detail for several research questions. An understand-
ing of the realm of possibilities, and their causes, can prove invalu-
able for interpreting results, and should be codified and distributed
as part of the research community’s shared knowledge base.

Modeling must go hand-in-hand with measurement. It is neces-
sary to fully explore the range of parameter settings, but researchers
should agree on particularly important settings to facilitate com-
parison of results. Network research should not founder on dis-

1Application-specific modeling is becoming a shared agenda in the
research community, with work into application-driven topology
modeling, for example [20].
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Research Topics

Typical Models

Supporting Measurements

AQM, scheduling, differentiated ser-
vices.

A dumbbell topology, with aggregate
traffic.

Characteristics of congested links, range of
round-trip times, traffic characterization (dis-
tribution of transfer sizes, etc.), reverse-path
traffic, effects of congestion elsewhere.

Unicast congestion control.

A single path, with competing traffic.

Characteristics of links, queue management
along path, packet-reordering behavior, packet
corruption on a link, variability of delay, band-
width asymmetry.

Multicast congestion control.

A single multicast group in a large
topology.

Router-level topologies, loss patterns, traffic
generation by group members.

Routing protocols.

A large topology.

Router-level topologies, AS-level topologies,
loss patterns.

Routing lookups.

A lookup trace, or a model of the ad-
dress space.

Ranges of addresses visible at a link.

Web caching and CDNSs, peer-to-peer
systems.

Models of large topologies with appli-
cation traffic.

Topologies, application-level routing, traffic
patterns.

Controlling DDoS attacks.

Models of large topologies with aggre-
gate traffic.

Topologies, attack patterns.

Web cache performance.

A single cache with many clients and

Detailed client behavior, server behavior.

servers, as in Web Polygraph.

TABLE 1—Some research topics, with typical models and required supporting measurements.

agreements over the network models and simulation scenarios that
should be used. (Section 3 describes cases where we are close to
that state of affairs.) Measurement can help settle these disagree-
ments by saying what parameters, or ranges of parameters, are ac-
tually observed in practice.

We want models that apply to the Internet of the future, as well
as to the Internet of today. Due to the Internet’s vast heterogeneity
and rapid rate of change [17], we must pay close attention to what
seems to be invariant and what is rapidly changing, or risk building
dead-end models. Measurement, for example, should be an ongo-
ing program, so that old measurements don’t congeal into widely
accepted, but inappropriate, parameter settings.

Better models will make the Internet community’s research ef-
forts more effective. Lack of agreement over models complicates
comparison and collaboration, and researchers risk expending valu-
able effort on dead ends caused by invalid models. Better models
will therefore immediately improve the state of Internet research,
and perhaps the Internet itself.

3 “ROGUES’ GALLERY”

This section describes some modeling issues in our own, and oth-
ers’, network research. Some of the research we discuss has flaws,
caused by inappropriate models, that might have been avoided given
a better understanding of the network models appropriate for spe-
cific research topics. Some of it has not received a thorough eval-
uation because the models underlying the research have not been
evaluated. The point is not to scold others (or ourselves!). Con-
crete examples are simply the most effective way to communicate
the range of problems that can crop up when models aren’t treated
carefully enough.

Again, if models used today could be counted on to give similar
results to one another, and if their results could be counted upon to
be relevant to the current and/or future Internet, then there would
not be a problem. However, different models and different simula-
tion scenarios do give different results when used to evaluate the
same research question, and have different degrees of relevance to
the actual Internet.
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3.1 Phase Effects

For example, some simulations demonstrate sensitive dependence
on precise parameter settings. This rich behavior is not relevant to
the modern Internet; it is an artifact of unrealistic simulation sce-
narios, such as those with long-lived traffic, packets the same size,
and no reverse-path traffic. We would like to discourage researchers
from investigating in depth the rich behavior of these unrealistic
and irrelevant scenarios [19].
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FIGURE 1—Flow 1’s throughput as a function of the ratio of the
two flows’ round-trip times.
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Figure 1 (