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ABSTRACT

In Differentiated Service (DiffServ) networks, the routing
algorithms used by the premium class traffic, due to the
high priority afforded to that traffic, may have a significant
impact not only on the premium class traffic itself, but on
all other classes of traffic as well. The shortest hop-count
routing scheme, used in current Internet, turns out to be no
longer sufficient in DiffServ networks. This paper studies
the problem of finding optimal routes for the premium-class
traffic in a DiffServ domain, such that (1) no forwarding loop
exists in the entire network in the context of hop-by-hop
routing; and (2) the residual bandwidth on bottleneck links
is maximized. This problem is called the Optimal Premium-
class Routing (OPR) problem. We prove in this paper that
the OPR problem is NP-hard.

To handle the OPR problem, first, we analyze the strength
and weaknesses of two existing algorithms (Widest-Shortest-
Path algorithm and Bandwidth-inversion Shortest-Path al-
gorithm). Second, we propose a novel heuristic algorithm,

called the Enhanced Bandwidth-inversion Shortest-Path (EBSP)

algorithm. We prove theoretically the correctness of the
EBSP algorithm, i.e., we show that it is consistent and loop-
free. Our extensive simulations in different network environ-
ments show clearly that the EBSP algorithm performs better
when routing the premium traffic in complex, heterogeneous
networks.

Keywords
Hop-by-hop Routing, Differentiated Service, Premium Class,
Saturate Bandwidth.

1. INTRODUCTION

Exploding traffic and expanding Quality-of-Service (QoS)
requirements, coming from emerging multimedia applica-
tions, initiated intensive research in QoS provision and rout-
ing within the Internet. In this paper, we raise an interesting
problem of how to find optimal routing schemes under both
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Differentiated Service (DiffServ) and hop-by-hop IP routing
assumptions. By combining service differentiation and QoS
routing together, the high-priority premium traffic should
be transmitted in an efficient manner with low negative in-
fluences to other low-priority traffic. Before presenting our
work in detail, some background knowledge is introduced in
the following subsections.

1.1 Hop-by-Hop Shortest-path Routing
Hop-by-hop routing forms the basis of today’s IP networks.
Hop-by-hop routing means that routing decisions are made
at each router independently and locally. For each incom-
ing packet at a router, its destination address (maybe some
other fields in its IP header, too) is used to get the next hop
by consulting the router’s routing table. Therefore, hop-by-
hop routing is also referred to as destination-based table-
driven routing. The hop-count shortest-path routing (SP)
is the most commonly used method for IP routing in today’s
Internet. Algorithms of finding the shortest-paths between
nodes, such as the Dijkstra’s algorithm, can guarantee that
no forwarding loop exists in a network. Figure 1 shows how
the SP method works in a hop-by-hop scenario.

Routing Decision Routing Decision
Made by A Made by B

FA

Routing Decision
Made by C

Original Topology

Resulting Topology with Packet Flows

Figure 1: An example of hop-by-hop SP routing: the
numbers next to the links in the original topology
denote link capacities, while the labels in the result-
ing topology mean how many “flows” go through
the links.

The resulting topology, shown in Figure 1, illustrates the
real packet flows' between each pair of nodes. The num-

'The word “fow” here is different from the definitions in
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bers associated with the arcs are the numbers of flows going
through that particular link in that direction.

In this paper, we investigate a QoS routing problem in the
context of hop-by-hop routing, where bandwidth, rather
than hop-count, is sensitive and the SP method turns out
to be insufficient.

1.2 DiffServ Model and Inter-class Effects

In order to provision better end-to-end QoS, DiffServ scheme
has been proposed as a cost-effective solution [6, 11]. In Diff-
Serv networks, traffic is classified into three service classes:
premium, assured and best-effort. The premium class traf-
fic has the highest priority in comparison to other classes
of traffic. Originally, the DiffServ scheme is decoupled from
IP routing intentionally, meaning that all traffic between
each source-destination pair follows the same path no mat-
ter which service class it belongs to and DiffServ itself has no
effect on IP routing decisions. However, DiffServ does affect
the queueing and drop behavior in routers. More specif-
ically, two separate queues are used in DiffServ. One of
them is used by premium traffic and the other is shared by
non-premium traffic. The premium queue has absolutely
higher priority than the other queue, therefore, as long as
there are packets in the premium queue, these packets will
be scheduled first. Due to premium traffic’s high priority,
a bad routing decision could lead to some problems for the
low-priority traffic when the volume of premium class traffic
is high. This means, without taking routing into considera-
tion, the premium class traffic imposes very negative influ-
ences on other classes of traffic, especially when the network
is highly loaded. We call this the inter-class effects [27]. In
[21], the authors presented simple performance models and
analysis of DiffServ schemes. However, to make a strong
case of the negative impacts that the premium class traffic
may impose on all other service classes in DiffServ networks,
we have run simulations to measure the inter-class effects
among all three service classes. Our results are shown in
Figure 2.2

As we can see in Figure 2, the premium class traffic has sig-
nificant inter-class effects on the assured class and best-effort
class traffic with respect to some important metrics, such as
the packet loss probability (Figure 2(a)) and the packet de-
lay (Figure 2(b)). When the network is highly loaded (large
offered load A) or the fraction of premium traffic is high
(large p), the traffic with low-priorities experiences severe
performance degradations (such as higher packet loss rates
and larger queueing delays). Therefore, we must take the
inter-class effects into consideration when we choose rout-
ing algorithms for networks which support premium class
traffic.

Integrated Service (IntServ) model or in RSVP. A “How”

here refers to a channel between two nodes, through which

all premium traffic between the two nodes will follow. So

each pair of source and destination in the network identifies

—

a “flow”. For instance, Flow AB indicates the channel from

A to B such that all premium packets from A to B are
—

transmitted through AB.

2More simulation details and extensive results and measure-

ments are presented in our technical report [27].
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Figure 2: Measurements of the inter-class effects
between all three classes in a DiffServ network

1.3 Routing and Bandwidth Reservation for

Premium Traffic
During a certain time interval, presuming the full knowledge
of the network topology, we can regard the topology metrics
as static. Hence, we concentrate only on algorithmic aspects
of static QoS routing schemes for the premium-class traffic
in a DiffServ network.

In order to provide end-to-end QoS guarantees for the premium-

class traffic between two nodes, certain amount of band-
width must be successfully reserved on each link along the
path between these two nodes. (How to implement such
bandwidth reservation is out of the scope of this paper. We
assume that on top of our routing scheme, some class-based
resource reservation protocol, similar to the RSVP, is used
for premium bandwidth reservation in the network.) If a
link is shared by multiple paths between different pairs of
nodes, the bandwidth it has to reserve should accommodate
the summation of the premium traffic on all the paths shar-
ing this link.
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Figure 3: An example of bandwidth reservations for
premium traffic: since link (B, C) is shared by flow
AC and BC, it must reserve (a +b) amount of band-
width.

Figure 3 depicts a scenario in which node A requires a
amount of bandwidth to C' while B requires b amount of
bandwidth to C. Since the path (A — B — () is used

for the flow AC according to SP routing, the link (B, C)

is shared by flows A—C>v and B—d, so it must reserve totally
(a + b) amount of bandwidth for both flows. As one can
expect, with the variance of link capacities, the success of
a reservation depends not only on how much bandwidth it
tries to reserve and the capacity (more precisely, residual
bandwidth) of each link along its path, but on the routing
strategy as well.

In this paper, for both simplicity and expediency of problem
definition, we assume each node in the topology tries to re-
serve same amount of bandwidth, say B, to all other nodes
for its premium traffic. As we can see, given a network, for
each routing scheme R, there exists a maximum value of B,
called the saturated bandwidth for R and denoted as Bs(R),
which saturates some link in the network. The saturated
link is called the bottleneck link. Notice that the saturate
bandwidth Bs is a virtual metric which is used only for find-
ing better paths and for evaluating performance of different
algorithms. (The larger Bs an algorithm can achieve, the
better algorithm it will be.) In reality, we do not have to re-
serve that large amount of bandwidth for the premium traffic
to always saturate some link(s) in the network. We can un-
derstand this from two different perspectives. Firstly, The
routing scheme with maximum B; is able to accommodate
maximum amount of premium traffic in the network, thus
maximizing the potential for future premium traffic growth.
Secondly, in a real network, premium traffic may only re-
serve small portion of Bs; bandwidth. Therefore, a routing
scheme with larger Bs will leave more residual bandwidth
to the best-effort traffic on those stringent links, thus reduc-
ing inter-class effects and bringing the whole network into a
more load-balanced mode (for example, the chance of band-
width starvation for low-priority traffic may be reduced). In
fact, under the homogeneous bandwidth demand assump-
tion, it is not difficult to verify that the optimality of the
maximum saturate bandwidth is equivalent to the optimal-
ity of the minimum relative congestion among all links [9,
13, 15] (i.e., the ratio of the total amount of reserved band-
width for the premium traffic, divided by the link capacity).
As we can see from Figure 2, minimizing relative congestion
of the premium traffic can minimize the negative inter-class
effects on the low-priority traffic.

Therefore, an interesting problem is how to achieve the op-
timal value of Bs (denoted as Bmaz) by choosing optimal
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paths between nodes. More specifically,
Brae = maz{Bs(R1), Bs(R2), -, Bs(Rn)},

where Ri1, R2, -+, R, are all possible loop-free routing
solutions for the given network. To find the optimal rout-
ing solution and the value of Bjhee is called the Optimal
Premium-class Routing (OPR) problem and it is not a trivial
task. An optimal local solution for a single source may not
be the solution to the whole OPR problem. We will prove
in Section 3 that this problem indeed is NP-hard. Since the
SP routing algorithm is polynomial, it can not be optimal.
Actually, as we will see later, it may be far away from the
optimal solution. Using the same topology in Figure 1, but
applying a different routing algorithm, Figure 4 illustrates
a simple case where SP routing algorithm can NOT achieve
Biae. From Figure 1 we know that, the saturate band-
width that the SP algorithm can achieve is Bs(Rsp) = 10
with link (B, C') as the bottleneck link. Figure 4 shows an
optimal routing algorithm, which can achieve By, = 50
with (A, B) as the bottleneck link.*> Thus the problem that
this paper will address turns out to be finding a heuristic
hop-by-hop routing algorithm R which can achieve a better
B:(R).

Routing Decision Routing Decision
Made by A Made by B

% yar

Routing Decision
Made by C

Figure 4: An example of an optimal algorithm for
the given topology, which can achieve better sat-
urate bandwidth allocation than the SP algorithm
does.

Original Topology

Resulting Topology with Packet Flows

In order to solve the OPR problem in polynomial time,
heuristic approximation algorithms are needed. In section 4,
we first apply two existing algorithms, the Widest-Shortest-
Path (WSP) algorithm and the Bandwidth-inversion Short-
Path (BSP) algorithm. Both of them are based on the gen-
eralized Dijkstra’s algorithm. After showing both strength
and weaknesses of them, we propose a novel approxima-
tion algorithm, called the Enhanced Bandwidth-inversion
Shortest-Path (EBSP) algorithm. It is also a Dijkstra-based
algorithm, therefore, it can run in O(|V|?) time, where |V|
is the total number of nodes in a given network. Exten-
sive simulations in different network scenarios show that all
three approximation algorithms outperform the hop-count

3Since link (A, B), which has capacity of 100, is shared by

— —
two flows AB and CB, the maximum bandwidth for each
flow is 50.
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shortest-path algorithm on average. The results also con-
firm that, in a large-scale and heterogeneous network envi-
ronment, our novel EBSP algorithm outperforms the other
two existing algorithms in terms of much better saturate
bandwidth.

We should emphasize that our contribution is in design-
ing and evaluating routing algorithms which can find bet-
ter paths for the premium traffic within a DiffServ domain,
and in proving the correctness of the new EBSP algorithm,
rather than in changing the DiffServ scheme itself. More-
over, we concentrate only on intra-domain IP layer routing.

The rest of the paper is organized as follows. After the pre-
sentation of our system model and assumptions in Section 2,
we give rigorous NP-hardness proof of the OPR problem in
Section 3. Three heuristic routing algorithms are then dis-
cussed and studied in Section 4. Simulations and results are
illustrated in Section 5. Related work is covered in Section
6. Finally, Section 7 concludes this paper.

2. SYSTEM MODEL

We formally define a network model in this section. Based
on this model, we give a more formal description of our
assumptions and the problem we will address.

2.1 Network Model and Assumptions

Formally, a network is defined as a strongly connected di-
rected graph G(V, E), where V is the set of nodes (routers
in the network) and F is the set of edges (links in the net-
work), with cardinalities |V| and |E|, respectively. Links
are bidirectional with the same capacity in each direction.
An edge from node x to y is represented as (x,y) and there
is a positive bandwidth b(x,y) associated with that edge.
There is also a positive flow number h(z,y), representing
the total number of premium flows moving from z to y.
Recall that all premium packets with the same source and
destination addresses compose a premium flow. More gen-
erally, a weight function is associated with links, denoted
as w(z,y) if (z,y) € E. The weight function may use
metrics of a link, such as delay, bandwidth, hop count,
etc., and map them into a real value. By default, we as-
sume that the weight function is non-negative. A path
p from v to v, is denoted as p(vi,vn) (Pvy,v, for short)
and p(vi,vn) = (v1,v2,  ,Vn—1,Un), and it is simple if
all nodes from v to v, are distinct. If v; and v, are the
same node, p(vi,vy,) forms a loop. We use p o ¢ to denote
the concatenation of p and ¢q. The same way as it is done
for links, a weight function may be applied to paths too:
w(p(vlv U’ﬂ)) = w(vh 7)2) EBU)('UQ, U3) S RRE EBU)(Un_l, U’ﬂ)a with
p(vi,vn) being a path from vi to v, and “@” being a bi-
nary operation. If the path p is empty, we have w(p) = 0.
Weight values have a total order, denoted by “<”. w1 < w2
means w1 is lighter (better) than ws, or wa is greater (worse)
than wi. For example, the capacity of a path is the mini-
mum link capacity of all the links that comprise the path.
Here w1 @ w2 means min(wi,w2). Given a path p(vi,vn) =
(v1,v2,- - ,Vn—1,vn) and a weight function w, specially, we
define the word-weight of p, written wr(p), to be the se-
quence: U}L(p) = w(p’Ulv'Un)w(p’Ulv'Un—l) : "w(pv17U2)~ Sup-
pose we have two paths, p and p’, with the word-weights
wr(p) = araz -+ - an and w(p') = B1B2 - - Bm, respectively.
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We say p is lezicographically lighter than p’ if either (i) n < m
and a; = G; for 1 < i < n, or (ii) 3k, 1 < k < min(n,m),
such that ar < Bk and a; = G; for 1 <14 < k. [25]

Given two nodes s and ¢ in a network, we say that a path
p* is the:

e lightest path from s to ¢ if w(p®™) <X w(p), Vp from s to
t;

e S-lightest path from s to t if p* is a lightest path from
s to t such that all of its sub-paths with source s are
also lightest paths on their own;

o L-lightest path from s to t if its word-weight is lexico-
graphically lighter than or equal to the word-weight of
any other path from s to t.

Note that: (1) An S-lightest path is always a lightest path
but not vice versa; and (2) An L-lightest path is always an
S-lightest path but not vice versa.

For the premium class traffic, a bandwidth reservation from
v1 to vy, through a simple path p(vi,v,) is successful if and
only if the reservation with the same amount of bandwidth is
successfully allocated on every link along the path. There-
fore, each link (v;,vi4+1) has to reserve certain amount of
bandwidth not only for the premium traffic originated from
v; itself, but for all the transient traffic passing through all
paths which are sharing the link as well.

Since premium class traffic experiences almost no queueing
delays [11, 27], in this paper, we only consider bandwidth
constraints.

The following are our assumptions:

1. Topology information can be obtained at each router
by using some link-state routing protocol such as Open
Shortest-Path First Protocol (OSPF).

2. Hop-by-hop routing is used in the given network.

3. Bandwidth demand for the premium traffic is homoge-
neous among all nodes, meaning that all nodes require
the same amount of bandwidth to all other nodes for
the premium traffic (denoted as B).

2.2 Optimal Premium-class Routing Problem
In Section 1, we have briefly introduced the Optimal Premium-
class Routing (OPR) problem. Based on the system model
and assumptions stated above, we give a more formal defi-
nition to the OPR problem as follows.

Given a network G(V, E) with the bandwidth assignment
b(vi,v5) for any v;,v; € V and (vs,v;) € E, and the as-
sumptions outlined in 2.1, the OPR problem is to find the
optimal routing scheme R,,+ among all the possible loop-
free hop-by-hop routing schemes on the network G (denoted
as Ri,Ra, -+ ,Rn), so that the optimal premium saturate
bandwidth Bpmae is achieved, i.e., Bs(Ropt) = Bmaz =
max{Bs(R1), Bs(R2), -, Bs(Rn)}.

Volume 32, Number 5: November 2002



As stated in Section 6, a very interesting point of the OPR
problem is that, an optimal local solution for a single source
may not be the solution to the whole OPR problem. To
address this problem, we need to consider both routing and
bandwidth reservation in a global view.

2.3 Theoretical Definitions and Theorems

To solve the OPR problem, heuristic approximation algo-
rithms are needed. Before introducing the heuristic algo-
rithms, which we design and validate in Section 4, some
fundamental definitions and theorems are presented in this
section. We shall use them later to prove the correctness of
those algorithms.

Since hop-by-hop routing scheme is used, in order to make
the whole network work correctly, the routing algorithm
should be able to guarantee the consistency, defined as fol-
lows.

DEFINITION 1. Routability: A network G(V, E) is said to
be routable if every node v € V is able to find a simple path
to all the other nodes.

DEeFINITION 2. Consistent routing: Given a routable net-
work G(V, E), a routing scheme R is said to be consistent
if (1) R can find a simple path between every pair of nodes
in the network, i.e., for any two distinct nodes s,t € V,
R(s,t) is simple and non-empty, where R(s,t) denotes the
path found by R between s and t; and (2) for any two dis-
tinct nodes s,t € V, R(s,t) = (s,v1,v2," "+ ,Un,t) implies
that R(vi, t) = (Vi, Vi1, ,Un,t) (i.e., R(vi,t) is the sub-
path of R(s,t) between v; and t) for alli =1,2,--- ,n. That
is, if node s makes a decision that the traffic to t will follow
a certain path p, then all the on-path nodes along p should
make the same decisions as s.

THEOREM 1. Given a routable network, a consistent hop-
by-hop routing algorithm is loop-free.

PROOF: The proof is straightforward. Given a routable net-
work G(V, E), every node v € V can find a simple path to
every other node. Suppose a source node s chooses the path
($,v1,*+ ,Un,t) to the destination ¢, then according to the
definition of consistency, (vi,vi41,: -+ ,Vn,t) is the sub-path
from node v; to t, for any ¢ = 1,--- ,n. By the definition of
a simple path, there is no loop in the entire network. |

Note that without consistency, loops may exist in the net-
work, even if the path between every pair of nodes is simple.
For example, if node a chooses the simple path (a,b,c) to
node ¢, while node b chooses the simple path (b, a,c) to ¢,
then there will be a forwarding loop between a and b in the
network, although the two paths are loop-free individually.

Two topological properties, isotonicity and strict isotonicity,
provide guarantees for the generalized Dijkstra’s algorithms®

“In this paper, we use the term generalized Dijkstra’s algo-
rithm to refer to a Dijkstra-based algorithm which computes
the “lightest”, rather than the “shortest”, path between two
nodes. That is, the algorithm can handle some non-additive
metrics.

ACM SIGCOMM Computer Communications Review

77

to be consistent. Formal definitions of isotonicity and strict
isotonicity were given in [25], and they state that the or-
der relation between the weights of any two simple paths is
preserved if both of them are either prefized or appended by
a common, third, simple path. That is, given two simple
paths from s to t, say p and p’, assuming w(p) =< w(p’) for
some weight function w, then the isotonicity means: (i) if
we prefix a common simple path g to both p and p’, denoted
as gop and qop’ respectively, then w(gop) <X w(gop’); and
(ii) if we append a common simple path ¢’ to p and p’, then
w(poq) X w(p oq'). In strict isotonicity, “<” is replaced
by “<”. In [25], the authors also proved that if the strict
isotonicity holds in a network for a weight function w, then
the Dijkstra’s algorithm can always find S-lightest paths (in
terms of w) between nodes and it is sufficient to guaran-
tee the routing consistency. However, if only the weaker
condition, the isotonicity, holds, then a modified version
of Dijkstra’s algorithm, called the Dijkstra-Old-Touch-First
(Dijkstra-OTF)?, is needed to find L-lightest paths between
nodes and guarantee the consistency.

As we will see next, an even weaker condition, called left-
isotonicity, is sufficient to verify a consistent routing algo-
rithm.

DEFINITION 3. Left-isotonicity: Given a metwork topol-
ogy G and a weight function w, let us consider any two paths
p1 and p2, which are prefixed by a common path p, resulting
in p) = pop1 and ph = popa. Then the left-isotonicity
holds, if w(p1) X w(p2) implies w(p}) = w(ps). Similarly,
if w(p1) < w(pz2) implies w(py) < w(ph), then the strict
left-isotonicity holds. If (strict) left-isotonicity holds for
G, then G is said to be (strictly) left-isotonic.

As we can see, the left-isotonicity states that the order re-
lation between the weights of any two paths is preserved if
both of them are prefixred by a common, third path. How-
ever, the order relation is NOT necessarily preserved if both
of them are appended by a common, third, simple path.

Similarly, we define the right-isotonicity (R-isotonicity for
short) by the other half of the isotonicity, that is, if two
paths are appended by a common, third path, then their
previous order relation holds.

w(a,b)

w(b,c) @

w(d,b)

Figure 5: Suppose w(a,d) ® w(d,b) < w(a,b) and
w(a,d)w(d,b)dw(b,c) = w(a,b)®w(b,c). Then neither
S-lightest path nor L-lightest path exists between «
and c.

Being weaker than isotonicity, left-isotonicity can not guar-
antee the existence of S-lightest or L-lightest paths between
nodes. To see this, a simple example is shown in Figure

5The Dijkstra-OTF computes L-lightest paths between
nodes without explicitly computing or comparing word-
weights.
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5. Since the right half of isotonicity does not hold, it is
valid that w(a, d) ®w(d,b) < w(a,b) and w(a,d) S w(d,b) B
w(b,c) = w(a,b) ® w(b,c). Thus, path (a,b,c) is the only
lightest path from a to ¢, and its sub-path (a, b) is not a light-
est path. Therefore, neither S-lightest path nor L-lightest
path exists from a to ¢ in this scenario.

However, because we assume that weights are non-negative
values, the lightest path always exists between each pair of
nodes. In fact, we will argue later in Theorem 2 that given a
strictly left-isotonic network G and a routing algorithm R,
R is consistent if it can guarantee to find the lightest path
between every pair of nodes in G.

THEOREM 2. Given a routable network G(V,E), if the
strict left-isotonicity property holds in G, then a routing al-
gorithm R is consistent, as long as it can guarantee to always
find the lightest path between any pair of nodes in G.

PROOF: We prove this theorem by contradiction. Suppose
there are multiple paths between a source node s € V' and
a destination node ¢ € V, and by running the algorithm R
at s, a lightest path p = (s,v1, - ,vn,t) has been found.
Let us assume R is not consistent, i.e., 3i,1 < ¢ < n,
such that v; is the first node along the path p which picks
up another different path p’ = (vi,viyq, - ,0},t) as the
lightest path from v; to t. Then, w(p’) < w(pi,t), where
it = (Vi,Vig1, - ,Un,t) is the sub-path of p between v;
and t. Following the strict left-isotonicity, if we append a
common prefix ¢ = (s,v1,--- ,v;) onto both p" and p; , the
order relation between two paths should be preserved, i.e.,
w((qop’)) < w((qops:)), where “o” stands for path concate-
nation. As we know, go p; = p, that is, w((gop’)) < w(p).
Therefore, p is NOT the lightest path between s and ¢, which
contradicts our assumption and completes the proof. |

Since another half of the isotonicity property (Right-isotonicity)

does not hold, no existing Dijkstra-based algorithm can guar-
antee to find the lightest path between every pair of source
and destination, thus incurring inconsistency. The following
figure shows a counterexample.

Figure 6: Suppose a < (b&c¢), (a®d) - (bHcPd), (cBd) <
e, (bdcdd) < (bde), (bde) < (add). Then inconsistency

occurs.

In the case of Figure 6, we assume that:
(Da<(bde)

(2) (add) = (bdcdd)

(3) (cdd) <e

4) b®dcod) < (bde)

(5) (bde)<(add)
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where (1) and (2) both hold because R-isotonicity is NOT
preserved. On the other hand, both (3) and (4) hold due to
L-isotonicity property. The relationship given in (5) leads
to an inconsistency.

By running Dijkstra’s algorithm at node s, the path from s
to ¢t found by node s will be (s, m,t). Obviously, it is NOT
the lightest path (s,m,n,t).> However, if we run the same
Dijkstra’s algorithm at the on-path node m, the path from
m to t found by m will be (m,n,t). Inconsistency occurs.
Therefore, any existing generalized Dijkstra’s algorithms are
not sufficient to provide consistent routing any more. The
fundamental reason behind this is that the existing general-
ized Dijkstra’s algorithms can NOT find the lightest paths
if such paths contain any non-optimal sub-paths (i.e., when
the isotonicity does not hold). So, a new Dijkstra-based al-
gorithm is needed to find lightest paths between nodes in
strictly left-isotonic networks.

However, we observe that the strict left-isotonicity property
does have a very nice feature which is shown in the following
lemma.

LEMMA 1. Given a strictly left-isotonic network G(V, E),
if a path p = (s,v1, -+ ,vn,t) is the lightest path between
two nodes s,t € V, then every sub-path p;.s = (vi, -+ ,Un, t)
(where 1 < i < n) is the lightest path from v; to t.

PROOF: We can prove this lemma by contradiction, which is
similar to the proof of Theorem 2. Due to space limitation,
we omit the detailed proof in this paper. |

Following Lemma 1, the lightest path from s to ¢ must be
based on the lightest paths from any intermediate nodes to
t. If we consider a destination node ¢, and the lightest paths
from all other nodes to t, then we can see that the lightest
paths form exactly a spanning tree for the given network G
rooted at t. Therefore, to find the lightest path from any s
to t, we can start from the destination node ¢ and perform
relaxation step-by-step backward to s. Based on the above
observation, we present a new algorithm WN-DIJKSTRA to
find the lightest path from any s to ¢ in a strictly left-isotonic
network GG, as shown in Algorithm 1.

In WN-DIIKSTRA, w(u] denotes the successor (or next hop
node) of u, and d[v] denotes the weight of the current path
from v to t. The function call EXTRACT-MIN(Q) is the same
as in the original Dijkstra’s algorithm, which extracts a node
from set @ with the lightest value of d[v].

It is clear that WN-DIJKSTRA takes O(|V|?) execution time,
the same as the original Dijkstra’s algorithm.

THEOREM 3. (Correctness of WN-Dijkstra’s algo-
rithm) If we run WN-Digkstra’s algorithm on a strictly

5The direct link (s,n) is chosen by s as the lightest path
to n, since a < (b @® ¢) (Condition (1) above). Thereafter,
(s,n) and its weight a, rather than the non-optimal sub-
path (s,m,n) and its weight (b @ c), are used to continue
the relaxation from node n. This eliminates the chance of
finding the real lightest path, which passes exactly through
(s, m,n), since Condition (4) and (5) hold above.
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WN-DUKSTRA(G(V, E),w, s,t)

1 for each nodev eV
2 do d[v] —
3 w[v] « NIL
4 dit] <0
5 Q«V
6
7 while Q #0
8 do u «— EXTRACT-MIN(Q)
9 ifu=s
10 then ExIT
11 for each v € Adj[u]
12 do if w(v,u) ® d[u] < d[v]
13 then wlv] — u
14 dv] — w(v,u) & d[u]

Algorithm 1: WN-Dijkstra algorithm which finds the
lightest path from s to ¢.

left-isotonic network G(V, E) with non-negative weight func-
tion w, source s and destination t, then the lightest path is
found from s to t with d[s] = (weight of the lightest path) at
termination.

-----» path

— direct link

Figure 7: The proof of Theorem 3: path p can be
decomposed into two sub-paths p; and p2.

PROOF: Let §(a,b) denote the weight of the lightest path
from a to b. We claim that for each node u € V', we have
du] = 6(u,t) at the time when u is extracted from @ and
this equality is maintained thereafter. Since s € V, this
claim holds for s, too. For convenience, we let S be the set
of nodes that are extracted from ) before w.

We shall show this claim by contradiction. Let u be the first
node for which d[u] # 0(u,t) when it is extracted from Q.
Clearly, u # t because t is the first node extracted from Q
and d[t] = §(t,¢) = 0 when it is extracted from Q. Because
u # t, we have S # () just before u is extracted from Q.
Since the network is routable, there must be some path from
u to t. Thus there must be a lightest path p from w to ¢,
for the weight function is non-negative. Without loss of
generality, we assume that x is the first node along p such
that z € (V — S) (i.e., z is the first node along p which has
not been extracted from @ yet), and let y € S be a’s direct
successor, i.e., y = wlz]. Then p can be decomposed into
two sub-paths p; and p2 at x, as shown in Figure 7.

Now we show that d[z] = §(z, t) when it is extracted from Q.
Because u is chosen as the first node for which dfu] # §(u,t)
when it is extracted from @, and because y is extracted
from @ before u, we have d[y] = §(y,t) when y is extracted
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from Q. Since p is the lightest path from v to ¢, and G is
strictly left-isotonic, by Lemma 1, the sub-path from z to
t is also a lightest path and thus d[z] = w(z,y) & d[y] =
w(z,y) ®o(y,t) = o(z,t).

Because the weight function is non-negative, clearly we have
o(x,t) < (u,t), and thus

dlz] = 6(x,t) = 6(u,t) = dlu] (1)
However, because x is still in Q when u is extracted from @,
we have d[u] < d[z]. By Equation 1, the following equations
hold:

dlz] = 6(z,t) = 6(u,t) = dlu]

Therefore, d[u] = §(u,t), which contradicts our choice of u.
We conclude that for any node s € V', when it is extracted
from @, d[s] = (s, t), and the path found and stored in w]s]
is the lightest path from s to ¢. |

By Theorem 2 and Theorem 3, the WN-DIJKSTRA algorithm
provides a consistent routing.

In Section 4, we will provide three heuristic algorithms to
address the OPR problem. Their correctness is proven based
on the definitions and theorems introduced above.

3. NP-HARDNESS OF OPR PROBLEM

In the hop-by-hop routing context, the routing consistency
must be guaranteed (Section 2.3). Therefore, in a feasible
solution to the OPR problem, if we consider any destination
node t, and paths that all other nodes are taking to ¢, then
the paths must form a spanning tree for the entire network
rooted at t itself.

For the purpose of showing that the OPR problem is NP-
Hard, it can be replaced by the following simplified problem
P1.

P1 - The simplified OPR problem

INSTANCE: A network G(V, E) and a destination node ¢ €
V', where all edges in E have the same constant capacity C,
and C is a non-negative integer.

QUESTION: Is there a spanning tree T in GG, rooted at ¢,
that satisfies the following constraint: for Ve € T', if U(e) =
{u € V| the path from u to t contains e}, then |U(e)| =

(ZuGU(e) 1) < c?

As we can see, the problem P1 simplifies the original OPR
problem in the following two senses: (1) The link capacities
are unified to a constant integer C; (2) Instead of considering
all nodes in V, only one node t € V is considered in P1. It
is apparent that the original OPR problem is harder than
P1. Therefore, our objective is to show that even Problem
P1 is hard to solve.

Actually, the problem P1 is also a simplified variant of the
Capacitated Minimum Spanning Tree problem in [7], where
the length constraint is lifted and the edge capacities are
unified to the same constant integer C'.

At the first look, problem P1 seems very simple. If there
is not the tree constraint (i.e., if 7' is not necessary to be a
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tree), the problem becomes a special case of the Mazimum-
Flow problem, which is polynomially solvable by using the
Ford-Fulkerson method [5]. However, problem P1 is sur-
prisingly difficult to solve. Indeed, it is NP-hard. The NP-
hardness is due to the combination of the tree constraint
(due to the consistency requirement from hop-by-hop rout-
ing) and its essence of the Bin Packing problem [7]. It is
clear that, the tree constraint deprives the nodes of their
independence to choose paths to the destination ¢, thereby
making it hard to solve. In fact, the NP-hardness holds even
for a Directed Acyclic Graph (DAG).

Before we give the formal NP-hardness proof of P1, we
briefly introduce one existing NP-hard problem, the Non-
uniform Load Balancing problem [14, 10], from which we
shall construct our reduction to P1. For ease of notation,
we denote the Non-uniform Load Balancing problem as PO.

PO - The Non-uniform Load Balancing problem
INSTANCE: A set of jobs J = ji,j2, - ,Jjk, and a set of
machines M = mi,ma, -+ ,my; for each job j; € J, there
is a set S; C M on which j; can be run; each job j; has a
requirement r; which is equal to either 1 or 2.

QUESTION: Is there an assignment from J to M such that
each job j € J is assigned to a machine m € M so that the
sum of the requirements assigned to each machine is at most
27

Problem PO is NP-hard [14, 10]. Now we prove that the
problem P1 is NP-hard, too.

THEOREM 4. The simplified OPR problem, P1l, is NP-
hard.

Job 7ofreq2  Job 20freq2 Job k2of req 2
s s N

Job 2of req 1

Job 1of req 1 Job k7 of req 1

machine 1

Figure 8: The NP-hardness reduction

PROOF: The reduction algorithm begins with an instance of
P0. We construct a graph G(V, E) to encode the instance of
PO step by step as follows. The construction is also shown
in Figure 8.

(1) Without loss of generality, we suppose that, among k

jobs in J, there are ki jobs with requirements of 1 and k2
jobs with requirements of 2. For simplicity of notation, we
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denote by Ji the set of jobs with requirements of 1 and Js
the set of jobs with requirements of 2, respectively. Then, we
have |J1| = k1 and |J2| = k». It is apparent that J = J1 | J2
and k = k1 + ka.

(2) For each job j; in Ji, we add one single node s1; into V.
For each job j; in Ja, firstly, we add two nodes s2; and 5/2,1
into V; secondly, a link between these two nodes, (s'z,l, S2,1)
is added into FE, as illustrated in Figure 8.

(3) For each machine m; in M, we place a node ¢; into V' as
well.

(4) A termination node, ¢, is added into V. For each node
t;, a link (¢;,t) is added into E, which connects ¢; to t. So
far, the set of nodes, V, is completed. We have
1% :{51’17 S 731,k1} U {52’17 .
U{ts, - ,tn} U{t}
and |[V|=ki+2ks+n+1=k+ka+n+1

782,/62} U {8/2,17 e 78/2,k2}

(5) For each job j; in J, since it has a machine set S; C M
on which it can run, for each machine m,, € S;, if j; is in Ji,
then we add one link (s1,i,ty) into E; or if j; is in J2, then
we add a link (s2,;,t.) into E instead. Through these links,
we encode the condition that job j; can only be assigned to
a machine in S;, that is, node ¢,, is reachable from s, ; if and
only if m, € S;, where z = 1 or 2. Till now, the link set F
is completed, too.

(6) Finally, we assign all links in E' with the same capacity
Cc=3.

Figure 8 illustrates the construction of G. It is clear that
such construction of G can be completed within polynomial
time. Now the Problem PO has been transformed into an
instance of Problem P1 where the constructed G is the graph
in P1, C = 3 and the question is to look for a spanning tree
T for G that satisfies the capacity constraints.

We show that this transformation of the instance of PO into
G is areduction. First, if there is a feasible allocation of jobs
to machines in Problem PO, then it is not difficult to come
up with a spanning tree T for G accordingly. Specifically, for
any job j; € Ji, if it is assigned to machine m,,, then we take
the corresponding link (s1,;,%.); for any job j; € Jo, if it is
assigned to machine m., then we take both links (s, s2,:)
and (s2,i,tw). Furthermore, we take all links (¢.,t). As such,
we show that the resulting sub-graph, G’, is a spanning tree
for G: (1) since all jobs are assigned to some machines, all
si nodes and s’; nodes are covered in the resulting sub-graph
G'(V', E"); since all links (,,t) are taken, all ¢, nodes and
t are covered. That is, all nodes in V are covered in G’
(V = V’). (2) Since each job can be assigned to at most
one machine, there are exactly k (Sz,i, t.) links in E’, where
xz = 1or 2; plus kg links (s5,,s2,:) and n links (tu,t), we
have totally k + k2 +n = k1 + 2ke + n links in E’. By
the construction of G, |V| = ki + 2k2 + n + 1. So we have
|E’| = |V| — 1, thereby making G’ a spanning tree T' rooted
at t. (3) Since each machine has capacity 2, it is apparent
that [U(e)| = (X, cpey 1) < 3 for any e € E, that is, the
capacity constraints are simply satisfied. Therefore, T is a
solution to Problem P1 on G.
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Conversely, suppose that there is a solution T satisfying P1,
i.e.,, T is a spanning tree for G rooted at ¢t such that the
capacity constraint of each link is preserved. Since C' = 3,
for each node t,, at most 2 nodes can be contained in the
sub-tree rooted at t,. (Node t, itself consumes 1 unit from
the link (¢,,t). Therefore, at most two other paths can pass
through this link) Since for each node 3’27“ there is no direct
link between it and ¢, or ¢ (there is only one link connecting
it to corresponding s2,;), its path to ¢ has to pass through
the corresponding node sz ;. Furthermore, the path has to
follow the same path from sz; to ¢ (otherwise, T" will no
longer be a tree). So the nodes 3/2’1 and s2; are bound to
each other in T'. Hence, each sub-tree rooted at ¢, can only
have the following four options: contains 0 node, or any 1
node $1,, or any 2 nodes si,; and si,;, or any one pair of
bound nodes s5; and s2,;. Following the spanning tree 7T,
we can easily find an allocation of jobs accordingly: for any
link (8z,i,tu) in T, we just simply assign the corresponding
job j; to the machine m,. As we discussed above, the link
capacity constraint C' = 3 guarantees that the workload at
each machine does not exceed 2. Moreover, since all nodes
in V are covered by T, all jobs are assigned. Therefore,
the corresponding allocation is a solution to the instance of
Problem PO. |

As we can see from the proof and Figure 8, the NP-hardness
holds even for a Directed Acyclic Graph (DAG).

4. ROUTING ALGORITHMS FOR PREMIUM

TRAFFIC

The OPR problem, as we have defined in Section 2 and
studied in Section 3, turns out to be very difficult to find
an optimal solution in polynomial time since it is NP-hard.
Therefore, in this section, we introduce two existing heuristic
hop-by-hop routing algorithms that are based on the gener-
alized Dijkstra’s algorithm, as well as one novel algorithm
based on the WN-Dijkstra’s algorithm (Section 2). All of
them can run in O(|V|?) [5].

4.1 Widest-Shortest-Path Algorithm (WSP)
The WSP algorithm is the simplest heuristic algorithm which
can achieve a better saturate bandwidth (Bs(Ruwsp)) than
the basic hop-count shortest-path (SP) algorithm. When a
tie occurs, the basic SP algorithm simply chooses the node
with the smallest identifier to break the tie. However, the
WSP always chooses the widest path among the set of short-
est paths between any pair of source and destination. The
WSP has been well-studied in [25, 15]. Although it does not
have a strict isotonicity, the isotonicity still holds. There-
fore, by using the Dijkstra-OTF algorithm proposed in [25],
we can guarantee that WSP finds a loop-free L-lightest path
from any source to any destination.

The simulation results (given in Section 5) show that, on
average, the WSP algorithm outperforms the SP algorithm.
However, since the WSP only chooses a path from those
“shortest” paths (in the sense of hop-count) between two
nodes, the gain is limited.

4.2 Bandwidth-inversion Shortest-Path Algo-
rithm (BSP)
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In order to overcome the WSP’s limitation of performance
gain, we need to choose a “best” path from a broader range.
Therefore, the BSP algorithm is introduced. The BSP al-
gorithm was studied and called the “Shortest-distance path
algorithm” in [15]. It was used in a call-based or connection-
oriented network (such as the ATM network).

The BSP is basically a shortest-path algorithm with the
distance or weight function defined as

1
b7,7]

w(via Uj) =

and

n—1

o)) = 30

i=1 biji+1

where b; ; = b(v;,v;) is the bandwidth of link (v, v;). Since
the weight function is additive and the strict isotonicity
property holds, the BSP algorithm with this weight func-
tion can guarantee that packets are transmitted through
the lightest path between any pair of source and destination
without loop [25]. Therefore, it can be used as a hop-by-
hop routing algorithm as well. If there are more than one
lightest paths between the source and destination, the path
with the least hop count is selected.

U}(p<111,’l)27 e

Although generally BSP can achieve much better saturate
bandwidth (Bs(Rpsp)) than SP or WSP (the simulation re-
sults will be shown in Section 5), its performance varies dras-
tically if topology changes, meaning that the chance of pro-
ducing a worse Bs(Rpsp) than the SP is high. For example,
in Figure 1, if we change the b(A, C) to 1000 and b(B, C) to
90, then Bs(Rpsp) = 50 and Bs(Rsp) = 90, that is, the BSP
gets even worse saturate bandwidth than the SP does.

GG O
< <. S bis.

(v3)

Figure 9: Links in a longer path have to han-
dle more flows, therefore, B; decreases: for ex-
ample, according to the consistency of hop-by-hop
routing, link (v,—1,v,) has to hold (n — 1) flows:
V10n,V20n, *+ ,Un-1Vn. The longer the path is, the
smaller a B; will be.

The reason behind the failure of BSP is that it prefers a
wider path too much. In fact, being related to both the link
capacities along the path and the number of flows which are
taking this path, there are two constraints behind the OPR
problem: (1) On the one hand, a wider path may achieve
higher saturate bandwidth; (2) On the other hand, when
the wider path grows longer, according to the consistent
routing policy, more nodes, hence more flows will have to
share the same path, resulting in a decrease of the saturate
bandwidth.” This phenomenon is illustrated in Figure 9.

"According to the hop-by-hop routing assumption, every
node makes routing decisions independently without any co-
ordination between each other. Therefore, taking only the
bandwidth into consideration, we may experience the follow-
ing behavior: if one node chooses a wider link, then other
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Therefore, in order to prevent putting too many flows onto a
wide path, the length of the chosen path should be carefully
limited. Intuitively, a “penalty” associated with the hop
count of a path can be used to prevent that it becomes
too long. Hence, a novel algorithm based on the BSP is
introduced as follows.

4.3 Enhanced Bandwidth-inversion Shortest-
Path Algorithm (EBSP)

Intuitively, the introduction of a “penalty” helps to prevent
a path becoming too long. The value of such “penalty” is
related to hop count value. In order to guarantee the routing
consistency, the new weight function with “penalty” should
hold at least the left-isotonicity property (Section 2). One
direct option is to add a constant term to the link cost,
e.g. for a link of bandwidth b, its weight function can be
(say) 1/b+ ¢, where c is a non-negative constant [22]. (The
weight function of BSP then becomes a special case when
¢ = 0.) However, the “penalty” may not necessarily be
linear with the hop count. We claim that this penalty is
likely to be exponential with respect to the hop count. The
reason is briefly presented as follows. If we consider only
one destination t, the routes from all the other nodes to ¢
forms a spanning tree (also see Section 3). Hence, given
a link e, the totally number of routes going through e to
t could increase exponentially with respect to the depth of
the sub-tree rooted at one endpoint of e. Therefore, if we
observe conversely from a node v in the downstream of e,
when we reach e during searching the route from v to ¢, the
number of routes on e could potentially be an exponential
function of the hop count of e along the current searching
path. Therefore, we should use an exponential penalty in
the new weight function.

The new weight function for a path p(v1, vn) = (v1,v2,- - ,vn)
is then defined as follows.
0171
wip) =Y - )
1 4,041

where 0 is a constant discount factor (in the first part of
our simulation, we let & = 2). We can see that: (1) §°
serves as an exponential penalty; and (2) for any two paths
p1 and p2, w(p1) < w(pz2) if and only if w(p1) < w(p2).
Another interesting observation is that the BSP algorithm
now becomes one special case of EBSP in which § = 1. On
the other hand, when 0 is set to be large enough, the EBSP
tends to be another variant of the SP algorithm, just like
the WSP. This observation leads us to a hint that we could
find an optimal 6" such that the EBSP algorithm yields even
larger saturate bandwidth. We will address this issue later
in our simulations.

Notice that the new weight function is no longer static.
It dynamically changes with the hop count value. Before
we use a generalized Dijkstra algorithm to find the lightest
path between two nodes in terms of this new weight func-
tion, we should show that the strict left-isotonicity holds

nodes are very likely to choose the same link too, resulting
in the decrease of Bs. This confirms our earlier statement
that a local optimal solution for a single source node may
not necessarily be the global optimal solution to the OPR
problem.
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Figure 10: The topology used to prove the left-
isotonicity of the weight function in Equation
2. Originally, there are two paths between node

S and D: p1 = (S,vi,v3, -, v“D> and p; =
(S, v}, v3,- - ,v7, D). We assume that p; is lighter than
p2.

for this new weight function. Suppose we have two paths
from node S to D: p1 = (S,vi,vs, - ,vi,D) and po =
(S, v}, v3,- - 711172-7D>, as shown in Figure 10. For conve-
nience, let S = vg =v2 and D = v}H = 1)]2~+1. According to
the definition in Equation 2, we have

i

w(p1) =

m=0

o

b
and
I gm
2) =D 4
m=0 "M
where b, = b(vp,, Ves1) and b, = b(v2,,v2,41). Without

loss of generality, we suppose that p; is lighter than po, i.e.,
w(p1) < w(p2). Then we have

®

k hops from Ato S

b

GEE0

Figure 11: Topology used to prove the left-
isotonicity of the weight function in Equation 2.
After a common prefix is added to the original
topology (Figure 10) at node S, we can prove that
py = (A,---,Svi,vs,---,vi,D) is still lighter than
ph = (A,--,S, 07,03, ,v},D). It means, the strict
left-isotonicity holds.

Now a common prefix ¢ = (4,---,S5) is added to the node
S as shown in Figure 11. Suppose there are k hops from
node A to S, then the weights for the two augmented paths

from A to D, p} =qop1 = (A,---,S,vi,v3,--- ,v},D) and
pé:qop2:<A7"'75717%71}%7"'7UJ2‘7D>7are
9m+k & m
w(A,S) w(A,S)+ 0
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and

, J €n1+k x J enl
w(ph) = w(A,8)+ Y —— =w(4,8) +6" 3 -
m m=0 m

m=0

respectively. Following the inequality in Equation 3, we can
easily draw the conclusion that w(p}) < w(p3). Therefore,
by Definition 3, the strict left-isotonicity holds. We can also
show easily that the new weight function is NOT isotonic.

Following Theorem 2 and Theorem 3, an enhanced WN-
Dijkstra’s algorithm can be used to produce a consistent
routing scheme for a network based on the new weight func-
tion given in Equation 2. We give the detailed description
of this enhanced WN-Dijkstra’s algorithm as follows, which
is called WN-Digkstra-EBSP.

WN-DuKSTRA-EBSP(G(V, E), b, s, t)

1 for each nodewv eV
2 do d[v] « oo
3 w[v] < NIL
4 Q«V
5 d[t] <0
6
7 while Q # 0
8 do u «— EXTRACT-MIN(Q)
9 ifu=s
10 then ExIT
11 for each v € Adj[u]
12 do if 0 x d[u] + 1/b(v,u) < d[v]
13 then wv] «— u
14 dv] < 0 x d[u] + 1/b(v, u)

Algorithm 2: WN-Dijkstra-EBSP algorithm which han-
dles the OPR problem.

The asymptotic execution time of WN-DIJKSTRA-EBSP is
O(|V'|?), which is the same as the original Dijkstra’s algo-
rithm. Notice that we use the new weight function in Equa-
tion 2 to compute the weight for a path in line 12 and 14,
which depends on the current node’s hop count value and
the bandwidth of the associated link.

By taking both the hop count and bandwidth into consid-
eration, we expect that the EBSP algorithm can outper-
form both the SP and BSP algorithms with respect to the
saturate bandwidth (i.e., Bs(Repsp) should be better than
Bs(Rsp) and Bs(Resp)). We will show in Section 5 that the
simulation results confirm our expectations very well.

S. SIMULATIONS AND RESULTS

In the previous section, we introduced three heuristic algo-
rithms to solve the OPR problem. Their performance varies
in different network topologies. To reveal the relationship
between the performance and underlying network topolo-
gies, as well as to show the advantage of our new EBSP
algorithm, extensive simulations have been carried out. In
this section, we present these simulations and their results.
Note that, although the algorithms can be used in a dy-
namic manner (for example, they can be plugged into a link
state protocol, such as the OSPF), our simulations assume
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static routing. That is, given a topology, we perform routing
statically.

5.1 Simulation Model

We design a topology generator to automatically generate
topologies. The parameters we use for modeling topolo-
gies are: (1) Number of nodes N; (2) Maximum degree of
each node D; and (3) Variance index of link capacities Cyar.
Specifically, we first generate N different nodes. Then, given
a specific value of D, we generate a random number within
[1, D] for each node as its degree. The link destinations are
also randomly selected among all nodes except the node it-
self. We normalize the base link capacity to 100 units and
quantize Cyqr into 10 levels, from 1 to 10. For each link, we
assign its capacity based on the value of Cyqr. For example,
if Cvar = ¢,¢ € [1,10], we generate a random number be-
tween [100, 100¢] and assign it to a link as its capacity. The
larger Cyqr is, the greater variance of link capacities. In this
way, we can adjust the variance of link capacities easily by
simply changing the value of Cyqr.

Since the OPR problem is NP-hard, it is impossible to find
the optimal saturate bandwidth By,q. for a given topology
within polynomial time. Hence, comparisons between Bn,ax
and Bgs(Ruwsp), Bs(Rusp), and Bs(Revsp) are therefore in-
feasible. In order to quantify the performance and compare
the three algorithms, we use the SP algorithm (the basic
shortest-path algorithm) as our benchmark. Given a ran-
domly generated topology G,® we first run the SP algorithm
at each node of G so that the saturate bandwidth Bs(Rsp)
is obtained. Then, the three heuristic algorithms, WSP,
BSP and EBSP, are executed on the same topology one
by one. Their saturate bandwidths, Bs(Rwsp), Bs(Rosp),
and Bs(Repsp) are obtained, respectively. We compare these
three values with the benchmark, Bs(Rsp), to observe how
much benefit we can gain by using these three algorithms.

More specifically, we evaluate the performance of a particu-
lar algorithm R by using two metrics defined as follows.

(1) Bandwidth Gain (8) and Average Bandwidth Gain (B):
(3 is defined as

Bs(R)
Bs(Rsp)

where Bs(R) can be Bs(Ruwsp), Bs(Rpsp), or Bs(Repsp). For
each configuration (N, D, Cyar), totally 2000 topologies are
randomly generated and simulated. The Average Bandwidth

Gain () is then computed by

B =

2000
B

3 _ 241
= 2000

The larger 3 the algorithm R can achieve, the better.

(2) Miss Rate (v): For each given configuration (N, D, Cyar),
~ is simply measured as the fraction of total 2000 simulated
topologies in which the algorithm R yields worse saturate
bandwidth than R, does (i.e., Bs(R) < Bs(Rsp)). That is,
_ Number of topologies in which B;(R) < Bs(Rsp)
" Total number of simulated topologies (2000)

8If G is not routable, we simply drop it and generate another
one.
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The smaller v, the better.

The following subsection demonstrates the detailed simula-
tion results and analysis.

5.2 Simulation Results and Analysis

We present our simulation results in three parts. The first
part (Section 5.2.1) focuses on the Average Bandwidth Gain
(3) and the Miss Rate (v) with respect to different topol-
ogy configurations, where we fix 6 = 2 in the EBSP algo-
rithm. In the second part (Section 5.2.2) we study how 6
affects the performance of the EBSP algorithm. Finally, we
make a stronger and more realistic case in the third part
(Section 5.2.3), applying some larger and more realistic net-
work topologies generated by the famous topology generator
BRITE. Note that in the first two parts, we do not intend to
simulate realistic networks or large-scale ones. We focus only
on the algorithms’ average performance and its relationship
with different topology configurations. Thus, a large num-
ber of topologies (2000 for each topology configuration) are
randomly generated and simulated. While in the third part,
we focus on evaluating the algorithms’ performance in more
realistic networks with much more nodes (up to 500).

5.2.1 Performance In Various Topologies

We illustrate the detailed simulation results in Figures 12,
13, 14 and 15. Each value of bandwidth gain or miss rate
in these figures is the average value on 2000 randomly gen-
erated topology samples for a given topology configuration.
So the results in this part reflect the overall performance of
the algorithms.

We fix 6 = 2.0 for the EBSP algorithm in this part. How
different 6 values may affect the algorithm and the optimal
0 values will be addressed next in Section 5.2.2.

Cvar=2

Avg. bandwidth gain ( B )
(Bs(R) / Bs(Rsp) )
45+
4

35

0.4 Max node degree / N

25
Numbeer nodes 30 02 (D/N)

Figure 12: Average
Bs(R)/Bs(Rsp)) w.r.t.

var —

bandwidth gain (3 =
topology configurations

The figures show us some interesting and useful relations
between performance of algorithms and different topology
configurations.

General comparisons among WSP, BSP and EBSP: In gen-
eral, the WSP is the best one among the three algorithms
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Cvar =10

Avg. bandwidth gain (E )
(Bs(R) / Bs(Rsp) )

25

20

Number of nodes Max node degree / N

(N) 30 02 (D/N)
Figure 13: Average bandwidth gain (3 =
Bs(R)/Bs(Rsp)) w.r.t. topology configurations
(Cyar = 10)
Cvar =2
Miss rate (y)

0.45~,

Figure 14: Miss rate (y) w.r.t. different topology
configurations (Cyar = 2)

in terms of the miss rate and the BSP is the worst one (Fig-
ures 14 and 15), no matter what kind of network topologies
are used. However, as far as the saturate bandwidth gain is
concerned, WSP does not gain much generally (Figures 12
and 13). This is intuitively reasonable, because WSP is only
a simple variant of the SP algorithm. For EBSP algorithm,
it yields much larger values of bandwidth gain (in an order
of magnitude better if compared with the results of WSP,
especially when N and Cyqr are large) with small miss rates.
The EBSP is always much better than the BSP in terms of
the miss rate. For BSP, it yields fairly large bandwidth gains
when N and C,q.- are large, but not as large as the EBSP
does. Nevertheless, it always suffers from the highest miss
rates among the three. We can observe in Figure 14 that,
when N =10, D/N = 0.8, the BSP has a miss rate as high
as almost 0.45, meaning that in nearly half of the simulated
topologies, it performs worse than the basic SP algorithm.

Comparison of the three algorithms in different topology con-
figurations: If we compare the three algorithms when the ca-
pacity variance Cyq, is small, surprisingly, we find that WSP
is the best in terms of both bandwidth gain and miss rate.
However, the margin over EBSP is small. For large capacity
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Cvar =10

Miss rate ()
0.09
0.08
0.07
0.06
0.05
0.04
0.03
0.02
0.01

0
1

30

Number of nodes

(N)

Figure 15: Miss rate (y) w.r.t. different topology
configurations (Cyer = 10)

variances Clyqr, EBSP is definitely the best algorithm among
the three - it not only achieves large saturate bandwidth
values, but keeps fairly low miss rates as well, especially in
case of large-scale, complex topologies. Therefore, we can
draw a conclusion that both the WSP and EBSP are favor-
able for those networks with homogeneous links, meanwhile,
the EBSP is more suitable for large-scale, complex networks
with heterogeneous links. There is no significant advantage
of BSP. Although it can yield comparable bandwidth gains
as EBSP when N and D are small, it suffers from very high
miss rates.

Performance trends w.r.t. Cyar: Comparing Figures 12 and
13, as well as Figure 14 and 15, we find that when Cyar
increases from 2 to 10, the bandwidth gains of both BSP
and EBSP increase significantly. In the meantime, their
miss rates decrease with the increase of Cyer. However,
the performance of WSP does not change significantly with
CUGT"

Performance trends w.r.t. the mazximum degree D: If we fix
the value of N and Cyqr, by changing the values of D, we
can observe the same trends for all three algorithms: when
D increases, all three algorithms first yield larger saturate
bandwidth values, but after a certain point, all of them start
decreasing. Intuitively, the reason behind this phenomenon
might be: at the beginning, when D is very small, the topol-
ogy has very low connectivity, meaning that there are very
few optional routes between nodes for the routing algorithms
to choose. Therefore, all three algorithms yield almost the
same results as SP does, hence small bandwidth gains. As
D increases, there are more and more optional routes among
nodes for the routing algorithms to choose. Thus, it is more
and more likely for the algorithms to find better routes. As
a result, the saturate bandwidth values increase. But after
a certain turning point (different algorithms may have dif-
ferent turning points), the topology is getting so connected
that the hop-count shortest paths become more preferable.
Therefore, bandwidth gains start to decrease.

Brief conclusions: In summary, for a simple, homogeneous

network, especially when the link capacity variance is small,
EBSP or WSP should be used for the premium-class rout-
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ing since they yield larger saturate bandwidth meanwhile
keep miss rates low. However, for a complex, heterogeneous
network, the EBSP algorithm is absolutely preferred since
it achieves much higher saturate bandwidth gains as well as
relatively low miss rates in such networks.

5.2.2 Impacts of 0

As we can see from the description of the EBSP algorithm,
6 is an important constant. In the last subsection (Section
5.2.1), we fixed 6 = 2.0. In this part, we investigate its im-
pacts on the performance in terms of the average bandwidth

gain ().

Let B1.0, B2.0 and (oo denote the average bandwidth gains
of EBSP when 6 = 1.0, 2.0, 0o, respectively. Based on the
fact that Bz‘o > BLO and Bzo > Boo,g for a given topol-
ogy, intuitively, we project that there may exist an optimal
0, written 6%, with which the EBSP algorithm achieves its
maximal average bandwidth gain 3*. To confirm this projec-
tion, we conduct another set of simulations and the results
are shown in Figures 16 and 17.

Avg. bandwidth gain ( Ii ) vs 6 (Cvar=2)

—— N=20,D/N=0.2
—o— N=30,D/N=0.2
—=- N=20,D/N=0.6
—+— N=30,D/N=0.6

3.55

[5)

Avg. bandwidth gain ( p )
Ind
o
T

N
T

100

Figure 16: Average bandwidth gain w.r.t. 0 (Cyar =
2)

The figures show clearly that all curves of 8 versus 6 have

absolute maximum values, therefore, each topology config-

uration has an optimal #*. Notice that both figures are dis-

torted a little bit. The reason is that the actual last point

of each curve is for § = 100 (to mimic a very large 0). How-

ever, we put all last points in the figures at the position for
= 10 to make the details of curves clearer.

Furthermore, we conduct more simulations to obtain the op-
timal values of 6 for different topology configurations. The
results are demonstrated in Figure 18. Although the optimal
values are scattered between 1.0 and 5.0, given topology con-
figuration (N, D, Cyar) ranges from (5, 0.2, 2) to (30, 0.8, 10),
most of them are gathered between 1.5 and 3.0. This is
exactly why we choose § = 2.0 in Section 5.2.1 when we
evaluate the overall performance of EBSP. Figure 18 also
reveals an overall trend between topology configuration and

%As we discussed before, # = 1.0 degrades EBSP to BSP
and 6 = oo degrades EBSP to a variant of SP algorithm,

both of which yield smaller 8 than when 6 = 2.0.
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Avg. bandwidth gain (B ) vs 6 (Cvar=10)

25

—— N=20,D/N=0.2

—o- N=30,D/N=0.2
—=- N=20,D/N=0.6
—— N=30,D/N=0.6

Avg. bandwidth gain ( B )

Figure 17: Average bandwidth gain w.r.t. 0 (Cyar =
10)

Optimal 6 vs N

~

H — DIN=0.2,Cvar=2 E
—e— D/N=0.4,Cvar=2 *

—=— D/N=0.6,Cvar=2
—+— D/N=0.8,Cvar=2
6 D/N=0.2,Cvar=10 1
©- D/N=0.4,Cvar=10
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* D/N=0.8,Cvar;10

*

Optimal 6
-
*
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Number of nodes (N)

Figure 18: Optimal 6 w.r.t. topology configurations

0*: topologies with larger number of nodes (N) or larger
link capacity variance (Cyar) tend to have larger optimal
values of 6.

Brief conclusions: In summary, our simulation results ob-
serve an overall trend between topology configuration and
0*: topologies with larger number of nodes (V) or larger link
capacity variance (Cyqr) tend to have larger optimal values
of 6*. However, for medium-sized networks (e.g., N = 20 or
30), the values of 0" are mostly gathered between 1.5 and
3.0, thus we can use 0 = 2.0 to evaluate the overall perfor-
mance of EBSP in such networks. The performance of EBSP
in large scale networks will be studied later in Section 5.2.3.

5.2.3  Special Cases with Larger Number of Nodes

In the previous parts, since we focused on average perfor-
mance which was based on a large number of topologies
(2000 for each topology configuration) to eliminate potential
biases, we could not simulate very large scale networks be-
cause of high computation complexity (the maximum num-
ber of nodes we simulated was 100). Moreover, for each
given topology configuration, the topologies were totally
randomly generated. Some of them might not be realistic.
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| Topology Type [

1 level router (IP) only

Model Type

Waxman: aq = 0.15, 8, = 0.2

Network Size (HS)

1000 (number of squares)

Topology # of Nodes (N) 200, 300, 400, 500, respectively
Parameters | Node Degree (m) 20
Node Placement random
Bandwidth Distr. uniform
Min. bandwidth 10
Max. bandwidth 1024

Table 1: BRITE topology generator configuration

Bandwidth Gain (3)
# of WSP | BSP EBSP EBSP EBSP
Nodes (N) (6=15) | (6=2.0) | (6 =3.0)
200 13.41 | 33.94 37.86 42.79 43.75
300 7.65 29.13 33.38 38.77 40.37
400 6.58 28.26 31.16 33.39 36.39
500 10.42 | 45.79 50.01 55.23 58.75

Table 2: Bandwidth gains () in large realistic net-
works

In this part, in order to further investigate the algorithms in
larger and more realistic networks, we use a famous topology
generator, BRITE!, to generate more realistic topologies
with larger number of nodes (up to 500 nodes), in which we
compare the performance of the three algorithms.

We configure the BRITE as shown in Table 1 to generate
our simulating topologies, where HS means “size of the main
plane” [19] and it simulates the geometrical size of a network.
Waxman model is used. Most configurations in the table
(e.g., for the Waxman model, o, = 0.15 and 3, = 0.2) are
default values. Totally, 4 topologies are generated and they
consist of 200, 300, 400, and 500 nodes, respectively.

Table 2 shows the detailed simulation results. It is clearly
demonstrated that all three algorithms, WSP, BSP, and
EBSP, perform better than the SP algorithm in all 4 cases
(i.e., the bandwidth gain, (3, is always larger than 1). It is
also shown that the EBSP algorithm outperforms WSP and
BSP in all cases, no matter what value is used for 6 (1.5,
2.0, or 3.0). Furthermore, for the EBSP algorithm itself, the
results show that a larger scale network may favor a larger
0. That is, if the node degree is fixed, the more nodes a
network consists of, the larger the optimal value 6* will be.
This conforms to the results in the previous part (Figure
18).

6. RELATED WORK

Extensive research has been conducted on QoS routing is-
sues recently. In [3], S. Chen and K. Nahrstedt did a thor-
ough survey on QoS routing algorithms, where routing prob-
lems were classified into four categories in terms of types of
constraints and optimization targets. However, if we use a
different criterion, routing mechanisms can also be catego-
rized into flow-based routing and hop-by-hop routing. Most
of existing QoS routing solutions focus on virtual circuit
network models which are connection-based or flow-based.
In [15, 16], the authors proposed and evaluated some new

OBRITE is developed by Alberto Medina et al at Boston
University.[19]
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Dijkstra-based QoS routing algorithms, such as the shortest-
distance path algorithm which uses the reciprocal of link
bandwidth as weight function, similar to the BSP algorithm
in [26] and in this paper. In [12], the authors proposed
the Minimum Interference Routing algorithm (MIRA) which
routes a newly connection onto a path that does not inter-
fere too much with those critical links. The algorithm shows
good performance compared to other algorithms. In [23], the
authors addressed the QoS routing from the precomputation
perspective and proposed a hierarchical algorithm to solve
the All-Hops Problem. In [1], the authors discussed path
selection algorithms to support QoS routes in the context
of extensions to the OSPF protocol. In [4, 28], the authors
studied the ticket-based routing algorithms in an environ-
ment where state information was imprecise. All research
work above was flow-based or connection-based and did not
consider hop-by-hop routing constraints, where routing con-
sistency and forwarding loop-freedom should be guaranteed.

In the hop-by-hop routing category, Van Mieghem, De Neve
and F. Kuipers proposed the Tunable Accuracy Multiple
Constraints Routing Algorithm (TAMCRA) to address QoS
routing problems with multiple constraints in a hop-by-hop
manner [20]. The authors proved that the TAMCRA is
an exact QoS routing algorithm which can guarantee loop-
freeness. The major differences between [20] and our pa-
per include: (1) TAMCRA is not a consistent routing algo-
rithm; and (2) TAMCRA solves the routing problem for one
source-destination pair, i.e., given a source and destination,
TAMCRA finds a sub-optimal route from the source to the
destination; while our algorithms try to approach an opti-
mal solution for the entire network, given multiple sources
and destinations. Some basic issues on hop-by-hop routing
algorithms, such as consistency, isotonicity, and search of
optimal paths, were studied in [25]. The author provided an
elegant algebra basis to study the correctness of Dijkstra-
based QoS routing algorithms in the context of hop-by-hop
routing in the Internet. We borrowed some definitions and
results from his work.

Another related research area is the Type-of-Service (TOS)
routing. Matta and Shankar proposed the TOS2 routing
scheme in [18], where two TOS’s were considered: low de-
lay and high throughput. Two additive link cost functions
were given accordingly. Dijkstra’s algorithm was used. But
the main focus of the paper was not routing algorithms, in-
stead, the authors thoroughly analyzed the network stabil-
ity and convergence features by using the Liapunov function
method. In [24], the authors classified flows into long-lived
and short-lived two types and proposed a hybrid routing
scheme for them. Briefly, the paper suggested that dynamic
routing should be used for the long-lived flows, while static
preprovisioned paths should be used for the short-lived ones.
However, their approach was basically in a flow-based man-
ner, thus each long-lived flow could be routed individually
and dynamically in the residual network to achieve high sta-
bility and load balance.

In [26], we raised the OPR problem for the first time. The
idea of finding a solution to the OPR problem is somewhat
similar to the idea of Maz-min routing, which is also NP-
hard and has been studied in [2, 8, 10, 17]. Although both
problems are dealing with unsplittable “fows”, a solution
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to the Max-min routing problem does not have to maintain
routing consistency, i.e., each flow can be routed indepen-
dently. Therefore, their results can not simply be applied to
the OPR problem.

In this paper, we introduced two existing hop-by-hop QoS
routing algorithms and proposed a new one (EBSP - En-
hanced Bandwidth-inversion Shortest Path). All of them are
related to the generalized Dijkstra’s algorithm. We also pro-
vide rigorous proofs for the NP-hardness of the OPR prob-
lem and for the correctness of the novelly-proposed EBSP
algorithm. The performance of EBSP, as well as the impact
of EBSP’s discount factor 6, was studied through simula-
tions.

7. CONCLUSION

In order to service premium traffic efficiently while keeping
its negative inter-class effects low, the premium class rout-
ing algorithm must be carefully chosen. In this paper, we
argued that the choice of the optimal premium class rout-
ing algorithm leads to the Optimal Premium-class Routing
(OPR) problem, which is NP-hard. We have briefly exam-
ined two existing routing algorithms (the Widest-Shortest-
Path (WSP) algorithm and the Bandwidth-inversion Shortest-
Path (BSP) algorithm) and designed the novel Enhanced
Bandwidth-inversion Shortest-Path (EBSP) algorithm to com-
pare and study the tradeoffs of these different solutions for
the OPR problem. We also provided a rigorous proof for
the correctness of the EBSP algorithm. Our simulation re-
sults showed that on average all three routing algorithms
outperformed the basic hop-count shortest-path (SP) algo-
rithm. Furthermore, our new EBSP algorithm significantly
outperformed all other existing algorithms in large-scale,
heterogeneous networks. As the DiffServ networks are be-
coming more and more heterogeneous and complex, our re-
sults strongly indicate that the EBSP routing algorithm is
a strong candidate for routing of premium class traffic in
DiffServ networks.

In this paper, we assume that each node requires the same
premium bandwidth to other nodes. This is a very strong
assumption. In our future work, we will address a more gen-
eral OPR problem where the premium bandwidth demand
can be heterogeneous. The existing EBSP algorithm’s per-
formance will be examined in the new environment. Possible
enhancements will also be studied.
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