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In this study, we have addressed the problem of flow
volume measurement using packet sampling approach.
Traffic measurement and monitoring serve as the basis
for a wide range of IP network operations, management
and engineering tasks. Particularly, flow-level
measurements are required for applications such as
traffic profiling, usage-based accounting, traffic
engineering, traffic matrix and QoS monitoring. With
today’s high-speed (e.g., Gigabit or Terabit) links,
however, capturing every packet is no longer feasible
due to the excessive overheads it incurs on linecards or
routers. As a scalable alternative, both the Internet
IETF working groups IPFIX (IP Flow Information
Export) and PSAMP (Packet Sampling) have
recommended the use of packet sampling.

The foremost and fundamental question regarding
sampling is its accuracy. This is especially pertinent in
the Internet, where traffic is known to fluctuate
dynamically and unpredictably. Inaccurate packet
sampling not only defeats the purpose of traffic
measurement and monitoring, but worse, can lead to
wrong decisions by network operators. Excessive
oversampling should also be avoided for the
measurement solution to be scalable. Therefore, it is
important to control the accuracy of estimation so as to
balance the trade-off between the utility and overhead
of measurements. Given the dynamic nature of network
traffic, static sampling does not always ensure the
accuracy of estimation, and tends to oversample at peak
periods when economy and timeliness are most critical.

Packet sampling for flow-level measurements is a
particularly challenging problem. One issue is the
diversity of flows: flows can vary drastically in their
volume. The dynamics of flows is another issue: flows
arrive at random time and stay active for a random
duration; the rate of a flow (i.e., the number of packets
generated by a flow per unit of time) may also vary
over time, further complicating the matter of packet
sampling.

How can we ensure accuracy of measurement of
dynamic flows? How many packets does one need to
sample in order to produce flow measurements with a
pre-specified error bound? How to decide on a
sampling rate to avoid excessive oversampling while
ensuring accuracy? How to perform sampling procedure
and estimate flow volume? How easily can it be
implemented at line speed? To answer these questions,
in this paper we advance a theoretical framework and
develop an adaptive packet sampling technique using
stratified random sampling.

The technique is targeted for accurate (i.e., with
bounded sampling errors both in packet and byte
count) estimation of large or elephant flows, since a
small percentage of flows are observed to account for a
large percentage of the total traffic. We classify flows
based on proportion of packet count to the total count
over a time interval that encompasses the flow
duration. A flow is referred to as an elephant flow in
our study if its packet count proportion is larger than a
pre-specified threshold. Since the proportion is defined
over the time interval enclosing a flow, it eliminates
the rate fluctuation impact. This definition of elephant
flows captures flow characteristics of packet count, byte
count as well as burstiness.

We tackle the problem of flow dynamics using
stratified random sampling. The proposed technique
uses predetermined non-overlapping time blocks called
strata. For each stratum, it samples packets with the
same rate. The sampling rate is set to bound the
estimation error of the smallest elephant flow. At the
end of each stratum, flow statistics are estimated and
updated. The predetermined time blocks enable us to
estimate flow volume without knowing flow arrival
times and their durations. From each flow’s point of
view, it is stratified in fixed time. At the end of the
last time block enclosing the flow, its statistics are
summarized into a single estimation record.

A time block is the minimum time scale over which
an elephant flow (packet count proportion) is
determined. It is also minimum time scale over which
the sampling rate can be adjusted. In order to achieve a
desired accuracy, a certain minimum number of packets
must be sampled during the sampling frame that
encompasses an elephant flow duration. Given the
arbitrary length of elephant flow duration, the sampling
frame could be one block or a few consecutive blocks
in the stratified sampling. To ensure that we collect
enough samples of each elephant flow, we sample the
minimum required number of packets every block. The
minimum required number of samples is computed at
the beginning of each block to accommodate dynamic
changes in the total traffic.

Using real network traffic traces, we demonstrate that
the proposed technique indeed produces the desired
accuracy of flow volume estimation, while at the same
time achieving significant reduction in the amount of
packet samples as well as flow cache size.
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Abstract

Internet links operate at high speeds, and
past trends predict that these speeds will con-
tinue to increase rapidly. Routers and Intru-
sion Detection Systems that operate at up
to OC-768 speeds (40 Gigabits/second) are
currently being developed. In this paper we
address a basic function common to several
security and measurement applications run-
ning at line speeds: counting the number of
distinct header patterns (flows) seen on a high
speed link in a specified time period. For ex-
ample one can detect port scans by count-
ing the number of connections opened by the
suspected port scanner and one can ascertain
that a denial of service attack is in progress by
counting the number of distinct (fake) source
addresses that send packets to the suspect-
ed victim. We provide algorithms solving the
flow counting problem using extremely small
amounts of memory. This can translate in-
to savings of scarce fast memory (SRAM)
for hardware implementations. It can also
help systems that use cheaper DRAM to al-
low them to scale to larger instances of the
problem. The reduction in memory is partic-
ularly important for network security applica-
tions such as detecting port scans and DoS at-
tacks that need to run a separate instance of
the algorithm for each suspected attacker or
victim. Our algorithms can be implemented
in hardware at wire speeds (8 nsec per pack-
et for OC-768) using simple CRC based hash
functions, multiplexers and SRAM. They ac-
cess at most one or two memory locations
per packet. We expose the behavior of sim-
ple building blocks and provide a family of
customizable counting algorithms that can be
adapted to the requirements of various appli-

cations. This allows our algorithms to use less
memory than the best known counting algo-
rithm, probabilistic counting, to provide the
same accuracy.

e Virtual bitmap is well suited for triggers
(which need only be accurate around a
threshold value) such as detecting DoS
attacks, and uses 292 bytes to achieve an
error of 2.619% compared to 5,200 bytes
for probabilistic counting.

e Our “no assumptions” counting algo-
rithm, multiresolution bitmap algorithms
uses only 2143 bytes to count up to 100
million flows with an average error of 3%.
Its accuracy is slightly better when the
number of flows is small, while the accu-
racy of probabilistic counting using the
same memory is much worse.

e Our adaptive bitmap that exploits sta-
tionarity in the number of flows can
count the number of distinct flows on a
link that contains anywhere from 0 to
100 million flows with an average error
of less than 1 % using only 2 Kbytes
of memory. Probabilistic counting needs
eight times more memory to achieve the
same accuracy.

e We used our triggered bitmap to replace
the port scan detection component of
the popular intrusion detection system
Snort. Doing so reduced the memory
usage from 89 Mbytes to 6.4 Mbytes
(with an average error of 13.5%) as mea-
sured on a 10 minute trace. Probabilistic
counting uses 23 Mbytes.

This work was made possible by a grant from
NIST for the Sensilla Project.
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The ability to estimate network latencies accurately be-
tween arbitrary Internet end hosts would enable wide-area
measurement studies and applications, such as investigat-
ing routing path inefficiencies on a wide-scale [1] or con-
structing topologically sensitive overlay networks. In this
poster we present King [2], a tool that accurately, quickly
and cheaply estimates the latency between arbitrary end
hosts by using existing DNS infrastructure in a novel way.
Our approach is inspired by tools like Sting [3] and T-
BIT [4], which show that it is possible to use existing pro-
tocols in unanticipated ways to obtain results that were
previously intractable.

Our technique relies on two observations. First, given a
pair of end hosts to be measured, in most cases it is possi-
ble for King to find their authoritative DNS name servers
that are topologically close to the end hosts. Second, given
a pair of DNS name servers, King can accurately estimate
the latency between them using recursive DNS queries.
Thus, King is able to use the measured latency between
the name servers as an estimate of the latency between the
end hosts. Although this estimate will inevitably suffer
from inaccuracies, our extensive evaluation demonstrates
that this estimation error is small (less than 20% error in
over three-quarters of generated estimates).

Compared to previous approaches like IDMaps [5] and
GNP [6], King has two primary advantages (1) deploya-
bility and (2) accuracy.

1. Deployability: Unlike IDMaps, King does not re-
quire the deployment of additional infrastructure, and
unlike GNP, King does not require end hosts to agree
upon a single set of landmarks or share the coordi-
nates with other end hosts. Because King uses exist-
ing DNS infrastructure, it scales naturally in terms of
the number hosts that could be measured. Our eval-
uation indicates that King can be used to estimate la-
tencies between arbitrary IP hosts more than 75% of
time in the Internet today.

2. Accuracy: Unlike IDMaps and GNP the accuracy
of King is not affected by the placement of mea-
surement points (tracers or landmarks) in the Inter-
net. King’s estimates are based on direct online mea-
surements rather than extrapolation from latencies

*This work was supported by National Science Foundation under ITR
grant No. CCR-0121341. Any opinions, findings, and conclusions or
recommendations expressed in this material are those of the authors and
do not necessarily reflect the views of the National Science Foundation.

of a subset of paths measured offline. Our evalua-
tion shows that the error in King latency estimates
between end hosts is significantly smaller than that
of IDMaps, while the error in its estimates between
name servers is negligible. Further, we show that
King can identify those of its own estimates that are
likely to be inaccurate. These characteristics make
King an ideal tool for a number of wide-area mea-
surement studies that involve measuring latencies ac-
curately between a large number of geographically
distant end hosts.

King is also fast and lightweight requiring the gener-
ation of only a few packets to produce an estimate. Our
evaluation also demonstrates that (a) King preserves order
among its latency estimates; a feature useful in identifying
a close server from a group of server replicas and (b) au-
thoritative name servers are located topologically close to
their end hosts in a majority of scenarios (i.e., latencies as
measured from a far away host to both the end host and its
name server are very similar); this explains the high accu-
racy of King. Finally, we test the feasibility of using King
for measurement studies by performing Detour study [1]
on a larger scale. The results we obtained are consistent
with the earlier Detour study. We were able to obtain our
results with far greater ease as, unlike the previous study,
we were not restricted to the publicly available traceroute
servers and their usage policies. We also believe that the
simplicity of our King tool will enable researchers to use
it in myriads of unanticipated ways like the more popular
Ping tool.
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[1] “The Detour web page.” www.cs.washington.
edu/research/networking/detour/.

[2] “The King web page.” www.cs.washington.
edu/homes/gummadi/king.

[3] “The Sting web page.” www.cs.washington.
edu/homes/savage/sting/.

[4] “The TBIT web page.” www.icir.org/tbit/
daxlist.txt.

[5] “The IDMaps web page.” idmaps.eecs.umich.
edu/.

[6] “The GNP web page” www-2.cs.cmu.edu/
~eugeneng/research/gnp/.



The Performance of Circuit Switching in the Internet
Pablo Molinero-Fernandez, and Nick McKeown, Stanford University
{molinero,nickm}@klamath.stanford.edu

ABSTRACT:

Recently there has been renewed interest in circuit switching because of the ease of building very
high capacity optical circuit switches. This poster studies the performance, as seen by the end user,
of an Internet that uses circuit switching instead of, or in addition to, packet switching. TCP
represents over 90% of current Internet traffic, which makes our usage of the network very
connection oriented. Therefore, the key performance metric for the end user is the completion time
for each connection, which we refer to as response time.

On the face of it, smply considering circuit switching as an alternative would seem a pointless
exercise; the Internet is packet switched, and was deliberately built that way to enable the
efficiencies afforded by statistical multiplexing, and thus it should provide a response time that is
faster than that of circuit switching. However, link utilization is low, and falling, particularly at the
core of the Internet, which means that statistical multiplexing is lessimportant than it once was.

In this poster, we explore the performance of a network where a new circuit is created for each
application flow, with particular emphasis on the response time experienced by users. We use
simple M/G/1 and M/G/N queues to model application flows in both packet switched and circuit
switched networks, as well as ns-2 simulations to validate the results. We conclude that because of
high-bandwidth long-lived flows, it does not make sense to use circuit switching in shared access or
local area networks. At the same time, our results suggest that in the core of the network, where
access links limit the maximum flow rate, and where high capacity is needed most, there is little or
no difference in performance between circuit switching and packet switching. Given that circuit
switches can be built to have higher capacity than packet switches, this suggests that a circuit
switched core warrants further investigation.

There are other performance metrics that are also very important when deciding whether circuit
switching is a good technology for the Internet, such as scalability, smplicity, cost, reliability and
availability, Quality of Service (Qo0S), or traffic engineering. We have used such criteria in other
studies, but they will not be discussed in the poster with great detail given the space constraints.
The end result is that we greatly benefit from the use of circuit switching in the backbone of the
Internet.

Our current use of the network is very connection oriented, and, thus, it fits well with a network
core that is circuit switched, while the edges use packet switching. We may just use a gateway that
maps packet switched flows (e.g. TCP connections) to circuits. This gateway creates and destroys
circuits as flows come and go. Then the deployment of circuit switching in the core does not
require any change in existing end hosts and routers, which will continue to use IP the same way as
today, as the gateways will hide the existence of circuitsin the core. With this network architecture,
circuit switched clouds can be inserted gradually, without requiring aflag day in the Internet.

FOR MORE INFORMATION:
http://kl amat h. st anf ord. edu/ TCPSwi t chi ng/
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The Internet AS (Autonomous System)
topology structure is a subject of high interest
as performance of Internet protocols and algo-
rithms can depend heavily on the topology. Be-
sides other reasons, a good model for the Inter-
net topology may lead to a realistic generator,
used for simulations. Power-law degree Internet
topology generators, now state-of-the-art, re-
sult in different kinds of graphs. It has already
been observed that power-law distribution cre-
ates hierarchy, although the type of hierarchy
differs from model to model. Also, one should
take into account the influence of BGP policies
by considering them as part of the AS topology
model. We looked at the real and generated
Internet Topology in order to find relevant and
computationally simple metrics to evaluate dif-
ferences. Preliminary results using the Normal-
ized Laplacian Spectrum, which can be calcu-
lated in polynomial time, show that it is a good
candidate to differentiate classes of topologies.

Some of the questions we are interested in
are:

— What can we conclude about topol-
ogy from the normalized spectrum of the
graph?

Preliminary results: Observation of the dif-
ference between the multiplicities of the eigen-
value 1 in the Normalized Laplacian Spectrum
of graphs created by Inet 2 (Inet Topology Gen-
erator, University of Michigan) and of corre-
sponding AS graphs lead us to a new hierar-
chical representation of the AS graph. We par-
tition the graph into 4 components: P, Q, R
and I. Taking into account BGP policies, we
confirmed our conclusions about the function-
ality of each component (roughly, the edge and

*Partially supported by European Commission - Fet
Open project COSIN IST-2001-33555, with funding pro-
vided by BBW Switzerland.

the core). Following the components’ evolu-
tion over time, we could extract some trends:
more nodes are added to the edge, but more
new links are added to the core. Experiments
on other multiplicities showing occurrences of
specific subgraphs, convexity and concavity of
the parts of the spectrum are still part of our
research.

— What is the relevance of other met-
rics from graph theory?

Preliminary results: Vertex Cover, Maxi-
mum Independent Set and Maximum Clique
are some examples of NP-complete problems,
that are efficiently solvable on the Internet AS
topologies. Although primarily of theoretical
interest, some of these metrics can be attrac-
tive for practical reasons too, being efficiently
computable. A positive example is the optimal
placement of the DDoS protection filter in the
Vertex Cover set.

— How can we measure robustness in
the whole network and in its parts?
Can we improve ”topological” robustness
of a part of the network without over-
design?

Preliminary results: We looked at the num-
ber of node-disjoint paths from Oregon to all
ASs in the graph model and in the data ob-
tained from BGP tables with respect to the di-
rection of traffic forwarding. We have to stress
that the information from the BGP tables is
inaccurate and (because of NP-completeness of
the problem) heuristics are used for the mea-
surements. However, there is a significant dif-
ference between the two results.

Remark: Some of the preliminary results on
the spectrum of the AS graphs are already pub-
lished (more information could be found on
http://www.tik.ee.ethz.ch/~the/topology/).
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Much of the popularity of mobile computing and hand-
held devices can be attributed to their ability to deliver
information to users on a seamless basis. Periodic syn-
chronization of data between various devices is an ena-
bling technology for this computing paradigm and an es-
sential feature of any effective mobile and heterogeneous
network architecture. We propose a peer-to-peer synchro-
nization algorithm based on recent information-theoretic
advances [3] and demonstrate an implementation of that
algorithm through an improved PC-PDA synchronizer.

PalmPilot PDAs (Personal Digital Assistants) synchro-
nize their data with that on a host PC either locally over
a USB or serial connection, or remotely through a TCP/IP
network - using a protocol known as HotSync [1, 2]. This
protocol has two modes of operation: FastSync, in which
stored modification flags identify the exact records that
need to be exchanged; and SlowSync, in which all of the
PDA s records are transferred to the PC for an item-by-
item comparison to assess their modification status. Fast-
Sync represents the ideal case for network synchroniza-
tion, where the differences between the synchronizing
computers are known (through the modification flags) a
priori. FastSync is limited to a two-host system, however,
because each host maintains only one set of flags, so only
differences between two specific hosts can be detected. The
more generic SlowSync is representative of present-day
network synchronization technology, which sacrifices net-
work bandwidth and efficiency for robustness and simplic-

1ty.

The major problem of the SlowSync algorithm is that it
does not scale with the size of the synchronizing data sets.
This vulnerability will become more and more costly as
data storage capacity outpaces the increase in network
bandwidth. To address this scalability issue, we have de-
veloped and analyzed an algorithm termed CPISync
(Characteristic Polynomial Interpolation Synchronization),
based on a recent solution to the set reconciliation problem
given in [3]. The CPISync algorithm uses interpolation of
a rational function whose components can be factored to
identify the differences between data sets stored on any two
synchronizing computers. Since the number of sample
points needed to correctly perform the interpolation de-
pends only on the number of differences between the two
synchronizing data sets, the communication complexity of
CPISync is proportional to the differences between the

sets. The algorithm's main drawback, however, is that the
interpolation and factorization steps demand a cubic com-
putation time (in the number of differences). The impact of
this is lessened by the fact that the computation can be
distributed asymmetrically according to the relative com-
puting power of the synchronizing machines [1, 4].

We have implemented and deployed the CPISync algo-
rithm in a PC-PalmPilot synchronization system, which we
feel accurately models a peer-to-peer link in a heterogene-
ous network. Our PDA application, a memo entry program
called SyncMemo, uses CPISync to synchronize data with
its PC counterpart PCMemo. In tests against the PalmPi-
lot s built-in MemoPad application, which uses the
SlowSync algorithm, SyncMemo consistently synchronized
faster, except in cases where there was a large number of
differences between the synchronizing data sets. We gen-
erated results that helped to determine the communication
and computation tradeoffs between CPISync and SlowSync
in a variety of potential applications. The results from our
prototype can be applied to reducing communication bot-
tlenecks for many network protocols in large, heterogene-
ous systems, including the Domain Name System (DNS),
rsync, heterogeneous mobile device synchronization, re-
source discovery and link state routing.

Website: http.//ipsit.bu.edu/nislab

This work was supported in part by NSF Career Grant No.
CCR-0133521
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1 Motivation 3 Achieving Scalability

ACDC achieves scalability through the probabilistic dis-

Currently, applice}tion-lgyer multicast' is uged for.a broa(iiribution of probe sets to each node once per epoch that
range of applications, including multimedia d'St”b“t'O”’achieves a total ordering among all participating over-

event notification, and update propagation among widgs,, hoqes. An epoch consists of two phases: one dis-
area replicas. However, the proper overlay topology r&;ih te phase to transmit data from the root to all over-

mains an open problem, as higher performance typicall, naricinants (data is distributed down the tree) and a

incurs higher cost. The goal of our workiis to dynamicallygg . collect phase where each participant successively

build low-cost scalable pverlays that rpeet perfqrmancgpdates its parent’s status information (data is aggregated

targets. Our challenges include scalability, adaptivity, aQip the tree). During the distribute phase, each node sends

proxi_mate information, and two independent, opposingo its children a probe set of remote nodes (O(lg n) in

metrics (for example, cost and delay). size by default). The contents of the probe set are con-
structed from candidate sets gathered during the previous
collect phase. Each node A performs probes to members
of its probe set to determine if a remote node B exists
that would deliver better cost, delay or both to A and its
descendants.

2 ACDC Overlays A total ordering among nodes distributed in the probe

set ensures that two nodes cannot perform simultaneous

overlay transformation that would introduce a loop in the

ACDC (Adaptive low-Cost, Delay Constrained) algo-tree.

rithm builds and maintains overlay distribution trees with

the following characteristics: i) scalable, ii) degree-

constrained, iii) delay-constrained, iv) low-cost, v) adap- .

tive, and vi) self-organizing. The problem of find- 4 Performance Evaluation

ing a delay-constrained minimum cost spanning tree

(DCMST) is NP-complete even when using global

knowledge. Therefore, we approximate the global squWe implemented ACDC in the ns network simulator. For

tion in a decentralized manner using partial informationMOSt of our experiments, we use 600-node transit-stub

GT-ITM topologies with 120 overlay participants.
ACDC exports a knob that allows applications to trade . o
cost for performance based on application and netwo CDC achieves the target delay as long as it is at least
characteristics. The knob traverses the space between fhid arger than the delay of a degree-unbounded shortest
minimum cost spanning tree (MST) built over the cosf)ath tree. Similarly, the cost of the overlay comes within

metric and the shortest path tree (SPT) that would be bui % ,Of the MST cost Wh‘?” the delay t_)ognd is relaxed
over the delay metric. sufficiently. Per-node probing overhead is independent of

the number of overlay participants, rising to less than 900
bytes/sec/node for a probe set size of 20. With a probe set
size of 10 (2440-node topology), it takes approximately
- - J o the N s . OI200 seconds to bring 95% of participants within the delay

*This research is supported in part by the National Science Foundg- ; o ; ;
tion (EIA-9972879, ITR-0082912), Hewlett Packard, IBM, Intel, andBound of 1'28,PT' ACDC is r§S|I!ent to hlghly dynamlc
Microsoft. Vahdat is also supported by an NSF CAREER award (CCRDetWOfI(_ conditions (substantial link delay increases and
9984328). node failures).
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Our work addresses the design of Internet Sub-
scription Systems, a general category of communica-
tion system currently under development that encom-
passes both event-notification and publish-subscribe
systems. Put simply, Internet Subscription Systems
are mechanisms for notifying subscribers as quickly as
possible to the arrival of relevant information on the
Internet. Subscribers first sign up for notifications
on topics that are important to them. As soon as
relevant information on a topic arrives on the Inter-
net, it is routed to the appropriate subscribers. This
information can include news alerts, auction informa-
tion, stock market quotes, weather reports, and many
other notices. Subscription systems can also support
large-scale interactive games and transmission of on-
line entertainment events.

Because Internet Subscription Systems have the
potential to benefit so many applications, researchers
have proposed a panoply of approaches for im-
plementing such systems. As these systems have
evolved, each one has added features that a previous
system lacked. IP multicast systems improve upon
unicast systems because they can quickly distribute
notifications to large numbers of subscribers without
overwhelming the network. Content-based routing
systems improve upon IP multicast systems by pro-
viding subscribers with a large, descriptive names-
pace for identifying notifications. As each system
adds new features, however, it likewise adds an in-
creasing amount of complexity to routers in the net-
work. These systems may also sacrifice some features
in favor of adding new ones. For example, content-
based routers read each message’s contents, poten-
tially compromising the privacy of users in a way that
IP multicast routers do not.

The main purpose of our work is to construct a
system that outperforms those in use currently. We
propose a general approach to designing such sys-
tems which relies on the use of encoded, meta-data

*This effort was sponsored by the Defense Advanced Re-
search Projects Agency (DARPA) and Air Force Research Lab-
oratory, Air Force Materiel Command, USAF, under agree-
ment number F30602-00-2-0553.

headers. In this approach, encoders would first ex-
tract features from message contents that are rele-
vant to routing. They would then translate these
meta-data features into an encoding format specified
by the subscription system and attach the encoding
to each message’s header. The subscription system
would, in turn, route the message based upon this
encoded header only. The challenge is for researchers
to come up with an encoding format that captures the
complexity of real-world applications but is designed
specifically for efficient processing by routers.

We have designed a specific subscription system us-
ing this approach, The Graph-Encoded Name Noti-
fication Architecture, or GENNA. GENNA encoders
extract information from messages and encode them
into a format called a content graph. The design of
content graphs rests upon a single observation. In
order to route messages, routers need to be able to
detect only the relationships between messages, not
information about the messages themselves. Forc-
ing a router to weed through this information merely
slows it down while compromising the privacy of its
users. Content graphs therefore reveal message re-
lationships in terms of a partially-ordered digraph.
GENNA routers use this graph information to set up
subscriptions and match them with incoming notifi-
cations.

We have performed a series of simulation exper-
iments in order to compare content graphs against
other encoding formats. In these experiments, we
applied different encoding formats, including content
graphs, to a variety of real-world applications, in-
cluding baseball, stock-market, airport, and traffic
announcement systems. Our results show that sys-
tems that disseminate notifications using IP multi-
cast headers performed the least efficiently of all the
systems that we studied. Two of the header formats
that we studied, including content graphs, performed
significantly better than IP multicast. The key ad-
vantage of content graphs is that they help reduce the
size of notification headers and therefore the overhead
of disseminating notifications.
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Introduction

Internet flash crowds (a.k.a. hot spots) are a
phenomenon that result from a sudden, unpredicted
increase in an on-line object's popularity. Currently,
there is no efficient means within the Internet to
scalably deliver web objects under hot spot
conditions to all clients that desire the object.

Proposed Solution

We present a system that forms a peer-to-peer (P2P)
overlay network that allows clients that have received
copies of the popular content to forward the content
to those clients that desire but have not yet received
it. We work on top of overlay topologies generated
essentially at random to scalably, reliably deliver
content whose popularity exceeds the capabilities of
standard delivery techniques.

We call this system PROOFS:

P2P Randomized Overlays to Obviate Flash-crowd
Symptoms.

Application of PROOFS in a network

(a) “Standard” architecture

(b) PROOFS-enhanced
architecture

Design Description

PROOFS consists of two protocols. The first forms
and maintains a network overlay that connects the
clients that participate in the P2P protocol. The
overlay construction is an ongoing, randomized
process in which nodes continually exchange
neighbors with one another at a slow rate. The second
protocol performs a series of randomized, scoped
searches for objects atop the overlay formed by the
first protocol. Objects are located by randomly
visiting sets of neighbors until a node is reached that
contains the object.

Advantages over DHT-based approaches

(e.g., CAN,Chord,Pastry,Tapestry)

® Clients are not required to cache any objects or
pointers to objects other than that which the client has
explicitly expressed interest in receiving.

* PROOFS handles dynamic changes in overlay
membership (i.e., participants joining and leaving)
without any additional mechanism or modification to
its fundamental design.

* PROOFS is naturally robust even when there exist
a substantial number of clients who "take advantage"
of the system by using it to obtain popular objects,
but who do not fully participate in assisting other
clients by either refusing to forward content or even
secretly dropping all queries it receives.

* The system is amenable to the formation of
complex queries that contain keywords or temporal
restrictions (e.g., an object generated within the last 5
minutes).

Analytical Results

Through analytical modeling and simulation, we
show that the likelihood that the constructed overlay
separates a client from reaching a large fraction of
other clients is extremely rare, even in the presence of
clients dynamically joining and leaving the overlay.
Through simulation, we show that traffic levels,
latency, and connectivity grow in a tolerable manner
as a function of the fraction of overlay nodes cease to
perform query and object forwarding (i.e., non-
cooperative nodes).

Experimental Results

We evaluate a prototype implementation on a testbed
comprised of end-systems scattered around the world.
Although small in scale compared to how we hope
the system will eventually be used, the testbed
demonstrates that latencies and traffic utilizations by
the system are low enough to make the approach
feasible in today's networks.

*This material was supported in part by the National Science
Foundation under Grant No. ANI-0117738. Any opinions,
findings, and conclusions or recommendations expressed in this
material are those of the authors and do not necessarily reflect the
views of the National Science Foundation.
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Abstract:

This poster describes the results of a 500
million packet trace of a popular on-line, multi-
player, game server. The results show that the traffic
behavior of this heavily loaded game server is highly
predictable and can be attributed to the fact that
current game designs target the saturation of the
narrowest, last-mile link (i.e. 56k modems).
Specifically, in order to maximize the interactivity of
the game itself and to provide relatively uniform
experiences between players playing over different
network speeds, on-line games typically fix their
usage requirements in such a way as to saturate the
network link of their lowest speed players. While the
traffic observed is highly predictable, the trace also
indicates that these on-line games provide significant
challenges to current network infrastructure. As a
result of synchronous game logic requiring an
extreme amount of interactivity, a close look at the
trace reveals the presence of large, highly periodic,
bursts of small packets. With such stringent demands
on interactivity, routers must be designed with
enough capacity to quickly route such bursts without
delay. As current routers are designed for bulk data
transfers with larger packets, a significant,
concentrated deployment of on-line game servers will
have the potential for overwhelming current
networking equipment.
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The trace data that we observed does not
conform to traditional models of network traffic.
Specifically, the traffic does not exhibit self-similar,
or heavy-tailed properties. The long-term behavior is
characterized by a near-constant consumption of
network resources. However, on smaller scales, the
traffic is dominated by an extremely bursty, highly
periodic pattern.
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The real-time low-latency requirements of
the application’s logic places demands on network
infrastructure which are dissimilar from more
traditional Internet services. Thus, network packets
are relatively small — packet data is often smaller than
the link and transport layer headers. In addition,
packets are broadcast on intervals much shorter than
typical retransmission times, UDP is typically chosen
to satisfy this archetype of networking requirements.

With the global explosion of on-line multi-
player gaming, it will become more important in the
coming years to understand how the Internet
environment will be influenced by this form of
traffic.

[1] W. Feng, F. Chang, W. Feng, J. Walpole,
“Provisioning On-Line Games: A Traffic Analysis of
a Busy Counter-Strike Server”, In Proceedings of the
Internet Measurement Workshop, November 2002
http://www.cse.ogi.edu/sysl/projects/cstrike/

This material is based upon work supported by the National Science Foundation under Grant EIA-0130344 and the
generous donations of Intel Corporation. Any opinions, findings, or recommendations expressed in this material are
those of the author(s) and do not necessarily reflect the views of the National Science Foundation or Intel.



Adaptive Bandwidth Control for Efficient Aggregate QoS Provisioning*
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In recent years, aggregate class-based traffic management
and control have been used to mitigate scalability issuesin
backbone networks. The principle of aggregate based traffic
control is embodied in Virtual Private Network (VPN) ap-
plications and the Differentiated Service (DiffServ) frame-
work. However, attempting to provide statistical quality of
service (QoS) guarantees for the aggregate traffic classesis
difficult due to the unpredictable temporal and spatial vari-
ations in the aggregate traffic. Under these circumstances,
using static bandwidth allocation approaches almost always
ends up overprovisioning bandwidth. This not only leads to
poor network utilization but also penalizes best-effort traffic
whose performance hinges on the unused available band-
width left over from QoS traffic.

The motivation for this research is the need to guarantee
the aggregate QoS while being able to attain efficient net-
work bandwidth utilization. Thiswork presents an Adaptive
Bandwidth Control (ABC) approach based on fuzzy control
to maintain the aggregate loss QoS in a general queueing
system with unknown statistical characteristics of the in-
put traffic. The control mechanism involves periodic band-
width adaptation to ensure that the allocated bandwidth is
just enough to maintain the specified QoS requirement. As
such, less bandwidth will be wasted due to overallocation.
The appealing aspects of our work are that (i) the quanti-
tative QoS guarantee with high assurance under dynamic
traffic conditions is achieved, (ii) only the aggregate aver-
age rate information (which can be measured on-line) isre-
quired for the control, and (iii) the loss QoS metric is guar-
anteed over both short and long time scales. Maintaining
short term QoS is very important for audio and video appli-
cations and relatively little work exists on maintaining short
term QoS in a bandwidth efficient manner. Our ABC algo-
rithm is also computationally simple and thus incurs mini-
mal processing overhead.

Our proposed ABC algorithm to maintain the packet loss
at a desired target value belongs to the class of feedback
control algorithms in which the allocated bandwidth is ad-
justed based on some system state feedback. However, us-
ing packet loss as feedback has some fundamental draw-
backs including its susceptibility to large measurement er-
rorsand the need for along measurement period. Instead we
map the target lossinto two target queue threshol ds with the
control objective of maintaining the average queue length
between these two tight thresholds. Currently, weuseasim-

*Supported in part by the NSF CAREER award No. ANI-9702389.
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Figure 1: Lossin aqueue with non-stationary LRD traffic
ple mapping based on an M /M /1/K queueing model.

Results from a detailed simulation study demonstrate
that the proposed control algorithm can accurately main-
tain short-term packet loss under non-stationary traffic con-
ditions, where flows in the aggregate arrive and depart over
time, and with long range dependent (LRD) traffic consist-
ing of Pareto on-off sources (Fig. 1). Furthermore, the con-
trol mechanism yields high link utilization and is robust
over awide range of target loss values and control param-
eters. With a specific stationary traffic scenario, the aver-
age bandwidth allocated by the proposed control is only
2-3% higher from the optimal static bandwidth allocation
(which is alower bound determined by trial-and-error and
post-analysis of the entire simulation run and not practically
achievable). With a specific non-stationary traffic scenario,
the bandwidth savings from using the proposed control is
approximately 9% with the coefficient of variation of the
short term loss being 4-8 times lower, as compared to the
static optimal allocation. Further, using an equivalent band-
width formulafor LRD traffic, where the bandwidth is real-
located at the arrival and departure instants of each flow, we
found that the average alocated bandwidth is 35% higher
than that required by the fuzzy control mechanism. Note
that keeping track of per-flow information such as the ar-
rival and departure instants, hinders scalability and is not
likely to be implemented in most aggregate traffic handling
systems.

In our research thusfar, the proposed ABC control mech-
anism has been studied in a single queue system. More so-
phisticated and accurate packet |oss/queue thresholds map-
pings, appropriate (and perhaps adaptive) choice of the con-
trol time scale, as well as the control of multiple queues are
being investigated in the on-going research.
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An oblivious Active Queue Management (AQM) scheme
is one that does not differentiate between packets belong-
ing to different flows. For example, Fair Queueing is not
oblivious, while RED is. The current Internet is domi-
nated by TCP traffic. However, there are indications that
the amount of non-congestion-reactive traffic is on the
rise. TCP (and in fact, any transport protocol that we
are aware of) does not guarantee good performance in the
face of aggressive, greedy users who are willing to violate
the protocol to obtain better performance. Thus, it seems
important to study scenarios where end-points are greedy
and selfish, and do not follow socially accepted conges-
tion control mechanisms.

Selfish users can be modeled using game theory. A
game consists of rules and players. In the Internet game,
the rules are set by the AQM policies, and the players are
the end-point selfish traffic agents. A fundamental solu-
tion concept in game theory is the Nash equilibrium. In
the context of our problem, a Nash equilibrium is a sce-
nario where no selfish agent has any incentive to deviate
from its current state to increase its own utility. Thus, the
existence of a Nash equilibrium implies a stable state of
the network in the presence of selfish users, but does not
provide any clues as to how this state should be achieved.

In this work, we study the existence and the properties
of Nash equilibria imposed by oblivious AQM schemes
on selfish agents, which generate Poisson traffic but can
control the average rate. We will restrict ourselves to
AQM strategies that guarantee bounded average buffer
occupancy, regardless of the total arrival rate. Oblivious
AQM schemes are of obvious importance because of the
ease of implementation and deployment, and Nash equi-
librium offers valuable clues into network performance
under non-cooperative user behavior.

Specifically, we ask the following three questions:

1. Existence: Are there oblivious AQM schemes that
impose Nash equilibria on selfish users?

*The authors are at the Computer Science Department and the Infor-
mation Sciences Institute at the University of Southern California. This
work is supported, in part, by DARPA and the Space and Naval Warfare
Systems Center San Diego (SPAWAR) under Contract No. N66001-00-
C-8066. Ashish Godl’s research was also supported, in part, by NSF
CAREER Award no. 0133968.

2. Efficiency: If an oblivious AQM scheme can impose
a Nash equilibrium, is that equilibrium good or ef-
ficient, in terms of achieving high goodput and low
drop probability?

3. Reachability/Achievability: How can the users /
players reach the equilibrium point, if one exists?

We first derive a necessary and sufficient condition, that
we call the Nash condition, for oblivious AQM schemes
to impose Nash equilibria on selfish users. We show that
the popular oblivious AQM strategies, drop-tail and RED,
do not impose Nash equilibria on selfish users. Then we
propose a variation of RED, VLRED, that can impose a
Nash equilibrium but the utilization at the equilibrium
point drops to 0 asymptotically as the number of users
increases. This motivates us to develop another AQM
scheme, Efficient Nash AQM (EN-AQM), which can im-
pose a Nash equilibrium, and guarantee strict bounds on
equilibrium performance; that is, provide lower bounds
on goodput, bounded average delays, and upper bounds
on drop probability at equilibrium. It is surprising that
oblivious schemes can have such strong properties. The
details can be found in a technical report [1].

We also observe that for any oblivious AQM scheme,
the Nash equilibrium imposed on selfish agents is highly
sensitive to the increase in the number of users, making
it hard to deploy and difficult for users to converge to.
This further motivates the need for protocols which lead
to an efficient utilization and a somewhat fair distribution
of network resources (like TCP does), and also ensure that
no user can obtain better performance by deviating from
the protocol. We use the term protocol equilibrium to de-
scribe this phenomenon. If protocol equilibrium is achiev-
able, then it would be a useful tool in designing robust
networks. This appears to be an interesting, and an open
problem.

References
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The Random Early Detection (RED) active queue man-
agement scheme [FJ93], recommended for deployment by
the IETF [B98], is used by routers to control their con-
gestion levels by informing end hosts of incipit conges-
tion. Provisions in the original RED research give routers
the option of measuring their queue length in terms of the
number of packets buffered or in terms of the number of
bytes of buffer space consumed by the queued packets. In
addition, a packet’s size may factor into the computation
of its marking probability (the probability a given packet
will be dropped or the end host notified via ECN to re-
duce the sending rate). Given a network with heteroge-
nous packet sizes (e.g., the Internet) the choice of using
packets or bytes as the units in RED’s calculations can
have implications on performance and fairness. As an ex-
ample, when queueing and marking in terms of packets a
RED queue may mark small packets at an inappropriately
high rate based on the small packet’s use of the bandwidth.
Through simulations we quantify the performance impli-
cations of selecting amongst combinations of queue mea-
surement and marking modes from the standpoints of link
utilization and fairness. Additionally we have investigated
the impact of setting RED’s mean packet size parameter
that the byte modes depend upon.

Simulations of a link congested with several bulk
FTP transfers show that selecting packet modes provides
greater link utilization, while byte modes enhance fairness
among competing flows. We also observe that the deci-
sion of whether or not to adjust the marking probability
of a packet based on its size has more effect on perfor-
mance than the choice of units for queue measurement.
These observations hold constant across different mixes
of packet sizes and traffic levels, however the results are
most apparent when there is a high load and wide range
of packet sizes.

Our next set of simulations involves HTTP traffic con-
gesting the RED gateway. We first note that in lightly
loaded networks all RED variants performed roughly
the same and therefore choosing one particular variant
does not seem important. In networks with moderate to
heavy congestion levels we note that marking based on a
packet’s size yields higher fairness. Also, measuring the
queue in terms of bytes causes better link utilization in our

*The authors thank NASA’s Glenn Research Center for funding this
work.

simulations, while at the same time lowering the average
queueing delay and reducing the degree of jitter in queue-
ing delay. Since the majority of real-world Internet traffic
today consists of such HTTP transfers, this makes a strong
argument for consideration of byte-based RED modes for
deployment.

RED’s byte modes use a constant called the mean
packet size (MPS) to calculate a given packet’s probability
of being marked. Next, we investigate how difficult it may
be to set the MPS and the sensitivity of our results to the
MPS setting. We examine packet traces collected at two
different points in the Internet. Our analysis indicates that
the degree of mixture and rate of change in packet sizes
varies across both time and network. We conclude from
this that the MPS must remain a site-selectable parameter
— or possibly something that RED could tune on-the-fly.
Our simulations of both FTP and HTTP traffic show that
the MPS parameter should be approximately accurate for
the mix of traffic traversing a link, but does not need to
be exact. Specifically, we note that settings within sev-
eral hundred bytes of the measured mean packet size are
roughly equivalent in performance.

Finally, we introduce a rating system for comparing the
performance of various RED modes based on link utiliza-
tion and fairness, and favoring some degree of balance
between the two metrics. We show that the combination
of a queue measured in bytes and marking based on the
number of bytes in a packet generally offers the best rank-
ing among other options tested across our simulation sce-
narios. However, a concrete suggestion on which RED
variant to use remains elusive, as in some scenarios byte
modes rank lowest. Therefore, we conclude that some
testing of different modes may be necessary on a site-by-
site basis in order to achieve desired performance proper-
ties.
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1 Introduction

Routers need to implement congestion control mea-
sures to overcome the problem of reduced perfor-
mance in the event of congestion. In this work, with
a view towards robust implementation, we examine
a new active queue management scheme, Acceptance
and Departure Rate (ADR) that uses a combination
of acceptance and departure rate measures to control
link congestion in a router. Unlike many existing ap-
proaches, ADR does not use queue length measures
which are not robust to changes in system capacity.
The main advantage of our approach is the robust-
ness of the system with varying network parameters
including link capacity and network load.

2  Ouwur Proposal

We use the acceptance and departure rates (ADR)
to compute the fraction of input traffic that can be
allowed into the system. The acceptance rate, de-
fined as the number of bits accepted in the queue in
a given time interval, provides a measure of offered
load. The departure rate, defined as the number of
bits transmitted on the link, a measure of processed
load. A combination of both is essential in providing
fast but stable response under different load condi-
tions. Control based on the processed load provides
stability and backlog clearance whereas the control
based on offered load provides fast response.

In our timer-based ADR scheme, the system load
(in terms of acceptance and departure rates) is mea-
sured periodically, based on which a “fraction al-
lowed” (the fraction of the input traffic that can be
allowed into the router queue) is computed. This
fraction allowed is then used to drop packets in the
next interval. In a timer-based scheme the algorithm
to compute the fraction allowed need not be executed
in the fast path. Only the actual packet drop deci-
sion based on the fraction allowed need be taken in
the fast path. In addition to saving processing over-
head in the fast path, a timer-based scheme gives the
freedom to choose different and even complex policies
for determining the fraction allowed without modify-
ing the packet forwarding hardware.

In our algorithm, we periodically measure accep-
tance and departure rate and then normalize them
with respect to line capacity. Next we compare the

Sneha K. Kasera
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normalized acceptance rate with a threshold and de-
termine the fraction allowed based on acceptance rate
measure only (f,). We also compare the normalized
departure rate with another threshold and determine
the fraction allowed based on departure rate measure
only (f4). The actual fraction of traffic allowed into
system is chosen to be f = min(f,, fq). Furthermore,
in order to prevent oscillations, the fraction allowed
in an interval is smoothed by multiplying f with the
fraction allowed in the previous interval. Once the
fraction allowed is computed, we use a deterministic
algorithm [Hajek 1985] for dropping packets. This
deterministic algorithm demonstrates much less vari-
ability from the desired fraction allowed in compar-
ison to other probabilistic drop mechanisms [Kasera
2001]. The randomness in packet arrivals ensures
that no particular source is able to misuse the de-
terministic nature of the algorithm.

The timer-based ADR requires specification or de-
termination of two timers, one associated with accep-
tance rate measurements and another with departure
rate measurements. It also requires specification of
the normalized acceptance rate and departure rate
thresholds. In order to fully utilize the link, the de-
parture rate threshold should be set close to 1. The
acceptance rate threshold could be set to higher than
one to allow some queuing during short bursts. The
acceptance rate timer should be chosen to be less than
the departure rate timer to allow the acceptance rate
control to react faster to sudden bursts of load. The
departure rate control should be applied over larger
timer intervals. Both the timers should be set to less
than the maximum queuing delay experienced in the
router. The maximum queuing delay could be part
of the router specification or measured from the ex-
pression B = C*D where B is the buffer size, C is the
line capacity and D is the maximum queuing delay.

We use ns-2 simulator to evaluate the performance
of ADR. In particular, we examine Link Utilization,
Goodput, Loss and Delay. We have conducted ex-
tensive tests with varying network parameters and
also compared ADR’s performance with other AQM
schemes. Our results show that ADR is fair and ro-
bust against varying system and network parameters
like link Capacity, buffer size, network load as well as
with different traffic types like TCP and UDP.

For a full description, analysis of ADR, visit
http://www.uiuc.edu/~ggopalak/
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1 SCTP Overview

Mission critical systemsrely on redundang at multiple
levels to provide uninterruptedservice during resource
failures. Suchsystemswhen connectedo IP networks
often deliver network redundang by multihoming their
hosts. A hostis multihomedif it can be addressedy
multiple IP addressesAn endpoints IP addressanbe-
comeinaccessiblepossiblydueto aninterfacefailure,se-
verecongestionpr dueto BGP’s slow routecornvergence
aroundpathoutagesRedundang atthe network layeral-

tCisco Systems|nc.
rr s@cisco.com

requirethatfailoverstake no longerthan800ms. On the
otherhand,afile transfermaybemoreconcernedavith the
total transfertime. Thereforewe arguethatnetwork fault
toleranceshouldcopewith dynamicnetwork conditions
andvaryingapplicationneeds.

We have developeda two-level (alpha-beta)threshold
mechanisnfor SCTPwhich providesaddedcontrol over
failoveractions.We have formally specifiedandmodeled
our failover mechanismand are currently investigating
therelationshipdetweerfailover thresholdsandnetwork

lows ahostto beaccessiblevenif oneof its IP addresses parameterssuchas round trip times, paclet loss rates,

becomeaunreachablepacletscanbe reroutedto one of
its alternatd P addresses.

TCP doesnot supportmultihoming. Any time either
endpoints IP addresshecomesunreachableTCP’s con-
nectionwill timeout and abort, thus forcing the upper

etc. Fromtheserelationshipswewill developanadaptve
failovermechanisnfor SCTP

3 End-to-End L oad Balancing
SCTP provides for application-initiatedchangewsers so

layerto recover. Therecovery delaycanbe unacceptable thatthe sendingapplicationcanchangethe senders pri-

for missioncritical applicationssuchas|P telephoty, IP

storageandmilitary battlefieldcommunications.To ad-
dressTCP’s shortcoming the StreamControl Transmis-
sion Protocol (SCTP) hasbeendesignedwith fault tol-

erancan mind. SCTPsupportanultihomingat thetrans-
portlayerto allow SCTPassociationo remainalive even
whenanendpoints IP addres®ecomesinreachable.

2 Adaptive Failover M echanism

SCTP hasa built-in failure detectionand recovery sys-
tem, known asfailover, which allows associationso dy-
namicallysendtraffic to analternatgeerlP addressvhen
neededSCTP5failovermechanisnis staticanddoesnot
adaptto applicationrequirement®r network conditions.

Network dynamicshowever, vary greatlyamongdifferent
networks and hencethe heuristicsusedfor determining
failovershouldbeadjustedaccordingly Applicationsalso
have differentrequirementghat the failover mechanism
shouldcaterto. For example,SS7signallingapplications

*Preparedhroughcollaboratie participationn the Communications
andNetworks Consortiumsponsoredy the U. S. Army Research.ab-
oratory underthe Collaboratve TechnologyAlliance Program,Coop-
eratve AgreementDAAD19-01-2-0011.The U. S. Governmentis au-
thorizedto reproduceand distribute reprintsfor Gavernmentpurposes
notwithstandingary copyright notationthereon.

marydestinatioraddressthusmoving the outgoingtraffic
to a potentially differentpath. Although the motivations
for providing a changewer mechanisnaredifferent,it is
not difficult to ervision applicationdevelopersusingthis
featurefor loadbalancingattheapplicationlayer.

With the provisioning for multihomingin SCTP we be-
lieve thatend-to-endoad balancingcanbe performedat
thetransportayer. Beingbetterinformedthanthe appli-
cationlayerabouttheend-to-engaths thetransportayer
canperformfine-grainload balancing.We foresedssues
duringloadbalancingin areassuchascongestiorcontrol
andlossdetectiorandrecovery. Thesdssuesalsosuggest
thatthetransportayerbeinvolved.

We arecurrentlylooking atissuesdueto changewser. We
have uncoveredaproblemthatresultsin cwndovergrowth
duringchangewer. Analysisshavsthatthis problemmay
not be a corner casebut may occur under various net-
work and changewer conditions. We proposethe Rhein
algorithmandthe Changewer AwareCongestiorControl
(CACC) Algorithms as solutionsto the problem. In the
future, we will investigate(1) end-to-endechniquedor
sharedbottleneckdetectionto aid in performingcorrect
congestioncontrol during load balancing,and (2) algo-
rithmsfor schedulingraffic onthe multiple paths.



AFBV: A Scalable Packet Classification Algorithm
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Packet classification is a central function of a
number of network activities, such as routing and
firewall management. The packet classifier has a
ordered rule database, one rule for each type of packets,
and all arriving packets are classified into equivalent
classes based on the first rule they match. With the
development of the Internet, the database size can only
grow with time. Consequently, scalability becomes an
important issue for packet classification algorithm.
This project is addressing the scalability pﬁoblem in the
selection of rules for packet classification.

There is significant previous work in this area.
Much previous work executed in linear time with the
number of rules. Our work is an improvement on the
ABYV scheme of Baboescu and Varghese [1], which in
turn is an improvement on the straightforward linear
Lucent bit vector scheme (BV) [2]. The BV scheme
produces bit vectors of all rules for each field, and
selects the rules applicable to the complete header by
first finding the bit vectors corresponding to each field,
then intersecting them, and the first set bit in the
consequent bit vector implies the position of the rule in
the database. ABV made two observations: first the set
bits in the bit vectors are sparse and second a packet
matches no more than a few rules. Hence, ABV
improves BV to achieve logarithmic time in two steps.
First, ABV rearranges the rules by sorting, so that those
rules that match specific prefixes are near each other in
the list. Second, it aggregates bits in each field to
reduce memory accesses, but increasing the possibility
of false matches. The rule rearrangement mitigates the
false matches to some extent, but also incurs additional
cost. First, rule rearrangement makes it necessary to
find all matches, instead of first match in BV. Second,
it is not easy to find an effective rearrangement method.
Third, rules need to be mapped back to the original
order so as to find the rule with the lowest order.

Our scheme, the Aggregated and Folded Bit Vector
algorithm (AFBV) inherits the idea of bit vector and
aggregation from BV and ABV, but discards rule
rearrangement and introduce a new concept: folding.
All bits in a predefined range » (r is called folding
range, usually equal to multiple aggregate sizes),
whose positions have the same mod-f value are OR-ed
together, the result occupying that position mod f, thus
folding the bit vector (f is called folding size). Only

* This work was funded by the National Science Foundation
under grant number CCR-0122419.

when there are at least one bit set at the same mod-f
position can one get false matches, while in ABV, a
match among any bits within an aggregation group can
lead to a false match. Once there is a match in the
folded bit vector at position k (k is inclusively between
0 and f-1), the possible real match position must take
the form (I - f + k). Therefore, folding helps not only
filter out false matches but also locate the real match
positions. This scheme will not produce any false
negatives. Thus, correctness is guaranteed.

Besides the folding range and the folding size, the
number of folding is another important parameter in
AFBYV. By using multiple folding with different sizes,
we can enhance the detecting and locating ability of the
folded vectors. First, only if there are matches in all the
intersections of the folded vectors may there be real
matches in the original vectors. The gain here is that
mostly we do not need to fetch the whole original bit
vector to conclude a false match as required in BV and
ABV. Second, with proper selection on the folding
sizes, multiple folding greatly reduces the number of
the possible match positions than single folding. The
gain here is that in case of real matches, we only need
to fetch parts instead of the whole original bit vectors.

In addition to the aggregate bit vectors, AFBV needs
to store the folded bit vectors, which incurs about 10%
additional storage requirements in our case.

AFBYV offers the following benefits: Only the first
matched rule need to be found; no mapping back cost is
needed; without rule rearrangement, pre-processing is
much simple; a large aggregate size can be applied
because the folded vectors help to reduce false matches.

In our simulations of relative performance we
compare the Lucent BV algorithm, the ABV algorithm
and our AFBV algorithm, and evaluate both
performance and space utilization. Preliminary results
on different-sized databases show that AFBV
outperforms ABF and BV on average, and can achieve
the similar level of performance in worst cases, with
about a 10% increase in memory requirements, for the
additional, folded vectors.

References:

1. F. Baboescu, G. Varghese. Scalable Packet
Classification. In Proc. ACM SIGCOMM’01, Aug.
2001.

2. T. Lakshman and D. Stidialis. High speed policy-based
packet forwarding using efficient multi-dimensional
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Anypoint: Extensible Transport Switching on the Edge
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Anypoint is a new model for one-to-many communicasuch as buffering, reassembly, acknowledgment, and re-
tion with ensemble sites—aggregations of end nodes thansmission are handled in an end-to-end fashion by the
appear to the external Internet as a unified site. Policieshd nodes. Anypoint communication is reliable, partially
for routing Anypoint traffic are defined by application-ordered, and rate-controlled and complements IP-layer
layer plugins residing in extensible routers at the emapproaches (e.g., Anycast and i3), which support wide-
semble edge. Anypoint differs from previous indirec-area ensembles but provide only best-effort packet deliv-
tion approaches in that its switching functions operate ary. Note that—in contrast to application-level proxies—
the transport layer, at the granularity of transport framesn Anypoint intermediary does not terminate transport
Anypointtransport switchingpreserves end-to-end trans-connections.

port behavior for rate control, ordering, and reliable deAnypoint is the first general indirection approach for

livery. As in |IIust_rat|ng example, we hav_e built an NI:Sconnection-oriented transports that operates at the gran-
storage router using a host-based Anypoint prototype. ularity of frames. Anypoint is designed for advanced
Anypoint generalizes “L4-L7" server switches, com-IP transports with partial ordering and application-level
monly used for server load balancing. The Anypoint arframing, as proposed by Clark and Tennenhouse over a
chitecture supports fine-grained indirection for contentdecade ago. This approach is more powerful and ele-
based request routing, resource management, and gant than solutions based on TCP connection migration.
sponse merging. Anypoint allows independent, concuifhese transport capabilities help limit data buffering to
rent handling of multiple requests arriving on the samgort queues and frame reassembly, making our approach
persistent transport connection, enabling a new class afmenable to implementation on high-speed switches and
virtualization switches for network storage protocols andouters.

oth_er Internet_ s_erviceS. I_n contrast, commercial Wek,, Anypoint prototype uses a nonstandard IP-based
fSW'tCheS arelimited _to service protocols (e.g., HTTP). ar]fjransport protocol that is framed and partially ordered.
issue each request in a separate Franspo.rt connection\ QL reuse code from TCP, adding framing support based
process requests on each connection serially. on a subset of the TCP upper-layer framing (TUF) pro-
Anypoint enables transparent extension and virtualizatioposal that we call TUF-lite. Each TUF-lite segment is
of network services based on application-layer (L7) protaself-describing and contains an integral number of com-
cols. Indirection at the intermediary hides the ensemblejslete frames. A small amount of code at the socket layer
internal structure from the connection peer. Clients serglipports TUF sockets with UDP-like messaging seman-
inbound traffic to an Anypoint switch usingwdrtual IP  tics (sendto, recvfrom Anypoint is transport equiva-
address(VIP) for the ensemble site. The switch mergedent end nodes use the same transport code for point-to-
outbound traffic for the peer into a single stream with thg@oint and Anypoint connections. We believe that the Any-
VIP as the source address. Service-speéifiplication- point model is fully compatible with SCTP, an accepted
Layer Routing ModuleALRMSs) in an Anypoint switch P transport with framing. The switch is implemented as
examine, transform, and redirect traffic. In this respect loadable FreeBSD kernel module.

Anypoint is in the spirit of Active Netvyorks and SUbS,e'The contributions of this research are to (1) show that
guent proposals for enhanced, extensible router arCh'tet?énsport frame switching at the network edge is a pow-
tures. erful technique to virtualize and extend Internet services,
A key principle of our approach is that transport functiong2) define an extensible framework and mechanisms that
enable this processing, and (3) explore the implications

*This work is supported in part by the U.S. National Science Foundggr |nternet service structure, extensible routers, and IP
tion (CCR-00-82912, EIA-9972879, and EIA-9870728), Network Ap'transport protocols

pliance, and Cisco Systems, and by an equipment grant from IBM.




The Stanford Virtual Router

A teaching tool and network simulator
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The virtual router project is an effort to develop a platform to facilitate research and teaching of
network routing. It allows to set up a virtual topology of routers and network links and to run user-
space programs on the simulated hardware. Unlike existing network simulators such as ns2, the system
operates with real IP packets in real time. This makes it possible for students or researchers to generate
traffic with real, standard clients and servers and evaluate performance over the simulated topology.

In virtually all modern operating systems, routing is implemented within kernel space. Providing a
good kernel debugging environment and assuming a basic knowledge of kernel level development
may be restrictive requirements for a project focused on routing. Take for example an undergraduate
research course, not only would the previous two requirements have to be met, but students could only
work one to a computer. For these reasons, routing typically has been taught either from a theoretical
perspective or through the use of a software simulator such as ns2. The virtual router project provides
full access to actual network traffic, but bypasses the trouble of having to work within the kernel.

Some experiments such (e.g. routing protocols such as RIP) require more than a single router. The
virtual router makes it possible to simulate large number of routers on one physical host and enforce a
virtual network topology between them. This simulated topology can be connected to real networks.
Packets can travel from a physical network (e.g. the internet) through the simulated topology and back
to the physical network.

The Virtual Router system can be broken down into two components, the virtual router server, and a
number virtual router clients. The virtual router server is an application or set of applications running
on a physical server that have access to link layer traffic. The virtual router client is a program created
by users of a VR system. In a typical session, a user will use a VR client to connect to the server via a
TCP socket, and a decision is made about what packets the server will send to the client. The user may
then run a network application, such as FTP, whose traffic can be seen by the server. The server, on
capturing traffic, will based on the simulated topology decide whether or not a particular client can see
the packet. If this is the case it is forwarded to the client who can then manipulate the packet (e.g.
decrement the TTL field). The client may then send the packet back to the server with instructions to
send it out of a particular interface on the network, thus potentially routing the packet. With its
relationship with the server, the VR client has full capability to manipulate and route traffic flows
from user space.

The virtual router has successfully been used to teach students basic functionality of routers. Students
had to implement virtual router clients that make routing decisions, use the ARP protocol to
communicate with other routers and route actual web traffic from their desktop computers. However
the scalability of the virtual router (up to several hundred simulated routers) makes it attractive as a
research tool. Currently there are efforts under way to investigate the behavior of routing protocols
using the virtual router as an experimental platform.
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The diverse requirements of network and distributed sysr hybrid deployments to be similarly realized.
tems research are not well met by any single experimen- Netbed'sefficient mapping of a virtual topology to phys-
tal environment. Competing approaches remain popul&al resources enables an interactive style of exploration.
because each offers different levelsexdse of usecon- With the aid of abstraction techniques, our simulated an-
trol, andrealism These include packet-level discrete evenhealing algorithm overcomes the NP-complete local map-
simulation, live network experimentation, and emulationping problem within seconds. If users request wide-area
which subjects real hardware, protocols, and workloads faths with specific characteristics (such as latencies), a ge-
a synthetic network environment. netic algorithm finds paths that best match the data pro-

Netbed offers a new alternative. It is software that,vided by periodic path monitoring.
when deployed on local and wide-area machines, providesNetbed'svirtualization allows links to be treated inde-

a platform for research, education, or development in diggendently of their physical realization. VLANs control the
tributed systems and networks. Netbed's primary contribudepology between emulated links, while interposed nodes
tion is the seamlesategrationof the above disparate tech- emulate link properties. Netbed obtains wide-area nodes
niques into a common architectural framework that preby managing MIT’s “RON” nodes; isolation and control of
serves the control and ease of use of simulation, withoutide-area links is optionally provided by the automated es-
sacrificing the realism of emulation and live network ex{ablishment of IP tunnels and routing. Simulated resources
perimentation. This framework provides common abstra@re integrated throughse a version ofns that interacts
tions, namespaces, services, and user interfaces to all thweith real traffic. At runtime, local and simulated resources
environments. Netbed’s integration allows tools such agan be controlled via a distributed event system; wide-area
topology and traffic generators that were originally targetedontrol is not yet implemented.

for one domain to apply to all. Node management services load disk images, boot, con-

Netbed leverages and extends its anceskEmulal figure, and monitor nodes. These services include a
which focused on makingmulationas easy to use and con- highly tuned diskloader which exploits reliable multicast
trol as simulation. Our results show that Emulab speed¥d domain-specific compression to load 3GB images onto
up experiment configuration on a cluster by two orders diundreds of local nodes in 100 seconds. Wide-area node
magnitude, and through time- and space-sharing, improv8gpport provides secure, robust auto-configuration and im-
cluster utilization by another two orders of magnitude. ~ age update. Sucautomated configuration replaces hours

Architecture: Netbed revolves around interacting state?f manual labor with 5 minutes of hands-off automation.
machines, monitored by a state management daemon. TheAn administrative subsystem supports a hierarchical au-
central state machine is the “experiment.” Subsidiary stat8orization model that minimizes staff time and maps to
machines include those handling node allocation, configitatural organizational structure. Netbed's authentication
ration, and disk reloading. This approach copes well wit§ubsystem automatically distributesh keys. Project-
the reliability challenges of large-scale distributed system§pecific NFS or SFS trees are exported appropriately.
composed of often unstable commodity hardware. The Conclusion: Netbed is uniquely valuable for studying
state daemon catches illegal or tardy state transitions. Féistributed systems and networks. Additionally, the con-
example, if a node hangs while rebooting, the state daem&fPts and software apply to many other areas, including:
times out and attempts an alternate reboot mechanism. Reliability and fault-injection studiesan ideal platform.

An experiment is generated from a usemsscript or Storage systemsNetbed provides configurable network-
via a GUI, resulting in hard state in Netbed's relationafttached “smart disksCluster managemenhetbed flexi-
database. It represents a network configuration, such BY partitions a cluster, providing "virtual clusters” that tra-
switch VLAN mappings or IP tunnels, and node configuditional cluster software can then manage. This provides
rations, including OS images. A node’s local disk is curtinique features such as complete isolation and choice of
rently considered soft state; this allows an experiment to 4&S: Analysis and debugging of distributed systersisce
“swapped out” and later regenerated from the database od¥§tPed can provide a closed distributed system, it can be
other hardware. The database provides a single namesp&&Eended to provide a low-level distributed virtual machine,
and abstractions for heterogeneous resources. The resultfHgWing the system under study to be checkpointed, traced,

resourcetransparency enables simulated, emulated, live,@nd rolled back and forward in timesecurity leveraging
its closure and isolation, Netbed could quarantine cyberat-

Sponsors: NSF ANI-0082493, Cisco, DARPA F30602-99-1-0503tacks too dangerous to study in the real world.
www.cs.utah.edu/flux/papers/netbedtr02.pdf, netbed@flux.cs.utah.edu.
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Experimental distributed services are difficult to evaluatéhe ModelNet cores. The goal of these techniques is to
due to their scale and the complexity of the Internet. Thprovide the highest emulation accuracy within the capac-
lack of an accepted evaluation methodology that predictsy of the available emulation hardware.

real _behawor Is a key obstac!e to progress in d".c'mbmeglodelNet distillation lowers emulation cost by reducing
services research. ModelNet is a network emulation eNVifa number of hops packets take in the target topology.

ronment for evaluating distributed services across Iargt\e,vith respect to the measured overheads of our hardware,

scale networks. A key research contribution of MOdeI'removing an average of two hops per packet can theo-

Net is the development of a ngmber of novel teChm(meﬁetically double the emulation capacity, in packets/sec, of
for large-scale network emulation that trade accuracy foa{ single core. There are two extremes to distillation. A

scalability. hop-by-hop distillation is isomorphic to the target topol-
ModelNet allows researchers to deploy unmodified softegy and provides the highest degree of emulation accu-
ware prototypes in a configurable Internet-like environfacy. Application cross traffic and contention on all links
ment. Unlike live deployment, where researchers wait foare emulated faithfully. In contrast, an end-to-end dis-
extraordinary events to test a distributed application’s reillation creates a fully interconnected mesh between all
silience to harsh network conditions, ModelNet can reelients. Accuracy suffers as cross traffic is isolated from
produce those events, emulating flash crowds and neireviously affected flows. Distillation provides a contin-
work partitions. While simulation often abstracts awayuum between these two extremes, trading accuracy for in-
key details of real systems, emulation in ModelNet capereasing scalability.

t_ures complex behavior by running unmodified appl'cal'\/lodelNet assignment maps pieces of the distilled topol-
tion code and kernels at the end systems. ogy across the available number of ModelNet cores. The
ModelNet emulates a wide-area network on a scalable gdeal assignment is dependent not only on the static in-
gabit LAN cluster. Edge nodes, running user-specifietbrmation available in the distilled topology (routes, link
OS’s and application software, are configured to routeates and delays), but also upon the runtime load gener-
their packets through a set of ModelNet core nodes, whicited by the application. Assignment seeks to minimize
cooperate to subject the traffic to the bandwidth, latencyhe number of packets crossing between cores. This re-
and loss profile of a target network topology. Targetiuces both CPU and link utilization. Our current assign-
topologies are created from Internet traces (e.g., fromnent techniques, based on graph partitioning algorithms,
CAIDA), BGP dumps, or synthetic topology generatorssignificantly reduce intercore traffic, decreasing the num-
(GT-ITM, Brite, or Inet). ber of cores required for the emulation.

Of course, no cluster can capture the full scale and conModelNet cores are implemented as a set of loadable ker-
plexity of the Internet. A significant contribution of this nel modules for FreeBSD. Core nodes can accurately em-
work is an evaluation of a set of scalable techniques farlate 85,000 packets/sec at nearly 100% CPU utilization.
approximating Internet conditions. One techniqdes- At this load packets are delayed within a millisecond of

tillation, is applied to the target topology before runningink specifications. Experiments with several large-scale
the emulation. Distillation applies a set of transforms talistributed services demonstrate the generality and effec-
the target topology to decrease emulation cost. Anothéveness of the infrastructure: a peer-to-peer file service,
technique,assignmentdistributes the emulation acrossan adaptive overlay, a replicated web service, and an ad

- - ) ) ] hoc wireless communication scenario.
*This work is supported in part by the U.S. National Science Founda-

tion (EIA-9972879), Hewlett Packard, IBM, Intel, and Microsoft. Vah-

dat is also supported by an NSF CAREER award (CCR-9984328)
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The Resilient Packet Ring (RPR) IEEE 802.17 standard is under development as a new high-speed
backbone technology for metropolitan area networks. A key performance objective of RPR is to
simultaneously achieve high utilization, spatial reuse, and fairness, an objective not achieved by current
technologies such as SONET and Gigabit Ethernet or by legacy ring technologies such as FDDI. The core
technical challenge for RPR is the design of a bandwidth allocation algorithm that dynamically achieves
these properties. The difficulty is in the distributed nature of the problem, that upstream ring nodes must
inject traffic at a rate according to congestion and fairness criteria downstream. Unfortunately, the
proposed algorithms in the current draft standards have a number of critical limitations. For example, we
show that in a two-flow two-link scenario with unbalanced and constant-rate traffic demand, a draft RPR
algorithm will suffer from dramatic bandwidth oscillations within nearly the entire range of the link
capacity. Moreover, such oscillations hinder spatial reuse and decrease throughput significantly. We are
developing a new dynamic bandwidth allocation algorithm called Distributed Virtual-time Scheduling in
Rings (DVSR). The key idea is for nodes to compute a simple lower bound of temporally and spatially
aggregated virtual time using per-ingress counters of packet (byte) arrivals. We show that with this
information propagated along the ring, each node can remotely approximate the ideal fair rate for its own
traffic at each downstream link. Hence, DVSR flows rapidly converge to their ring-wide fair rates while
maximizing spatial reuse. To evaluate DVSR, we are using a combination of theoretical analysis,
simulation, and implementation, including a proof-of-concept prototype of DVSR on a 1 Gb/sec network

processor testbed.



Modeling of Mobility-Induced Lossesin MANETs (MILMAN) *

Karthik Dantu

I ntroduction :We study the effects of mobility on packet loss
in mobile ad-hoc networks (MANETS). Mobility is generally ac-
cepted as a cause of packet loss. Other broad causes of loss in
MANETS are losses in the wireless channel and losses due to
congestion. While there exist many models for wireless chan-
nel and congestion losses, mobility-related losses have not been
studied in depth. Past studies have investigated the effect of mo-
bility on actual transport-layer throughput, an approach that does
not capture the character of losses that occur and are then cor-
rected by the transport layer. Our approach is to measure the
likelihood of a packet being affected by mobility-related loss,
rather than to measure the throughput achieved by any particular
MANET transport layer.

Loss Metric : A mobility-related packet loss may occur in
one of many different ways. In order to distinguish mobility-
related packet loss from other kinds of packet loss, we need to
decide which mechanisms at which layers of the protocol stack
are responsible for this kind of loss. This involves assuming
particular link layer and routing protocols. In our simulations,
we use 802.11 and DSR respectively. A challenge we face is
that some kinds of mobility-related losses occur through similar
mechanisms as losses due to congestion (namely, buffer over-
flow and timeout). We have identified four mechanisms that
cause the complete set of losses that we attribute to mobility.
[1] Drops at intermediate hops because the source route was in-
valid and salvaging did not succeed. [2] Drops due to send fail-
ure at the source. [3] Drops from the source’s send buffer be-
cause of timeout. [4] Drops at the source’s send buffer due to
insufficient space to queue all packets which are pending route
discovery. We include losses due to these four causes in the loss
metric we define, the MILMAN metric. In addition, we count
the number of packets that had their original source routes mod-
ified en-route in the salvaging process, and reached the destina-
tion successfully. Though these packets are not lost, they are
clearly affected by mobility, and we include them in the metric.
Through experimentation, we found that this component con-
tributes a very small percentage to the metric.

Connectivity Metric: We studied the correlation of the MIL-
MAN metric with a metric that measures the number of changes
in the shortest path between the source and destination on the
connectivity graph. We find that there is weak positive correla-
tion for dense graphs, but strong negative correlation for sparsely

*MILMAN website.http://nileusc.edu/ee499/milman
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connected graphs. (Figure 1). However, we note that for sparse
networks, the above metric has negative correlation with veloc-
ity, and hence may not be representative of mobility. We consid-
ered another metric, the disconnection time between the source
and destination and as expected we found that the MILMAN
metric varies directly with this metric(Figure2 ).

Setup : Simulations were conducted in ns-2 with the ran-
dom waypoint mobility model for CBR traffic. A single source-
destination pair was used for each of the simulations. The area
was varied from 1000sg.m. to 2400 sg.m. at intervals of 100
sg.m. and maximum velocity of nodes from 5 m/s to 25 m/s in
steps of 5. Ten different scenarios were chosen for each area-
velocity combination. Hence, a total of 750 simulations were
conducted.

Results and Future Work : Our preliminary results indi-
cate that though an increase in mobility(velocity) leads to greater
packet loss in densely connected networks, we can observe some
interesting (though isolated) cases where it leads to a decrease
in packet loss in case of sparsely connected networks.

We plan to study the characteristics of these interesting cases,
losses in other mobility models and routing protocols as well
as formulating models for mobility-related losses for particular
mobility models, with the goal of being able to use the model in
the performance analysis of specific transport layers.
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As 802.11 deployment and use become ubiquitous, it
becomes increasingly important to make efficient use
of the bandwidth provided. Unfortunately, 802.11's
current access point selection model fails to enable
efficient use of access point bandwidth. We discuss
why the current 802.11 access point selection model
fails, and evaluate alternative models via simulation.
Our results indicate that with a small amount of
enhanced functionality, 802.11 access point selection
can be vastly improved.

As motivation consider the following real-life
example: two large lecture halls in Carnegie Méellon
University's business school were covered by a
single access point that was regularly overloaded. In
order to remedy this situation, an additional access
point was added, on an available channel, to cover
the same area. The result: despite measures to ensure
that access point coverage was complete and
balanced, the origina access point remained
overloaded while the new access point picked up a
minimal load.

What went wrong? The answer lies in 802.11's
minimal support for access point selection. The
standard currently merely provides a mechanism for
association and disassociation. No information
regarding access point load is provided; as a result,
the only viable policy for access point selection is to
pick the access point with the best signal-noise ratio.
An analysis of the signal-noise ratios in the two
lecture halls revedls that while the access point
coverage is nearly equal, for most locations the
original access point has adightly better signal-noise
ratio. The result is that nearly al mobile hosts
associate with the original access point leaving it
overloaded and the new access point nearly idle.

*This research was sponsored in part by the Defense
Advanced Research Project Agency and monitored
by AFRL/IFGA, Rome NY 13441-4505, under
contract F30602-99-1-0518. Additional support was
erox_/lded by Intel. Glenn Judd is supported by a DoD

ational Defense Science and Engineering Graduate
(NDSEG) Fellowship.

While others have publicly proposed solutions to this
problem, their solutions have suffered from
significant shortcomings such as the need for global
load and user information, the failure to consider
signal quality, and the need for substantial
functionality that is not present in 802.11. We
introduce a load sensitive approach to access point
selection that isdistributed in nature, and amenableto
implementation in 802.11 networks with minimal
modification to the standard.

Unfortunately, evaluation of this approach is non-
trivial. 802.11 access point selection is implemented
in firmware which is difficult to modify, and
evaluation on alarge scale in an operational network
isimpractical. To overcome these obstacles, we have
developed a simulator that utilizes extensive samples
of access point signal quality, amodd of the physical
world, traces of network activity, and traces of user
access-point association (used to develop “synthetic
models’ of user movement through physical space).
Using this simulator, we can recreate (in an
approximate fashion) the operation of the wireless
network during a given period of time. This
framework allows us to compare the effectiveness of
various access point selection models.

Our preliminary experiments have been aimed at
evaluating access point selection mechanisms in the
context of the lecture hall scenario described
previously. Using network traces from 4pm to 5pm
hour on April 30th, 2002 we evaluated the current
“SNR Only” access point sdection algorithm versus
a “Load Sensitive” access point selection agorithm.
Under our algorithm, mobile hosts select an access
point based on both the current signal-noise ratio as
well as the current load at the access point. To avoid
oscillation we introduce randomness and hysteresis.
Our results show that, as expected, taking load into
consideration alows balancing of access point
utilization, and provides users with increased network
performance.
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The infrastructure-less nature of ad hoc networks
renders resource discovery a challenging problem.
Unlike wired networks, mobility induces frequent route
changes. Traditional protocols proposed for resource
discovery in such environments either involve global
flooding or are based on complex hierarchy formation.
While flooding does not scale well, hierarchy formation
involves complex coordination between nodes and may
suffer serious performance degradation due to mobility.

To overcome these limitations we propose a new
architecture based on the concept of small worlds. In
our architecture we adopt a hybrid approach in which a
node uses (a) proactive routing (e.g., DSDV) to reach its
neighborhood within a limited number of hops, R,
(typically 3-5 hops), and (b) reactive querying beyond
the neighborhood via contacts. Contacts act as short
cuts that attempt to transform the network into a small
world by reducing the degrees of separation. They help
in providing a view of the network beyond the
neighborhood during resource discovery. Each node
maintains state for a few contacts (typically 5-15)
beyond its neighborhood. Contacts are polled
periodically to validate their presence and routes. For
discovering resources efficiently, queries are sent to the
contacts that leverage the knowledge of their
neighborhood. Our approach has the following design
goals: scalability to thousands of nodes, efficiency in
terms of network overhead, robustness and
decentralized operation. We do not assume availability
of any geographic information.

Contact selection (CS) is initiated by a source node,
S, by sending contact-selection queries (CSQ) through
nodes at the edge of its neighborhood (edge nodes).
CSQ contains source ID, hop count and list of S's
previous contacts. Our first CS protocol, the P method
(PM), states that a node receiving the query, checks
whether any of the S's previous contacts lie inside its
neighborhood. This reduces overlap between contact
neighborhoods and hence improves reachability. If no
contact lies in its neighborhood, the node chooses to be
a contact with probability P, otherwise it forwards the
query to a neighbor. P=(H — 2R)/(jiux — 2R)*10Q where
H is hop count from S and 7, is the maximum distance
(in hops) at which a contact can be selected. The above
equation helps to locate contacts that lie between 2R and
Fmax hops from the source and reduces overlap between
neighborhoods of S and the contact. If r,,, is reached
and a contact is not chosen (e.g., due to overlap or use
of P), a back-tracking mechanism is used to select
another contact. Our study shows that overhead of such

mechanism may be significant. To ameliorate such a
problem we propose our second CS protocol, the edge
method, EM. In EM the list of edge nodes (£-List) for S
is also included in the CSQ, but P is not used. This
reduces back-tracking traffic drastically. A node
receiving CSQ checks if any node on the E-list lies
inside its neighborhood. This ensures non-overlap with
§'s neighborhood. Also, in EM, query and node IDs are
kept to prevent loops. EM resulted in notable increase in
reachability with drastic decrease in overhead over PM,
as shown in Fig. 1.

Contact maintenance is based on S periodically
polling its contacts to validate and update their routes.
Broken links are recovered using neighborhood
knowledge (local recovery). Local recovery reduces
maintenance overhead and betters protocol robustness.

When a source node, S, initiates a resource
discovery for a target, the target is looked up in S's
neighborhood, then a query is sent to S's contacts,
which in turn look in their neighborhood. The contacts
may further query their contacts, so on, up to the query
depth. This creates S-rooted tree of contacts, which is
helpful in making our approach scalable.

We carried out simulations on various networks
(100-1000 nodes) under mobility, and analyzed
performance of our architecture in terms of reachability
and contact selection and maintenance overhead. We
found that as the number of contacts increased, both
reachability and overhead increased. This shows a clear
tradeoff between reachability and overhead (shown in
Fig. 1). Also, increasing R increased reachability but led
to more proactive overhead inside the neighborhood.
Increasing query depth improved reachability and seems
scalable. We also noticed that maintenance overhead
decreased over time as the nodes seemed to find more
relatively stable contacts. We plan to study effects of
various mobility models on maintenance overhead.
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Fig. 1. Reachability vs. Overhead trade-off for (1) P method, PM,
protocol,and (2) Edge method, EM, protocol. (shown for 500 nodes,
710mx710m, transmission range=50m, R=3, r,,=20, query depth=1).

* A. Helmy was supported by NSF CAREER Award 0134650.
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