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Significant efforts in networking research have been aimed
at developing new protocols and services. However, the abil-
ity to deploy these in the current Internet is greatly inhib-
ited by their need for changes in the forwarding loops of
routers, which for performance considerations are usually
implemented in custom logic. To overcome this obstacle, it
has been proposed to place general-purpose processing en-
gines into the data path of routers. Such network processors
extend the traditional store-and-forward paradigm to store-
process-and-forward, which opens vast possibilities for ap-
plications from simple QoS forwarding to complex payload
transcoding for wireless clients. Our research addresses the
system issues of network processors and points out the ba-
sic challenges associated with processing packets inside the
network.
We have developed a network processor benchmark, Comm-
Bench, which can be used to characterize processing require-
ments and system behavior in the networking domain [3].
Results from the benchmark analysis show that typical pro-
cessing kernels are small and achieve good performance us-
ing simple RISC cores with small caches of a few kilobytes.
However, the computational complexity of applications that
not only process the header of a packet, but also the pay-
load (e.g., encryption), require in the order of 100 RISC
instruction per byte of packet data. For high link speeds,
these processing requirements cannot be managed by a sin-
gle processor. Furthermore, this gap will grow with time
as applications become more complex and link speeds in-
crease faster than processor and memory speeds. However,
the parallelism found in the network environment between
flows, between packets within a flow, and on the application
instruction level lends itself to a highly parallel system with
many simple processing engines.
The system issues of such network multiprocessors are quite
unique. While packet processing tasks are very short-lived,
there is a large number of them that have to be maintained
by the operating system. Furthermore, it has to be assured
that each packet gets associated with the correct program
code and has access to flow state that was possibly created
by previous packets of the flow. We have proposed a router
design that addresses these issues in [5]. The system stores
packets in per-flow queues and a scheduler assigns them to
processors. The scheduling of packets for processing is a
challenging topic because it differs significantly from band-
width scheduling. The processing time for a packet cannot
be known in advance, which limits the ability to give hard
guarantees on fairness and delay bounds. Our measurements

have shown, though, that processing times are highly regular
and typically linearly dependent on the packet size. Thus,
the scheduler can use a processing time prediction to de-
termine a good schedule. After the processing, a feed-back
mechanism accounts for the actual processing time to en-
sure overall fairness [1]. We have also shown that exploiting
instruction cache locality in the scheduler can improve the
overall system performance [4].
Network processors are designed to be implemented on a
single chip. Such a system-on-a-chip contains processors,
memory caches, and memory and I/O interfaces. It is im-
portant to know the number of processors and the cache sizes
that result in optimal performance for a given workload. A
large number of processors provides much processing power,
but limits the cache size, which leads to many cache misses
and slow off-chip memory accesses. We have proposed an
analytic performance model of such a system that can be
used to configure a network processor optimally [2].
Our work addresses some key issues in network processor
design and enhances the understanding of this environment.
Future work will extend the scheduling to include context
switching, an investigation on the benefit of hardware ac-
celerators, and a system simulation. These results will help
making it feasible to implement most router functions in
software, which is key in providing the necessary flexibility
for future networks.
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