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ABSTRACT

Mappingthe Internetis a majorchallengeor network researchers.

It is the key to building a successfumodelingtool ableto gener

aterealisticgraphsfor usein networking simulations. In this pa-

perwe provide a detailedanalysisof the inter-domaintopology of

the Internet. The collecteddataand the resultinganalysisbegan

in November1997andcover a periodof two anda half years.We

give resultsconcerningnajortopologypropertie{nodesandedges
number averagedegreeanddistanceroutingpolicy, etc.)andmain

distributions(degree,distancegtc.). We alsopresenmary results
aboutthetreesof this network. The evolution of thesepropertiess

reviewed andmajortrendsare highlighted. We proposesomeem-

pirical lawsthatmatchthis currentevolution. Four nen powver-laws

concerninghenumberof shortespathsbetweemodepairsandthe

treesizedistribution areprovided with their detailedvalidation.

Categoriesand Subject Descriptors
C.2.5[Computer-Communication Networks]: Local andWide-
AreaNetworks—Internet

General Terms
Measurement

Keywords

AutonomousSystemAS network topologyanalysis power laws

1. INTRODUCTION

For network researcherandengineersthe studyof the Internetit-

selfis fascinating.Internet,unlike the networksit is composedf,

hasno authoritydefiningits topology evolution. Thatis why no-
bodycangive ustodayafully detailedmapof thelnternet.Thisisa
main challengebecausemary network protocoldeveloperswould
appreciatesuchinformation. Hopefully oneaspectof the Internet
topologyis easietto capturehantheothers.lt is thetopologymade
by the AutonomousSystemsof the Internet. Thesenetwork enti-
ties are usedat the inte-domainrouting level of the Internet. An

importantrepositoryof interdomainroutingdatais availableatthe
National Laboratoryfor Applied Network Researcij10]. Several
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studiesarebasednthesedataandwe provide afollow-onanalysis
to existing work.

Basedon six intancesof BGP data(from November1997to May
2000)we have calculatedmary averagepropertiesof the AS net-
work from distributions concerningdegree, distance,numberof
shortestpaths,trees,etc. We have found that someof themcan
be conciselydescribedy power-laws. We have alsoexaminedthe
evolution of theseaveragepropertiesand we have derived some
empiricallaws.

Ourwork will provide usefulinformationfor interdomainrouting
protocoldevelopersandparticularlyfor thoseinvolvedin multicast
inter-domainroutingresearchindeedwe studythedegreedistribu-
tion (importantfor inter-domainmulticast),the distance(i.e. path
length)distribution, the routing policy (to checkfor the efficiengy
of inter-domainrouting),thenumberof distinctshortespathdistri-
bution (to measureéhe amountof redundang), the bi-connectvity
(ameasuref reliability vs connectiorfailure)andmary properties
concerninghetrees(interestingfor routingmanagement).

The rest of this paperis organizedas follows. Section3 of this

paperdefinesa few notionsandtermsthatwill be usedin therest
of the paper Section4 is devotedto the problemsof the analysis
while section5 is dedicatedo the analysisof the last sampleof

our dataset(i.e. May 2000). In section6 we analyzethe evolution

of the AutonomousSystem(AS) network sincethe interdomain
obserer begancollectinginformationin November1997. Finally,

in section7, we presenfour new power-laws thatwe found while

analyzingthe variousdistributionsshavn in section5.

2. RELATED WORK

This paperdealswith AS network topology atopic alreadywidely
studied. Thusits contentis not completelynenv andthe topologi-
cal propertieghatwe studyarepartof a framevork setby several
previous studies. One of the earlieststudiesof the AS network
topologywas carriedout by Govindanet al. [3]. They recorered
the tracesof the BGP updatesof one backboneBGP routerfrom

Junel994to Junel995andfrom anotherroute sener from Au-

gust1995to November1995. They inferedfrom the tracesmary

topologicalresultsaswell asroutestability results.We studysome
topologicalpropertiesalreadyexaminedin theirwork andwe com-
pareour measuresvith theirs. Anotherstudyby Faloutsosetal. [1]

usedBGP datarecoveredfrom a specialBGP routerconnectedo
several peers.from November1997to Decemberl998. They de-
finedthreepower-lawsthathold for thethreeAS network topology
instanceqoneevery six months)built by usingthis BGP data. In

our paperwe usethe samesourceof informationup to May 2000.



Thuswe studysix instance®f the AS network topology We define
five new power-laws exactlyin theway Faloutsostal. did andthus
ourwork is anextensionof their work. At therouterlevel, anearly
studywas carriedout by Pansiotet al. [11] by usingsourcerout-
ing. We useroughlythe sameaxonomyappliedto the AS network
topology andwe study a problemthat they tackledin their work,
namelyrouting policy overhead Anothersimilar studywhoseaim
wasto discover the Internetroutersmapwasrecentlyundertaken
by Govindanetal. usinganheuristiccalledhop-limitedprobed4].

They alsonoticedthatsomeof the Faloutsostal. power-laws hold
for their routerlevel Internetinstanceof 1999.

3. ASNETWORK PRESENTATION

Beforewe presentheanalysisof the collecteddataon the network
of AutonomousSystemswe provide belav a few definitions of
termsthatwe will usethroughouthe paper

BGP routing tablesgive potentially multiple AS pathsto a setof

IP prefixes [16] and all of theserepresentAS level connectvity.

Hencewe canbuild thegraphof ASsby analyzingtheseAS paths:
two adjacentASsin a pathhave a BGP connectiorthatwe model
by anedge.We canalsocalculatethe RoutingPolicy Ratio(RPR)

by usingtheseAS paths.For a given coupleof nodesthe RPR is

equalto the adwertisedpathlengthbetweerthetwo divided by the
shortespathlengthcomputedn the graphof ASs.

The ASsareusuallyclassifieddependingon theway they manage
transittraffic [14] (i.e. traffic thatdoesnot originateor terminatein
the AS):

e StubAS: hasonly oneconnectiorto anotherAS.

o Multi-homedAS: hastwo or moreconnectiongo otherASs
but refusedo carrytransittraffic.

e TransitAS: hastwo or more connectiondo other ASs and
carriesbothlocal andtransittraffic.

We keepthesedefinitionsandaddthe following ones,considering
the AS network asanundirectedgraph:

e CycleAS: anAS thatbelongso acycle(i.e. it isonaclosed
pathof disjoint ASs).

e Bridge AS: anAS whichis nota cycle AS andis on a path
connectin@? cycle ASs.

We thendivide the ASsinto two exclusive broadcategories:

e In-meshAS: anAS whichis acycle AS or abridgeAS.

e In-treeAS: anAS whichis notanin-meshAS (i.e. it belongs
to atree).

We thendefinethe meshasthe setof in-meshASs andthe forest
asthesetof in-tree ASs. All ASsin theforestcanalsobe putinto
oneof the next two exclusive cateyories:

e BranchAS: anin-treeAS of deggreeat least2.
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Figure 1: Differentkinds of AS
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e LeafAS: anin-treeAS of degreel (synorym of a stub).

The cycle andbridge AS definitionsare usefulto definethe mesh
andareneededy thestudyof thebi-connecwity. Thein-meshAS
definitionis necessaryo classifyASsin the meshor in the forest.
This is useful prior to the analysisof the trees(numberof roots,
sizeanddepthdistributions, etc.) Finally an AS canalsohave the
following qualification(s):

RootAS: An in-meshAS which is theroot of atree(i.e. it
is adjacento two or morein-meshASs andto oneor more
in-treeASs).

e RelayAS: anAS having exactly 2 connections.
e BorderAS: anAS locatedon thediameterof the network.

e CenterAS: an AS locatedon the radiusof the network (i.e.
belongingto the centerof the network).

Note that somequalificationsare cumulatize while othersare ex-
clusive. Eachin-tree AS is connectedo oneor morein-tree ASs
orto arootAS andit canbelongto only onetree.Eachtreeis con-
nectedto the meshvia its root AS andtherecanbe only oneroot
AS pertree(otherwisewe would have acycle). A root AS belongs
to the mesh. A root AS is consideredn-treeonly in a few cases
(e.g.whencountingthesizeof atree).Figurel shavs thedifferent
kindsof ASsin aninter-domainlevel network. As alastremarkwe
shall point out thata non-rootAS in the meshcouldbe aroot AS
with ahiddentree(not seendueto BGP aggr@ationmechanism).

4. BGP DATA ANALYSIS

In our paperwe usethe samesourceof informationas Faloutsos
etal. [1]. This sourceis aBGProuterthatcollectsroutesfrom the
23 peerscurrently active as of May 2000. The BGP dataof this
routeris storedon a sener managedy the Network Measurement
andAnalysisteamof theNationalLaboratoryfor Applied Network
Researci{NLANR). Theteamhassetup a Network AnalysisIn-
frastructurethat provides,amongotherdata,BGP raw routing ta-
bleinformation[10]. The setof datanow extendsfrom November
1997to May 2000in our study



[ Date | 11/97 | 5/98 | 11/98 | 5/99 | 11/99 | 5/00 |
D.S. | 10 | 15 | 18 | 20 | 21 | 27
ES | 10 | 156 | 17 | 19 | 19 | 23
PR | 55957 | 57597 55867 | 60013 | 70511 | 84295
ASs | 3025 | 3653 | 4351 | 5043 | 6214 | 7624
PRIAS| 185 | 168 | 12.8 | 11.9 | 113 | 111

Table 1: BGP spealersinformation

4.1 Origin of the data

This BGP router, calledroute-vievs.oegon-ix.net hasestablished
BGP connectionsvith a numberof BGP peers.Someof themare
locatedin very big ASs. Its purposeis to be an obserer of the
AS pathscurrently adwertisedin the AS network. This obserer
dumpsits Adj-RIBs-In routing table (thus beforeany processing)
so we get the BGP routing information of all the sourcesfor all
the destinationprefixes at the most. We say "at the most” since
sometimesomelP prefixesarenotadwertisedby somepeers.This
router hasbeengiven AS number65534. This numberhasbeen
chosenfrom amongthe block of AS numbersresered for private
useand not adwertisedon the global AS network [6]. Therefore
route-vievs doesnot propagateary information, it only recovers
all the routesgiven by its peers. It hasbeendumpingthe BGP
routingtablesevery daysinceNovember8, 1997. Thedumpof the
dayis in afile called ASmapdate.time-stamp.txt. \We recovered
thesefiles up to May 20, 2000. Their sizesrangefrom roughly 40
MBytesto 120 MBytes. In the subsequenanalysiswe only keep
datafiles sampledevery six monthsto avoid overfilled chartsand
graphs.

4.2 Relevanceof the data

The first thing we checled is the validity of the datasourceover
a chosenperiod of time. Whenthe BGP router route-viavs was
started,it had 10 connectionswith BGP peers(we alsocall them
sources)but this quickly evolved as new BGP peerswere con-
nectedto it. As of May 2000, route-viavs has30 declaredneigh-
borslocatedin 27 ASs(but only 23 emitting,not countingmultiple
sourcegerAS) ! Theevolutionof thenumberof declaredD.) and
emitting (E.) BGP peersof route-viavsareshavn in table 1. If we
look atthe BGP peerdlist (not shavn) from the beginningwe can
seethat not only the total numberincreasedput also somepeers
canceledheir connectionandwerereplacedy others,andsome
peerswereevendisappearingindreappearinghroughtime (prob-
ably dueto connectiity problems).In fact, we have foundonly 8
sourceghathave beenconnectedo route-vievs ever sincethe be-
ginning. We call themthe 8 origin sources.Despitethe increase
in the numberof BGP peers(by a 2.3 factor), the increasein the
numberof ASsandprefixesis mainly dueto the solegrowth of the
AS network duringthis two anda half yearperiod. An explanation
for this statemenis givenlateronin this section.

We canseein table 1 the evolution of the numberof ASsandthe
numberof prefixes (notedPR) seenby route-vievs A prefix is a
partially masled IP network address.t is the fundamentamech-
anismof the classlessnter-domainrouting (CIDR) which enables
aggr@ationof IP network addresse<CIDR is fully explainedin [2]
andhasbeendeplo/edsincelate 1992in the PublicInternetto con-
tain the growth rateof theroutinginformationby enforcinghierar
chicalrouting[17]. This enforcemenheedsanaddressassignment
strat@y to avoid thedisseminatiorof routinginformationin theAS
network (e.g. domainshaving non-contiguousetwork numbers)
andto reducetheaccumulatiorof routinginformationin backbone

routers[15]. An InternetRegistry (IR) systemhasbeensetup to
control IP allocationto help CIDR deployment[7]. Notice that
someprefixes can be subsetr superset®f others. But if they
arein the routing file, it meansthat they are both adwertisedand
eachof them countsin the total numberof prefixes. We seethat
the numberof prefixesin November1998is lower thanthe num-
ber of prefixesof the two previous AS network instances.Maybe
thisis dueto the policy of prefix aggrgation(i.e. thereplacement
of a groupof prefixesby a commonshorter prefix). Govindanet
al. [3] reports531 ASsand21524prefixesin Novemberl1994and
909 ASsand31470prefixesoneyearlater This gives,roughly a
70% and46%increaseperyearfor ASsandprefixesrespectiely.
By usingthetablel we infer anaverageincreaseof 44%and18%
per yearsinceNovember1997. We canclearly seethe effects of
the AS numberallocationstratey [6] andthe CIDR stratay in the
dramaticreductionof theregularincreaseof AS numbersandpre-
fixessince1994. In two and half years,the numberof ASs was
multiplied by 2.5 while the numberof prefixeswas multiplied by
only 1.5. This alsoshaws the effect of the strongpolicy of aggre-
gationin the prefix managementNotice that the averagenumber
of prefixesperAS hasfallenfrom 18.5to 11.1. Thisis not neces-
sarilyagoodthingasexplainedin [6]: asmary prefixesaspossible
shouldbe placedwithin a given AS, providedall of themconform
to the samerouting policy.

To seetheimpactof the variationin the numberof sourceson the

resultssince November1997, we analyzedthe datagiven by all

sourcesat eachchosertime instanceon the onehand,andthedata
given by the 8 origin sourceson the otherhand. The deviation is

givenin % for somemaintopologicalpropertiesof the AS network

in figure 2. We canseethatthe deviation is usuallyvery low with

a few percentilepoints. For example,in May 2000, the number
of ASs seenby the origin sourcesonly differ by 0.6% from the

numberseenby the 23 sources. This meansthat the increaseof

the BGP peergsourceshumberhasnotinfluencedhe AS number
increase Amongthe 45 newly discoreredASs (0.6%),37 areleaf

ASsand8 arenon-rootcycle ASs (4 of themhave degree2, 3 have

degree 3 and 1 hasdegree 7). The biggestgap canbe obsered

for the numberof connectionsn the AS network (i.e. the number
of edges)which is much underestimatedvhen we consideronly

the 8 origin sourceg8.5% differencein May 2000). This means
that part of the increasein the numberof connectionds dueto

the BGP peernumberincreaseand not only to the growth of the

AS network itself. However we will seelaterthe numberselated
to the growth of the AS network and notice that this problemis

alleviatedby the soleincreaseof the AS network size. Amongthe

1317 new connectionsgound (8.5%), 61 were broughtby the 45

new ASsand1256werelinking existing in-meshASs. Amongthe

61 edgesconnectingthe nev ASs, 37 were connectingan in-tree
AS to anin-meshAS. This meanghatall 37 leaf ASsweredirectly

connectedinderroot ASs. Theother24 edgeswvereall connecting
anewn AS andan existing in-meshAS. It is clearthattheseedges
wereconnectinghe 8 new cycle ASs.

To further investigatethe influenceof the numberof sourceswe
have measuredhe % of destinationsseenby ary n numberof
sourcedaken from amongthe 8 origin sourcesn May 2000. (We
did nottake the 23 sourcesetbecaus¢éhe numberof combinations
would have exploded.) In theory every sourceor combinationof
sourcesnustseeall the destinationsFigure3 shavs the % of ASs
seenby ary combinationof n sourcesamong8. The maxcure
is the combinationthat saw the highest% of destinationswhile
the min curve shavs the lowest. With 2 or more sources,more



nbof AS
--—-nboftrees

— — nb of connections ------ average distance
—— average tree size —o— mesh size

origin vs all sres deviation %

© » A M O N B O ®
)

I

1

=)
L

november 97 may98 november 98 may99 november99  may 00

Figure 2: Deviation % of origin vsall sources

100 ~

90

80

70

60

% of destinations seen
-

50

40

30

1 2 3 4 5 8 7 8
nb of sources

Figure 3: % of destinationsseenby a n-combination of sources

than95% of the destinationseenby 8 sourcesaredetectedn the
lowest combinationcase. The poor scoreof the min cune for 1
sourceis probablydueto connectiity problemsfor this specific
source.Furthermordigure 2 shavs thatthereis only a 0.6%dif-
ferencebetweerthe numberof destinationseenby 8 sourcesand
by 23 sources.The asymptotas quickly reachedandthe number
of sourceshasno impacton the numberof ASs existing in real-
ity. This doesnt meanthatall real ASs are seenbut probablythe
biggestpartof them. In fact,someASscanbehiddendueto BGP
AS pathaggrgationmechanism.

We proceededn the sameway asabove for the % of connections
seen.In theory every sourceshouldalmostalwaysbetheroot of a
shortespathtree. Thismeanghatasourcedoesnotseeall connec-
tionsin thenetwork. It is by cumulatingthe views of mary sources
thatwe will be ableto unveil mostof the connectionsn the net-
work. Figure4 shaws the % of connectionseenby ary combina-
tion of n sourcegrom among8. We canseethatif wetake ary one
sourceout we will still seeat least95.9%of the connectionseen
by all 8 sourcesWe alsonoticethatwith atleast5 sourcesve can
obsere at least90% of the connectionghatwe would seewith 8
sources Althoughthe maxcurve seemsasymptoticthisis clearly
not the casefor the min curve. This meansthatif we add more
than 8 sourcesthe total numberof connectionswill probablyin-
creaseln factthisis thecase sincewe see8.5%moreconnections
with 23 sourceghanwith 8 sourcesThemainproblemwe wantto
solve with thesefiguresis: how mary sourcesshallwe addto get
ascloseaspossibleto thetruetotal numberof connectiongxisting
in the AS network (nottakinginto accountdynamicproblemssuch
aslink failure). Figure4 shawvs usthatalthough8 sourcesarenot
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enoughanasymptotecanexist (i.e. both curvesarenotlinearand
tendto flattenalot whenthe numberof sourcesncreases).

Thefactthatit is very difficult to seeall real connectioncanbe
partly explainedby whatwe call the viewing problem Eachemit-
ting sourceseesa tree of AS andthe memging of all thesetrees
enableausto build the graphof AS. But asshawn in figure 5, this
graphcanbe skewed: somezonesareseenastreeshut they could
be hearily meshed. This mostly dependson the location of the
sourcesThefartherthey arefrom eachotherandthemorethey are
scatteredthebettertheview will be.

To concludethis section,we can say that the numberof sources
(i.e. BGP peers)connectedo the BGP obserer routerhasnearly
no influenceon the numberof ASs detectecanda moderatenflu-
enceon thenumberof connectiongletectedup to 8.5%aswe sav
earlier). This is why, in the remainingpart of this paper we will
only presentresultsobtainedby processinghe datagiven by all
sourcesat ary givendate(e.g. the 23 sourcesf May 2000,the 19
sourceof Novemberl999,etc.).

5. ASNETWORK TODAY

In this sectionsomemajor propertiesand distributions of the AS
network arepresented.

5.1 Global & averageproperties
Table2 shavsthemaincharacteristicef theAS network asof May
2000. The network roughly containstwo timesmoreedgesundi-



Nb of AS 7624
Nb of connections 15234
Meandistance 3.65
Meaneccentricity 7.02
Diameter 10
Radius 5
Meandegree 4.0
Max degree 1704
Meanmeshdegree 5.15
Meshsize 4825
Centersize 3
Bordersize 8
Nb of trees 591
Meantreesize(w/ root) | 5.74
Max treesize 312
Meantreedepth 11
Max treedepth 3
Nb of cutpoints 663
Nb of bicomponents 2810

Table 2: AS network propertiesin may 2000

rected)than nodes. The averagepath length (distance)between
ary two nodesis betweerB and4. 63%of the ASsarein themesh
while the remaining37% arein trees(rootsexcluded). Root ASs

areonly 12%of themeshASsbut they leadto 37%o0f theASs. The

tenbiggestASs, with respecto the degree,areroot ASs andthey

arenearlyall interconnected.e. atonehopfrom oneanother) We

notethatsix of themaresourcesndthreeareorigin sourcesThere
arefew borderandcenterASs.

5.2 Connections

Figure6 shavs the AS distribution by degree. It is highly skewed
and complieswith power-law 2 (seesection7). Notice that the
numberof nodesof degree? is higherthanthe numberof nodesof
degreel.

On one handthis can be a true anomalywhich meansthat the
powerlaw doesnot apply eitherto the degree 1 nodesor to the
degree2 nodes.Ontheotherhandthis canbeameasuremergrob-
lemwhich meanghatwe underestimatethe numberof leaf nodes.
This underestimationcanbethe consequencef theuseof AS ag-
gregationor thefactthatthereis no needfor having leaf ASs.

97.3%o0f thein-treenodeshave degreel. This impliesthata vast
majority of nodesof degree2 arein the mesh(97.1%). Only 26%
of the ASshave adegreeof 3 or aborve. It is nearlythe sameresult
asthe onefound between1994 and 1995 by Govindanet al. [3].
This meansthat an inter-domainmulticastrouting protocolusing
reducedrees(i.e. atechniqueabstractingelaynodes)vouldlever-
ageahigh efficiengy from theinter-domaintopology It is alsotrue
attherouterlevel wheresomearchitecturesleplo/ing reducedrees
have alreadybeenstudied[12, 5].

Figure 7 shavs the ASs degreedistribution by rank. It complies
with pawer-law 1 (seesection7). As saidabove, the ten biggest
AS arerootsand38% of all the edgesendup on oneof theseten
nodes.As alastnotewe recallthat,attherouterlevel, Faloutsoset
al.[1] foundthatpower-laws 1 and2 heldin 1995[1] andGovindan
etal. foundthatpower-law 2 heldin 1999[4].
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5.3 DistancesbetweenAS

This sectiongives someresultsconcerningthe inter-domaindis-
tances. The diameteris 10, it is the samevalue asthe onefound
in 1995by Govindanetal. [3]. This enforcesesmpiricallaw 3 (see
section6). The eccentricitydistribution seemdo be Gaussiawith

ameaneccentricityof 7. Theradiusis 5 andonly threenodesare
in the center We notice that the eccentricitydistribution of the
routersin 1995[11] hasthe sameshape(i.e. Gaussianpsthe one
in figure8.

Thedistribution of theASsmeandistanceseemsnoreerratic. Maybe
thisis dueto our sampling(i.e. we roundedhevaluesto thetenth).
Nodeshaving a meandistancearound3 aredominant. It is worth
rememberinghat at the routerlevel, Pansiotet al. [11] found an
averagedistanceof 21.8anda diameterof 31 (andaradiusof 16)
in 1995, while Paxson[13] found 16 andabove 30 respectiely in
1997.

5.4 Distinct shortestpaths
We beggin this sectionwith thedefinitionof distinctshortespaths:

Definition1. Letw andv betwo distinctverticesof aconnected
graphG. Two pathsjoining « andv aredisjoint if they have no
verticesotherthanu andv in common.Thesetwo pathsaredistinct
if they have atleastonevertex notin common.

The distribution of the Numberof distinct ShortestPaths (IV.S P)
is usefulfor evaluatingthe amountof redundang edgesinvolved
in shortestpaths. In a treegraphor in a completegraph,for ex-
ample,ary pair of nodeshasoneandonly oneshortespath,hence
the NSP distribution is limited to onevalue (i.e. 100% of pairs
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have 1 shortestpath). In the caseof a broaderdistribution, higher
valuesmeanthatif oneedgeof a shortestpathof a pair of node
is removed, thereis still a probability for anothershortestpath of
the samelengthto exist for this pair. Figure 10 shavs how mary
pairs of nodes(in %) have the samenumberof distinct shortest
paths. We only plot the beginning of the distribution, but exam-
ining all the resultsshav thatit exhibits poverlaw number5 de-
scribedin section7. Figure 11 shaws the % of pairs having the
sameshortestpathlength. The given distribution looks Gaussian
with an averageequalto the meandistance(i.e. 3.65). This dis-
tributionis closelyrelatedto the meandistancedistribution, which
meansthat althoughthe latter is erratic, a betterscalemay shav
it asbeingGaussianlt is worth noticing thatthe averagenumber
of distinct shortesipaths(not necessarildisjoints)is 5.21 (it was
3.59in November1997). This increaseis a consequencef the
meshgrowth (seesection6. A studyof the AS shortestpathshas
recentlybeencarriedout by Tangmunarunkietal. [18].

55 Trees

We presenheretwo distributionsconcerningreespartially shavn
in figures12 and 13. Thefirst is the frequeng of the tree sizes.
As abore, we only shav the beginning of thedistribution, but if we
examineall theresultswe seethatit canbe conciselydescribedy
the power-laws 6 and7 detailedin section7. The seconddistribu-
tion concernghefrequeng of the treedepths.Noticethatno tree
hasa realarborescencgiventhedistribution of figure 13. 90% of
treesis simply composedf leavesdirectly connectedo their cor-
respondingoot. Lessthan10%of treeshasdepth2 andonly afew
treeshave depth3 which is the maximumdepth.
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Figure10: AS pair distrib ution by the number of distinct short-
estpaths
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5.6 Connectvity

TheMay 2000instanceof the AS network has663 cutpoints.39%
of themhave a degreecomprisedbetween? and5, and35% have
adegreebetweert and15. The biggestcutpointis the biggestAS
(with respecto degree). The AS network meshcontainsonly 10
cutpointswhich meansthat mostcutpointsareinducedby in-tree
ASs (apartfrom leaves). The meshalsocontainsl1 bicomponents
(8 of size3, 2 of size4 and1 of size4803).Henceit hasno bridges.
As the meshcontains4825ASs, it is clearthatthe biggestpart of
the meshis biconnectedit is the bicomponentwith 4803 ASs).
This propertyensuregshat we have at leastone backup(disjoint)
pathfor ary givenpathin thebiggestpartof the mesh.

5.7 Routing policy

As we have the AS pathsin the BGProutingfiles, we canusethem
to compareheroutingdistanceof agiven(sourcedestinationpair
to the distancegivenby the correspondinghortesipathcalculated
afterhaving built the graph.We did this for eachof the 23 sources.

We noticedthat the numberof destinationASsis not equalto the
numberof ASs. We verifiedthisin eachof thesix instance®f AS
network we studied. Thereis, on averagefor all sourcesroughly
0.5to 1.5% of the ASs that are never a destinationAS in all the
ad\ertisedAS paths.Welookedfor ASsthatareneveradestination
for all the sourcesandwe did not find ary. This meanshatsome
ASsarenot destinationsvhenwe considera given source put are
destinationsvhenwe consideranothersource. The average% of
non-destinatiorASs for all sourcesnasksthe factthatit is never
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Figure 13: Treedistrib ution by depth

the samegroupof ASsthatis concernedjivenary onesource.To
concludewe cansaythatno AS is never a destinationAS for all
sources.

For a given source,we defineary non-destinatiomS as an un-
readableAS. TheremainingASsconstitutevalid destinationsand
for agiven AS pair, we cancomparethedistancegivenby thebest
AS path(remembethatwe have pathsfrom all sources:seesec-
tion 4.1) with the distancegiven by the shortestpath. The former
divided by thelatter givesaratio thatwe call RoutingPolicy Ratio
(RPR).

We calculatedthe ratio for all pairs (source,destination). These
pairsrepresent sampleof 0.3%of the total numberof pairs. The
sourcehave ameandistanceof 2.75while all ASshave ameandis-
tanceof 3.65. This suggestshatthesourcesarecloserto thecenter
andit meanghatwe areprobablyunderestimatinghe RPR by a
few % points(thetrue RP R is unlikely to beinferior to the calcu-
latedone). Theratio valuesrangefrom 1 (the trivial minimum)to
4,

The RPR distribution is calculatedby taking the averageof the
policy routingratio distributionsof eachof the23 emittingsources.
However, we excluded5 sourcesvhich hadmoreunreachablées-
tination ASsthanreachablalestinationrASs. As thesesourceshad
probablyconnectiity problems,taking theminto accountwould
have strongly biasedthe averagedistribution. The distribution is
shavn in figure14. We cannoticetwo importantfacts.First, 73.7%
of the routesare equalto the shortestpaths(i.e. thereis no dis-
tanceoverhead) Second4.8%of thedestinationareunreachable,
which is high evenif this valueis anaverage.If we calculatethe
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Figure 14: Routing policy ratio distrib ution

meanof all theratiosfor all thereachablalestinationsve obtain:
RPR5/00 = 1087

This meanghatdueto policy decisionspathsareon averageB.7%
longerthantheir correspondingshortestpaths. This ratio is quite
good,andwe cansaythatinter-domainroutingis very efficientand
cooperatre. We remindthe readerthat at the routerlevel, Pansiot
etal. founda RPR of 32%in 1995[11] andTangmunarunkietal.
foundin 2001[18] thatsome20% of Internetpathsareinflatedby
morethan50%.

6. ASNETWORK EVOLUTION

This sectionshawvs the evolution of the propertiesof the AS net-
work over a 30 monthperiod,from November1997to May 2000.

6.1 Evolution sincelate 1997

Figures15 and 16 shav the valuesof the propertiesfor eachin-
stance,comparedwith the valuesof the propertiesof the first in-
stancehaving a baseof 100 (e.g. if a propertyhasvalue 170in
May 1999, it meansthat it hasincreasedy 70% since Novem-
ber1997). We canclearly distinguishtwo trendsin the curves. A
groupof propertiess quickly increasingat aregularrate(although
the rate hasnot the samevalue for all properties),while another
groupseemdo stayconstant.

In the evolving group, for instance,the numberof ASs and the

numberof connectiongron both at nearregularratesof 20%and

24%increaseespectrely every six months.In thestablegroup,we

canfind thediametertheradius theaveragedistanceandsoon. We

canseethatthe meshslowly takesover the forestpartbecausehe

sizeof themesh(i.e. thenumberof nodesn themesh)sincreasing
at a fasterrate thanthe size of the whole graph. This meansthat
thenetwork getsmoreconnectedThisresultwasalreadyfoundby

Faloutsosetal. [1] attheendof 1998.

6.2 Biannual averageevolution

If we calculatethe % of deviation of somepropertiesof the AS
network, for eachinstancecomparedvith its previousinstancewe
get the figure 17. We can seethat somecurwes can be roughly
averagedy ahorizontalline. This suggestshattheevolutionrates
of thesepropertiesarefairly constant.

Table 3 givesthe averageof the % of variationscalculatedfor the
five instanceqafter the first) of somemajor propertiesof the AS
network. We canseethatthe numberof degree2 ASsis increasing
by 26% every six months,nearlytwice asmuchastheincreaseof
the numberof degreel ASs. We alsoseethatthe % of root ASs
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Figure 16: Propertiesevolution cont'd

versusthe meshASsis decreasingvery six monthsby 9%. This
is becauseghe size of the meshis growing fasterthanthe number
of trees. Among propertieghatregularly increase(i.e. thathave
an averagevariation abose 5%, suchasthe numberof ASs), it is
striking to seethatthe standardieviation of their averagevariation
is quitelow. This meanghattheincreaseateis very regular (we
canseethis onthe curvesof figure 17).

We deducedrom thepreviousparagraphtthatthegrowing properties
areruled by empiricallaws thatwe infer from the table 3. In the
laws description,the term currently meansthat the law hasbeen
holdingfor 30 months(2.5 years)andthatit will probablyholdin
thevery nearfuture (afew years).

LAw 1. Empirical Law 1 (ASs growth) Currently, the number
of ASsin the ASnetworkincreasesy 45%ead year

LAw 2. Empirical Law 2 (Connections groath) Currently, the
numberof BGP connectionsn the AS networkincreasesby 53%
ead year

Noticethatthereis only an8% differencebetweerthevariationra-
tio andtheratio of empiricallaw 1. This meanghatthe majority of
the ASsareaddedwith oneedge. It enforceghe incrementathe-
ory of thepower-laws’ origins[9]. Theadditionaledgesaremostly
usedto increaseconnection®f degreel ASsasdiscusseearlier
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Figure 17: Evolution of the biannual % variation of several
measues

Mean | Stddeviation |

Nb of AS 20.3 2.6
Nb of connections 23.8 3.3
Meandistance -0.4 1.1
Diameter 2.8 12.3
Radius 0.7 11.6
Meandegree 29 1.8
Max degree 23.8 3.7
Meanmeshdegree 1.1 2.1
Meshsize 25.6 3.9
Nb of trees 14.8 4.8
Meantreesize(w/ root) | -0.7 5.1
Meantreedepth -0.7 1.0
% of rootsvs mesh -8.6 1.6
Nb of in-treeAS 13.7 5.2
Nb of in-meshAS 25.6 3.9
Nb of AS of degreel 14.1 5.4
Nb of AS of degree2 26.0 4.2
Nb of AS of degree3+ 23.7 6.8

Table 3: Biannual variation % sinceNovember 1997

LAw 3. Empirical Law 3 (Distance invariants) Currently, the
avelage distance the diameterandthe radiusof the inter-domain
graphof the ASnetworkstayconstant.

LAw 4. Empirical Law 4 (Trees growth) Currently, the num-
ber of treesin the ASnetworkincreasesdy 32%ead year

LAw 5. Empirical Law 5 (Tree invariants) Currently, the av-
erage treesizeandthe average treedepthof theinter-domaintrees
of the ASnetworkstayconstant.

Notethatthe averagereedepthseemso beslowly decreasingith

time (-3.6%in 2 years). Of course,theselaws, like all empirical
laws, areapproximateandtheir life-cycle is very short. An upper
boundcanbe easilygiven on the numberof ASsfor example.AS

numbersarecodedwith a 16 bit integerandthelANA hasresened
the block 64512-65535. A quick calculationtells us, if the em-
pirical law 1 holds,how mary yearsit canlastasfrom November
1997:

64511

In
— 3025 __
= Tntap - 023 @




[Date | 11/97] 5/98 | 11/98] 5/99 | 11/99] 5/00 |

RPR | 1.082| 1.087| 1.070| 1.076| 1.082| 1.087
%NR | 453 | 516 | 580 | 7.98 | 6.98 | 4.83

Table 4: RPR evolution

Thelaw, if valid, tells usthatthe AS numberexhaustiorwill arise
in approximately8 yearsstartingfrom 1997. So we canroughly
announcehatempiricallaw 1 (andmostprobablythe otherempir
ical laws) canbe usedat mostuntil circaJanuary2006,if the AS
countkeepsgrowing at the samepace. Theselaws canbe seenas
reflectingtheteenagagrowth of the AS network.

6.3 Routing policy evolution

Table 4 shaws the evolution of the RPR describedn section5.
The RP R hasbeenquite stablesinceNovember1997 ,imposinga
smallaverageoverheadf 8% onthedistanceso travel for two and
ahalfyears.

The %N R line in table4 shavs the % of nonreachabléNR) des-
tination ASs. For ary instance sourceghat have seenmore non
reachabléSsthanreachabléSshave beenexcludedfrom thecal-
culation (asthey mostprobablyhadconnectiity problemsat this
time). The NR ASs % seemdo remainat approximately5% over
time. Thehighestscorewasreachedn May 1999wherenearly8%
of the ASswereseenasunreachable.

6.4 Connectvity

Table5 shaws the evolution of the numberof bi-connectiity ele-
ments(cutpoints,bicomponentsandbridges). They aregiven for
the whole graphand for the meshonly (denotedby a small m),
althoughthe lattervaluesaremoresignificant.

In thewholegraph,all branchASsandroot ASsareautomatically
cutpoints.Furthermoreall in-treeedgesareautomaticallybridges.
Notethatfor themesh therootsareincludedbut all edgefrom the
rootsto in-treenodesareremoved(i.e. mostrootsarenotcut-points
arymore).

We point out that cutpointsare sensitve ASs that shouldnot fail

in order to maintain connectiity. Although the meshcontains
roughly 1.5%of all the cutpointASs,theseASsdo notreally sepa-
ratethe meshinto equalbicomponentsThe bicomponensizedis-

tribution (not shavn) provesthat,for eachinstancethereis always
one bicomponentearly asbig asthe meshanda few othervery
smallbicomponentgi.e. containingaroundhalf a dozenASs).

Notice that two bridgesappearedn the meshof the instanceof
November1999. Thisis a very sensitve areaandthe connectvity
will belostif oneof thesetwo AS connectiongails (notethatmore
thanonelP-level link canbeunderlyinganAS interconnection)A
deepeiinvestigationshaved thatthesetwo bridgeswerelinked by
oneon-bridgeAS andthatit hadno real effect on the connectvity
sincethebiggesthicomponenbf themeshhad3834of the 3852in-
meshASs. This meanshatthesebridgesdid notdivide themeshin
two big bicomponentsbut only cut off a smallbicomponenfrom
thebig partof themesh.

7. POWER-LAWS

In this sectionwe presentfour powerlaws that we found in our
analysisof the AS network. We follow exactly the samepresen-
tation as the one usedby Faloutsoset al. in [1]. Their paper

[Date | 11/97] 5/98 | 11/98] 5/99 | 11/99] 5/00 |

Cutpt 359 | 441 | 475 | 516 | 582 | 663
Bicmp 1489 | 1610| 1787 | 1957 | 2372 | 2810

Bridge | 1479 | 1604 | 1779 | 1948 | 2364 | 2799
Cutptom 6 4 7 7 9 10
Bicmpn | 10 6 8 9 10 | 11

Bridgem 0 0 0 0 2 0

Table 5: Biconnectedelements

presentshethreefirst pover-laws. We continuetheir enumeration
andthereforenumberour power-laws from number4 upto number
7. After discussindhow to getapower-law givena certaindataset,

we detaileachof thefour newv power-laws.

7.1 Validation of a power-law

During our analysiswhenwe cameacrossa distributionthatcould
begovernedby apower-law, we calculatedhelog of thetwo series
of values,andwe madea linearregressioron this databy applying
the leastsquaesfitting method[19]. We determinecthe quality
of thefit of the databy calculatingthe product-momentorrelation
coeficient also called Pearsors correlation[8]. The correlation
coeficient variesfrom -1 to 1 but one usually takes its absolute
value(ACC). To qualify for aline fitting, the ACC valueshouldbe
atleastequalto 0.95.We canconsidertthatwe have avery goodfit

if the ACC valueis 0.980r higher

7.2 The pair rank exponent

We study the Numberof distinct ShortestPaths (VS P) of each
pair of vertices. Thenumberof distinctshortespathsbetweertwo
verticesis the numberof shortestpathssuchasary of thesepaths
have at leastonevertex notin common(seethe definitionin sec-
tion 5.4). It is not only the countof disjoint shortestpathsbut the
countof all paths,excludingidentical paths(i.e. having the same
list of vertices)of course.

We sortthe pairsin decreasingiumberof shortestpaths(NSP),
np, anddefinethe pair rankr, asbeingtheindex of the pairin the
sequenceWe plot the (np,r,) pairsin log-log scaleup to therank
of thelastuniquepairfor agiven N.SP. Themeasure$or theMay
2000instanceareshavn in figure 18. The datavaluesare plotted
with diamonds.The solid line slopeandy-axis crossingvalueare
given by linear regression(explainedin the previous subsection).
We do not shav the plot of eachpowerlaw for eachinstanceof
the AS network becauseherewould have been24 plotsto display
Insteadwe give in tablesthe exponentand ACC valuesof eachAS
network instancefor eachpower-law.

The diamondsof figure 18 arewell approximatedy thelinearre-
gressiorwith anACC of 0.997. We infer thefollowing power-law
andassociatedefinition.

LAwW 6. Power-Law 4 (pair rank exponent) Thenumberof dis-
tinct shortestpaths,n,, betweera pair of nodesp, is proportional
to therankof the pair, r,, to the powerof a constant,P:

Np X rZ,) 2)
Definition2. Letussortthepairsof nodesof agraphin decreas-

ing orderof numberof distinct shortestpaths. We definethe pair
rank exponent,P, asbeingthe slopeof the plot of the numberof



log(nb of shortest paths)

0 05 1 15 2 25
log(rank of AS pair)

Figure 18: Number of shortestpathsvs pair rank (May 2000)

[Date | 11/97] 5/98 | 11/98] 5/99 | 11/99] 5/00 |

P -0.26 | -0.26 | -0.27 | -0.29 | -0.33 | -0.23
ACC | 0.973| 0.962| 0.998| 0.996| 0.991 | 0.997

Table 6: Pair rank exponent

distinct shortestpathsof the pairs versusthe rank of the pairsin
log-log scale.

7.3 The number of shortestpaths exponent
We studythedistribution of the NS P. We definethefrequeny of
aNSP, f,, beingthe numberof pairshaving a valueof NSP of
n (i.e. the pairshave exactly n shortespaths).We plot the (£, ,n)
pairsin log-log scaleupto avalueof n whosetotal numberof pairs
is inferior to the numberof self-pairs,beingof courseequalto the
numberof vertices(e.g. 3024in November1997). As above, the
measures$or the May 2000instanceareshavn in figure 19.

The plots of figure 19 fit the linear regressionline with accurayg
andwe infer thefollowing power-law andassociatedefinition.

LAw 7. Power-Law 5 (number of shortest paths exponent) The
frequencyf,, of anumberof distinctshortespathsbetweera pair
of nodesn, is proportionalto the numberof distinctshortesipaths
to the powerof a constant\:

Fn o 3)

Definition3. We definethe numberof shortestpathsexponent,
N, asbeingthe slopeof the plot of thefrequeny of the numberof
distinct shortesipathsversusthe numberof distinct shortesipaths
in log-log scale.

Notice that this power-law is strongly linked to the previous one
(the pair rank exponent). Eachof themrepresents facetof the
relationshipbetweena pair andits NSP. The sameremarkap-
pliesfor powerlaws 1 and2 found by Faloutsoset al. Both come
from the relationshipbetweenra nodeandits outdeyree. A powver-
law accuratelyrepresent®ne of thetails of a distribution, but the
othertail is usuallymuchlessaccuratelydefined.Hencethe useof

log(nb of AS pairs)
L R s I VS RN U S, B o) BN B o s I (e

0 05 1 15 2 25
log{nb of shortest paths)

Figure 19: Frequencyof pairs vs number of distinct shortest
paths

[Date [ 11/97] 5/98 | 11/98] 5/99 | 11/99] 5/00 |

-195| -201| -1.97 | -1.98 | -1.96 | -1.97
ACC | 0.986| 0.988| 0.987| 0.988| 0.991 | 0.986

Table 7: Number of shortestpaths exponent

anothemower-law, definedratherdifferentlyin orderto modelthe
behaior of the othertail.

Thepower laws 4 and5 derived from the numberof distinctshort-
estpathdistribution aretied to the amountof redundang edgesn-
volvedin shortespaths.We have beenableto generatgraphshav-
ing redundang edges(i.e. nottrees)and complyingwith powver
laws 1 and2 (from the degreedistribution) thatdo not complywith
power-laws 4 and5. This meanghatlaws 4 and5 do notstemfrom
laws 1 and2 andthusareinterestingindicatorsfor characterizing
anAS network map.

7.4 Thetreerank exponent

We studythe size of eachtree, definedby the sumof the vertices
composingthe tree and including the root. We sort the treesin

decreasingree size, s;, and definethe treerank r; asbeingthe
index of thetreein the sequenceWe plot the (s¢,r;) pairsin log-

log scaleup to therankof thelastuniquetreefor a giventreesize.
The measuredor the May 2000instanceare shawvn in figure 20.
The solid line slopeandy-axis crossingvalue are given by linear
regression.

The plots of figure 20 matchthelinearregressiorine and,conse-
quently we infer thefollowing power-law anddefinition.

Law 8. Power-Law 6 (tree rank exponent) Thesize s;, of a
treet, is proportionalto therank of thetreg r;, to the powerof a
constant,7:

St X r;r 4)

Definition4. Letussortthetreesof agraphin decreasingrder
of size. We definethe treerank exponent, 7, asbeingthe slope
of the plot of the sizesof the treesversusthe rank of the treesin
log-log scale.
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Figure 20: Treesizews treerank

[Date [ 11/97] 5/98 | 11/98] 5/99 | 11/99] 5/00 |

T -0.77| -0.75 | -0.73 | -0.72 | -0.74 | -0.75
ACC | 0.983| 0.983| 0.985| 0.989| 0.990 | 0.990

Table 8: Treerank exponent

Thesameremarkasabove canbe made.This power-law is closely
relatedto the next one (thetreesizeexponent).Eachof themrep-
resenta facetof therelationshippetweera treeandits size.

7.5 The treesizeexponent

We study the distribution of the size of the trees. We definethe
frequeny of atreesize, fs, beingthe numberof treeshaving atree
sizeof s. We plotthe(f;,s) pairsin log-log scaleupto avalueof s
ownedby only onetree. The measuregor the May 2000instance
areshavn in figure21.

Theplotsof figure 21 fit theline quite well but thefirst two ACCs
arenotgood. They arearound0.94whichis someavhatbelov what
should be acceptable. The reasonscan be multiple: the lack of
information due to a reducednumberof sourcesat the time (10
in Nov. 1997and 15 in May 1998),the graphsnot yet being big
enoughfor this law, etc. The ACC valuesafter May 1998areall
above 0.95andwe feel confidentthata power-law governsthetree
size.

LAaw 9. Power-Law 7 (tree size exponent) Thefrequency fs,
of atreesize s, (includingtheroot),is proportionalto thetreesize
to the powerof a constantS:

foocs® ®)

Definition5. We definethe tree size exponent,S, asbeingthe
slopeof the plot of the frequeng of the treesizesversusthe tree
sizesin log-log scale.

8. CONCLUSIONS

Althoughwe seemnto modelthe AS level topologyandits evolution

with precision,we can not ensurethat averagevalues,empirical

laws andpower-laws, will holdwith thesameparametersr evenat

all in themiddleto long-termfuture. A technologicabreakthrough
couldprobablychangeheshapeof Internetin adramaticway. The
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Figure 21: Frequencyof treesvs treesize

[Date | 11/97] 5/98 | 11/98] 5/99 | 11/99] 5/00 |

S -201| -235| -1.98 | -2.46 | -2.38 | -2.25
ACC | 0.940| 0.934| 0.951| 0.975| 0.963 | 0.992

Table9: Treesizeexponent

adwentof switched-circuiprotocolssuchasATM couldcompletely
maskthe physicaltopology to the network layer Suchchanges
couldstronglyaffectthe AS level topologyof Internet.To resume,
thegoalsof our studyweretwo-fold:

e to give the network researchea detailedview of the current
AS network topologyaswell asa view of its on-goingevo-
lution.

e to provide alot of informationsuchasadditionalpover-laws
to modelthe AS network asaccuratelyaspossible.

We proposeden empiricallawsthathave seemedo bevalid since
November1997. We alsoaddeda stoneto the pioneeringwork of
Faloutsosetal. by discoveringfour new power-laws characterizing
quantitiesof the AS network not yet studied,as far aswe know.
Thesepower-laws have beenvalidatedover a thirty monthperiod.
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