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ABSTRACT TCP connections without competing traffic. That is, for most users,

Modern TCP implementations include a mechanism, known as theth.e'r own self-interest (in employing these algorithms) coincides
with the interest of the network as a whole.

Nagle algorithm, which prevents the unnecessary transmission of a - . .
gleayg L 4 Even before Jacobson's work explicitly addressioggestion

large number of small packets. This algorithm has proved useful . - .

in protecting the Internet against excessive packet loads. However,/'2 feedb_aqk mechanisms, several TCP algorlthms_ had b_een de-

many applications suffer performance problems as a result of the ViS€d to limit the number of unnecessary packets injected into the
network. (These can be viewed as open-loop congestion avoidance

traditional implementation of the Nagle algorithm. An interaction :
between the Nagle algorithm and TCP's delayed acknowledgmentmeChan'sms‘) In 1984, Nggle showed that a protocol such'as Tel-
net could generate lots of tiny packets, even though the user's needs

policy can create an especially severe problem, through a tempor- f
ary “deadlock.” These flaws in the Nagle algorithm have prompted could be met equally well by sending fewer, larger packets. He also

many application implementors to disable it, even in cases where ProPosed a simple algorithm, for use by the TCP sender, to auto-
this is neither necessary nor wise. ma_tlcally limit the transmission of un_necessarlly small pack_ets[13].
We categorize the applications that should and should not dis- This, now known as the Nagle algorithm (or “Nagle's algorithm”),

able the Nagle algorithm, and we show that for some applications S @ Standard requirement for TCP implementations. .

that often disable the Nagle algorithm, equivalent performance can The Nagle algo_rlthm applies when a TCP Se“def IS de(_:ldlng
be obtained through an improved implementation of the algorithm. Whether to transmit a packet of data over a connection. If it has
We describe five possible modifications, including one novel pro- only a “small” amount of data to send, then the Nagle algorithm

posal, and analyze their performance on benchmark tests. We als ays to send the packet only if all prev_iously transmitted data has
describe a receiver-side modification that can help in some circum- 2€€" ac_knowledg_ed _by the T“CP reﬂcglver at the other end of the
stances. connection. In this situation, “small” is defined as less data than

the TCP Maximum Segment Size (MSS) for the connection, the
largest amount of data that can be sent in one datagram.
1. INTRODUCTION Standard TCP includes another algorithm for limiting the trans-
If an individual user of a shared, large, but finite resource with mission of small packets, dating back to 1982. This is the delayed
no explicit limits on consumption, increases his or her demand by acknowledgment (“delayed ACK”) policy[2], which prevents the
N%, he or she stands to gain neaM# more of the resource. Yet  TCP receiver from sending too many acknowledgment packets.
if all users increase their demands W%, the total demand may  The traditional receiver implementation delays sending an acknow-
well exceed the carrying capacity of the resource, Itegypin little ledgment until it has data to send on the reverse path (allowing it
net gain, or even a collapse. This is known as a “tragedy of the to “piggyback” the ACK on the reverse-path data). However, the
commons” [6]. A user's perceived self-interest conflicts with the specifications require a receiver to generate an acknowledgment at
collective interest of all users, and might even be in conflict with |east as often as every second full-sized segment (thzwidf 5.5

the user's actual self-interest. bytes). A timer, typically set to 200 msec (but allowed to be as
The Internet, as we have known it since its inception, is a com- high as 500 msec), prevents unlimited delays. The assumption be-
mons, and many people recognize its vulnditylto a tragedy of hind the delayed ACK policy is that the sender is transmitting as

the commons. This has led to numerous proposals for technicalfast as it can (consistent with flow control and congestion control),
mechanisms to limit consumption (e.g., admission control), or eco- and so we can avoid sending a superfluous ACK packet by simply
nomic mechanisms to force users to internalize costs. However,waiting for the next data packet.
none of these mechanisms are in widespread use. Internet proto- Unfortunately, circumstances that occur quite often in practice
cols are also used in isolated networks (intranets), with the potential can lead to a temporary “deadlock” between the sender's Nagle
for excessive demand, but where administrative or other constraintsalgorithm and the receiver's delayed ACK policy: the Nagle al-
prevent the use of charging or admission controls. gorithm prevents the sender from transmitting more data until it

Fortunately, enlighted self-interest can promote good consump- receives an outstanding ACK, while the delayed ACK policy pre-
tion patterns. The primary such mechanisms now used in the In- vents the receiver from transiting an ACK until more data ar-
ternet are Jacobson's “slow start” and “congestion avoidance” al- rives. Sooner or later, the delayed-ACK timeout breaks the dead-
gorithms for TCP[8]. While the primary motivation for these al- |ock, but the result is to add delays on the order of hundreds of
gorithms was to avoid congestive collapse of a shared network, msec to operations that should complete much faster. These delays
Jacobson showed that they also improved performance for lengthyare especially visible on LANs or regional hetworks.

Because many applications cannottolerate these delays, TCP im-



plementations provide a means to disable the Nagle algorithm, and2.1 ~ Previous analyses of problems with the
many implementors take advantage of this. We will show that, Nagle algorithm

while this is appropriate for a class of applications, disabling the
Nagle algorithm is inappropriate for several other classes. That can

lead to severe network stress when done by an application with ,iaracted badly with the delayed ACK policy. They showed that,
faulty output buffer management. However, because of the well- {5 thejr experiments, the problem could be traced to the way in

known potential for deadlock between the Nagle algorithm and \ypjch the BSD-based network implementation moves data from an
the delayed ACK policy, many implementors are forced to disable 5, jication buffer to a socket buffer. In essence, the original im-
the Nagle algorithm in circumstances where this should not be re- plementation suffered from a problem analogous to the TAR“S
quired. This createsarisk_vvhere the Nagle algorithm, amechanls_mWindOW Syndrome” (SWS)[2]. They proposed fixing the socket
to protect the Internet against excess packets sent by buggy applicyfter management (in the kernel's sosend() function) mechanism,
atlons,_l_s nqtemployed when necessary. rather than fixing Nagle's algorithm per se. Most modern BSD-
Modifications to the Nagle algorithm have therefore been pro- 4564 systems now include the improved sosend() code from Crow-
posed, with the goal of eliminating this potential temporary dead- 1ot et al; unfortunately, problems with the Nagle algorithm per-
lock, and therefore making the TCP sender's self-interest consist-g;q;
entwith the interest of the entire Internet. In this paper, we evaluate  p1qre recently, the introduction in HTTP of “persistent connec-
several proposed modifications, including a novel mechanism that ;4 (the use of a single TCP connection for several HTTP re-
_directl_y attacks the dea_dlock (by treating It as a form of priority quests) has led several researchers to similar conclusions.
|nver5|on_). Our evgluatlons are done in the context of a specific * yaidemann analyzed persistent-connection HTTP (P-HTTP) [7],
BSD-de_rlved TCP_ |mplementa_t|on, althoug_h the concepts should and showed that unlike request-per-connection HTTP, P-HTTP
be applicable to wide range of implementations. o servers could suffer from the temporary deadlock problem. He
Our goal is to require no changes to existing applications. We gpqyed that this arose whenever a response message requires an
therefore would like to find a single algorithm variant that min- 544 nymber of full-sized TCP segments, plus an additional partial
imizes the likelihood of unnecessary delay, rather than requiring gegment. In this case, the receiver will delay its ACK (because it
application programmers to choose from a menu of variants, s-pa5 sent ACKs for an even number of segments, but s holding onto
pecially if the choice would depend on quantitative parameters of ji Ack for the last full-sized segment), and the sender's Nagle
the application or the environment. We show that while e}ll of the algorithm will delay sending the partial segment, because is wait-
proposals have strengths and weaknesses, only the algorithm basegly for an ACK for an earlier segment. Following his termino-
on deadlock detection fully el_lmlnates the pr_oblem in the ben_ch- logy, we will refer to this as the “odd-full+short-final-segment” (or
mark we used (unfortunately, it is not appropriate to every applica- 5F.sgs) problem. Heidemann solved the problem for his server
tion). We also show that a simple change to the receiver's delayedimplementation by disabling the Nagle algorithm.
acknowledgment mechanism can sometimes (not always) improve  \jig|senet al, in their analysis of the benefits of request pipelin-
the situation even with unmodified senders. ing in HTTP/1.1[15], also noted that the Nagle algorithm could
Nagle's algorithm was designed in the age of shared low- ¢ ,5e delays, without expiity ascribing this to a deadlock with
bandwidth backbone links. One could argue that it is irrelevant o delayed ACK policy. They reported disabling the Nagle al-
to today's Internet, and that floods of small packets are no longer gqrithm in both their server and their client, although they do not
a problem worth solving. This argument fails on at least three o, 130 why it was necessary to disable the Nagle algorithm at the
grounds: (1) many people connect to the network over wireless qjien: - (we will consider this issue in section 4.) They explicitly

links, which usually are both slow and shared; (2) even on fast rocommended that “HTTP/1.1 implementations that buffer output
links, excessive use of small packets makes inefficient use of ex- jisaple Nagle's algorithm.”

pensive resources, such as routers; and (3) Nagle's algorithm is

a useful firewall against sloppy applications or complex bugs that 2.2  Previous proposed modifications
would otherwise send too many tiny packets. It would be a mistake ~ " . L
Minshall[10] observed that a simple modification to the Nagle

o stop using it algorithm should solve the OF+SFS problem: the sender delays
only if it is waiting for acknowledgment of data that was sent in
2. RELATED WORK a short & 1M SS) packet (but not if all unacknowledged packets
When Nagle first proposed his algorithm, he recognized the im- were full-sized). He also observed that it might be necessary to
portance of analyzing the algorithm for deadlocks, since the al- disable the Nagle algorithm for protocols such as P-HTTP, when
gorithm has “no timers,” but he apparently failed to realize the using pipelining.
possibility of temporary deadlock with the delayed ACK policy.  Minshall et al. reported on measurements comparing a sim-
Perhaps this was because delayed ACKs had not been widely im-plified implementation of Minshall's proposed modification[11].
plemented at the time, or perhaps the existing applications did notThey found that it often performed better than the original Nagle
trigger the deadlock. algorithm, but the results were equivocal. Also, they did not care-
However, the problem was recognized shortly thereafter. Early fully analyze the performance of the modified algorithm over a
examples included the use of multi-byte “function keys” in inter- wide range of packet sizes. As we shall show, the algorithm be-
active terminal sessions [19], and the interactive X window sys- haves poorly in some cases, particularly when the application buf-
tem [17]. In both of these cases, implementors quickly realized fer is smaller than the MSS. Minshall al. stressed that application
the need to disable the Nagle algorithm [5]. The BSD series of implementors should, whenever possible, use appropriate buffering
UNIX systems included a TCRODELAY socket option, for this mechanisms to mitigate TCP performance problems.
purpose, dating from 4.3BSD (1986).

Crowcroft et al[3], while investigating performance anomalies
with a TCP-based RPC system, discovered that the Nagle algorithm

!We believe that a version of this modification was first proposed
by David Mosberger[12], although Mosberger proposed testing the
size only of the most recently sent unacknowledged packet.



2.3 The Linux TCP_CORK option sender transmits the first two segments (becewsel is 2+ M S S),

In BSD-based UNIX systems, the only control over the TCP and the receiver immediately acknowledgesthese two segmen_ts. At
sending policy explicitly available to application programs is time “1 RTT" in this exampl_e, howgver, the sendersent_jsfull-saed
the TCRNODELAY socket option, which simply disables the —SegmenC, butdefers sending partial segméhbecause it has not
Nagle algorithm. Linux has provided an additional socket op- Yetreceived an ACK for segme6t Meanwhile, the delayed-ACK
tion, TCP.CORK, which operates as a sort of “super-Nagle” mode. Policy at the receiver defers its ACK f@ in the hope that a full-
While this option is set, the Linux TCP will never send any SizedD wil soon arrive. After up to 200 msec, the receiver gives
segments smaller than the MSS. When the application disablesuP and ACKsC, which allows the sender to transnit. The re-
TCP.CORK, all remaining pending data is sent, subject to the nor- SPOnseis received attinde RTT +ack_timeout+ server time,
mal Nagle-algorithm restrictions. While the traditional Nagle al- Which can be up t®TT +200msec later than it was for theonger
gorithm will send a partial-size segment on an idle connection, transfer in figure 1. o o
Linux will not, if TCP_CORK is set. The TCEEORK option was Note that in the scenario of figure 2, the transmission of segments
added to allow an application to send a message using several dis€ andD was delayed until the receipt of an acknowledgment, un-
tinct system calls, without sending unnecessarily small packets. der the assumption thewnd starts a2 « M.5S. Other scenarios,

This option does not, as far as we know, provide any solution to notlimited by the congestion window, can also cause Nagle-related
the OF+SFS problem for unmodified applications. delays, at least in the BSD implementation. This requires an short

explanation of the BSD socket buffering mechanism (covered in

more detail by Crowcroféet al]3]).
3. INTERACTION BETWEEN THE NAGLE When an application uses a system call (such as write() to send

AND DELAYED-ACK ALGORITHMS a buffer on a TCP stream, the kernel invokes the sosend() func-

As we described earlier, the delays usually attributed to the Nagle ;frnérmhiﬁgnc?:gllle: tﬁgtfs errgt(t)hfu#;?c:nbuﬁe{hf ut22r Sbc:;fk;t i:m_
algorithm are in fact the result of a temporary deadlock between putp .

the TCP sender's Nagle algorithm, and the TCP receiver's delayed-Iarger than a page “cluster” (MCLBYTES), sosend() copies it in

ACK poly. (Th “deadock s emporay, because e recener X SIOTICLDYTES, ding op ) oach e, T
cannot delay its acknowledgment for more than 500 msec, and p-outp P P 9

BSD-based systems limit this to 200 msec.) Heidemann's obser-ogskggzzui?C:r?izrt:;?:t;ngvﬁﬁ"tii’ %tgztn%;enrifezs many
vation was that this deadlock occurs only when transmitting a mes- P ’ ; nding :
sage requiring an odd number of full-sized TCP segments, plus an The formal Nagle algorithm defers transmission of a small seg-

o : . ~ment unless the sender has no unacknowledged data outstanding
;drgl;lonal partial segment (what we are calling the OF+SFS prob (i.e., the senderis “idle”). However, the BSD toptput() function

The interaction is actually somewhat more complex than this, at has a suptle quirk: it might s_end more than one packet_ per invoca-
on, but it only tests for the idle state once per invocation. Figure

least in BSD-based systems, because of several aspects of the TC shows an abstracted version of ptput().

implementation. Since sosend() calls toputput() once for every MCL-
We show several examples to illustrate the interaction. In these BYTES of data, this quirk means that messages shorter than

figures, time runs from top to bottom. The “client” host is shown . .
on the left, broken down into an application (“App”) and the TCP min(cwnd, MCLBYTES) will not be delayed by the Nagle al-
gorithm if sent on an idle connection. (The formal Nagle algorithm

sender. The server appears on the right; only the TCP recelVermight delay a final partially-full packet of such a message, since

is shown here. Blocks of message data are shown as rectangle%y the time that packet is sent, the connection could be awaiting

labelled with letters4, B, C, etc. Although TCP sequence num- . ) i .
(I SN - : _an ACK.) This makes it somewhat difficult to predict exactly when
bers count bytes, TCP congestion control (including the Nagle al the Nagle algorithm will cause delays, since botnd and the

gorithm) counts in terms of MSS-length segments, and the length sl " of i d ; |

of a “1 MSS” segment is shown in each figure. Time is shown idleness ot a connection are dynamic values.
both in units of round-trip times (RTTs) and with afilchal terms. .
We assume that the sender's initiahgestion windowgwnd, is 3.1 Buffer tearing

2 + M SS, which is commonly the case after the client's SYN Many buffered applications use power-of-two buffer sizes, yet
has been acknowledged (if the congestion window were larger, we typical maximum transmission units (MTUs) are not powers of
would simply need to show larger application buffers in these fig- two, and so typical MSS values are relatively prime with typical ap-
ures). We also assume a high enough network bandwidth that itsplication write-buffer sizes. Heidemann's analysis [7] showed that

contribution to the delay may be ignored. small packets could be generated when sending a message of length
Figure 1 shows how a successful (non-delayed) transfer might bu fsize + epsilon, wherebufsize = 2~ andepsilon < MSS.
take place. The application constructs a buffd, B, C, D) of For example, the Apache Web server usegsize = 4096

exactly4 «+ M SS bytes, and hands it to the TCP stack in one op- (regardless of the system page size); on an Ethernet, TCP would
eration. (In a BSD system, this involves copying the data into a use an MSS of 1460 bytes. If Apache sends a message of length
socket buffer.) At time “0 RTT,” the TCP sender transmits the 4100 bytes, the first 4096-byte buffer is sent as a sequence of
first two segments (becaussnd is 2 + M SS). The receiver (1460, 1460, 1176) bytes, and the remaining 4 bytes are then buf-
immediately acknowledges these two segments. After approxim- fered to be sent. The 1176-byte packetis not delayed (because the
ately 1 RTT, the sender receives the ACK and sends the remain-first two full-sized segments generate an immediate acknowledge-
ing two segments. The receiving (server) application then pro- ment), but it is not immediately acknowledged itself. This means
cesses the request data, and returns a response, which arrives dhat the Nagle algorithm will delay transmission of the final 4-byte
time 2 x RTT 4+ server_time. segment.

Now consider figure 2, showing a Nagle-delayed transfer. Here, We call this problem “buffer tearing”: a message that could have
the application buffer handed to the TCP sender is just slightly been sent using a minimal number of TCP segments is torn into
shorter thart « M SS bytes. Again, at time “0 RTT,” the TCP  smaller pieces by a buffering mechanism. While sometimes the ex-
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Figure 1: Example of successful transfer Figure 2: Example of Nagle-delayed transfer

This is a heavily abstracted rendition of the BSD_tatput() function, showing only the features relevant to the Nagle algorithm, and
omitting all error checks.

tcp_output(struct tcpcb *tp) /* input is TCP control block */
{ int idle, off, win, len, emptying;

/* We're idle if everything we have sent has been ACKed */
idle = (tp->snd_max == tp->snd_una);

again:

off = tp->snd_nxt - tp->snd_una; [* offset of first unsent byte in buffer */
win = min(tp->snd_wnd, tp->snd_cwnd); /* min of flow control & cong. windows */
len = min(so->so_snd.sb_cc, win) - off; /* number of unsent bytes in buffer */

if (len >= tp->t_maxseqg)
goto send; [* always send if we have a full segment */

/* emptying = sending this would empty the output buffer */
emptying = ((len + off) >= so->so0_snd.sb_cc);
if ((idle || tp->t_flags & TF_NODELAY) && emptying)

goto send,; I* Nagle's algorithm */
if (len >= tp->max_sndwnd / 2)

goto send,; [* send if at least 1/2 of receiver's window */
if (SEQ_LT(tp->snd_nxt, tp->snd_max))

goto send; [* always send if retransmitting lost data */

. other tests for whether to send a packet ...
return(0);
send:

... fill in headers and call ip_output() ...
goto again;

Figure 3: Pseudocode: relevant aspects of BSD's taputput()

tra packets cause just a minor inefficiency (for example, a messagecases buffer tearing can lead to OF+SFS delays.
length of5 x 1460 = 7300 bytes is sent as 6 packets), in many Buffer tearing can also occur if the application buffer is large



enough to hold the entire message, but the socket output buffer isthe application buffer and socket output buffer were large enough
not. Many older systems had very small default TCP output buffer to hold the entire message. Our model predicts that a message
sizes, and practical considerations limit the feasible output buffer would be delayed if its length is betweét «+ N + 1) « MSS

sizes for systems such as busy Web servers, because these buffeend(2 + N + 2) « M 5SS, exclusive, forV >= 0. However, it also
consume physical memory (whereas application buffers normally predicts that messages shorter ti2an M SS are never delayed,
consume pageable virtual memory). Serakal[18] suggest that and that messages shorter than MCLBYTES are never delayed.
the kernel could automatically tune a connection's socket output We modelled several options for MSS (Ethernet, 1460 bytes, and
buffer size, with a target value of about twice thendwidth * FDDI, 4312 bytes) and for MCLBYTES (4096 and 8192 bytes, and
delay product for the connection. This target might be much less one case where this test is ignored).

than the message size, especially for low-bandwidth or low-delay

networks, yet it is on low-delay networks that one most notices an MCLBYTES MCLBYTES MCLBYTES

additional 200 msec delay. ignored =4096 =8196
The problem analyzed by Crowcrddt al[3] is an example of MSS = 1460‘ 18.78% 18.78% 10.05%

buffer tearing, in which sosend() hé bytes to write, andV is MSS = 4312 6.71% 6.71% 6.71%

both larger than the amount of space remaining in the socket buffer
and smaller than the MSS. Their solution (defer sending in this

situation) is helpful, but not a general solution to the buffer-tearing )
problem. Table 1: Prevalence of OF+SFS-vulnerable response lengths in

an HTTP trace

Entries show the fraction of responses vulnerable to OF+SFS

3.2 Phase-locking effects o .
iy . . . Table 1 shows the results of this simple study. Depending on
In the traditional BSD implementation, the delayed-ACKtimeout assumptions for MSS and MCLBYTES, our model predicts
is not a 200-msec interval starting from the point when an ACK y,aqyeen 6.796 and 18.8% of the responses in this trace could be
is deferred; rather, it is simply the next “tick” of a free-running delayed by the OF+SFS problem. (For the FDDI MSS of 4312
200-msec clock. One might therefore expect the excess delay frombytes,z + M SS is larger than all of the modelled values for MCL-
the interaction between the Nagle algorithm and the delayed-ACK BYTES, so the latter test is irrelevant.)
policy to be uniformly distributed between 0 and 200 msec. ’
Minshall et al[11] observed, however, that repeated operations
between the same pair of systems, when subject to the OF+SFS4' WHEN SHOULD ONE USE THE NAGLE
problem, lead to a sort of phase-locking between the sending ap- ALGORITHM?
plication and the receiver's 200 msec clock tick. In Nagle's original description of the algorithm, he stated that
Consider an application sending a series of requests, for eachit works for all kinds of TCP connections[13]. However, as men-
of which the response would normally arrive within 5 msec (i.e., tioned in section 2, people quickly realized that there are applic-
where the RTT is small). If a response is delayed by the OF+SFS ations in which the possibility of 200 msec delaysigat be tol-
problem, it will arrive about 1 RTT after a tick of the receiver's erated. The conventional wisdom is, therefore, that applications
200 msec clock. If the very next response is delayed, it will wait should disable the Nagle algorithm if they seem to be experiencing
until the next clock tick, and will suffer almost the worst-case 200 this kind of delay.
msec delay. Even if only 1 out of every 10 responses is delayed, Recall that the Nagle algorithm was devised to protect the net-
the total execution time for all 10 responses will be 200 msec, and work from congestion by lots of small packets. We believe that the
the delay experienced by the unlucky response will be close to 150 protection afforded by the algorithm is still valuable, especially in
msec. This explains why relatively simple experiments can suffer the face of applications with suboptimal buffer management, and
from non-uniform excess delays. therefore it is necessary to have a clearer understanding of when
Minshall et al. speculated that this kind of phase-locking could the Nagle algorithm should and should not be used.
be coupled between busy Internet Web servers by busy proxy serv-  Qur analysis looks at four cases where TCP is used:
ers. If so, that could create synchronized bursts of packets flowing
through the Internet. We do not know if anyone has observed this
mass synchronization in practice.

1. One-way bulk data transfer: This is the paradigmatic use
of TCP, in which a large quantity of data is transferred in
one direction, with little or no data transferred on the reverse

3.3 Prevalence of OF+SFS messages in Web path. For example, an FTP data connection.
traffic 2. Telnet-style two-way data transfer In the Telnet protocol,
Minshallet al[11] used a benchmark based on Usenet news, and characters typed by the user are sentas quickly as possible to
reported that 8.7% of the responses in that benchmark required an the remote host. In some instances, the host echos the typed
even number of FDDI packets (although presumably very few were characters back to the user; the echo may also take place local
an exact multiple of the FDDI MTU). These are thepesses that to the user's system. Command output is sent from the host
would probably suffer from OF+SFS delays. However, Minshall to the user, via the same connection.

et al. used a synthetic benchmark; how important is the OF+SFS 3

problem in real traffic flows? res ; SO ,
. ) . . ponse exchanges, with the clientitmg for the server's
We chose a widely-used HTTP raffic race, from Digital Equip- response before it sends another request. Examples include

medn(tj_CErporation[4], t? atnzwerlthtiﬁ qtl)Jes_tio?. Fordrea;sons of time ‘ the client-server mode of NNTP[9] (the USENET News pro-
and disk space, we selected only the busiest one-day trace segmen tocol), and traditional SMTP[16].

from the DEC traces, containing 1,565,207 responses.
Because of the idle-connection quirk in the BSD TCP stack, as 4. Pipelined exchanges in soft-realtime applications Al-

described earlier, we adopted a somewhat more complex test for though TCP clearly is not well suited to real-time applica-

whether a response is OF+SFS-vulnerable. We assumed that both tions, because it converts packet losses into delays on the

. RPC-style exchangesSeveral protocols use TCP for request-



order of a second or longer, it catillsbe usable for in- 5.1 The Minshall variant

teractive applications. These applications expect short mes-  Minshall[10] proposed a simple modification to Nagle's al-
sages, in either direction, to be delivered as quickly as pos- gorithm. Rather than delaying the transmission of a small packet if
sible. Examples include the X window system [17], NFS  there is any unacknowledged data, Minshall's variant delays only
over TCP, and P-HTTP, all of which successfully run over it “any previously transmitted less than full-sized packet” has not
TCP. A pipelined exchange is similar to an RPC-style ex- peen acknowledged. In theory, this should allow a single “short fi-
change, exceptthat the client does not wait to receive an en- 5 segment” to be transmitted Wiut delay. Minshall's suggested
tire response before it sends the next request(s). In the casemplementation adds two (32-bit) sequence number variables to the

of NFS, at least, the server might not even reply to the re- sender's per-connection TCP state. We refer the reader to [10] for
quests in order. Pipelining is an especially effective way of 5 gescription of this implementation.

hiding long latencies, but it depends on being able to start )
processing one operation before another is finished. 5.2 The MSMV variant

: ; Minshall et al[11] subsequently proposed a slightly different
| rf Id, the Nagle algorith Id work well in all of ' . L
n a perfectworld, the Nagle algorithm wou gvariant, which we refer to as MSMV (after the authors' initials).

these cases. Nagle's original description of his algorithm showe Thi . ) | bit of additional .
that it works well for cases (1) and (2), and a decade of subsequent' IS variantrequires only one bit ofadditional per-connection state,

practice has born that out (but see section 4.1 for a complication). instead of 64 bits. Also, it allows transmission without delay of

: two small packets in a row, if the first was caused by tearing a buf-
Cases (3) and (4), however, have proved problematic. We show . . . -
in this paper that it is possible to fix the Nagle algorithm for case fer at a multiple of MCLBYTES. The implementation, described

(3). That is, minor modifications to the Nagle algorithm provide in detail in [11], uses a new IS.MALL‘PREV flag to remember
near-optimal performance for case (3) without contradicting the in- Whether the most recently trangted packet was small (less than
tention behind the algorithm, minimization of the number of pack- the MSS). MSMV d_efers the tr§n§m|55|on ofa short packetonly if
ets sent. However, it is not possible to “fix” the algorithm for case ,TF-SMALI_‘-PREV is set; that IS, it bypasses th_e Nagle algorithm
(4), because the desired behavior here tittetical to the original |f_the_preV|ous_ packet was full-sized. Note that if the socket l_:)uffer
intent of the Nagle algorithm: the application wants a small request SiZ€ iS @ multiple of MCLBYTES, the TEMALL PREV flag is

or response message to be sent as soon as possible, even if the othBPt Set even when a short packet is sent, because MSMV tries not
end has not replied recently. to punish an application for short packets caused by buffer tearing.

4.1 Anaside: multiple-byte keystrokesin Tel- 5.3 The EOM variant
net Both the Minshall and MSMV variants attempt to indirectly pre-

We should point out that it is not entirely clear how to classify the Vent the delay of the last part of a large message buffer. For this
problem of multi-byte function keys. Consider a Telnet client, with Paper, we experimented with a new variant, called EOM (for "End
keystrokes coming from a serial-line keyboard. The user types a 0f Message”). In this variant, the sosend() function explicitly in-
function key that issues a multiple-byte sequence; the Telnet client forms tcpoutput() whether it has reached the end of a large mes-
program sees the resulting bytes separatedibygh time (e.g.,on  S29€, by setting a new TEOM flag bit. The tcpoutput() function
a 9600 baud terminal, by about dlisecond) that it sends the first will not defer the transmission of a shc_th segment if EOM is set,
byte before seeing the second. However, the receiver's de|ayed_because this could lead to a deadlock-like delay. If EOM is not set,
ACK policy defers sending an ACK (nowhere near two full seg- meaning that there is more data in the application's buffer, the usual
ments having arrived, and there is nothing to echo until the full Nagle algorithm applies. )
sequence has been received by the server Telnet program), and so_SPecifically, the TEEOM is set if (1) sosend() has exhausted
when the Telnet client program sees and sends the second byte, th&ither the application buffer or the socket output buffer, and (2) this
Nagle algorithm defers transmission (about to send a small packet,Call to sosend() has previously called toptput() at least once.
but waiting for an ACK). Stevens[19] used this as an example of (Rémember that because of the way thatagpput() checks the
why it can be necessary to disable the Nagle algorithm:; this would connection’s idle status, if sosend() can deliver the entire applica-
put multiple-byte keystrokes in case (4). tion buffer in one call to tcputput(), the Nagle algorithm will not

One could argue that a clever Telnet client could buffer its input be invoked.)
for a few milliseonds, looking for the first byte of nitithyte se- :
qguences, and thus sending such sequences as single packets; i.e5.,'4 The MORE Vanajnt _
this is actually case (2). Such a small delay would not be percept- If the socket output buffer is too small to hold the entire mes-
ible to the user, although it would add complexity to the Telnet Sage, sosend() will call teputput() before the application’s buffer

client implementation. is exhausted,; this can cause buffer tearing. We attempt to resolve
this problem by defining a new TMORE flag, which is set by
5. PROPOSED SOLUTIONS sosend() if the socket buffer is to small to hold all of the applica-

) o i tion's buffer. If the TEMORE flag is set, tcputput() will notsend
Given the significant delays induced by the OF+SFS problem, 4 ghort segment, even if the Nagle algorithm allows it, because we
many implementors have been led to disable the Nagle algorithm. yhow that as soon as an acknowledgment arrives to free up buffer
This can lead to excessive transmissions of short packets, if thespace, sosend() will provide aitldnal data, and that might give us
application is poorly designed (or if it has an undetected bug)[11]. the chance to send a full-sized segment.
We would like to find a solution to the OF+SFS problem that does  The MORE variant in itself is not a solution to the OF+SFS
not give up the protection provided by the Nagle algorithm. problem, but it can be combined with EOM to avoid tearing. In
In this section, we d_escribea nl_meerof previously proposed and this variant (EOM+MORE), if the TBMORE flag is set on entry
new solutions. In section 8, we will show how each one performs. sosend(), and sosend() exhausts the application's buffer, it will
set the TEEOM flag even if it is calling tcputput() only once.
The net effect of EOM+MORE is that, no matter how many times



sosend() is called during the transmission of a single application ceive() or sosend() needs to block, the sender might still be holding
buffer, tcpoutput() will generate a sequence of full-sized segments, far more than one pending segment (i.e., not because of the Nagle
followed if necessary by an undelayed short final segment. Sourcealgorithm). The decision in tcputput() whether to send a short
code for EOM+MORE is in figure 4 final segment might be madster the application has blocked in

) soreceive() or sosend(). We resolve this by havingdafput() test
5.5 The Borman variant the SBWAIT flags setwhen a process is blocked on a socket buffer,

The combination of EOM+MORE appears similar to an unpub- and releasing a short final segment if either flag is set.
lished algorithm apparently used in BSD/OS, partially described ~One subtle issue remains: The Nagle algorithm was originally
by David Borman in a message to a mailing list[1]. Borman's al- designed to prevent a Telnet client from sending each keystroke in
gorithm “does the Nagle decision once on the whole chunk of data @ separate packet, but the DLDET variant as described so far will
written in a single write by the application” That is, it remem- Violate t_his_requirement for a multi-th_readed Telnet client. Such
bers whether the connection was idle when the application issued@n application uses one thread to write keystrokes to a TCP con-
its write() system call (i.e., on entry to sosend()), and if so, it does nection, and another thread (or process) to read from the connec-
not delay the final segment. However, if the connection was wait- tion. The problem arises because if the receiving thread is always
ing for an acknowledgment on entry to sosend(), the normal Nagle Plocked, _the TCP sender _vviII always detect a potential “deadlock,”
algorithm applies. and so will always send single-byte segments.

We implemented this algorithm based on Borman's description, The solution is to keep an extra one-bit per-connection counter,
without examining the BSD/OS code. In our implementation, incremented each time the receiving thread tests for deadlock or
sosend() on entry sets a loddleOnEntry  flag if the connec-  blocks. The complete DLDET algorithm then sends a short seg-
tion is idle. When sosend() is ready to call toptput(), ifidle- ment only i_f the_counter is_ non-zero, and then decrements the
OnEntry is set, and if it has exhausted the application buffer, counter. With this mechanism, we must also use theMBRE
then it disables the Nagle algorithm, by setting tlhemection's flag, to prevent buffer tearing in sosend() from causing the counter
TF_NODELAY flag. This flag is cleared on every entry to sosend(), t0 be decremented. This prevents a multi-threaded application from
so an application cannot push out more than one successive shorfending a flood of packets, but it avoids the OF+SFS problem for
segment before an acknowledgmentarrives. single-threaded applications, or for any application using a large

We also found it necessary to set the RBDELAY flag (at the enough application buffer size. See figure 6.
end of the application buffer) if the TMIORE flag was set on entry S
to sosend(). Otherwise, the user's buffer might be chopped into sev-5'6'1 Limitations on DLDET
eral pieces because the socket buffer is not large enough to hold the Unfortunately, our DLDET solution does not work for event-
entire message. Source code for our implementation of Borman'sdriven applications, which manage many sockets using the select()
variantis in figure 5; one advantage of this variantis that it requires OF POll() system calls. (This is a popular structure for Internet server

no extra per-connection state.

5.6 The DLDET variant

We have already observed that because the OF+SFS proble
most directly afflicts request-response interactions, it can be viewed
as a form of deadlock. So, one way to frame its solution is as

a deadlock-detection problem. We propose a new variant, named

DLDET, which follows this approach.

If one squints a little, one could also view this adaunded
priority inversion. The Nagle algorithm has decided to make the
transmission of the final request segment into a low-priority task,
and the application (the high-priority task) is about to block until
that low-priority task (and its consequent response transmission)
are complete.

Priority inversion is often solved using priority inheritance, and
we can apply the same idea. If a process is trying to read from a
TCP socketand is about to block for lack of data, we can first check

to see if the sending side of the same socket s currently blocked by

the Nagle algorithm. If so, we can force out a remaining short final
segment (if any), which should cause the block-for-read period to
be as short as possible.

This can be implemented by simply calling toptput(), with
the TENODELAY flag temporarily set, just before blocking in the
soreceive() function. Similarly, the sosend() function, which could
block if the socket output buffer is full, can do the same thing. (A
somewhat more efficient implementation would check to see if a
short final segment is pending output, and an implementation that
respects the BSD layering model would involve additional com-
plexity.)

Unfortunately, this simple method does not always work. Be-
cause the sender's congestion window might not allow data in the
output socket buffer to be sentimmediately, at the time that sore-

m

applications, and many others.) When an application blocks in se-
lect(), it might be waiting for events omundreds or thousands of
TCP sockets, and it seems infeasible to prod each one of these in
case it is deferring the transmission of a short final segment. Also,
when an application blocks in select(), it does not set th&/@8T

flag for any of these sockets.

The DLDET solution also fails for applications that send re-
quests on one socket but receive the corresponding responses on
another. While this is not a common structure for communicating
processes, we are not sure if it is unimportant.

Finally, the counter-based DLDET algorithm might not prevent
the OF+SFS problem for a multithreaded application when the re-
ceiving thread has blocked, and then the sending thread transmits
a long message using more than one write() system call. In this
case, buffer tearing might lead to the transmission of multiple short
segments, but the counter would only allow one to be sent without
delay.

One might be able to solve these restrictions on DLDET by
providing applications with an explicit system call to mark the ends
of their messages, as Minshall suggested[10]. This is roughly what
Linux's TCRCORK option achieves using twice as many system
calls. Careful use of such a call might give an application direct
control over when segments are sent (while still observorges-
tion and flow control), although at the cost of @twhal application
complexity. We have not explored this possibility in detail.

6. BENCHMARK METHODOLOGY

To evaluate all of the proposed variations on the Nagle algorithm,
we needed a benchmark that could create all of the various condi-
tions that might lead to the OF+SFS problem. We considered us-
ing a real application as a benchmark, because many of the details
of TCP performance depending on timing. For example, an ap-



In sosend() theutcount  variable is initialized to 0, and the following code is inserted before the call totaput():

tp->t_flags &= TF_EOM,;
/* Set EOM if no more user data and we previously sent a full MCLBYTES
* from this user buffer, or if we ran out of socket buffer space on
* previous send. (outcount appears superfluous, but would be necessary if
* we were to delete the MORE code from EOM.) */
if (((resid == 0) || (space <= 0)) && ((outcount > 0) || (tp->t_flags & TF_MORE)))
tp->t_flags |= TF_EOM;
outcount++; tp->t flags &= TF_MORE;
/* Set MORE (& clear EOM) if we have more user data to send */
if (resid) {
tp->t_flags |= TF_MORE; tp->t_flags &= TF_EOM,;

In tcp_output(), the Nagle algorithm test becomes:
if ((idle || tp->t_flags & TF_NODELAY || tp->t flags & TF_EOM ) &&

((tp->t_flags & TF_MORE) == 0) && (len + off >= so->so_snd.sb_cc))
goto send;

Figure 4: Implementation of EOM and MORE

At entry to sosend(), these local variables are set:

idleOnEntry = (tp->snd_max == tp->snd_una);
moreOnEntry = (tp->t_flags & TF_MORE);

At the same point, ensure that special treatment does not last past end of previous buffer:
tp->t_flags &= TF_NODELAY;
The following code is inserted before the call to_tmptput(), to avoid delaying the last segment of this buffer:

if ((idleOnEntry || moreOnEntry) && (resid == 0)) )
tp->t_flags |= TF_NODELAY;

Note: this code excerpt omits cdtidnals to allow the original Nagle algorithm to be selected instead of Borman's variant.

Figure 5: Implementation of Borman's variant

In soreceive(), before diang sosbwait() to block agceiving thread, and in sosend(), before blockin a sending thread, insert:
if (so->so_proto->pr_usrreq == tcp_usrreq) tcp_dldet(so, "snd");

For reasons of space, this code lacks locking and error-handling:

void tcp_dldet(struct socket *so) {

struct inpcb *inp = sotoinpcb(so); struct tcpcb *tp = intotcpcb(inp);
int off, win, len;

if ((tp->t_flags & TF_DLDET) == 0 || tp->t_flags & TF_NODELAY) return;

off = tp->snd_nxt - tp->snd_una; win = min(tp->snd_wnd, tp->snd_cwnd);
len = min(so->so_snd.sb_cc, win) - off;
if (len < tp->t_maxseg) { /* output might be delayed by Nagle alg. */
tp->t_flags |= (TF_NODELAY|TF_DLDETCTR):
tcp_output(tp);
tp->t_flags &= TF_NODELAY;

tp->t_flags |= TF_DLDETCTR,; /* we are about to block */

In tcp_output(), after the Nagle test:

if ((tp->t_flags & TF_DLDETCTR) && ((len + off) >= so->so0_snd.sb_cc) &&
((so->so_rcv.sb_flags & SB_WAIT) || (so->so_snd.sb_flags & SB_WAIT))){
tp->t_flags &= TF_DELDETCTR; goto send;

Figure 6: DLDET implementation

plication might exploit the parallelism created by an earlier packet  However, we could not find a real application that generates suf-
transmission, by using the time to read more data from the disk.  ficiently repeatable results, and whose operation can be controlled



enough to assure us that we were testing as much of the parametescores are generally worse (as expected, since this sets a tougher
space as possible. Instead, we wrote a relatively simple syntheticstandard), but the relative rankings of algorithm variants are essen-
client-server benchmark (calletaglemarly, which allows us to tially unchanged. (In some cases where the rankings were near-ties,
vary these parameters: (1) the response message length, either asthey remained near-ties but in a different order.) When the cutoff is
series of fixed increments, or as an unordered set of random valuesset at four times the estimated latency, scores for Ethernet trials are
(2) the server application write() buffer size; (3) the server output generally better, but again without significantly changing the relat-
socket buffer size; and (4) the number of requests per connection.ive rankings of the variants. Changing the multiplier from three to
When the program is invoked with multiple requests pamnrec- four makes almost no difference for the scores in many of the FDDI
tion and a randomized response message length, the length can berials, and reduces them in others; again, the relative rankings of the
chosen either once per request, or once for all the requests. Thevariants remains unchanged.
program reports the elapsed time, measured at the client, from the
gr;tg @ngc;z.e request is sent to the time when the last response;  EXPERIMENTAL SETUP

We modified the server's kernel (Compag's Tru64 UNIX V4.0F, ~ We ran our benchmark program under a wide variety of paramet-
formerly known as Digital UNIX) to support all of the Nagle al-  €rs. For each trial, we measured 1000 transfers of varying length.
gorithm variants described in section 5, as well as several com- We tried varying the length both sequentially, from 100 bytes to
binations of these. The kernel allows an application to choose the 100,000 bytes in steps of 100 bytes, or with a uniform random dis-
variant (or combination) on a per-socket basis, so we can test eacHrioution between 1 and 100,000 bytes. We also tried running each
variant on an otherwise identical kernel. This avoids the possibility Of the 1000 transfers in a separate TCP connection, or all 1000 seri-
that relinking the kernel will cause different instruction cache beha- ally over a single connection. Table 2 shows how we refer to these
vior; on the other hand, it does result in longer code paths, since thetrial types using single-letter abbreviations. _
modified functions must test several flags to choose the appropriate. e varied the Nagle algorithm variant (the ten choices shown
variant. in table 3). We used three choices for application buffer size

For each set of parameters, we ran a large number of trials, either(@PRbufsize): 4KBytes, 32KBytes, and 128KBytes. The first cor-
using randomly chosen response lengths or a sequential series. OngeSPonds to Apache’s buffer size, while the last is large enough
would hope the response time to be a smooth line, whose slopet© hold any of our response lengths. We also used three choices
is the underlying network bandwidth, as shown in figure 7. On a for the server's socket output buffer: 16KBytes, 64KBytes, and
system using the traditional Nagle algorithm, however, the elapsed 128Kbytes. The first is a typical default for many systems; the
time varies erratically with length, as shown in figufe Each of s_econd is t_he_largest available without the TCP Window Scale op-
these two trials was done using 1000 requests, in order of increasinglion; the third is large enough to hold any of our response lengths.
length, on a single connection, with application buffer and socket ~ We ran our experiments between a pair of hosts directly connec-
buffer sizes both larger than the largest message size.) ted either via an Ethernet (10Mbit/sell 5S = 1460) or via an

Since we are comparing a large set of algorithm variants, we FDD!I LAN (100Mbit/sec, M SS = 4312). The FDDI LAN was
would like to have a simple characterization of the difference Used only by these two hosts; the Ethernet was shared with a mod-
between figures 7 and 8. We do this by computing a score that €St level of traffl_c from otI_1er sources (normally averaging undgr 8
counts the fraction of samples with elapsed time much larger than Packets/sec during a typical daytime hour, but a few of our trials
necessary. Our simplistic estimate of the necessary transfer time@Pparently coincided with significantly higher loads.)
for given message length is the length divided by the LAN's raw By using all possible combinations of these choices, for each
transfer rate, plus an arbitrary 10 msec for startup costs. We thennetwork configuration we ra2+10+3+3 = 360 different 1000-
set, also somewhat arbitrarily, a limit of three times this estimate, transfer trials. We then repeated the entire experinfériimes.
and count any sample above this cutoff as being delayed. Rathe_r th_an presenting the scores for3alt N_ trials, for each

For example, every point in the data set in figure 7 is above combination of algorithm variant and buffer sizes we show only
the estimated elapsed time (the lower straight line), but below the the worst-case scores (averaged overNaltepetitions) from the
cutoff of three times the estimate (the upper line). This data set, Parameterset (s, S, r, R). We then rank each algorithm according to
therefore, has a score of 0.0%. However, many of the points in the itS Worst-case score across all parameter choices. We believe that
data set in figure 8 are above the cutoff line, so this data set has athis is an objective ranking of how reliably the algorithm avoids

score of 30.5%. The much higher score for the traditional Nagle delays caused by the Nagle algorithm. _
algorithm is indicative of its unstable performance. In these experiments, the end hosts were running Tru64 UNIX

This simplistic scoring method clearly has its limits. Figure 8 V4.OF. The server host was modified to support each of the vari-
shows that the scores may be too low for larger message lengths2nts in table 3, at the appllce_ltlon's choice. The qllent host ran the
(clearly many of the samples below the cutoff line are actually Same kemel, although the client always used theitioae| Nagle
delayed). For short message sizes, experimental noise (such as agilgorithm (since it never had to send data while waiting for an ac-
plication scheduling delays) can push some samples, especially forknowledgment). The client was modlfn_ad to defgat a special vari-
shorter message lengths, over the cutoff. However, the scores dant of the_delayed acknowledgment policy pecuhg_r to Tru64 UNIX
seem to correlate with subjective analysis of the full data sets. ~ (S€€ section 8.1), so as to better represent a traditional BSD system.

To determine the sensitivity of our scoring system to our arbit- On this systemM CLBYTES = 8192. The receiver buffer size
rary cutoff of three times the estimated necessary latency, we recal-Was 32KBytes, for all trials. During the tests, no other application
culated the scores (in the following sections) using multipliers of Programs were running on either host.
two and four. When the cutoff is set at twice the estimated latency,

2 : 8. RESULTS

We're not sure why figure 8 shows a lot of samples at 100 msec; .

this might be a consequence of the 500 msec timer that BSD-based 1ables 4 and 5 summarize the scores for Ethernet and FDDI,
TCP implementations use for retransmissions and several otherrespectively. In each table, the first column names the algorithm
purposes. variant used. The next nine columns include all possible com-
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Figure 7: Good naglemark performance Figure 8: Poor naglemark performance
Nagle algorithm variant | Nomenclature
Traditional Nagle algorithm NAGLE
Nagle algorithm disabled OFF
_ Minshall variant[10] MINSHALL
Sequential | Random Minshallet al[11] variant MSMV
Connections lengths lengths EOM variant EOM
One per request S r EOM and MORE together E+M
One for all requests S R MINSHALL and MORE together; MIN+MORE
DLDET DLDET
Table 2: Nomenclature for trial types EOM, MORE, and MSMV E+M+M
EOM, MORE, and DLDET E+M+D
Borman variant[1] BORMAN

Table 3: Nomenclature for algorithms

binations of three application buffer sizes and three socket buffer quest per connection, but scored 12.6% with sequential message
sizes. In each table entry for these nine columns, we give the worstlengths using a single connection for all requests.) However, if the
(highest) score, expressed as percentage, for the given combinatiomesults in tables 4 and 5 had reported the best-scoring trial type, in-
of algorithm and buffer sizes, over all four trial types. (Remember stead of the worst-scoring trial type, the algorithm rankings would
that a “score,” as defined in section 6, is the fraction of message not have changed significantly. In other words, our hypothesis (that
lengths for which the measured elapsed time exceeds the thresholdhe measurements would depend on transfer order and number of
of three times the estimated elapsed time.) In each entry, the worst-connections) was quantitatively correct, but it has no significant
case trial type is indicated by the letter (as defined in table 2); this qualitative effect on the choice between algorithm variants.
information may be of interest to those wishing to replicate our  The results in tables 4 and 5 show significant differences between
results. the algorithm variants. However, it requires some additional ana-

The final column in each table is the worst score for an algorithm lysis to understand the strengths and weaknesses of each variant.
variant over all of the possible combinations; the table is sorted in
order of increasing score, so the best algorithm is listed first.

These experiments showed relatively little variation between tri-
als. We computed the standard deviations of the scores for each
table entry. For the Ethernet experiments, only a few entries show
standard deviations above 4%; several of these appear to be the res-
ult of periods of heavy use of the shared Ethernet. For the FDDI
network, which is private, none of the standard deviations exceeded
3%, and only six entries had standard deviations above 2%.

We used all four trial types because we hypothesized that the
order in which the individual transfers occurred would affect the
results. Indeed, for any given combination of buffer sizes and al-

¢ Minshall variant: The Minshall variant does well in al-
most all of our trials, except when the application buffer
size (appbufsize) is smaller than the MSS and the message
length is larger than appuf_size (see figure 9). The applica-
tion thus does two or more write() calls. The first one gener-
ates an immediate transmission of a small segment (because
the connection is idle). The data from second write() must
then wait, becauseitis M SS, the senderis waiting for an
ACK, and the receiver is wing for a second full segment.
(We believe that the high score for one entry in this row is
the result of Ethernet cross-traffic.)

gorithm variant, there was often a large variation in scores among However, once the message length reaels@sbu f _size +
the four trial types. (The largest variation, for Ethernet, was for the 2 + M SS, the sender stops waitinggbause after sending
MSMV algorithm with a 4K application buffer and a 64K socket the first packet with appuf_size, it can now send at least

buffer: this scored 1.2% with random message lengths and one re- two full-sized segments, and so the receiver acknowledges



The MSMV variant does much worse than the Minshall vari-
ant, although significantly better than the original Nagle al-
gorithm. MSMV is quite prone to buffer tearing, and only
performs well when both the application buffer and socket
buffer are larger than the message length. The algorithm does
include a simple test to ignore tearing if the socket buffer is
larger than MCLBYTES, but apparently this only works for
messages smaller than twice the socket buffer size (see figure
10).

While MSMV does not perform as well as the Minshall vari-
ant, it delays messages far less often than does the original
Nagle algorithm, and requires far less per-connection state
than the Minshall variant.

EOM variant :

The EOM variant, in which sosend() tells toutput() that it

has delivered the end of a large message, performs identic-
ally to the original Nagle algorithm if either agpuf_size or

the message lengthis less than MCLBYTES. (This is a some-
what arbitrary design decision; we could have chosen a lower
threshold.)

For larger messages, it generally works well, except for some
buffer tearing when the message is just slightly longer than

the socket buffer (see figure 11). In this case, sosend() de-
livers a socket buffer's worth of data to toptput(), marked

4K Application buffer 32K Application buffer 128K Application buffer

Sockbufsize] 16K [ 64K T 128K 16K | 64K T 128K 16K [ 64K T 128K

[ Variant | | | | | | | | | Worst
MIN+MORE | S0.0% | R0.5% | R0.4% | S00% [ R0.7% | R0.8% | S0.0% | R14% | R1.4% | 1.4%
E+M+D S0.0% | R0O5% | R0.4% | S0.0% | R0.6% | R05% | S0.0% | R14% | R1.7% | 1.7%
OFF S0.0% | R0O5% | R0.4% | R0.3% | R0.6% | R0.6% | S0.0% | R15% | R1.7% | 1.7%
DLDET S0.0% | R04% | R05% | S0.0% | R0O5% | s1.1% | S03% | R1.9% | R1.6% | 1.9%
MINSHALL s03% | r1.1% | R0O5% | S00% | R15% | r26% | s1.1% | R1.6% | R1.6% | 2.6%
MSMV S17.9%| S12.6%| S10.1%| S25% | S1.4% | R0.6% | S2.1% | s1.6% | R1.5% | 17.9%
E+M+M S18.2%| S12.7%| S10.0%| S2.9% | R1.4% | R0.7% | S0.0% | R14% | R1.7% | 18.2%
EOM S30.9%| S31.6%| S31.9%| s7.6% | S72% | S7.2% | s23% | s23% | R2.7% | 31.9%
BORMAN S31.5%| S32.3%| S32.1%| S7.8% | S17.6%| S18.4%| S0.0% | R1.6% | R1.4% | 32.3%
NAGLE S31.1%| S32.4%| S32.4%| S28.3%| S29.6%| S28.8%| S30.0%| S30.8%| S 30.4%| 32.4%
E+M S31.2%| S32.7%| S33.4%| s7.6% | S7.3% | S6.9% | s23% | s3.6% | s$2.3% | 33.4%

Each entry is mean of 10 repetitionsdd00 message length® (= 10)
Table 4: Scores for Ethernet { SS = 1460)
4K Application buffer 32K Application buffer 128K Application buffer

Sockbufsize] 16K [ 64K [ 128K 16K | 64K T 128K 16K [ 64K T 128K

[ Variant | | | | | | | Worst
DLDET S00% | S00% | S0.0% | S0.0% | S0.0% [ S0.0% | S0.0% [ S0.0% | S0.0% | 0.0%
E+M+D S0.0% | S00% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | 0.0%
OFF S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | 0.0%
MIN+MORE | S87% | S87% | S87% | S00% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | 8.7%
MINSHALL S88% | S87% | S87% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | 8.8%
E+M+M S345%| S34.5%| R21.7%| S 10.2%| S6.0% | S0.0% | S0.0% | S0.0% | S0.0% | 34.5%
MSMV R 34.6%| R34.3%| S21.6%| S10.3%| S59% | S0.0% | S0.0% | S0.0% | S0.0% | 34.6%
BORMAN S66.4%| R56.9%| S51.5%| S 22.2%| S 38.9%| S34.6%| S0.0% | S0.0% | S0.0% | 66.4%
E+M S66.4%| S56.0%| R51.9%| S 14.1%| S14.1%| S14.2%| S0.0% | S0.0% | S0.0% | 66.4%
NAGLE S66.4%| S56.0%| S51.6%| S43.8%| S44.5%| S44.6%| S 44.1%| S44.5%| S 44.5%| 66.4%
EOM R 66.6%| R56.0%| S51.6%| S 14.1%| S14.1%| S14.2%| S0.0% | S0.0% | S0.0% | 66.6%

Each entry is mean of 10 repetitions@d00 message length® (= 10)
Table 5: Scores for FDDI (M SS = 4312)
immediately). as “end of message,” and taqutput() sends the entire buffer
L without delay. This generates a short segment at the end of

MSMYV variant :

the buffer (because the buffer size is not dtiple of MSS).

If the remainder of the message is shorter than the MSS, the
Nagle algorithm will defer sending it, because the second in-

vocation of sosend() will not see enough data to mark the

remainder as “end of message.”

EOM+MORE : We tried combining the EOM variant with
the MORE variant, to see if this would avoid some delays,
by reducing the number of times that tearing in sosend() on
MCLBYTES boundaries causes tgutput() to send a small
segment. The results suggest that EOM+MORE is no im-
provement over EOM, in terms of the likelihood that seg-
ments will be delayed.

EOM+MORE+MSMV : We also tried combining all three
of EOM, MORE, and MSMV. This seems to be no improve-
ment over MSMV.

MINSHALL+MORE : This seems to provide no significant
improvement over MINSHALL in the FDDI experiments.

In the Ethernet experiments, it appears to outperform MIN-
SHALL, but we suspect that the reason for MINSHALL's
poorer ranking may simply be the result of artleu trial

(i.e., cross traffic on the shared Ethernet). Otherwise, the dif-
ferences between these variants are smaller than the standard
deviations for the MINSHALL experiments.



e Bormanvariant: The Borman variant was designed to avoid
delays when the application buffer is large enough to hold the

entire message; in our tests, it succeeds at this goal. However,

if the application buffer is too small, requiring the message
to be sent using more than one write(), this variant does not
seem to improve on the traditional Nagle algorithm. (Nor
was it intended to).

The results do show some apparent improvements for 32K-
byte application buffers and 16K socket buffers. This is a
consequence of our decision to include the MORE variant in
ourimplementation of the Borman algorithm, which prevents
the application from suffering delay if its write() buffer is
larger than the socket buffer. So, for application buffer sizes

between the socket buffer size and the total message size, ouP0rtS non-standard

implementation of the Borman variant does avoid delays that
the traditional Nagle algorithm would impose.

DLDET variant : The DLDET variant, on our benchmark,
performs nearly perfectly. (The very small fraction of

to dissuade application implementors from disabling it entirely,
we briefly consider the possibility of modifying the delayed-ACK
policy as well. Because one cannot always control the operating
system on both the sender and receiver, it might be necessary to
attack the OF+SFS problem from both sides.

The delayed-ACK policy can create 200 msec delays even
without help from the Nagle algorithm, when either the sender or
receiver has a socket buffer smaller tam M SS. This is not
an uncommon situation; many older systems default to socket buf-
fer sizes of 4096, 8192, or 16384 bytes, and an application might
explicitly request such a small buffer size. However, FDDI LANs
allow an MSS of 4312 bytes (sb+ M SS = 8624, larger than
an 8192-byte buffer), and some Gigabit Ethernet hardware sup-
‘jumbo frames” with an MSS of 8960 bytes (so
2« MSS = 17920, larger than a 16384-byte buffer).

If either the sender or receiver buffer is smaller tRanM S S,
the receiver will never be able to acknowledge two full-sized seg-
ments. Therefore, the traditional implementation of the delayed-
ACK policy will always wait for a 200 msec timeout, unless it has

samples exceeding the target elapsed time, for larger valuesdata to send in the reverse direction. On an FDDI network, us-

of the socket buffer size, might be related to Ethernet con-
gestion.) Combining DLDET with EOM+MORE seems to
be no improvement over DLDET by itself, although this is
hardly surprising.

We conclude by noting that if we ignore the cases where the ap-
plication buffer size is smaller than the message length, all of the al-
gorithm variants have near-perfect scores, except for the traditional
Nagle algorithm and for MSMV (which is still prone to buffer tear-
ing if the socket buffer is smaller than the message length). This
reinforces the recommendation in [11] that applications should use
sufficiently large buffers whenever possible. Space does not permit
us to show the actual scores for this version of the results.

8.1 Effect of algorithms on throughput

So far, we have evaluated the various algorithm variants based
on the frequency with which they excessively delay packets. When
the algorithm sends packets without delay, howevetilitraight
not be making optimal use of TCP. Therefore, we also evaluated
each algorithm variant's throughput under no-delay @@, if
possible.

For each trial, we computed a linear regression of the elapsed
time versus the message length. If the correlation coefficient was
above a threshold, we report the algorithm variant's mean cost in
terms of nanoseconds/byte; this is the slope of the regression line.
The slope gives the transfer efficiency for the algorithm variant, and

can be used as a way to detect variants that send a excessive number

of packets. However, we have not yet tried to directly measure the
number of packets transmittedéach trial.

The results are inconclusive, because we have no foolproof way
of eliminating from the linear regression every sample that experi-

enced a Nagle-related delay. There seemsto be no clear difference

in slopes, but the choice of algorithm could have small throughput
effects that are not distinguishable using this analysis. In the in-
terest of space we omit detailed results. We are currently looking
for another approach to measuring the efficiency of these algorithm
variants.

9. MODIFYING THE DELAYED-ACK
POLICY

The OF+SFS problem is the result of an interaction between the
sender's Nagle algorithm and the receiver's delayed-ACK policy.
Although we have concentrated on fixing the Nagle algorithm,

ing 8192-byte buffers, this scenario can result in a TCP through-
put of 21,560 bytes/sec, over a link with a raw capacity of 12.5
Mbytes/sec!

Because of these problems, several proposals have been made to
modify the delayed-ACK policy:

o Decrease the timeout

The 200 msec timer is an arbitrary choice, based ori-
ginally on an estimate of the inter-arrival time for seg-
ments on the ARPAnet; however, the original proposal
for delayed acknowledgments suggests using an adaptive
policy[2]. Heidemann[7] repeats this suggestion, although
there is no evidence that anyone has actually implemented it
yet. This approach would require the receiver to maintain a
timer with a much finer resolution than those used in existing
BSD implementations, however, and the overhead of doing
this for a large number of connections on a fast LAN might
be prohibitive.

Delay only in the presence of reverse-path dataNagle

has suggested [14] that acknowledgments should normally
be given for every full-sized segment, rather than for every
second segment, unless data is also flowing in the opposite
direction (i.e., the hosR that is deciding whether to delay
an acknowledgment is also sending data on the connection
back to hostS). In this case, if hosR is about to send data
and the last packet it sent was an ACK-only packet, it should
increment a counter; when this counter reaches a threshold,
the receiver enables the tiidnal delayed-ACK policy, but
zeros the counter if the delayed-ACK timer goes off.

The underlying insight here is that the 200 msec delayed-
ACK timeout is an indication to the receiver that it has made
a mistake in delaying the ACK, while sending an ACK-only
packet just before sending a data packetis an indication that
the receiver mistakenly failed to delay. The solution is inten-
ded to adaptively avoid making either of these mistakes. It
remains untested, as far as we know.

Infer the use of a small buffer. If the receiver knows that
the sender is using a buffer smaller thtam M S S, it could
avoid delaying acknowledgments in this case. Since TCP
does not explicitly communicate the sender's buffer size, the
receiver would have to infer this value. (The receiver's own
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buffer size might also be smaller thaad S'S, but obviously This hides the OF+SFS problem, albeit non-deterministically.
this value is known to the receiver.) Therefore, to conduct the experiments reported in section 8, we

modified the client's Tru64 UNIX kernel to defeat this mechanism.

In fact, the Tru64 UNIX TCP implementation we used for our  we also ran a set of trials with the inference mechanism enabled.
experiments does infer the use of a small sender buffer. (We areTne results for Ethernet and FDDI are shown in tables 6 and 7,
not aware of other systems that do this.) We discovered this after respectively. In these tests, the results do vary a lot between re-
finding it surprisingly difficult to trigger the delays characteristic petitions, especially for the variants that scopebrly when the
of the OF+SFS problem. The implementation of this inference is jnference mechanism is disabled. This appears to be caused by
quite simple: in the TCP receiving path, the code tracks the largest the inherent non-determinism in the inference algorithm. For the
difference between the sender’s sequence number and the receiveristhernet experiments, many of the entries have standard deviations
own aCknOW'edgmentnUmber. If this value is at leastone MSS, and above 5%, and a few are worse than 8%; For the FDDI experimentS,
an acknowledgment would advance the advertised window by at many entries have standard deviations ranging from 10% to almost
least half of the value, then taputput() sends an acknowledgment 2094 (although only three entries have standard deviations between
that it would otherwise delay. 3.9% and 10.3%). These large variations, especially in the FDDI

If the sender's buffer really is less thanx M SS, this mech-  experiments on a private network, are clearly due to the algorithms
anism never delays the acknowledgment of a full-sized segment. 3nd not to cross-traffic.
However, it can underestimate the size of a larger buffer, if the  Even with the large variances, a comparison of these tables
sender is not aggressively using a large congestion window. There-against tables 4 and 5 reveals that, in general, the inference al-
fore, it can generate non-delayed acknowledgments even with agorithm avoids much of the delay associated with the Nagle al-
large sender buffer, especially at the beginning of a connection gorithm. However, the inference algorithm actually worsens the
whencwnd is small.



4K Application buffer 32K Application buffer 128K Application buffer

Sockbufsize:] 16K [ 64K [ 128K 16K | 64K [ 128K 16K [ 64K [ 128K
[ Variant | | | | | | | | | | Worst |
E+M+D S00% | R0O6% | R0.6% | S0.0% | R0.7% | R0.7% | S0.0% | R1.4% | R14% | 1.4%
DLDET S00% | R0O5% | R05% | S0.0% | R0.6% | R0.6% | S0.0% | R15% | R1.6% | 1.6%
MINSHALL S00% | R04% | R05% | S0.0% | R0.7% | R0.6% | S0.0% | R1.6% | R15% | 1.6%
OFF S00% | R0O5% | R05% | S0.0% | R0.7% | R1.0% | s0.7% | R1.6% | R1.6% | 1.6%
MIN+MORE | R0.5% | R0.6% | R0.3% | S0.0% | R0.6% | R0.6% | S0.0% | R14% | R2.0% | 2.0%
E+M+M R6.6% | R7.0% | R57% | S20% | R13% | R0.7% | S0.0% | R14% | R1.5% | 7.0%
MSMV R80% | R74% | S6.6% | S18% | R1.1% | R05% | S0.0% | R1.3% | R1.6% | 8.0%
E+M R19.1%| R17.3%| R18.6%| R3.7% | R51% | S42% | S0.0% | R1.7% | R1.4% | 19.1%
BORMAN R17.7%| R16.3%| R19.5%| S4.8% | S9.1% | R9.9% | S0.0% | R1.3% | R1.5% | 19.5%
EOM R17.1%| R20.6%| R17.7%| S39% | S45% | R43% | S0.0% | R2.3% | R1.6% | 20.6%
NAGLE R 20.8%| R18.7%| R16.2%| R18.5%| R16.5%| R17.7%| R15.1%| R 18.2%| S 19.1%| 20.8%
Each entry is mean of 10 repetitionsdd00 message length® (= 10)

Table 6: Scores for Ethernet ( SS = 1460), receiver inferring sender buffer size

4K Application buffer 32K Application buffer 128K Application buffer
Sockbufsize:] 16K [ 64K [ 128K 16K | 64K [ 128K 16K | 64K [ 128K

[ Variant | | | | | | | | | | Worst |
DLDET S0.0% | S00% [ S00% | S0.0% | S00% [ S0.0% | S0.0% | S0.0% | S0.0% | 0.0%
OFF S0.0% | S0.0% | S00% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | 0.0%
E+M+D S0.0% | S0.0% | S00% | S0.0% | S0.0% | S0.0% | s0.1% | S0.0% | S0.0% | 0.1%
MINSHALL s46% | R48% | S44% | S00% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | 4.8%
MIN+MORE | S4.6% | R53% | S4.4% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | S0.0% | 53%
EOM R 20.9%| S18.1%| R 18.4%| S10.0%| S10.3%| S9.8% | S0.0% | S0.0% | S0.0% | 20.9%
BORMAN R21.6%| R18.1%| S15.2%| S13.0%| S 14.0%| S16.5%| S0.0% | S0.0% | S0.0% | 21.6%
NAGLE R17.6%| R21.8%| S16.6%| R14.9%| S15.5%| R20.4%| R21.6%| R 14.8%| R19.3%| 21.8%
E+M R 145%| R15.7%| R24.3%| S11.2%| S11.6%| S 10.0%| S0.0% | S0.0% | S0.0% | 24.3%
MSMV R51.9%| R50.8%| S33.3%| S47% | S1.3% | S0.0% | S0.0% | S0.0% | S0.0% | 51.9%
E+M+M R52.5%| S51.1%| S34.0%| S45% | S46% | S0.0% | S0.0% | S0.0% | S0.0% | 52.5%
Each entry is mean of 10 repetitionsX@d00 message length® (= 10)

Table 7: Scores for FDDI (M SS = 4312), receiver inferring sender buffer size

performance of the MSMV variant wheipp_bu f _size < MSS 10. FUTURE WORK
(a_nd deterministically; these entries have small standard devi- The results in section 8 imply that a combination of the DLDET
ations). and Minshall variants, or possibly of the DLDET and MSMV vari-
For example, whenpp_buf_size = 4096 andmsglength = ants, might work well in almost every case. However, there are a
12289 = app-buf size + 3 + 1, on FDDI MSMV immediately  few hard cases that require more study, especially multi-threaded
sends the first 4096-byte packet, then once sosend() has copied tw@pplications using relatively small application buffers.
more application buffers to the socket buffer, tmptput() sends Our work so far has concentrated entirely on TCP implementa-
a 4312-byte packet (a full segment) and then a 3880-byte packetjons derived from BSD. We showed that the details of the OF+SFS
(since the previous packet was full-sized). The standard delayed-prob|em depend on the way that toptput() tests for an idle con-
ACK policy waits until the third packetand then immediately ac- pection, and the buffer-management policy imposed by sosend().
knoWledgeS |t HOWeVer, W|th buﬁer—length inference, the receiver Several W|de|y used operating systems have TCP imp|ementations
acknowledgesthe second (full-length segment), and then mustdelayyith different pedigrees and buffer-management frameworks, and
its acknowledgment of the third (short) segment. This prevents the e have not yet characterized their vulnerability to the OF+SFS
sender from transmitting the final (1-byte) segment of the message problem. A brief examination of the Linux source code, for ex-
because it is witing for an acknowledgmentof a short segment.  ample, suggests that it will behave differently from BSD in this
Also, while combining EOM and MORE showed no partic-  respect.
ular advantage over simple EOM when the inference algorithm  aAs we indicated in section 8.1, it might also be useful to modify
was disabled, with the inference algorithm enabled, EOM+MORE e TCP delayed acknowledgment policy. Based on our simple ex-
does significantly better than EOM in some cases (e.g., FDDI, periments with the buffer-size inference mechanism, we suspect
andapp_buf_size = 4096). In other cases (e.g., Ethernet, and  thjs could be an important area for further work.
app-buf._size = 4096) EOM+MORE yields mean scores similar  The EOM variant, as described in this paper, only applies when
to EOM, but with a much larger variance. Both effects seem to be the application writes more than MCLBYTES at once. Since the
ceiver realizes that the sender's socket buffer size is indeed largefnreshold. It might make sense to set a lower threshold, which
than2 + MS5. should reduce the frequency of delays. Picking the appropriate
threshold will require additional study. All of the algorithms, in
fact, should be tested on systems with different values of MCL-



BYTES. [3] J. Crowcroft, I. Wakeman, Z. Wang, and D. Sirovica. Is

All of the experiments reported in this paper used a LAN, and Layering Harmful2EEE Network 6(1):20-24, January
so the RTTs were negligible. In many Internet applications, RTTs 1992.
are on the order of 100 msec or more; this almost certainly would [4] Digital Equipment Corporation. Digital's Web Proxy Traces.
have an effect both on the dynamics of the algorithm variants we ftp://ftp.digital.compub/DEC/traces/proxy/webtraces.html,

tested, and on the relative significance of the 200 msec delays asso- 1996.

ciated with the original Nagle algorithm. We would like to conduct [5] J. Gettys. Personal communication. 1999.
experiments in a WAN environment, but the logistics of doing so [6] G. Hardin. The Tragedy of the Commor&cience
(and especially of controlling for other causes of delay variation) 162:1243-1248, 1968.

will be challenging. [7] J. Heidemann. Performance interactions between P-HTTP

and TCP implementation&CM Computer Communication

11. SUMMARY AND CONCLUSIONS Review 27(2):65-73, Apr. 1997.

. . . . . [8] V. Jacobson. Congestion Avoidance and Control. In
We_ have explored in detail the interaction l?etw_een TCP's Nagle Proceedings of the SIGCOMM '88 Symposipages
algorithm and delayed acknowledgment policy, in the context of 314-32, Aug. 1988
the popular BSD-based implementation. This interaction can lead ' ; :

o ; . ; 9] B. Kantor and P. Lapsley. Network News Transfer Protocol:
to lengthy delays, especially in request-response interactions using [ e
certain message lengths: this is the OF+SFS problem. A Proposed Standard for the Stream-Based Transmission of

We experimentally evaluated a variety of solutions for the News. RFC 977, Internet Engineering Task Force, Feb. 1986.

OF+SFS problem, including several that have not been proposed(10] G- Minshall. A Suggested Modification to Nagle's

before. We showed that DLDET, an approach based on explicit Algorithm. Internet-Draft draft-minshall-nagle-01, Internet
deadlock detection, works well in contexts where an application ex- Engineering Task Force, June 1999. This is a work in
plicitly sends andeceives on the same TCP connection (although progress. _

it may not always work as well for some multi-threaded applic- [11] G. Minshall, Y. Saito, J. C. Mogul, and B. Verghese.

ations.) We also showed that the algorithm variant proposed by Application Performance Pitfalls and TCP's Nagle

Minshall works well in most cases, but not for small application Algorithm. In Proc. 2nd Workshop on Internet Server

buffer sizes. We showed that a number of other variants, while they PerformanceAtlanta, GA, May 1999.

use less per-connection state than the Minshall variant and they do[12] D. Mosberger. Re: question about nagle algorithm. Message
improve upon the original Nagle algorithntjlislead to delays in to TCP-IMPL mailing list,

many situations; some of these variants may be amenable to further ~ http://tcp-impl.grc.nasa.gov/tcp-impl/list/archig861.html,
improvement. Feb. 1998.

We also showed that some minor modifications to the receiver's [13] J. Nagle. Congestion control in IP/TCP internetworks. RFC
delayed acknowledgment mechanism can reduce the likelihood of 896, Internet Engineering Task Force, Jan. 1984.
excessive delays. [14] J. Nagle. Personal communication., Feb. 1999.

We confirmed that the use of an application buffer smaller than [15] H. F. Nielsen, J. Gettys, A. Baird-Smith, E. Prud' hommeaux,
both the message size and MCLBYTES can lead to the OF+SFS H. W. Lie, and C. Lilley. Network performance effects of
problem; applications should use large buffers for write() system HTTP/1.1, CSS1, and PNG. Proc. SIGCOMM '97pages

calls whenever possible. _ S _ 155-166, Cannes, France, Sept. 1997.
None of our modifications go against the original intention of [16] J. B. Postel. Simple mail transfer protocol. RFC 821, Internet
the Nagle algorithm, which was to avoid a flood of many short Engineering Task Force, Aug. 1982.

TCP packets. If the appropriate modifications were to be made to [17] R. Scheifler and J. Gettys. The X Window Syst&f6M

widely deployed TCP implementations, we could then recommend Trans. on Graphics5(2):79—109, April 1986.

to implementors that there are almost no circumstances in which it [18] J. Semke, J. Mahdavi, and M. Mathis. Automatic TCP Buffer
is to their benefitto disable the Nagle algorithm, and the protection Tuning. Ir;Proc. SIGCbMM 1998ages 315-323,

that it affords to the network. vancouver, BC, September 1998.

[19] W. StevensTCP/IP lllustrated Volume JAddison-Wesley,
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