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ABSTRACT In this paper, we propose the concept of a “sighed subgroup genera-
We propose a zero-knowledge interactive proof based identifica- tor” and design a new interactive proof based identification scheme
tion and signature scheme. The protocol is based on Euler’s totientand digital signature. The scheme uses discrete logarithm over the
function and discrete logarithms over the riggnZ, and can be ring Z/nZ and Euler’s totient function to get its security, and is
applied to smart cards. A prover keeps a signed subgroup gen-suitable for smart cards because it requires only one secret number
erator provided by a trusted center as its secret information. Our and one accreditation to complete the interactive proof. Our iden-
scheme has symmetricity in the sense that the same computationatification scheme is superior to Guillous and Quisquater’'s scheme
complexity and the same hardware both for Prover and for Verifier in that a verifier's computational burden is reduced to about half
are required. Also, it requires minimal amount of computation and and it simplifies the hardware implementation. Besides those, our
communications for secret information. The protocol is versatile protocol can be easily modified to serve as a key exchange protocol
enough to be applicable to digital signature scheme, multiple digi- and as a multiple signature scheme.

tal signature scheme and key exchange protocol. We outline those

protocols to show the versatility of our protocol. 2. IDENTIFICATION SCHEME

Categories and Subject Descriptors 2.1 Background _ o
F.2.m [Theory of Computation]: Miscellaneous; G.2.3{lathematics Before proceeding, we briefly explain zero-knowledge interactive
of Computing]: Applications proof. Interactive proof is defined by two interactive Turing ma-

chines P,V). They have a few tapes to do their operation and
communicate with each other. ProvB)(proves a certain knowl-
edge to verifier{), and the proof is called a witness. ZKIP induces
a formal languagd’, and for an input: a prover proves € L. If
x € L, then, with very high probability, the verifier is convinced of
KeyWOI‘dS this fact, after interacting with the prover.4f¢ L, then no matter
Cryptography, Smart card, Identification, Zero-Knowledge Interac- what the prover does, with very high probability, he fails to fool the
tive Proof, Digital Signature, Multiple Signature, Key Exchange verifier(into believing that is in L). The first condition is referred
to as thecompletenessvhile the second condition is referred to as

1. INTRODUCTION soundness

In a computerized communication society, it is necessary to pro- )
vide an adequate method by which communicators can identify Informally, a proof system is callexkro-knowledgeshen the prover

themselves to each other in an unforgeable manner. Since 1984€lls the verifier nothing but that € L, even though the verifier
considerable attention has been paid to ZKIP[1, 6, 13], which is (i€s to trick the prover into revealing something.
useful in identification and digital signature.

General Terms
Security

Our interactive protocol is a proof of knowledge of a predicate

Identification schemes using ZKIP are generally based on the dif-

ficulty of computing the discrete logarithm modulo a large prime

number, quadratic residuosity of numbers, modular square roots,

and the factorization of a composite number. Many identification

schemes have been proposed based on zero-knowledge proof{2, 5,

10, 12]. whereged(z, A(pg)) = 1, andg is a generator of a sufficiently
large subgroup o /nZ(X is the Carmichael function[8]).

P(s,z) = [s* = g mod pq]

We propose a new protocol where a trusted center sighsvith

a private-key corresponding to the public-key which is certified by
a trusted center. Thus, each user keeps “the sighed its secret
information, but does not know the private-key with whighs

w

signed. " is a generator of a sufficiently large subgroupffnZ.

2.2 Theldentification Scheme for Smart Cards



Like other identification schemes, our protocol is composed of two 3. Prover picks a random numbee {2,... ,n—1} and

phases. The first phase is the smart card issuing step, and the second sendsr = r¥¢ mod n as a test to Verifier.
is interactive proof. 4. Verifier sends a random numbere {1,...,2'} as
_ a question to Prover, whe < v;. The size of2!
A trusted center randomly chooses two large prirpesndg. The represents a compromise between speed and security.

two primes are kept securely by the trusted center. We assume that
n = pq is a 768-bit or 1024-bit public number, and the factorization

of n is still infeasible. Another public valugis also chosen by the y =rs; modn
trusted centerg is a generator of a sufficiently large subgroup of
Z/nZ. It should be selected by the trusted center to satisfy

5. Prover sends to Verifier as a witness:

6. Verifier checks that
¢ =1modn r=y""g ° modn
and accepts the proof as valid only when the above re-

wherek is the order ofy mod n. k must not be smooth and must sult is correct.

be large enough(say 160-bits) to be strong against attacks such as
baby-step giant-step and index calculus. Girault devised a smart

way to selecyy in [7], but we do not need to reve&l which is a The above interactive proof requires only one security number and

factor ofp(n)(¢(n) is Euler’s totient function). one accreditation for the proof of identity, but still provides the se-
curity level of2~*. To reduce the number of bits communicated, a

The trusted center publishéa = pq, g) in the public directory. prover sends only the firsbits of a hash functioh(z) to a verifier

The modulus: and the subgroup generatpwill be shared among in step 3, and comparég ) with the first¢ bits of y** g~ ° mod n.

a group of users. Thus, the total number of communication bitis+ logn. The

protocol requires an inverse operation to comppté mod n, but

When an eligible user applies for a smart card, the trusted centerthe computation is already in the preprocessing stage.

issues a strind which contains information about the user and the

card. And now the trusted center performs the following steps to 2.3 Soundness and Completeness Proofs

compute the secret information and a public-key; for user. For the validity and security of the proposed interactive proof, com-
pleteness and soundness of the protocol should be considered. In
this section, we give formal proofs of the protocol.

e Preparatory steps for the center :
Itis trivial that the identification procedure succeeds if both a prover

1. For a used who requests a trusted center of its secret and a verifier follow the protocol as shown in theorem 1.

value, the trusted center choosgswherev; is a prime
andgcd(vs, A(n)) = 1.
2. The center computes THEOREM1 (COMPLETENESS. Ifaproverand a verifier fol-
, low the protocol, the verifier always accepts prover’s proof of iden-
— 1/v;

Si=g mod n. tity.

s; can be easily obtained by computing

) PrROOF By definition
gd’ mod n wherev;d; = 1 mod ¢(n). y

y'ig = (rsi)’g “=r"g°g “=r"" =rmodn
3. The center generates a signature 0
S = signature(I,v;),
and the certificate The proof that the cheating probability of a dishonest prover cannot

- - S R . . \
C(Useri) = (I,vs, S). be increased to higher than® is similar to Guillous and Quisquater’s.

4. A smart card containing the user’s certificate is issued. THEOREM2 (SOUNDNESS. Assume that a prover does not
know thes; and cannot compute in polynomial time theth root.

Here, the certificate can be generated by a trusted center using an If a verifier follows the protocol, he will accept the proof as valid

. o o
well-known signature schemes or the signature scheme proposed ir)glvIth probability bounded bg™".

this paper. Rabin-like digital signature scheme or a low encryption
exponent RSA can be used for a faster certificate verification[9].  Proor To increase the probability of cheating, a prover must
They require only a few multiplications in the verification step. chooser in such a way that he can computeth rootsy’ andy”
of
After the preparatory steps, a prover has a secret nuglagrd can
prove its identity to a verifier by the following interactive proof.

zg® mod n

¢ Interactive proof between a prover and a verifier :

) n . for two questiong’ ande”. However, the following procedure re-
1. Prover sends its certificat(Provei) to Verifier. vealss;, and it contradicts the assumption that theth root cannot
2. Verifier checks Prover's certificaé® Prove) = (I,v;,S). be computed in polynomial time without knowirg.



1. For two questions’ ande”, choose Bezout coefficients 2.4 Why isv; a Prime Number?

andk such that We show that the probability of cheating may be higher thah
, e unlessy; is a prime. For this, we assume thatis not a prime.
vim+ (e —e )k ==+1

There always exist Bezout coefficientsandk, because of ~ Suppose a dishonest provemwho has §;,v;) such thats}* =
ged(vi el —e'') = 1. g mod n and pretends to be a provgrlf ged(vs, v;) # 1 such as
v; = la,v; = Ibandb < 2, then he/she can pretend to be proyer
2. Compute the following and output: with probabilityb™" > 27! by guessing such thab dividese +r,

and sending: = ¢g” mod n andy = 5{°7"%/® mod n. Indeed,

y k:l:l y k:l:l (e —e")kyE1 '
@ (5) = = e () = sl g

sge+r)vja/bg—e = S£e+r)lba/bgfe = slpi(eJrT) —e

9

=s; modn =g¢" =z mod n.

0 Thus, a dishonest proveércan cheat a verifier with probability
higher thar2—¢. However, ifv; is a prime, this cannot happen.

If the questiore is predicted by a prover, she can deceive the ver- 2 5§ Consideration on Common Modulus

ifirer by guessing: 5“81:;‘2@ dividesr + e and sendingr = The protocol in this paper uses the same security assumption as
g"modnandy =g “ mod n. A verifier will accept the that of RSA. That is, the-th root finding inZ/nZ is as difficult
proof of knowledge, because as the factorization. Simmons has shown that the protocol using

common modulus in RSA fails as a privacy channel if a message
was encrypted and sent to two or more receivers[14]. In that case,
an outsider (not a subscriber/user) using only the public-key could
decrypt the ciphertext with unacceptably high probability. Also,

DeLaurentis has shown that the common modulus protocol is even
However, the probability of this event %, and for a sufficiently more vulnerable to attack by insiders (subscriber/user) who can
larget, it is almost impossible to guess a questionThere is a break the cryptosystem by using either a probabilistic or a deter-

y'ig = (g(r+e)/v")v" = gH—eg_e =z mod n.

tradeoff between speed and security. If a security paramétes a ministic method[3]. Knowledge of a single encryption/decryption

large value, the speed becomes slow. For the identification schemepair is equivalent to factoring the modulusprobabilistically, and

t = 20 is enough for the most applications,= 45 for national enables a subscriber to find other users’ secret key deterministi-

security applications. For the digital signatures 72 is enough. cally. Thus, a protocol using RSA should not use common modu-
lus.

In the protocol, £ = r”* mod n) is a random number, angis

masked by a random numberwhich cannot be computed by a  There are two security aspects to be considered in the proposed
verifier who does not know the factorization. Thus, all the mes- scheme. One is whether a subscriber(a legal prover) canifind
sages from a prover to a verifier do not reveal any information from ¢*/”s = g% mod n andv;. If he findsd;, he can easily
about the prover’s secret;. The protocol “with one round”, how- factorn by [3]. To find outd; only from g% mod n, he should
ever, is not a zero-knowledge proof, because the running time of solve a discrete logarithm problem. In fact, most sub-exponential
the simulator which produces transcripts with an identical probabil- algorithms to solve the discrete logarithm problem assume a fi-
ity distribution to those produced when Prover actually takes part nite field F}, or a Galois fieldGF(p™). The order ofg mod p

in the protocol isO(2%). Technically for soundness,must grow or g mod p™ is known a priori in these fields, whereas the or-
asymptotically faster thalog n, but the condition makes the run-  der of g mod n is not known. Thus, those algorithms are not ap-
ning time of the simulator grow asymptotically faster ti{gog »)°, plicable to find outd; only from g% in Z/nZ. Moreover, it is

for a constant. Thus, our protocol with one round is not a zero- equivalent to breaking the RSA digital signature scheme todijnd
knowledge proof. However, the protocol "witliirounds ¢ > 1)” from g% mod n andwv;. The other to be considered is whether
has surely the zero-knowledgeness. If we perform the protocol with a subscriber can compute another subscriber's secret information
k-rounds, the simulator runs i@(2") and for the soundnesgt g'/* mod n fromits secreg’/ i mod n, wherev;, v; are primes.

(nott) must grow asymptotically faster thdwog n. If we chooses Unlessu; = avj(a = 1,2,...), one cannot compuig/* mod n
k large enough fokt to grow faster thartog n for at that grows with g'/¥# without the knowledge of the factorization[4].
slower tharlog n, both the soundness and the zero-knowledgeness

are obtained. 3. DIGITAL SIGNATURES

This section treats digital signatures that are constructed from our
identification scheme. Also, we show that the digital signature
scheme is extendible to multiple digital signature scheme.

The protocol withk-rounds, however, is not efficient to lose the
practical meaning. If we restridt = 1, the protocol loses the
zero-knowledgeness in theoretical sense but it gets efficiency in-
stead. Perfect zero-knoledge in practice is hard to get, and only L. .
Fiat-Shamir’'s scheme among the referred ones in the paper obtains3.1  Digital Signature

it. Practically, we don't need to insist the zero-knowledgeness in Using a zero-knowledge based identification scheme and a hash
the asymptotic sense, sacrificing the efficiency. Proper selection of function, one can construct a secure digital signature scheme[5].
parameters such &sandt is enough to protect the secret informa- The role of the trusted center in this case is the same as that in
tion. the identification scheme. In our identification scheme, random



numbere contains no information, but its unpredictability prevents message to be signed, and a hash function, so it is identical among
a prover from cheating. Switching the identification scheme to a signers. Verification process is similar to that of single signature
signature scheme, we replace the verifier’s role by the hash functionscheme except that the public-key used in the verification is the
h and obtain the following signature protocol. product ofv; s.

_ ) To write a multiple signature and verify a document, each partici-
e To sign a messagk/, Signer : pant does the following procedure.

1. Picks a random number, and computes
e To sign a messagk/, Signer i

— Vi

r=r"modn

1. Picks a random number;, and computes

H?:1 vj

This computation is the preprocessing stage.

2. Concatenated/ andz, and hashes the result: Ti =7 mod n
e=h(M,z)e{0,...,2" =1} 2. Sends; to every other signers.
3. Receives1,x2,... ,Ti—1,Tit1,Tit2,--- ,Tn and com-

3. C t
omputes putes

y=rs; modn

The signature is andy; he/she sends these to Verifier T = H xj mod n
with M, C(Userz). i=1
4. Concatenated/ andz, and hashes the result:
¢ To verify Signer’s signature of/, Verifier : e =h(M,z) €{0,...,2" -1}
1. Computes 5. Computes
yi = r;s; mod n

z2=y""g “modn

o . o and sendyg; to every other signers.
2. Verifies whetheth (M, z) is e or not. Verifier accepts . ¥ y g
the messag@/ as genuine if and only it equals to 6. Receiveg, yz,... ,yi-1,Yit+1, Yit2, - - Y and com-
h(M, Z) putes

y= H y; mod n
THEOREM3 (COMPLETENESSY. If Signer and Verifier follow j=1

their protocols, Verifier always accepts the signature as valid. The signature ig andy; he/she sends these to Veri-

fier with M and I, I»,... , I, which are correspond

PROOF. By definition, to each signer’s public-key.

@=ytg T =)ty T =) g =gt T = ¢ To verify Signers’ multiple signature ol/, Verifier:
=z modn 1. Computes the following fromy, = f(I1),v2 = f(I2),... ,vn
and thush(M, 2) = h(M,z). O f(I.), wherel; is an identification word for Signer

v = Vi
The probability distribution of the hash functi&{ M, z) must be }:[1
uniform with respect to random. Also, h(M, z) should be one-
way with respect td/. The hash function which satisfies both cri-
teria is highly resistant against known plaintext attacks and chosen z=y"g ¢ Zi=1v/Y% mod n
plaintext attacks.

2. Computes

3. Verifies whetheth (M, z) is e or not. Verifier accepts
the messagé/ as genuine if and only i¢ equals to
h(M,z). If e # h(M, z), there is at least one invalid
signature.

3.2 Multiple Signature

An extension of the signature scheme into the multiple signature

scheme is presented. Multiple signatures are needed if many people

want to sign the same document. An easy way to do this is to let

each of them sign the same document separately, and concatenatelsing our multiple signature scheme, the length of a signature is

the result to the signed document. With the scheme, the length andgreatly reduced. Regardless of the number of people involved in

the time to sign a document is proportional to the number of people signing procedure, the length of a signature is constantyog n.

involved. Using the signature scheme designed in section 3.1, weFor example, whem is a 512-bit number and the security parame-

can sign a document with more efficiency. tert = 272, total signature length of the scheme7is+ 512 bits,
which is the same as that of the single signature. Even better, the

To sign a message, signers generate their own random numbersiumber of signers does not increase the signature length.

and use the product of those numbers as a commitment number.

The random question is generated from the committed number, the As before, the completeness proof is followed by definition.



THEOREM4 (COMPLETENESY. If Signers and Verifier fol-

low their protocols, Verifier always accepts the signature as valid.

PROOF Letv be[]}_, v;. By definition,

H?:l vi g—e E?:l U/Uj
= (y1y2 . yn)nz'":1 Uz'g*ff E;:l v/vj

n PR n .
= (rire - rpsish - s8)i=1 vigme Dima v/v;

<

n . nowvs vy LT
= (7“1’/'2 X --Tn)nl=1 Uz(811_1171 zsglzfl i ...55171 z)e
x g—eE;;l v/vj
= (rirg - -y ) Hi=1 i (gHli=y vi/vn gIlimy vi/va L oIy vi/vm ye
x g—eE;;l v/vj
v v v
M I R TR  Y

=zmodn O

THEOREM5 (SOUNDNESS. Assume that a prover does not
know the[]"_, s; and cannot compute in polynomial time fg"_, v:-
th root. If a verifier follows the protocol, he/she will accept the
proof as valid with probability bounded 3y ¢.

PROOF To increase the probability of cheating, a prover must

chooser in such a way that he/she can comppifé&_, v;-th roots
’ "
y' andy” of

zg° Ti=1"/Y mod n

for two questiong’ ande”. However, the following procedure re-
veals[];_, s, and it contradicts the assumption that {{&_, v;-
th root cannot be computed in polynomial time without knowing

[T, si.

1. Choose Bezout coefficients m, k such that

n
mHvi + (e — ek = £1,wherev; > (¢' —€")
i=1

fori=1,2,... ,n.

Sinceged (T}, vi,e’ —¢e”) = 1, there exisk andm which
satisfy the above condition.

2. Compute]T?_, s; as following :

(gTi=y vi/vom o ([Timy vi/vo)m o (TTEmy vi/vn)m (y_’)k)ﬂ

Y

(st )(1'[?:1 vi/v1)m(sgz)(l'li":1 vi/v2)m

(50 )iy vi/vm)m &' =€k (e (e ek
((5182 -+ - ) Tliz1 vidm (' ="k £1

S

182+ 8, modn

O

4. PERFORMANCE EVALUATION

# of mults Prover Verifier Byteqz, e, y)

FS 18 18 12 + 3 + 256
(t(k+2)/2) (t(k+2)/2)
Schnorr* 1 216 3+3+175
(1.5 +0.2%)
GQ 36 72 3+3+64
1.5) (3t)
OngSchnorr* 35 37 3+3+64
(t(k+2)/2 - 1) | (t((k+2)/12 +1)
Ours* 36 36 3+3+64

(1.5) (1.5)

Table 1: Comparison with the other identification schemes : *
requires a certificate verification phase.

#of mults | Siggen| Sigverify | Lengthfy, €)
64

RSA 750 > 2
Fiat-Shamir 45 45 576 +9
Schnorr 1 228 17.5+9
GQ 108 216 64 +9
Ong-Schnorr| 107 109 64 +9
Our Scheme| 108 108 64 +9

Table 2: Comparison with the other signature schemes

a verifier can prepare™ © mod n in advance. When the protocol
starts, the only multiplications a prover should do afenod n.
Similarly, it is enough for a verifier to computg’ mod n and
check the validity of the proof. This pre-computation does half the
verifier's computation.

Comparisons with other schemes in terms of the number of mul-
tiplications and the required storage amount are shown in Table 1
and Table 2. Pre-computations are considered. We assume that
identification schemes provide a security leveRof* and signa-

ture scheme&~ 2. Table 1 and Table 2 show the computational
load of identification schemes and signature schemes, respectively.
In the case of Schnorr’s, Ong-Shnorr’'s and our scheme, the number
of multiplications to verify the certificate is not counted. As stated
in Section 2.2, either Rabin-like digital signature scheme or a low
encryption exponent RSA adds only a couple of multiplications in
the verification step[11, 9]. We assume the square and multiply
algorithm is used to exponentiate a number. In Table rheans

the security level animeans the number of bits gfin Schnorr’s
scheme k is the number of Prover’s secrets which is proportional
to the amount of communication.

Our scheme requires the same computational complexity and al-
most the same hardware both for Prover and for Verifier. This sym-
metricity is useful in the environment where mutual identifications
are required. In the signature generation process, our scheme re-
quires only 14% of the number of multiplications required by RSA.

In the verification phase, 50% of that of Schnorr’s and Guillous and
Quisquater’s are enough. The amount of computation of Guillous
and Quisquater’s during the verification can be reduced by simulta-
neous multiple exponentiation, but it requires more complex hard-
ware than ours.

5. CONCLUSION

In this paper, we propose a new interactive proof based identifi-

In the identification protocol and the signature scheme, pre-computatiatisn scheme and a digital signature. The proposed scheme is
can reduce the verifier's burden as well as the prover’s. A prover very efficient both in verification and in proving steps owing to

can pre-compute the value = r* mod n in its idle time, and

the pre-computable protocol structure. This property makes our



scheme much more appropriate for smart cards, and provides the [6] D. C. Gilles Brassard and C. €peau. Minimum disclosure

computational symmetricity. In addition, our identification proto-
col requires minimal amount of storage for secret information and

minimal amount of communications.

Our protocol can be modified such that a prover uses g” mod
n andy = s¢*" mod n. In that case, a random numbeshould
be chosenintherangdg, . .. , k], wherek is the order oy mod n.

With this modified version, a verifier can check the validity of the

proof as in the same way as before.

yvig—e = Sl(e-‘rr)vig—e = (S;;i)e-&-rg—e = ge+rg—e = modn

Soundness proof of the modified version is the same as the origi-
nal one. However, this modification requires a prover to do much
more multiplications, even though those are in the pre-computation

phase.

Besides the digital signature, the protocol can be extended for the
key-exchange when it is used for mutual identification. Instead of
prover’s sending # = r"* mod n”, the alternate version of the

protocol is used.

1. Useri commitsz; = g™ mod n, wherer; is a random num-
ber.

2. Userj sends a question and her commitmesitandz; =
g"i mod n.

3. Useri sends her answer and question:

yi = s 7" mod n ande;

4. Userj checkse; = g~ % y"”* mod n. and sends her answer:

y; =51 mod n

5. Useri checkse; = g~ “y”/ mod n.

After doing the mutual identification protocol, Uséland j can
obtain a common keys;; = Kj;.

: . s s
Kij=aj'=¢"" =¢"" =2/ = K;i modn
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