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Abstract -

his paperreports the most importantech-
niguesusedby TCP port scanners TCP

port scannersre specializedorogramsusedto

with no reply atall. Indirectscanning, as will bex-
plained, is realized with the (usually involuntary) help
of a spoofed host.

In the next sectiorseveralscanningtechniquesievel-
opedto bypasdfirewalls analysisand/or filtering are
discussedWe first explain the use of IFragmenta-
tion to split up the TCPheaderof a SYN or FIN

determinewhat TCP ports of a host haypeocesses Probe overseveralpackets. Themecoy scanningis
listening on them for possible connections. SincePresentedand finally severalforms of coordinated

these portcharacterizein part, the amount oéxpo-

sure of the hosts to potentiekternalattacks,know-

ing their existenceis a fundamentalmatter fornet-

work and/or security administrators. Moreoveas

scanners are also usby hackers,administratorsneed
to know how they workandwhat possibleveakness
they exploit tobe able topreventunwantedscanning
or at least to record each scanning attempt.

Keywords: TCP/IP, UDP, Three-wayHandshake,
SYN Scanning, FINScanning, Stealth Scanniniy-

direct Scanning, Decoy Scannir§ingerprinting,and
Coordinated Scanning.

Introduction .

In the first section we review the TCP conneciisa
tablishmentprocesgoften called the three-wayhand-
shake, anddiscuss some implementatiaietailsthat
are relevant to the design of scanner programs.
Next, classical scanneffull TCP connectioh arere-
viewed as well as theo-calledS Y N (or “half oper)
scanners.

A third section isdevotedto studyindirect and
stealth scanning;techniquesdevelopedto conceal
scanning attacks and/or their origin.

Stealth scannersare basedon the use ofIN seg-
ments. Theidea is that in mostimplementations,

scanning are analyzed.

The fifth section is dedicated t&xamine the basiosf

UDP scanning.

The sixth section presenggeveralforms of scanning
related to specifiapplication levelprotocols Usually
these scanners exploit weak and/or fauttplementa-
tions as well as permissivieatures.The ident (or

reverseiden) scanning isexplainedas well as the
proxy based scanning approach.

In the last sectionadditionalscanningtechniquesare

reviewed. Scanning tools not based only on TioR

abstraction ordesignedmainly for security scan-

ning are considered (e.d5SATAN). Also the useof

scannersfor stack fingerprinting is analyzed.
Stack fingerprinting solves the problem aerating
systems identification in aniqueway, by probing a
host's TCP and comparing tlamswer(or the lackof

answer)against the resultexpectedrom known op-
erating systems TCP/IP stacks.

1. TCP/IP Relevant Issues

End Points and Flags

The pair (IPaddressport number) iscalled a socket
and represents andpoint of a TCP connection. To
obtain TCP service, a connection must be explicitly
establishedetweena socket on theendingmachine
anda socket on theeceivingmachine. TCPconnec-

closed TCP ports reply to a FIN segment with ations are thus identified by itsvo endpoints, that is

RST, while open portasually discardthe segment

* This work was partially supported by C.D.C.H.
(U.C.V.) under Grant No. 03-13-4051-97

(socket] socket?. End points sendeachother seg-
ments



A TCP segmentonsists of a CP headeroptionally Some Implementation _details:

followed by data. A TCP header includes six fliits.  Most TCP/IP implementations(with important ex-
One or more of thencan be turnedon at thesame  ceptions, though) follow these rulg&4]:

time [1,2]:

. o * When aSYN (or FIN) segment arrivefor a closed
* SYN Synchronizesequencenumbers to initiate a port (i.e., for which no TCB exists), TCRIropsthe
connection. segmenandsendsa RST.

*FIN  The sender is finished sending data. « When aRST segment arrives for listeningport, it
*« RST Reset the connection. g ’

L . is simply dropped.
* URG Theurgent pointetis valid. . . o
. ACK The acknowledgment number is valid. _When aRST segment arrives for @osedport, it is
simply dropped.

« PSH The receiver should pass this data to the

application as soon as possible. » When a segment containing ACK arrivesfor a

listeningport, it is dropped and RST is sent.
TCP Connection Establishment * When a segment with tHYN bit off arrives for a

TCP is aconnection-orientedieliable transportpro- lisieningport, it is simply dr_opped. . .

tocol. Connection-orientecmeans the twoapplica- * When aSYN segmentrrivesfor a listening port,
tions using TCP must establish a T@Bnnection the normalthree-wayhandshakecontinues byreply-
with eachotherbeforethey canexchangedata. Reli- g SYNJACK . ) ) ) )
ability is providedin TCP by the use of checksums, * When aFIN segment arrives for kistening port, it
timers, datasequencingaindacknowledgmentsBy as- IS simply dropped.“FIN behavior” (closed port =
signing a sequence numberevery byte transferred, RST, listening port = dropped) can albe seen with
andrequiring an acknowledgmentrom the otherend the PSHandURG flags, with a TCP segment with
upon receipt, TCP can guarantee reliatéivery. Se- no flags, and with all the combinations of
quence numberare usedto ensureproperorderingof ~ FIN|PSH|URG [5].

the dataandto eliminate duplicate data bytes. Note

that in a TCP sessiothereareusually twostreams 2 . Full TCP Connection and

of data (every end point is receiving from arfethem

andsendingthrough the other). So afEN (initial SYN Scanners

sequencenumber) must bessignedto each stream ,

when the connection is being established. To see hofgHll TCP_Connection
it is done, let's suppose th@tis a client wishing to  This has been for long thifendamentaform of TCP
connectto the serverS, and analyzethe connection port scanning. _The_scannl_ng host tries to establish
establishmentprocess (often called the three-way eégular connections(i.e., using the full three-way

handshake handshakejvith chosen ports on the target machine.
Connectionsare startedusing the system caton-

1 C —-SYN XX--> S nect() [6]. For every listeningoort, connect() will
succeed, otherwise-d. is returnedndicatingthat the

2 C <—--SYN YY/ ACK XX+1--- S port is unreachableThis techniqueis easily imple-
mented because connect () can be accessadybyser

3 C —-ACK YY+1--> S (evenunder multi-user systems) sinceysually, no

special privileges are needed.

1.C sendsa TCP message (known as SYéquest) 1his scanningnethodis easily detectable(logs will
to S with the special flag SYN(SYNchronizese- report arapid sequenceof connectionsand error).
quence numbers) sttt ON. A SYN requestspecifies ~Monitoring programs likeCourtney, Gabriel, and
the port number of theerverthat the client wants to T CP Wrappers|[7] are usually employedfor detec-
connectto, andthe client's ISN (XX in thisexam-  tion. Besides, since wrappers ajsovide somecon-
ple). trol over mcommgrequeststhey can be qs_edtq (try
2. The serverrespondswith its own SYN message t0) prevent full connection scanning originatifigm
containing S's ISN (YY) and acknowledgingC's ~ known hosts.

SYN by specifying thathe next byte expectedrom

C is the byte numbered XX+1. TCP_SYN Scanning _
3. C acknowledgeshe SYN message fror8, and In this technique,the scanning hosperforms the
data transfer may take place. equivalentof anactiveopenby sendinga SYN seg-

ment to aselectecport on the target machine. If the



answer is a RST then the pdstclosedand,if sched-
uled, adifferent port is probed;else, if a SYNJACK
segment igeceived,it means that the target pog
indeed listening. Since this information is all the
scanning hosheedsto know, a RST is sent back to
the target tabreakthe connectiorestablishmentOb-
serve that since und&YN scanning not fultonnec-
tions are ever established, thechniqueis frequently
known ashalf-openscanning. The maiadvantageof
SYN scanningresideson thefact that even ifthis
methodcanstill be detectecby certainloggers (e.g.,
tcploggel, SYN connection attemptare logged
lessfrequentlythan full connections. Theade-offis
that thesenderundermost operatingystems,needs
to custom build the entire Ipacketfor this kind of
scanning,and usually super-useror privileged group
access to special system callsheededo build these
custom SYN packetf8].

Both options (SYNandfull connection scanningas
well as almost all the techniqueliscussedn this pa-
perareimplementedn nmap [9], a verypowerful
and comprehensive TCP port scanner.

3. Stealth and Indirect Scanning

Stealth (FIN, XmasTree Null) scan techniques

Stealthscanningwas first proposed if8]. Sincethis
technique does natonsist of any part of thstandard
TCP three-wayhandshakeit is very difficult to log
and thus moreclandestinethat SYN scanning Be-

sides, FIN segments may be able to pass throug

packet filters watching only for SYNs.

The stealth scanechniqueuses FIN segments to
probe ports. As explained section1, when a FIN
segmentarrivesfor a closedport, thereceiving TCP
drops the segmemgind sendsback a RST. Otherwise,
when a FIN segment arrives follistening port, it is
simply dropped (no RST sent).

XmasTree andNull scanmodes[9] are just varia-
tions of the preceding one basedtba fact that “FIN
behavior” (closed port RST, listening port
dropped)can also be seen with the PSéhd URG
flags, with a TCP segment with no flagad with
all the combinations ofFIN|PSH|URG. The Xmas
Treescan turns on the FIN, UR@GndPUSH flags.
The Null scan turns off allags. These combinations
aresupposedo eventually bypassertainfilters like
theso-called~IN FLAG detectors

Stealth scanning usually works witNIX targets
except for those few systems (includi@isco, BSDI,
HP/UX, MVS, andIRIX) that sendresets when they
should just drop the packet. The method howéais
with systems runnindVindows95/NTsince theyal-

ways sendback a RSTwhetherthe probed port is
open or closed.

As in the case 08YN scanners, the |Backetsmust
still be custom built.

Indirect Scanning

A very interestingtechniquefor anonymousscanning

was recently proposed [t0]. The ideais to use the

(spoofed) IP address of a third host to disgttisereal

scanning system. Since the scanned hostreaittby

sendingor not certainsegments to thepoofedhost,
all that isneededs to monitor the IP activity of the
spoofed host to know the resutté the original scan.

This form of indirect scanning isalledby the author

“dumb host scan” and works as follows:

Suppose that ththreeparticipating hostsare Scan-

ner, Silent, andTarget. The roles ofScanner and

Target are obviousSilentis a veryparticularhost

that must notsendany packetswhile Scanner is

scanningTarget (exceptfor the onesrelatedto the
scan). The author suggests candidategor Silent,

any of thereachablée'zero traffic” hosts thatcan be
found at “night” in the InternetFinally, all the in-
volved TCP implementationsmust be wellbehaved

(i.e., following the general rules listed in sectijn
Scannerstarts the procedsy sendingprobes to

Silent (e.g., ICMP echorequestsjn orderto moni-

tor the identification valuescontainedin the IP head-

ers of the replies (from now on we will call thialue

IP-id). SinceSilent is not exchangingacketswith

any otherhost, each of its successivereplies to

cannerwill show an IP-id increment of 1.

Next, Scanner sendssome SYN segments to
port X onTarget using packetswith the spoofedIP
address ofilent.

If X is a closed port, thefarget sends thesame
amount of RSTdo Silent, which in turn sim-
ply dropsthem. In this case, since ramlditional
packets are sent I§ilent, each IP-idof its suc-
cessive replies t&cannerwill still show an in-
crement of 1 which will be interpreteg X being
aclosedporton Target.

» If X is a listening port, theMarget will answer
by sending SYNJACK segmentsto Silent,
which, of course, willsendback thecorrespond-
ing RST segments. Sinaavery RST sentwill
cause an increment of its IP-id counter, segies
of replies fromSilent to Scanner will not
show anymorea constantiP-id incrementof 1,
which will be interpretedoy Scanneras X be-
ing alisteningporton Target.

Note that since thitechniqueassumes theorrectde-

livery of IP datagrams,eventual implementations

might be not scstraightforwardowing to theunreli-
able nature of IP.




4. Fragmented Decoy, and
Coordinated Scanning

Fragmented PacketsScanning

The anonymity of SYN, FIN, XMAS, orNULL
scanscanbe improved by using tiny fragmentediP
packets. In this waythe TCP headerghemselvesare
split up into several packets, making hardergdacket
filters and intrusion detection systems todetect or
prevent the scan.

DecoyScanning

SYN, FIN, XMAS, and NULL scansas well assev-

eral other forms not yetiscussed¢an be further an-

onimyzedby the use ofdecoyprobes. In thistech-
nique severalprobesaresent to the same target. All
packets but one (the re@atobe)are sent with spoofed
addressesso that even if the port scaase detected,
there is no way to knowhich was thereal scanning
host and which were mere decoys.

Besidesbeing a serious security threakcoy scan-

ning presents some unpleasant side effects:

e The hostsusedas decoysmust be upand reach-
able, otherwise the target might kecidentally
SYN flooded[11]. Of course, the moreon-
cernedwith this matter should be thmtruder
himself, becausef the decoyswere all unreach-
able it would bequite obvious which host is the
real scanner.

» Since somé&'scandetectors’reactby denyingac-
cess to hosts thafsupposedly)attempt port
scans, involuntarypoS[11] attacksagainst the

more exploits on targeting a smaller time win-
dow. Targetin this casecanbe one ormore
sites. Furtherthe defensetechniqueof blocking
an attackerlP or subnet (shunning) will be less
effective. Webelieve that the use @bordinated
scans and probdsom differing sites representa
new and continuing capability that merftsther
analysisandtracking. Some of theseoordinated
probesand scans weare seeingtoday may be
practice runs for future larger scale attacks.

* More data. By working fromdifferent IP ad-
dressespften entirelydifferent subnets,against
the same target it is possible to obtdatathat
is difficult from a single source IBcan or probe.
This datamay include shortest routedata (i.e.
packetsfrom source A arrive faster than from
source B), or evepotential backdoorgi.e. pack-
ets fromsourceA cangain accessto hosts that
source B can't see). This type of data bamsed
to optimize future scans, probes, or attacks.

Analysis: Multiple differentattacksand probesare

documentechere. The commonality is that the-

tacker is able to launch the attack fronultiple unre-
lated (or partially related) addressesn a coordinated
fashion. Special thanks to Vicki Irwirgnd Pedro

Vazquezfor their help in decipheringthis puzzle!

—endof quotation

Several observed casékat supposediyback up their
theory, are presented and discussed in the document:

1. Five different sourcesusing traceroute coordi-
nately possiblyto havetiming datafor multiple

target machine (causing it to lose connectivity = paths.

with the decoys) might result.

Coordinated Scanning

In [12] a (possibly) new form of scanning i®g-

ported.In that work, the authoranalyzeattacksand

probes that have beearcently observedin which
multiple attackers are clearlyorking togethetoward

a common goal frondifferent|P addressesThe fol-

lowing is a quotation from the document’s summary:
“Often these IPaddressesare also physically

separatedin different countries or evedifferent con-
tinents. There are three obvious purposes fortiige
of activity:

e Stealth. By working from multiple IP ad-
dresses the attackers achievemallerper-IP sig-
natureand are more difficult to detectwith con-
ventional means. In addition, stealtheishanced
by the development of netard-to-detecprobing
techniques.

* Firepower. By coordinatingmultiple attacking
IP addresseghe attackerswill be able todeliver

2. Simultaneousesetprobes sent from ldifferent
IP addresses (commaigknowledgementumbers
signature)trying possibly to help discoveringa
subnet map.

3. Three attackersdetected(in a shortframe time)
searching for Back Orifice (default, UDP
31337)[13] on the same set of targets.

4. Coordinated probes against a firewall.

5. Low rate simultaneous scans to locate D$¢B-
ers.

A word of caution, though: even ihe types ofscans

and the timdramesobservedn some of theeeported

casegnight seem to confirm their theorthereis a

good chance that most of the observatiaressimply

the result of the obscuringgchniques(e.g., decoys)
used by current scannérs

1 Shadow’s document has been recently updated with the in-
clusion of a special note that starts with the words: “This
document has largely been overtaken by new advances in
hacker technology.”



5. UDP Scanning

UDP scansre usedto determinewhich UDP ports
areopen on ahost. Even if UDP scanning plays a
minor role in port scanning, it must not lem-
pletely neglected since it can be very usefuldentain
tasks:

* The recentcaseof rpcbhind security hole. On
Solaris 2.x operatingystems, rpcbind listens
not only on TCP port 111andUDP port 111,
but also ona portgreaterthan 32770. Thidact,
of course,renders useless alarge number of
packet filters. Instead afendingrequestdo TCP
or UDP port 111, the attacker simpdgndsthem
to the UDP portgreaterthan 32770 onwhich
rpcbindis listening. UDP scannersre neededo
check for this breach.

» The (even more recent) Back Orifice backdoor
programhides on a configurableUDP port on
Windows machines. Again, UDPscannersare
useful for detection.

» Severalimportant services utilize UDP (e.g.,
DNS, NFS, SNMP, TFTPetc.). UDPscanning
may be used to detect fake serversimaiuthorized
services.

UDP scannersise thefact that when apacketfor a

closed UDP port arrives, UDPrespondswith an

ICMP port unreachableerror messagdg14]. So, a

typical UDP scannemworks by sending0 bytes UDP

packets to selected ports on a target machinetherd
waiting for possible replies. ICMBPort unreachable
replies imply that thessociategborts are closed.No

response usually indicates that the associatets are
open (some of the probes or repleesild simply got

lost, though).

6. ldent and Proxy Scanning

Ident Scanning

Until now, we havebeen analyzingcannersiesigned
with just one goal: taleterminewhat ports of a host
have processdisteningon them. Several current port
scannerg9,15], however,are able to perform addi-
tional functionsaimedto explorethe characteristics
andbehaviorof the processeg¢daemonglistening on
those ports.

Identscannings an interesting example of thosg-
tra options.By exploiting the Identification Pro-
tocol[16], this type of scan has thaditionalfunc-
tionality of retrieving the username(Userid that
owns thedaemonrunning on aspecifiedport. The
scanner does thisy attempting toconnectto a TCP
port, and if it succeedgfull connection), it will send
out anident request to identd (the Identification

Protocoldaemon) on TCP port 113 of the targeist.
Ident scanning option is also known agverse
ident scanning,becauseesven if the originalRFC
seems to suggest a protocol for helpisgrvers
authenticate clients, the actuaiplementationsallow
for this reverse use (clients identifying servers).

ProxyScanning

The ftp protocol supports an interestingption

known asproxy ftp connection. The original inten-

tion of this feature (as suggestedn the RFC 959

[17]) wasto allow a client tosimultaneouslyestab-

lish two ftp connections withdifferent serversand

then start adatatransferdirectly betweenthe servers.

Most implementations, however, can be eaabiysed

to have an ftpserversendfiles practically anywhere

on the Internet. Thisveaknessallows for several
nasty attacks, including the well-knovitp bounce
attack [18]. Somerecentport scannerg9] exploit
the same vulnerability to implement tee-calledftp
proxy scanning Ftp proxyscannerdasically use

“proxy” ftp serversto scan TCP ports. This idone

as follows:

* Suppose tha$ is the scanning machind, the
target, and- an ftp serverwith the proxyoption
enabled and capable to establigimnections with
bothSandT.

* S establishes an ftp session wih and using
the PORT commanddeclaresa selectedport on
T (let's sayp-T) as the passivport neededor a
proxy transfer.

ThenS tries to start a proxgatatransferto p-T
by issuing &LIST command (or equivalent).

If p-T is indeedlistening, then thetransferwill

be successful (reply codé$0 and226 sentback
to S). OtherwiseS will get a “425 Can'topen
data connection” reply.

* Skeeps issuindPORT andLIST commandsun-
til all selected ports om are scanned.

Ftp proxy scanning is nainly hardto trace, butcan

constitute a real security threat when paeticipating

ftp server is behind a firewall.

7. Additional Scanning
Techniques

Ping Scanning

When hundredsor thousandsof ports are to be

scanned on anachine or even on an entire subrigt,
really makes sense to first try to know if therget
machinesareup. This is the goal oping scanners.
Two main techniguesare used to implement ping
scanning:

* Using real pings i.e. sendingICMP echore-




gueststo the candidatdP addressesnd marking
asup every responding host.

* Using “TCP pings, i.e. sendingspecial TCP
segments to probe ports that are usually apeh
not filtered (e.g., port 80). For non-root usefs
the scannerthe standardconnect() is employed.
Otherwise, ACK segmentare sent to probe
every candidateaddressEachRST receivedback
indicates that the associatedst is up.Addition-
ally, amethodequivalentto SYN scanning the
port 80 (or analog) is also used.

Security Scanners
Security scannerare programs that automaticalbje-
tect security weaknesses on remotdocal hosts. As
in the caseof regularport scanners, theguery TCP
(UDP) portsandrecordthe responseddoweverthey
go a step beyond the detection of runnéegvicesand
their owners. They try tadditionally determinethe
following [19]:
»  Whether anonymous logins are supported.
*  Whethercertainnetwork servicesrequire authen-
tication.
* The presence of known security holes.
Perhaps the best-known secusgannelis SATAN
(comprehensive lists of port and secustannersan
be foundin [19] andat [20]). When first released
(April 1995) SATAN was consideredthe ultimate
scanner, not only for being able to scan faroasid-
erable amount of known holes, kalso for its capac-
ity to provideinformation about anydiscoveredvul-
nerability, including theassociatedexploitation and
the corresponding fix.

Security scanners, however, have been continuously

evolving since SATANand nowadaysimplementa-
tions are very complex and sophisticaj2ad]].

Stack Fingerprinting:

Most security holesandvulnerabilitiesare Operating
SystemsdependentSo thepossibility of remote OS
detection shouldbe one of the maiconcernsof sys-
tem and/or security administrators.

Remote OSdetectionis not a new issue. Forears,
several implementationsof TCP/IP services have
been offering clues and informatiafout their host’s
OS. FTP, TELNET, HTTP, and DNS serversare
well known examples of this behavidioweverthe
fact that the information is usuallguite incomplete
or evenintentionally misleading,encouragedhe ap-

parition of some basic remote O&etectors.These
first scannersvorkedby probing for well-knowrdif-

ferenceghat existedamong someselectedoperating
systems TCP/IP implementations.Becauseof the
small number of probessedandthe limited amount
of differences(fingerprints) analyzed, they were

able to identify at most a dozen of OS.

Two recent scanners, howeveQueSO [22] and
speciallyNMAP [9], introduced a newdimension in
fingerprint scanning. QueSO was the first implemen-
tation thatuseda separatedatabasefor fingerprints
(previously the fingerprintswvere included in the
code). Nmap additionally incorporatedan important
amount of OS detection techniquasd defineda tem-
plate structure to describe fingerprinSince anynew
fingerprint is easilyaddedin the form of templates,
NMAP fingerprintsdatabasés constantlyincreasing,
and the number ofOperating Systemsthat can be
flawlessly identified has become very large.

The technique used by scannersamotelydetectOS
is known as (TCP/IP}tack fingerprinting.

In [23] Commer andLin introduceda technique
called activeprobing. Active probingtreats aTCP
implementation as blackbox and uses a set pfo-
cedures trobe the black box. By studying they
TCP responds to thprobes,severalcharacteristicof
the implementationcan be deduced. TCP/IP stack
fingerprinting is a variant of active probing thatp-
plies to thewhole TCP/IP implementation(stack)
of an OS. Stack fingerprinting uses seveeghniques
(seebellow) to detectthe presenceof subtle differ-
ences in the TCP/IP stack of the OS aftannedna-
chine. This information is theusedto createa fin-
gerprint, which iscomparedwith a collection of
known fingerprints to identify the scanned system.
The stack fingerprinting methodologycludesa con-
siderableamount oftechniques.The following is a
list of the most relevant ones to date:

The FIN Probe.

e« The BOGUS Flag Probe.

e TCP ISN Sampling.

* Don't Fragment Bit.

* TCP Initial Window.

* ACK Value.

* ICMP Error Message Quenching.
 ICMP Message Quoting.

* ICMP Error Message Echoing Integrity.
* Type of Service.

* Fragmentation Handling.
 TCP Options.

* SYN Flood Resistance.

A detailed explanation afachtechniquecan be found
in [24].
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