Policy Tree Multicast Routing:An Extension to Sparse Mode Source Tree DeliveryHorst HodelComputer Engineering and Networks LaboratorySwiss Federal Institute of TechnologyCH-8092 Zurichhodel@ntb.chAbstractBandwidth-sensitive multicast delivery controlled by routingcriteria pertinent to the actual traffic flow is very costly interms of router state and control overhead and it scalespoorly towards larger, wide-area networks. PIM-SM(Protocol-independent Multicast - Sparse Mode) has beenintroduced as a simple, flexible and scalable concept forInternet-wide multicasting. Yet, PIM’s efficiency potential(like that of alternative wide-area multicast concepts) canonly be fully exploited if it is based on Reverse PathForwarding (RPF), a low-cost mechanism, which howeverdoes not select prescribed delivery paths if link parametersor routing policies are asymmetric. This paper presents anextension to protocols like PIM-SM, called Policy TreeMulticast Routing (PTMR). This concept leads tomulticast delivery trees which, even under asymmetricconditions, readily comply with imposed macroscopicpolicies and moreover enable support of shortest path andQoS criteria. PTMR gives no consideration to how thepolicy-sensitive paths have been established; they may beimposed by the network itself but also by providers,recipients and even sources. PTMR amends the PIM-SMmechanism with a macroscopic control layer which marks(pegs) domain border routers on policy-sensitive forwardpaths. In a given domain, a pegged ingress border router isthen joined by local group members as well as by its childpegs. This results in optimally fusing transit paths intolocal distribution trees. PTMR performance and policycontrol potential are restricted primarily: by the congestionof control messages at the multicast sources, introduced bysource-originating tree construction; by the possible extentof policy-sensitive path aggregation; and by the intra-domain (transit) delivery conditions. PTMR is a single-layer protocol, appending PIM-SM with a policy dedicateddelivery mode. Ist primary design target is to forwardmulticast traffic in accordance with any underlyingmulticast-relevant routing, including comprehensive policyrouting. In comparison, Border Gateway Multicast Protocol(BGMP) is a proposal for an inter-domain MR protocolbased on BGP-type routing, which focuses on fusingheterogenous multicast routing domains and which allowsASs to control multicast transit traffic.1 Introduction1.1 Multicast Routing ServiceMany multicast applications call for network service withlow end-to-end delay. Thus, multicast concepts whichprovide shortest delivery paths play a major role. In high-speed multicasting requiring simultaneous reception and ininteractive conferencing, absolute delays and theirminimizing are important. Constant delivery delay on theother hand is an issue for example when sending video orvoice in real time.However, in multimedia and image communication appli-cations other criteria than minimum delay are increasinglygaining importance too, culminating in stringent QoSrequirements [1][2]. Some even call for service options, e.g.in the inherent trade-off between fast and reliable delivery.On the IP level these requirements are met and guaranteedby excising network control and by resource reservation,backed by efficient routing which finds paths with sufficientresources to meet user requirements. Thus, MulticastRouting (MR) has to take into consideration a wide range ofQoS requirements in a model where the network ischaracterized with multiple metrics such as bandwidth, delayand loss probability. In addition, more and more multicastapplications establish Internet-wide associations and thusalso require support by various providers.In the Internet resources are not unlimited and traffic transitoffers are increasingly discriminate. This leads to a growingdemand for quality-of-service "guarantees" by users and theirwillingness to pay for those services, together with the needto protect network resources. Despite the Internetcommunity’s reluctance to invest in comprehensive policyrouting, due to its complexity, it can be assumed that thisissue, pioneered by such concepts as Inter-Domain PolicyRouting (IDPR) [3] and Source Demand Routing Protocol(SDRP) [4], will have to be re-examined. IDPR is a policyrouting protocol based on the node routing paradigm. SDRPis based on header routing and computes forwarding pathsfor special purposes on a per flow basis. Obviously, anyconcept devoted to policy routing will also have toencompass multicasting.In summary, it must be anticipated that MR will beconfronted with policy and QoS demands, which may not only be expressed by network resource management and byproviders, but also by recipients and even by sources, whichwant to individually select not only domain-specific pathsbut also QoS and delivery cost. Thus, source specificrouting as well as QoS route selection, based on headerrouting and flow labels, and microscopic adherence to de-livery prescriptions have to be coped with. In addition, MRbased on underlying unicast routing should be able to assi-milate this layer’s policy routing mechanisms. In fact, sincemultimedia multicast adds considerably to the traffic hetero-geneity on shared network resources, its introduction callsfor improved policy control for other types of traffic as well.Conventional IP multicasting is based on the group hostmodel [5]. Thus, multicast support for varying servicerequirements can be realized through the use of differentmulticast groups. In addition, some (information distribu-tion) applications even require source-specific delivery togiven multicast groups [1]. The necessary addressmanagement and service registration can be provided by aMulticast Group Authority (MGA) [2]. However, theservice-per-group model leads to separate multicast packetflows. Support for a single hierarchical flow from whichrouters (and receivers) extract relevant portions is notexpected in the near term. [2].1 . 2 Multicast Routing ConceptsWhen looking at cost, performance of MR concepts has tobe judged primarily by their bandwidth consumption, butalso by the required traffic overhead, router state dimensionand processing expense. Efficient datagram multicastingbased on the group host model requires two (usually moreor less combined) functions: firstly, a source/group memberhandshake, i.e. sources and group members finding eachother; secondly, aggregating, building and dynamicallymaintaining a delivery tree which is restricted to them.However, involving the multicast data source in the tree’sdeployment should be basically avoided, because of theresulting concentration of workload at the source and controltraffic in its vicinity.Different multicast concepts are characterized by their trade-off between the cost of excess data packets and that ofexchanging and maintaining information for the source/group member handshake [5]. In the link state approach, therequired route calculations are performed in parallel by eachrouter, based on the topology image it is maintaining.Multicast delivery tree deployment based on such a conceptis straightforward and moreover it does not require anysource support. However, link state routing is not feasiblefor wide-area networks because of the resulting router tableexplosion. Augmenting it with multicast capability reducesits scalability even further, since group member locationinformation has to be broadcast network-wide and main-tained in all routers. [6].On the other hand, when using distributed tree calculation(distance vector approach), multicast routers individuallyhave to establish their functional position with respect tothe delivery tree. Involving the source side in this task canbe avoided by means of a special routing facility (Come-from Routing, CFR), which allows each router to identifythe optimal incoming interface for multicast packets.Accordingly, it accepts packets from a given sourceexclusively on this interface, for itself and for furtherdelivery. CFR assigns a different semantic to a route thanconventional unicast forwarding algorithms in which arouter chooses how it reaches others but doesn’t choose orknow how others reach itself. In particular, if a router Baccepts a route from router A for source S, thenconventionally B will forward packets to S, using A as thenext hop. However, in the CFR case, the same route meansthat B will accept packets from source S, through theinterface on which A is its neighbor. [7].1 . 3 Reverse Path ForwardingMR expense can be considerably reduced by applyingReverse Path Forwarding (RPF), a CFR concept utilized invariant forms in practical multicast protocols [5][8]. It isbased on the simple idea that an actual delivery path to anode is the reverse of the path from this node to the source.Accordingly, a router’s CFR interface is the one which itwould use to send its own traffic to the multicast source.RPF-information can be established using a separate instanceof a conventional routing protocol over the multicast topo-logy. Installing a specific CFR protocol can be avoidedaltogether by having the routers consult their RIB (RoutingInformation Base) of the prevailing unicast routing fo RPF-information. If nothing else than the RPF information islooked up, multicasting will even stay independent of itstype.Multicast concepts which include their own routingprotocol for multicast RIBs, which provide the RPF entries,lend themselves for enforcement of specific multicastpolicies and for optimal network resource allocation. But ifthe RPF multicasting is based on an existing unicastrouting protocol, policy control of multicast delivery iscurtailed because it has to be exercised via unicast policiesimposed on the RPF paths. Another problem is that unicastand multicast policies may interfere with each other. (Anexample, taken from conventional shortest-path routing, isthe RPF look-up based on unicast routing metrics which aretailored to locally enforce certain unicast policies or toestablish routing priority in DMZs between network serviceproviders.) It is even possible for multicast delivery on agiven path to be blocked because the prevailing multicastpolicy is incompatible with the unicast policy on thereverse path (e.g. if a transit domain prohibits multicasttraffic). A frequently practiced but very limited way toenforce separate multicast policy is to embed it in themulticast topology by means of tunnels, some of whichmay be needed for multicast connectivity anyhow.Using RPF as approximation for genuine CFR leads todifficulties. Multicast delivery based on RPF informationwill only follow the paths prescribed by prevailing forwardrouting information if the environment is symmetric. Thiscan be a serious drawback, because under asymmetric con-ditions minimum delivery delay cannot be guaranteed and policy and QoS may not be obeyed. In the extreme case ofasymmetric connectivity (due to unidirectional packet filtersor extreme policies), forwarding on the chosen RPF path isnot possible at all, thus blocking multicast packet delivery.Still, in terms of network resource allocation it can beadvantageous if RPF selects a different path for multicastpackets than the prevailing (unicast) forward path, e.g. forload spreading or for improved multicast path fusion.1 . 4 Multicast Forwarding AlgorithmsA multicast forwarding strategy with cost trade-offextremely on the excessive packet side consists in reachinggroup members by means of a global broadcast on aspanning tree. Efficiency can be considerably improved bysubsequently pruning back the delivery tree to last-hoprouters actually serving group members. However, in orderto catch network changes, the broadcasting has to beperiodically repeated. The required spanning tree is estab-lished by restricting the broadcast to CFR incoming inter-faces. Broadcast-and-prune schemes are not efficient andexhibit poor scaling properties: They consume networkresources for data packets traversing paths that do not lead toany recipients. Furthermore, all routers in the (global)network have to keep state for every active source/grouppair. Broadcast-and-prune multicasting may be classified as asource-initiated, source-originating tree construction where-by the source/receiver handshake manifests itself in thepruning of non-member branches of the broadcast tree.(Figure 1).Tree Initiation

Tree Construction Origin

SourceReceivers

Source

Receivers

SharedSource-rooted

CBTBroadcast & PrunePTMRTree TypePIM-SMRP-tree -> SPTDVRMPPIM-DMHandshake byEliminationMacroscopicHandshakevia PIM-SMFigure 1: Multicast Tree ClassificationUnidirectBidirect

Inter-DomainUnidirectBidirectBGMPBranchesSource-specific Core +Internet-wide multicast and sparse group memberpopulations exacerbate the problems associated withBroadcast-and-prune concepts. Better suited in this case areschemes in which multicast data packets are only forwardedon router interfaces from which explicit Join messagesinitiated by last-hop routers have been received. Thisreceiver-initiated, receiver-originating tree construction,which limits expansion of multicast transmissions preciselyto the set of all recipients, is called Sparse Mode. In order toreduce the extreme source scaling factor inherent in receiver-initiated source/recipient handshake, a single delivery treefor a given group is constructed which is shared by allsources (shared tree architecture). Active group membersjoin, based on the prevailing CFR, towards the delivery treeroot. Multicast sources send their packets to the shared treefor delivery. In the so-called rendezvous concept, all sourcessend their multicast packets to the tree root (rendezvouspoint RP). The core-based version, on the other hand, isbased on a bidirectional delivery tree which is defined by aneighbor data base: routers CFR-select their upstreamneighbor towards the tree root (called core), which in turnidentifies itself downstream. Bidirectional delivery allowsimmediate distribution of packets dispatched by tree-attachedsources (e.g. source members). Packets from detachedsources are IP-encapsulated and sent to the core. The coretree concept helps reduce dataflow and traffic concentration:multicast packets from tree-attached sources to recipients intheir locality need not travel all the way up to the tree coreand back down again.While shared trees require relatively low overhead, they havean inherent tendency towards traffic concentration. Thus,when sources send data simultaneously, latencies withconsiderable variance, late arrivals and packet drops mayoccur. Furthermore, it is hardly possible to support optimalroutes to all recipients. Thus, shared trees do not provideminimum delay paths. [9]. Moreover, they exclude supportof source-specific policies. On the other hand, in DistributedSimulation (DIS) [10], where large source member popula-tions prevail, building individual source trees is not accept-able and thus shared trees are the appropriate concept.Futhermore, DIS application’s strict requirements in termsof join latency can be better met by core-based concepts.A large portion of MR expenses is caused by thesource/group member handshake. This can be avoided if thereis a single source involved, whose identity is known to thegroup members. In this case (Single-source Multicast [11])receivers have to specify (S,G) pairs. Last-hop routers thenjoin a unique source-specific delivery tree, utilising existingsource joining resources. The single source delivery treemay be identified by an allocated range of group addresses.1 . 5 Internet Multicast Routing ProtocolsWell-known architectures for Internet MR are DVMRP [12](routing protocol of the MBone multicast topology), CBT[13], MOSPF [14] and PIM [6].DVMRP and one of the two alternative modes which PIMprovides (PIM Dense Mode [15]) are Broadcast-and-prune

concepts. Current implementations of both DVMRP andPIM are based on RPF.CBT (Core Based Trees) is a sparse mode concept whichbuilds core-rooted (bidirectional) delivery trees, based onRPF information towards the core. An alternative group-shared tree concept is the PIM-SM (Sparse Mode)architecture which applies the rendezvous strategy [6][16](See appendix). As a unique feature, it allows last-hoprouters which see traffic from a given source to optionallyjoin a separate source-rooted delivery tree (Shortest PathTree, SPT). This mode not only provides optimal paths toall recipients and supports congestion-free delivery, but alsoallows the considering of source-specific delivery criteria.Thus, PIM-SM covers optimal delivery for heterogeneousapplications.In PIM-SM, a source’s traffic is initially sent encapsulatedto the relevant RP (register phase). If the traffic warrants it,and if it is possible, the RP then joins the source andestablishes a source-specific multicast delivery branch. (Joinlatency is thus worse than that for source members in CBT.)For establishing the RPF interfaces, DVMRP provides itsown distance vector protocol which is run over the MBonetopology. On the other hand, PIM and CBT obtain the RPFinformation from the prevailing unicast routing protocol.MOSPF is the MR protocol based on OSPF [17]. Fromthis protocol each router has a network topology image atits disposal, which for multicast is augmented with groupmember location information. MOSPF acts as a Broadcast-and-prune concept, but it performs its route calculations "inmemory�. The forward link parameters provided by the linkstate data base allow the routers to calculate the actualforward routes, and thus link symmetry is no issue. InOSPF, maintaining the link state database is restricted toOSPF areas. Area-border routers inject into an area"summary link" information for extra-area destination paths,with a metric reflecting path length. This summarization ofextra-area information reflects itself in the MR architecture:Group member populations in an area are summarized andrepresented by all of its area-border routers. The summarylink information is then used to construct an RPF treerooted in an extra-area multicast source. External routers(i.e. OSPF border routers) are treated as members of allgroups. Multicast sources outside the OSPF domain (OSPFarea cluster) are likewise approximated by summarizedreverse paths, which are advertised within the domain by theexternal routers. As a consequence, the inter-domain routingprotocol must be based on RPF in order to providemulticast packets at those entry points which are propagatedwithin the domain.Summing up, all current MR protocols, when applied inInternet-wide multicast, rely more or less on RPF informa-tion and hence perform inadequately in asymmetric situations.1.6 Internet-wide MulticastingIn wide-area multicast, frugal bandwidth consumption isessential. Hence, optimal multicast traffic aggregation aswell as low control overhead are critical issues. Further-more, since wide-area networks are typically maintained byvarious Administrative Domains (ADs), heterogeneousenvironments have to be coped with. Also, individual ADpolicies need to be supported. They may be unsymmetricaland even source specific. Thus, specific inter-domain MRprotocols which include a rich and well-developed policymodel are called for [7].PIM-SM and CBT achieve wide-area deployment with asingle routing layer, i.e. they are essentially intra-domainprotocols. More recent Internet-wide MR proposals addressscalability as well as interoperability of various MRprotocols with two-layer hierarchical MR models. This alsoallows a less aggressive reshaping of the distribution treeson the macroscopic layer. In two-layer concepts, CFRinformation for the two strata may be based on differentcriteria and may for example be derived from intra-domainand inter-domain unicast routing respectively. Within a(transit) domain, hierarchical MR leads to two distinct micro-scopic MR functions: Transit paths have to be connectedand intra-domain delivery below the injection router has tobe established, whereby special consideration has to begiven to optimal fusion and contiguity of the delivery tree.A safe mechanism for avoiding the delivery of packetduplicates is having single injectors into a domain.However, this approach does not allow for load spreading.In order to adhere to criteria imposed on macroscopicmulticast delivery, hierarchical MR frequently resorts toencapsulation across domains. While this approachdrastically simplifies the interoperability with various intra-domain MR protocols, it prevents, within a domain, thefusing of transit paths and local traffic and thus may lead toa considerable increase in bandwidth consumption. Suchtransit tunneling occurs in Hierarchical DVMRP (HDVMRP)[18], a two-layer hierarchical model for the Mbone,employing DVMRP as an inter-region routing.For wide-area MR to be efficient, any sort of globalbroadcast must be avoided. Thus, e.g., DVMRP and PIM-DM, which broadcast initial data packets, but also link stateprotocols, which broadcast membership information (e.g.MOSPF), do not qualify. For single-layer routing as well asfor the macroscopic layer in a two-layer hierarchy, this leadsto sparse mode concepts (e.g. CBT and PIM-SM). However,sparse mode architectures are based on shared trees, whichmay entail dependency on resources fielded by a third partydomain. [7]. Bidirectional multicast delivery, as in CBT,exhibits the postulated low bandwidth consumption. Inaddition, it reduces third party dependency. (In wide-areadeployment, its low source member join latency is lessimportant). However, due to the bidirectional multicastpacket dispersion, this concept fails with unidirectionalpolicies and in other asymmetric situations and moreovercannot support source-specific policies. PIM-SM on theother hand offers optimal, source-specific trees, via the ini-tial rendezvous mode for source/group member handshake.Furthermore, unidirectional shared trees have more aggres-sive loop prevention and share the same processing rules assource-specific entries which are inherently unidirectional.This for example considerably facilitates the switch-overprocedure to a (unidirectional) source-rooted tree.

2Forward Path Delivery Trees2 . 1 Divergent Paths in Reverse Path MulticastingApplying RPF is the key to lean, efficient and scalableMR. However, in an asymmetric environment divergentpath situations may occur, i.e. the path based on RPFinformation may not coincide with the optimal oneaccording to prevailing requirements for a given type ofmulticast traffic. If MR maintains a specific multicast RIB,divergent path may be caused by asymmetric conditionswithin the supporting routing environment. Otherwise,divergent path may originate in controlling multicast-specific delivery by routing information from a routingfacility for a different traffic type (usually unicast routing),which may be based on a differing topology or on differentcriteria. Finally, this routing environment itself may alreadyintroduce asymmetries.On the provider level, access, transit and route selectionpolicies are generally not well concerted. Since they can beunidirectional, this may lead to asymmetries and thusdivergent paths. Unpublished polices prevent a coordinationaltogether. For example, providers with overlappingdomains tend to remit traffic as soon as possible to theirneighbor in order to minimize their own delivery cost,resulting in an asymmetry when applied by both parties.Installing tunnels or applying source routing can causeasymmetric conditions too. Such measures may be taken forprovider selection and resource management, but also inorder to overcome policy model limitations of theprevailing inter-domain protocols. BGP [19] for example isbased on the node routing paradigm. Hence, a domain whichsends traffic to a neighboring domain for further deliverycannot intend this traffic to take a different route than thattaken by traffic originating in this neighbor itself. Also, ifBGP allows single route announcement only, it is facedwith the regional network problem1.Asymmetries may also arise when routing boundaries aretraversed: between regions with different routing protocolsor, in hierarchical routing, between the two separate layers.Inter-domain unicast routing, for example, has a tendency toasymmetric paths because a router usually selects theclosest border router for the outgoing traffic, independent ofwhere the incoming traffic entered the domain.In QoS routing, asymmetries for a specific service qualitymay be due to the given network resources. Asymmetriesmay also occur when selecting one of the offered service____________1 Users gaining Internet access through a common (regional)network may be subscribed to different transit providers.These providers will announce to a given long-hauldestination D only the paths to their own users. In the otherdirection, the regional network will have to pick for all theirusers a single path to Dfrom the ones announced by thedifferent transit networks. Thus an asymmetric situation mayresult which is usually resolved with tunnels.choices is not handled consistently. Similarly, if the RPFinformation is derived from unicast routing, the QoS pathselected from the offered choice may not be the optimal pathfor the given multicast delivery requirements.Even if multicast delivery is embedded in a homogeneousshortest-path routing environment, divergent paths mayoccur caused by asymmetric link parameters like delay,bandwidth, reliability and load factor. Path divergence mayalso be introduced if the unicast routing is manipulated bythe configuring of differing routing metrics, weight factorsor offsets. Furthermore, it may be evoked by load splittingor tie-breaking across multiple equal-length shortest paths.Lastly, asymmetries may be introduced by screeningstrategies for firewalling.Generally, an asymmetry leads to multicast delivery on analternative, unintended path. Even more severe isasymmetric connectivity, meaning that on the RPF pathmulticast traffic in the forward direction cannot flow at all.This can be brought about by the network topology (e.g. bytunnels or packet filters) and also on the routing side bypolicy constraints which are in effect unidirectional.In PIM-SM for example, if RP mode delivery is blockeddue to asymmetric connectivity, group members will neverreceive any traffic from sources using this RP-tree. Whenswitching to an SPT, policy-sensitive delivery may still notbe attained. Furthermore, missing forward connectivity willprevent traffic from the source coming down directly andthus the SPT switch-over procedure will not be completed.As a result, multicasting will remain on the RP-tree, eventhough a more desirable, policy-sensitive delivery might bepossible. (Note however, that under adverse asymmetricdelay conditions it is possible that staying on the RP-treewould lead for some recipients to a smaller delivery delay orto a better policy compliance!)Current MR in the Internet is based on a unicast routingenvironment, applying intra-domain generic shortest-pathcriteria and on the inter-domain level path vectors. Thisenvironment is far from being symmetric. Tracerouteexperiments investigating routing asymmetries [20] showedthat sequences of cities and ASs visited by routes in the twodirections of a virtual path differ quite frequently. It wasfound that, overall, 50% of the paths includes an asymmetryin terms of cities. About two thirds of them were confinedto a single hop. In terms of ASs, about 30% pathasymmetries ocurred, mostly due to the addition of a singlehop in one direction. Consequently, for the usually practisedRPF multicasting this means that packets frequently do notuse the same path as unicast traffic. However, since theextent of multicast applications in the Internet can still beoverviewed, providers configure for the eliminating ofinacceptable asymmetries (e.g. in conjunction with tunnelsneeded to connect multicast islands) and provide ad hocpatches as part of their traffic engineering (which focusesmainly on load spreading). As long as simple multicastconnectivity or, at most, shortest path delivery inside ASsis expected, this performance level on the whole is accept-able. (In fact, present MR protocol specifications use RPFsynonymously for CFR). However, the growing spread of multicasting and the new, exacting demands imposed on itincrease the extent of asymmetric situations, Internet-wideas well as locally. Moreover, RPF is a weak policymechanism. Hence, its indiscriminate application does notsuffice anymore. Rather, immediate control of multicasttraffic is called for, i.e. more elaborate mechanisms have tobe applied in order to establish "true" forward path multicastdelivery.2 . 2 Genuine Come-from Routing Asymmetry problems and thus divergent paths can basicallybe avoided by means of genuine Come-from Routing. Thisentails providing routers with specific multicast RIBs,containing actual CF-paths.If CFR is based on the distance vector (DV) approach, DVshave to convey the cost of CF routes. Routers generally donot know the CF cost of an incoming link; but theirupstream neighbor does, since for him it is the conventional"go-to" cost it associates with the link in question. Thus, ifa router adds to all cost entries in a CF distance vectorwhich it dispatches on a link this link’s cost, then the re-ceiving router can use the result directly for maintaining itsCF-RIB. In the link state approach, the link state databaseinherently contains link cost in both directions, but the CFpaths have to be calculated and cached separately.BGP-type path vector updates contain the sequence of ASsthrough which a network is reachable, or, when applyingRPF, the AS path on which traffic is received from multi-cast sources in the advertised networks. Thus, by usingseparate, multicast-specific AS path updates, genuine CFRis possible, in the sense that ASs can control over whichpath multicast traffic from a given network is delivered.The routing expense associated with genuine CFR may beenormous, particularly if distributed path synthesis (DVapproach) has to be applied and when multiple metrics andQoS are involved. And, even if in Internet-wide multicastgenuine CFR is consequently applied, routing problems atinterfaces between heterogeneous domains and betweenhierarchical layers may persist.Bidirectional delivery trees (e.g. in CBT) are built withCFR information towards the core. But since, given anasymmetry, multicast traffic flow can only comply in onedirection with imposed criteria, it is basically irrelevantwhether true CFR or (multicast-specific) RPF is applied.However, true CFR favors downward traffic flow, whichgenerally tends to be heavier and furthermore is the deliverydirection of multicast packets from detached sources.Roughly, for the installing of genuine CFR, many unicastrouting components more or less have to be duplicated. Still,there is saving potential. Since CF cost can be treated as anadditional set of metrics (applying to multicast traffic),CFR may be incorporated in a conventional routing proto-col which is designed to accommodate alternative metrics(e.g. routing protocols that support multiple TOS routes).2 . 3 Source-originatingDelivery Tree DeploymentIn a distributed routing environment, multicast deliverytrees are defined by (S,G) router states. In source-originatingdelivery tree deployment these states are set up byestablishing individual paths to last-hop routers, accordingto imposed (forward) criteria for multicast traffic. They arethen fused as much as possible. A source marks theprevailing multicast path to an individual last-hop router bysending, hop-by-hop, some sort of pilot packet towards itwhich is tagged with the given multicast group (and withthe appropriate flow label). As necessary, new router statesare installed or new outgoing interfaces addedalong thepath. The fact that this process does not consider how thediscovered path has been established and what routeselection criteria were involved makes source-originatingtree deployment independent of the underlying policy modelas well as of the prevailing routing procedure. Particularly,enforcing source demand policies using header routing canbe supported, whereby the marked routers provide a (loose)path set-up.In order to dispatch the pilot packets, sources have to knowthe group member locations. However, for efficiency in asparse environment, source/group member handshake needsto be initiated by the receivers. Accordingly, groupmembers have to notify a source’s first-hop router that theywant to be included in the packet delivery. As a result, afirst-hop router responsible for delivery tree deploymentmay be faced with a concentration of such requests, whichmay add up to an implosion when a source begins to beactive. In addition, first-hop routers have to dispatch pilotpackets at regular intervals in order to catch topology androuting changes. Besides, receiver initiation presupposes amechanism by which group members learn about activesources, e.g. via a shared tree as in PIM-SM.Besides imposing a heavy load on the first-hop router ofmulticast sources, source-originating delivery tree deploy-ment requires large amounts of processing overhead andcontrol traffic. Since it scales very poorly, this approachwas, in connectionless networks, not considered to bepractical. It may be assumed however, that in Internet-widemulticasting, by applying receiver-initiated, source-originating tree deployment to a macroscopic level only,complexity can be kept at a feasible size. A single routerwill then request the source’s first-hop router to deploy acluster-specific delivery path. Besides, since macroscopicrouting may be less aggressive, a lower repetition rate forthe periodically dispatched pilot packets is possible.Although control message congestion at the sources is nowrestricted, it still remains a pivotal issue. Macroscopicsource-originating tree deployment is the basis of thepresented "Policy Tree Multicast Routing".

3Inter-Domain Multicast RoutingInter-domain Multicast Routing provides scalability withregard to router memory and processing resources and itfacilitates interoperability of MR protocols. Driven by theexperience that Internet service providers are reluctant todeploy native multicast without being able to controlmulticast transit traffic, current IETF efforts focus on inter-domain MR which provides an AS with the flexibility andautonomy to control the receive path of multicast data traffic.3.1 FrameworkMulticast DomainsA Multicast Domain (MD) is a contiguous set of multicastrouters defined by a (small) number of Multicast BorderRouters (MBRs). No requirements are placed on the internaloperation of an MD; any typical MR protocol may beemployed (M-IGP). Specifically, an MD may exclusivelyconnect immediately neighboring MBRs and thus does notneed to have an MR protocol running (e.g. a commonsubnetwork, tunnels or an exchange).InteroperabilityMBRs are configured to forward packets between two ormore independent MDs. The component-based model [21]provides a set of invariant rules, reducing the dimension ofthe interoperability problem. Accordingly, an MBR consistsof routing components, one for every domain, eachassociated with a particular MR protocol. Each componentmay own more than one associated interface which runs thecomponent’s MR protocol. All components share acommon multicast forwarding cache; for a consistent viewthey must be able to communicate with each other. Onlythe component owning an interface may change informationabout that interface in the forwarding cache. Additionally,each component typically keeps a separate RIB with anytype of relevant entry. If a data packet is received on a giveninterface, the owning component decides whether it is to beaccepted or dropped. But once accepted, it is processedaccording to the forwarding rules of all components. Inter-actions between components are described in terms of Alerts.MDs may be organized into an arbitrary topology, witheach pair of adjacent domains connected by one or moreMBRs. For building a spanning MD delivery tree, an inter-domain routing protocol is required which calculates pathsamong domains. External routes need not be known insidedomains. However, for a given traffic, single domaininjectors have to be secured, and also joined.For globally-scoped groups, domains have to provide theircomponents with aggregate membership information,concerning themselves as well as other, internally reacheddomains. In cases where the M-IGP does not provide amechanism for joining and pruning entire groups (as withDVMRP and PIM-DM), availability of an internal Domain-Wide Reporting (DWR) mechanism [22] is assumed.In non-routing MDs, joining and pruning entire groups aswell as individual sources within groups may be achievedby the Internet Group Management Protocol (IGMP) [23].CBT, MOSPF and PIM-SM allow Joins and Prunes, butonly the latter towards individual sources. Broadcast-and-prune protocols inherently are wildcard receivers for internallyreached sources. But for externally reached sources, explicitmembership has to be explicitly provided, by means of DWR.A simple heuristic to approximate DWRs is for MBRs toassume that when they are reached by traffic from internalsources at least one of them is also a group member. [21].CFR Inter-domain Multicast RoutingThe building of inter-domain multicast delivery trees can bebased on CFR, with the routing information derived froman appropriate underlying inter-domain unicast routingprotocol (EGP). This provides a mechanism for selectingand enabling MBRs for the inter-domain spanning treeforwarding of multicast packets, including single injectionpoints. Multicast packets are then forwarded natively tointernal group members, and/or egress MBRs, via intra-domain MR.An EGP must be able to support a multicast RIB, i.e. arouting table used to calculate next hop MBRs towardspotential multicast sources or roots of shared trees. Anobvious EGP choice for supporting the demanded ASmulticast policy framework is the Border Gateway Protocol(BGP) [19], because it already has much of the requiredfunctionality for building inter-domain multicast trees andbeyond that it is widely deployed. BGP is path-vector basedand allows ASs to impose access and transit policies. Path-vector based concepts with multicast-specific path updates(for so-called Come-from Paths) provide for genuine CFR,allowing ASs to express multicast specific policy indepen-dent of unicast policy. The recent multiprotocol extension[24] of BGP-4 provides a path attribute which allows toindicate whether path information is multicast specific or ifunicast/multicast topologies and policies are congruent.3.2 Border Gateway Multicast Protocol (BGMP)Protocol OverviewBGMP [25] is a current proposal for inter-domain MR. Itbuilds core-based bidirectional shared delivery trees amongMDs. Each global multicast group has to be associated witha single root, i.e. with a root domain (G-root). Rootdomains are associated with unique ranges of IP multicastaddresses (e.g. by means of MASC [26]). Selecting rootdomains is subject to administrative and performance input,i.e. considering ownership and avoiding poor locality.BGMP offers optional source tree delivery (e.g. forimproved M-IGP interoperation), but only in cases withoutoverlap with the shared tree. This design choice avoidsambiguity and a complex tree switch-over procedure from abidirectional shared tree to a source-rooted tree. BGMP treesare, in a sense, a hybrid between CBT and PIM-SM trees.Thus, path length and traffic concentration properties ofshared tree delivery prevail. With the less rich connectivityof inter-domain MR, this is considered to be acceptable.Each MBR has zero or more components associated withMDs running an M-IGP. In addition, each MBR with links that do not fall inside an MD running an M-IGP, will havean inter-domain component that runs BGMP.Typically, in BGMP MDs and ASs are aligned and theprevailing (appropriate) version of BGP is employed as theEGP. BGMP must be able to forward data and controlpackets to the next hop towards either a unicast source or aG-root. Thus, a fundamental requirement for any EGP isthat it must be able to carry multicast prefixes. Again, theBGP multi-protocol extension satisfies this requirement.MBRs have peers inside an MD, with which they establishmulticast connectivity by means of a prevailing M-IGP.Such internal peers are located within the same AS. MBRsspeak "internal" BGP. In addition, MBRs have externalpeers in another AS, which are directly linked (across a non-routing MD) and to which an "external" BGP session isopen. Routing MDs which are located in non-adjacent ASsmay be connected with multicast tunnels. (Figure 2).

Figure 2: BGMP Inter-domain Topology

Multicast Border Router (MBR)MD6MD2Root DomainMD3MD4MD5MD7MD8MD9

MDMulticast Domainrunning an MRprotocol (M-IGP)

BGMP control is exercised by Join/prune messages, which arehandled and interpreted only by other BGMP components.Joins and Prunes are sent over specific TCP connectionsbetween BGMP peers, as incremental updates. The TCPkeep-alives serve as an explicit state refresh mechanism.BGMP components maintain inter-domain tree state inresponse to: messages from EGP peers and notificationsfrom M-IGP components on the same MBR (collectivelycalled targets). The tree state table consists of (S-prefix, G-prefix) (including (*, G-prefix)) entries with a list of targetswhich have been explicitly joined.BGMP generates inter-domain Joins in response to groupmembership inside a domain, learned by M-IGP, e.g. bymeans of DWRs. Then the next-hop MBR towards the G-root generates a (*,G) Join message, which is thenforwarded MBR-by-MBR towards the G-root. Source-specific state triggers a source-specific Join.When a given BGMP component receives a (*,G) Join Alertfrom another component, or a BGMP (*,G) Join messagefrom an internal or external peer, it sends a BGMP Joinmessage to the next-hop peer (towards G-root or S). If thenext-hop MBR is an internal peer, i.e. the domain’sinjector, then at the given MBR a (*,G) or (S,G) Join Alertis sent to the M-IGP component. This Alert is handledaccording to native rules. It will transit the multicast trafficto the requesting MBR, fused with possible local delivery.When a packet arrives at an MBR (internally or externally)and a matching entry is found in the BGMP tree state table,and furthermore the packet was received from the CFRtarget for S or for G respectively, then it is forwarded to allother targets in the target list, as required for bidirectionalforwarding. If a target is an M-IGP component then theforwarding is subject to the rules of that M-IGP protocol.Data packets from sources in non-member domains mayreach BGMP routers without matching tree state. Thesepackets are sent natively to the next-hop EGP peer,according to the multicast RIB, until the inter-domain treeis reached. (Multicast sources must be located in a domainrunning BGMP at the borders!)Finally, an MBR has to be able to forward external data fora matching tree state table entry to all members within thedomain. This requirement has specific implications on thevarious M-IGPs. In Broadcast-and-prune protocols (likeDVMRP, PIM-DM and MOSPF), i.e. those which buildsource-specific trees, the MBR receiving external packets isresponsible for tunneling them to any MBR that is expectedto inject them into the domain. In PIM-SM, if the next-hopMBR towards G-root is selected as RP, then RP-Joins/Prunes transport membership information (for this as wellas for internally reached MDs) to the appropriate router.Internally- as well as externally-sourced packets have to bebrought to the RP for distribution. If the RP is the next-hop MBR, the fewest Registerings from other MBRs willhave to be done (assuming that this MBR will receive themost packets from external sources).Building source specific tree branches allows multi-homeddomains to select as injector the MBR which is compatiblewith the M-IGP’s source-specific CFR check. Thus,encapsulation from the injector to the "right" MBR can beavoided. Similarly, if a PIM-SM interior router sends (S,G)Joins, BGMP can initiate a source-specific tree branch.Thus, if not prevented by shared tree overlap, source-specificbranches will allow to short-cut long paths on the bi-directional core based tree and thus to import packets ofhigh data rate sources with lower overhead.In CBT and MOSPF source-specific Joins cannot besupported. They can for example be avoided by not havingthe domain advertise source-specific multicast paths or byletting it "convert" (S,G) Joins into (*,G) Joins. In thelatter case however, all data for group G will be pulled downto this domain, leading to bandwidth waste. Making CBTsuited for BGMP MR domains is in progress. [27].

CommentSatisfying the need for AS policy compliance and formulticasting across hetrogeneous MDs shifts architecturaldesign priority away from group state minimization anddelivery quality. BGMP obtains efficient policy support forASs by aligning MDs with them and thus through theresources already provided by BGP. In order to providegenuine CFR on the AS level, a specific multicast RIB andmulticast-specific path updates are necessary. In the worstcase, i.e. if unicast/multicast topology and policies are in-congruent, this almost doubles expenses in terms of routerprocessing, memory space and control traffic overhead.Still, policy control potential is restricted to the pathselection procedure and policy constraint support of BGP’sunderlying node routing paradigm and path vector concept.This implies for example that network-specific policiescannot be supported. Furthermore, considering CFR inter-faces only is a policy mechanism which may not bediscriminatory enough, even for AS policy. For example,traffic barriers imposed by AS policies may be by-passed ifa source is covered by a prefix which is homed to more thanone domain [7].Due to the bidirectional multicast packet dispersion, BGMPis deficient in asymmetrical environments. Moreover, itcannot support source-specific delivery criteria. It is indeedpossible for BGMP to comply with requests for source-specific delivery, but for the sake of reduced protocolcomplexity, only in restricted cases.If local and inter-domain traffic is to be fused, providingInternet-wide multicast by interconnecting heterogeneousMR domains leads to considerable interoperabilityproblems. They may require encapsulations and evenprotocol modifications. Some MR protocols, while havingfavorable properties in regional applications (or as a back-bone), are less suited to supporting multicast transit traffic.All in all, some of the problems encountered in reaching theexpected properties of next-generation inter-domainmulticast routing require longer term engineering solutions.It is argued [28] that instead of introducing a specific inter-domain protocol it would be better to create a uniquemulticast protocol, or to adapt an existing one, which couldbe run inside domains as well as across the Internet. Such asingle-layer protocol obviously would have to be shared-treebased.4PTMR and its Architecture4.1 Design rationaleThe PTMR (Policy Tree Multicast Routing) model aims atan efficient solution for attaining policy-sensitive datapacket delivery in Internet-wide multicast, across variousdomains, even under asymmetric conditions. PTMR’scharacteristic feature is the forwarding of multicast packetsin accordance with any underlying multicast-relevantrouting, including policy routing (supporting source-specific policies as well as shortest-path and QoS criteria).The targeted source-specific policy control demands source-originating construction of delivery trees as well as unidirec-tional delivery on them. In wide-area multicasting, conside-ring tree switch-over complexity, the source/receiver hand-shake has to be established via an unidirectional shared tree.This leaves, among the known concepts, PIM-SM as theonly acceptable choice. Furthermore, source-originating treeconstruction is only feasible on macroscopic level, i.e.among MDs. Thus, if the prevailing policy control exceedssimple transit and route selection policies, MDs have topar-take in policy-dedicated delivery too, i.e. an M-IGP hasto be applied which generates actual multicast-specificforward paths.True forward path delivery is inherently provided by an M-IGP based on the link-state paradigm. But this concept’spoor scalability restricts domain size considerably (com-parable to OSPF areas). Furthermore, relying on link-staterouting would mean relinquishing the notion of protocol-independent multicast. But above all, embedding a link-stateM-IGP in a PIM-SM inter-domain concept leads to signifcantinteroperability problems, especially with the supporting ofsource-specific Joins and Prunes. Unconditional tunnelingof transit traffic on the other hand is highly undesirablebecause of its high bandwidth consumption.This suggests the use of PIM-SM also as the M-IGP. Formicroscopic policy compliance this implies that domainshave to be able to provide genuine CFR-joining, or thatsource-initiating tree construction would have to take placeinside MDs as well, which would lead to additional inter-operability problems.PTMR in fact attacks the given problems with a single-layer MR architecture. On the macroscopic level it appliesreceiver-initiated, source-originating tree construction.Microscopic connectivity is based on CFR-joining. PTMRbuilds up on PIM-SM, a wide-area MR protocol whichefficiently provides receivers with source location in-formation. Since PIM-SM and PTMR are both being basedon the join approach, this not only eases co-operationbetween the two concepts but also allows for synergy.In a policy driven environment, PIM-SM based single-layer(as well as inter-domain) MR requires special administrativecare for selecting a promiscuously accessable RP.4 . 2 Definition of Terms (Glossary)PIM Rendezvous Point (RP)Routers that rendezvous receivers and senders for a group.Location of RPs is configured and their identity propagated.(*,G)-specific.PIM RP-treeShared tree connecting group members to an RP. Recipientsreceive all packets from sources S for group G on this tree,except if their last-hop router has switched to the SPT.(S,G)-specific.

PIM SPTPIM multicast tree for group members of group G,established by last-hop routers joining towards source S.(S,G)-specific.PIM (S,G) router stateSPT router state for multicast packets from source S togroup members G. Incoming interface is the CFR interfacefor S.PIM Join and Prune messagesMessages which create or eliminate router state in order tocreate a PIM delivery tree, or modify it due to state,topology or membership changes. Joins/Prunes either applyto the RP-tree ((*,G)-specific) or the SPT ((S,G)-specific).They are periodically and event-driven sent hop-by-hoptowards an RP or a source respectively.PIM Designated Router (DR)Elected router on a multi-access network (highest IP-address). DR’s are for example responsible for sending PIMJoin messages towards an RP or a source and for sending asource’s initial multicast packets encapsulated to an RP.Multicast Domain (MD)A contiguous, convex set of multicast routers defined by a(small) number of Multicast Border Routers. PTMR MDsfunction as policy domains.Multicast Border Router (MBR)MBRs are responsible for interconnecting MDs andforwarding traffic between them. PTMR MBRs must beable to recognize their domain peers.Last-hop Multicast DomainA Last-hop MD is populated by one or several multicastgroup member clusters. Multicast sources forward packetsto Last-hop MDs on a path which satisfies imposed pathselection criteria. (S,G)-specific.Policy RouteMacroscopic path from a source to a Last-hop MD, definedby a sequence of Peg-MBRs. It pegs out the path which thesource has discovered for its multicast traffic according toprevailing policies. (S,G,Last-hop MD)-specific.Peg RouterThe MBRs through which a Mark Message enters transitMDs and the Last-hop MD are called Peg Routers. Theypeg out the Policy Route to the Last-hop MD. (S,G)-specific.Last-hop PegThe MBR through which a Mark message enters the Last-hop MD is designated as Last-hop Peg. Last-hop Pegs issuethe Request messages. They also cache the First-hop Pegaddress. Modifications to the Policy Route may lead to adifferent Last-hop Peg. Initial Last-hop Peg for an MD isthe MBR located on the PIM SPT. (S,G)-specific.First-hop PegA PTMR router on the source’s local network is establishedas First-hop Peg. Upon receiving a Request message, aFirst-hop Pegs issues a Mark message. (G)-specific.Policy Tree (Inter-domain Tree)Macroscopic multicast delivery tree formed by aggregatedPolicy Routes. Its nodes are Peg Routers, its leaves Last-hop Pegs. (S,G)-specific.Peg Tree (Intra-domain Tree)PTMR-tree segment with a Peg Router as root and a clusterof group members and/or Child Pegs as leaves. (S,G)-specific.PTMR-treeMicroscopically completed Policy Tree in form of concate-nated Peg Trees. (S,G)-specific.(S,G,Peg) router statePTMR-tree router state for multicast packets from source Sto group members G. Incoming interface is the CFRinterface for the stated Peg Router, i.e. the root of the PegTree. For Peg Routers themselves this is the Parent-Peg.Last-hop routerRouters which directly connect members of a group. Last-hop routers need to know the RP address and (in PTMRmode) the address of their current Last-hop Peg for everygroup. G-specific.Request messageSent from a Last-hop MD to the First-hop Peg. Requestmessages are sent event-driven by the initial Last-hop Pegand then periodically by the current one. Payload {S,G}.Initially the Last-hop Peg has no cached First-hop Pegaddress. In this case it multicasts the Request message hop-by-hop upstream to the ALL-PTMR-ROUTERS group.Payload {S,G, Targeted Neighbor}.Mark messageRelayed by a source’s First-hop Peg back to the requestingLast-hop Peg, in response to a Request message. Markmessages are routed hop-by-hop to the PTMR-neighbor onthe prevailing policy-sensitive path for multicast datapackets. They are addressed to the ALL-PTMR-ROUTERSgroup. Every contacted router forwards the Mark message onthe appropriate interface towards the requesting Last-hopPeg. Contacted MBRs become Peg Routers. If they are notalready on the required Policy Tree, they schedule them-selves for joining it (with the subsequent Peg-join). Thefirst Peg from the source to do this sets an Alter-flag in theMark message. It will also be responsible for terminatingthe subsequent joining process. Payload {S, G, TargetedNeighbor, Last-hop Peg, Parent-Peg, Alter-flag}.Announce messageAnnounce messages inform last-hop routers about a newlyestablished Last-hop Peg, or confirm an established one.They are distributed by the Last-hop Peg at the end of aninvoked Marking cycle. The Alter-flag status in the receivedMark message is copied into the Announce message. If it isset, last-hop routers initialize a Peg-join. Announcemessages are forwarded hop-by-hop on the local Peg Tree.They are addressed to the ALL-PTMR-ROUTERS group.Payload {S,G,Last-hop Peg, Alter-flag}.

Peg-joinMessage for creating and modifying Peg Trees. Peg-joinseither install a new (S,G,Peg) router state or change the Pegentry of an existing one. Peg-joins are sent hop-by-hop: bylocal routers towards their Last-hop Peg and by Peg Routerstowards their parent. Payload {S,G,Parent-Peg}.4 . 3 PTMR ConceptPolicy Tree. The PTMR architecture is characterized by astructure called Policy Tree, which is the product of macro-scopic receiver-initiated, source-originating tree construc-tion. A policy tree is a multicast extension of the PolicyRoute, as first described in [29]: A macroscopic path fromsource to destination given by a sequence of domains whichsatisfies the policy requirements of the source and theinvolved domains and supports the requested service quality.Macroscopic source-originating tree deployment guaranteescompliance with prevailing macroscopic policies, inde-pendent of by whom and how they are imposed. If a domainwants to offer specific transit service quality, its internalCFR must be able to control the multicast traffic flowaccordingly. This generally precludes the use of RPF.Group members receive source location information by wayof the PIM RP-tree mode. Thus it is required that all groupmembers are able to RPF-join the RP. The subsequent PIM-SM phase, if the source can be reached, provides source-specific multicast delivery until PTMR is operational. Thisallows spreading the process of marking individual multi-cast paths in order to reduce source congestion, the pivotalproblem in source-originating tree construction. Since forreaching the policy-dedicated mode PIM SPT delivery is atransient phase only, its performance is less critical and thusit may be based for example on RPF.The macroscopic PTMR topology is established by split-ting up the Internet into Multicast Domains (MDs), sur-rounded by Multicast Border Routers (MBRs). MBRs mustbe able to recognize a peer MBR belonging to the sameMD. MDs must be contiguous and convex, i.e. CFR mustbe secured and contained.Marking Cycles. A Last-hop MD contains members ofa given multicast group, which are summarized. On theirbehalf, an MBR induces, with a Request message, an activemulticast source’s First-hop router to establish a PolicyRoute to the requesting Last-hop MD, by discovering thepolicy-sensitive multicast packet path back to it. To thispurpose, the DR returns a pilot message (Mark message) tothe requesting MBR, which mimics multicast packets. ThePolicy Route is pegged out by the sequence of MBRs (PegRouters) through which the Mark message enters transitMDs, ending with the Peg to the Last-hop MD (called Last-hop Peg). When the requesting MBR receives the requestedMark message, it multicasts an Announce messagecontaining the address of the (new) Last-hop Peg to thelocal last-hop routers. Finally, with this information, thelast-hop routers join towards their Last-hop Peg. (Figure 3).

SFirst-hop PegInitialLast-hop PegLast-hop PegFigure 3: Construction of a PTMR-tree MD2MD1 (In MD 2 the Last-hop Peg and initial Last-hop Peg coincide!)

Marking cycle

PIM SP-tree

PTMR-tree

AnnounceMarkRequest

RPLast-hop Peg for MD2

PTMR-tree. Aggregating (S,G) Policy Routes creates an(S,G) Policy Tree. This framework is microscopicallycompleted into the actual multicast delivery tree (PTMR-tree). Last-hop routers in an MD join an intra-domain treerooted in their Last-hop Peg (Peg Tree). Since this root isalso the Parent-Peg for downstream Pegs (egress MBRs forthe given MD!) on the same Policy Tree branch, Child Pegsjoin the Peg Tree as well. Thus, local distribution andtransit paths are optimally fused. In other words: Micro-scopic multicast delivery is established by a concatenationof Peg Trees, each one rooted in a (Parent/Last-hop) Peg andwith local group members and/or Child Pegs as its leaves.(Figure 4).In generic PIM SPT delivery, all members of group G arejoined directly towards the source S, i.e. all routers maintain(S,G) state with the CFR interface for S as the incominginterface. In order to impose policy on the delivery tree,PTMR extends this concept to a more general model. Allrouter states are expressed in terms of (S,G,Peg). Localrouters keep (S,G, Last-hop Peg) state, i.e. their incominginterface for (S,G) traffic is the CFR interface for their Last-hop Peg. Peg Routers, on the other hand, are connected tothe Peg Tree of the upstream MD. Accordingly, their routerstate is (S,G,Parent-Peg), the first Peg being the source’sFirst-hop Peg. Reversely expressed: A generic SPT is just adegenerated PTMR-tree, with all Pegs concentrated into thesource, or: with all router states expressed by (S,G,Peg=S).(S,G,Peg) router states are installed and modified by aspecific Peg-joining process: last-hop routers join their

Last-hop Peg, and from there on in succession each Pegjoins its Parent-Peg.Tree Maintenance. Policy on a PTMR-tree is imposedand maintained by the selection of Pegs only. Thus, thePolicy Tree and the connectivity between its nodes can bemaintained in two separate layers. Microscopically the treeis maintained like the PIM SPT, by periodic and event-driven Joins and Prunes based on state, topology and ongroup member information. On the Policy Tree level, theprevailing Policy Routes are periodically captured by Mark-ing cycles and subsequently the Peg entries in the routerstates set accordingly by means of special Peg-joins. Policychanges are much less dynamic than connectivity changesand packet delivery is always secured on the already existingPolicy Tree. Thus, periodic updating of the Policy Tree (bymeans of Marking cycles) may be exercised frugally, re-ducing the control message overhead and source congestion.

SPeg Router Figure 4: PTMR-treeLast-hop Pegfor MD2

MD2MD1MD4MD5MD3

First-hop PegInitial PIM-SM Phase. In order to resolve the sourcecongestion problem without considerably infringing onperformance, the PTMR concept is based on the assumptionthat in Internet-wide MR symmetric conditions areprevalent. Thus, the PTMR concept gives first priority toefficient source-specific multicast packet delivery for thissituation. On the other hand, asymmetric path environmentsare treated as an exception: PTMR establishes a priori ageneric PIM SPT and devotes itself to asymmetries onlyafterwards, i.e. readiness of the PTMR-tree is delayed. If theexisting delivery tree does not comply with prevailingpolicies, PTMR will modify it. For completely symmetricconditions, the PTMR-tree is isomorphic to the SPT,independent of the applied intra-domain CFR. Thus, if theSPT itself already adheres to the prevailing Policy Tree,PTMR will just add the Peg address to the routers’ states,without further effect. Hence the initial PIM SPT strategyallows for time to reduce the request concentration at thesource without performance loss in the most frequent case,i.e. policy-sensitive multicast under symmetric conditions.PTMR steps in when last-hop routers on a regular PIM RP-tree have learned about an active source and decide to join itdirectly. The Join process follows the PIM procedure, butwith an amendment: In order for MBRs to discover that theybelong to a Last-hop MD, the Join procedure keeps track oftree branches ending within the domain (as opposed to thosefor transit). Once a Last-hop MBR on the SPT is established,it will request Policy Route deployment. If on the givenSPT there is more than one MBR serving domain-localgroup members, then the number of individual Markingcycles increases accordingly. They may lead to deviatingPolicy Routes and thus to more than one Last-hop Peg.While this leads to additional delivery expense, the resultingload spreading may be desirable.PTMR utilises PIM RP-mode for establishing thesource/receiver mapping. However, if it is a priori known,as assumed in Single-source Multicasting [11], a uniquesingle- source PTMR tree could be established, startingdirectly with the PTMR procedure.5 PTMRT Performance Issues5.1 Source Congestion and Delayed PTMR ReadinessIn order to avoid a control message congestion at a sourcewhich becomes active, initial PTMR-tree construction istime-spread: Marking cycles triggered by an SPT switch-over are delayed by the initiating Last-hop Peg which holdsback the Mark message for a random delay time within agiven interval. PTMR-tree deployment starts when a last-hop router decides to move to an SPT, manifesting the needfor an improved delivery service. In the symmetric case,policy-sensitive multicast packet delivery is attained withthe completion of the relevant SPT branch. But in thepresence of divergent paths, packet delivery has to beaccepted temporarily on a path which may not comply withthe prevailing policy requirements until the PTMR-treebranch is established2._______________2 Atemporary intermediate delivery mode could be basicallyavoided by having the protocol move to the PTMR-treedirectly from the RP-tree. But policy-sensitive delivery undersymmetric conditions would then also be affected by therequest spreading. Another reason against this strategy is,that in a symmetric environment a PTMR-tree initiated by anMBR on the RP-path is generally not isomorphic to the SPT.This may result in non-optimal delivery paths.

If multicast traffic cannot flow on a prospective PIMsource-specific path, due to unidirectional connectivitycaused by policy or security measures, switching to theSPT is not completed and delivery remains on the RP-tree.But since PTMR postulates intact intra-domainconnectivity, the SPT-join message will still reach anddesignate the Last-hop Peg, whereupon the PTMR-tree willbe created or joined respectively.Temporary delivery on the PIM SPT requires installingstate but may in certain cases not bring better performancethan staying on the RP-tree. However, this mode can beomitted by purposely interrupting its completion: a Last-hop MD can let the initial Last-hop Peg disrupt the SPTjoining, and transit MDs can block SPT delivery by meansof appropriate packet filters.5 . 2 Policy Route AggregationOn a PTMR-tree, multicast packets are distributed solelybased on their group (destination) and source addresses. Thisallows, on a link, the aggregating of (S,G)-specific packetsdestined for group members in different Last-hop MDs.However, this concept only accommodates policies whoserouting criteria for multicast packet distribution from asource to a given group can be mapped onto a singlespanning tree.(S,G)-specific Policy Routes may merge again at any PegRouter, leading to parallel paths which span one or severalMDs, and thus to duplicate packet delivery. Occurrence ofsuch parallel paths is manifested by unrelated Markmessages requesting a Peg Router to accept more than oneParent-Peg for the same (S,G) pair. Besides in such acontest situation, parallel paths also have to be dealt with inthe course of modifying an existing Policy Route. PTMRresorts to a strategy which, in the contest case, amounts toan arbitration: A new span is favored over an existing one,if it has been in use for at least a given amount of time(state hold-down). In any case, the Marking cycle is carriedthrough to the end. When subsequently completing the validPolicy Route, a defeated span will be pruned. In thecontesting path case, a taken decision will persist at leastuntil the next Mark message for the defeated Policy Routearrives, even if the winner in the meantime has lost grouppresence and therefore its Policy Route needs no supportanymore3.Policies which lead to parallel Policy Routes should beavoided because they can cause insistence problems. If thisis not possible on the administrative level, topologicaladjustments or different group address assignments fordeviating policies may be made._______________3 In order to avoid this latency, Pegs at the merging pointwould have to cache the identity of all competing Last-hopMDs. Prune messages would need a Last-hop MD identifierand would have to be sent upstream beyond the point of groupmembership intervention, up to the merging node of theparallel paths.PTMR gives no consideration to how the discovered PolicyRoutes have been established and what route selectioncriteria are involved. Thus, if the network is furnished witha flow control concept, policy criteria with wider scope andhigher granularity could be accommodated, Furthermore,load spreading to a given multicast group would bepossible. Yet, the resulting larger number of policy treeswould entail increasing complexity and overhead.Nevertheless, by using Last-hop Peg addresses as flowlabels for example, the problem with Policy Routesmerging again could be avoided.5.3 Multicast Domains and Policy CompliancePTMR MDs need not be aligned with ADs, routingdomains and inter-domain (unicast) routing and its archi-tecture allows arbitrary granularity of MDs. These actuallyfunction as policy domains. Existing ADs are an obviouschoice. The border routers of the latter can then take on therequired additional functionality.In synergy with the PIM-SM substructure, completing aPolicy Tree to a PTMR-tree is achieved by means of PegTrees established with CFR-joining. Thus, microscopiccoherence of transit paths is achieved by fusing them intolocal delivery trees. Due to this, transit service is equal tothat for local delivery.For PTMR-tree delivery to guarantee compliance with agiven policy set, each transit domain has to complete itsPolicy Tree span according to the service it offered to thepolicy control entity. For non-specific transit, a domainmay provide "best possible" service according to its owncriteria. However, if a domain assumes responsibility fortransit according to path-specific criteria, multicast packetdelivery within a domain has to follow the microscopic pathwhich was taken by the Mark message and led to the givenPolicy Route. Thus, its CFR must not produce divergentpaths (disregarding cases where a divergent path offers equalservice!). Local policy may decide to tunnel transitmulticast data according to the required criteria, at theexpense of bandwidth.Compliance with prescribed intra-domain distribution maybe secured by genuine CFR, but also by RPF if asymmetricsituations can be avoided. Otherwise, reverting to RPF inindividual domains decreases the possibility for theforwarding path to satisfy the conditions which led to theselection of a particular Policy Route. But PTMRoperability still remains secured and, in the case of anadditive metric, smooth degrading takes place. This allowsfor a flexible trade-off between (local) CFR cost and (global)PTMR performance.The leanest PTMR solution results when all involveddomains apply the RPF approximation. This strategyreadily supports macroscopic inter-domain policies such asaccess, transit and route selection policies, even ifasymmetric situations exist. On the other hand,guaranteeing full performance in terms of exacting policies as well as shortest-path and QoS delivery requires applyinggenuine CFR in all domains, with the entailing cost.An alternative approach to applying genuine CFR in orderto overcome the deficient behavior of RPF in anasymmetric environment consists in controlling asymmetricsituations. Since ADs are under a single administration,there exist various possibilities for avoiding asymmetriesby means of administrative measures, topology modifi-cations and traffic engineering. However, suppressingasymmetry may impede load sharing strategies.On the other hand, the PTMR architecture permits arbitraryMD granularity. This allows confining MDs to regions inwhich symmetry can be guaranteed. For example, an ADcould be subdivided into smaller MDs, particularly if itcontains more than one routing region. The closer twoconsecutive Pegs in the Policy Route are, the shorter theRPF span will be. Thus, even if a diverging path results, ithas, given an additive metric, less effect on deliveryperformance. Moreover, there is an increased possibility forthe RPF path to satisfy the same route selection criteria asthe discovered (policy-sensitive) path. In certain situations itmight even be advantageous to strategically define MDswithout expected group member population.A multicast source which wants to enforce source demandroutes, by means of header routing, includes the sourceroute in the Mark message. PTMR inherently provides amicroscopic (loose) path set-up, outlined by the Pegs. Thespans between are filled according to domain-local CFR.Improved MD granularity allows for better adherence to a(strictly) given source route.Finer MD granularity in order to improve policycompliance, however, has its price. The fact that thenumber of Last-hop MDs will increase not only results in ahigher control traffic, router state and processing overhead,but also aggravates source congestion. On the other hand,designing larger MDs may lead to their having more thanone Last-hop Peg, depending on the topology. Then, someof this overhead would incur anyway.5.4 Shortest-path Delivery TreesIf the prevailing multicast policy calls for shortest-pathrouting, primarily for attaining minimum delay delivery,PTMR pegs out the Policy Route to a Last-hop Peg atshortest distance from the source. But, compared with thePIM SPT, the actual path length to local group membersmay increase, depending on their location within the Last-hop MD. However, in wide-area multicast the inter-domainsegments are generally considerably longer than the intra-domain paths. In such cases, the possible delay increase fora specific group member is of minor influence. And whensimultaneous reception is called for, the difference indelivery delay between members of the local group clusterdue to varying path length still results within the Last-hopMD only.In a symmetric environment, the PIM SPT immediatelyprovides shortest paths to individual group members andPTMR will subsequently confirm them. But actual deliveryoccurs only on the shortest path if in all transit MDssymmetry prevails. If domains apply RPF, finer MDgranularity may not only decrease the number of spanswhich are not shortest path but also their extent and thustheir influence on the total path length. Still, under adverseasymmetric delay conditions within the transit MDs, it ispossible that refraining from PTMR and staying on theSPT would lead to smaller transmission delays to individualgroup members. (This situation may also occur in PIM,when switching from RP-tree to SPT!)6 PTMR Protocol Outline6.1 Establishing Group Member Domains(Last-hop MDs)Last-hop MDs, i.e. MDs populated with (S,G) groupmembers, require at least one (S,G) Last-hop Peg whichestablishes a policy-sensitive path on their behalf. Last-hopPegs have to be designated and released again if they do notserve group members any more. To this purpose, routers ona Peg Tree keep track of all (S,G) entries leading to domain-local branches, unlike those entries for transit to downstreamMDs.Last-hop routers tag the PIM (S,G) Join/Prune messagesthey generate as being domain-local. MBRs which receivedomain-local Join/Prune messages remove all tags beforesending them on. If a router receives a domain-local (S,G)-Join, the corresponding entry is labeled. If the label isnewly added, then the Join message is sent further upstream(past routers which already have (S,G) state, but withoutlabel). An MBR receiving a tagged Join message isdesignated or confirmed as Last-hop Peg. Likewise, Prunesgenerated by last-hop routers have to proceed up to the pointof domain-local intervention. Thus, if a Prune is contestedonly by branches not serving domain-local members, theentry’s label has to be removed and the tagged prunemessage sent on. A Last-hop Peg Router receiving adomain-local Prune ceases this function, i.e. it is relieved ofhaving to trigger Marking cycles.An MBR which receives in the PIM RP-tree/SPT switch-over process an (S,G)-Join which is domain-local, itbecomes initial Last-hop Peg. It is the task of the Markingcycles to commit this function subsequently to a peerMBR, according to the prevailing Policy Route.6.2 First-hop PegsIn response to a Request message, a Mark message has tobe emitted at the source. In order not to involve sources inthe routing process, a PTMR router on the source’s localsubnetwork has to serve as relay in the marking process andthus as First-hop Peg. Initially, Last-hop pegs do not havean entry for a source’s First-hop Peg. In this case, theRequest message is sent to the upstream RPF-neighbortowards the source, multicast hop-by-hop to the ALL-PTMR-ROUTERS group. The router to which the source is directly attached is then established as First-hop Peg. (Thisis actually the first-hop router of the SPT - real or would-be!) With the first Mark message, Last-hop Pegs receive theaddress of the First-hop Peg (packet source address). Theycache it, to be used as destination for their (unicast) Requestmessages. If the prevailing First-hop Peg becomes inactive,the source/First-hop Peg mapping has to be establishedanew via the RP mode.46 . 3 PTMR-tree ConstructionInitial construction of an (S,G)-specific PTMR-tree proceedsfrom PIM-SM operation. Since the SPT is just a specialform of PTMR-tree, initial construction of the latter isequivalent to its subsequent reshaping due to Policy Treechanges. Concretely, if a PIM SPT branch is beingcompleted, it functions as the initial branch on the PTMRtree. PTMR-tree construction is again required when thePolicy Tree is modified, either by adding a new branch or byaltering an existing one due to policy changes. (Whenadding a new branch, Policy Route aggregation may requirealterations to the existing Policy Tree too!)Establishing a new (or an alternative) PTMR-tree branchstarts with a Marking cycle, requested for an MD by itsLast-hop Peg. It yields, in terms of Peg Routers, theprevailing Policy Route to the MD, i.e. every Peg has arecord of its (S,G) Parent-Peg. If the chain of Pegs differsbecause the Policy Route changed, the (old) Last-hop Pegwill then initiate an intra-domain Announce messagemulticast, by which last-hop routers will learn the addressof the Last-hop Peg which they have to join. A new ormodified Policy Route has to be microscopically connectedand integrated into the existing PTMR-tree, by means ofPeg Trees. To this purpose a special Peg-joining process isemployed: last-hop routers have to join their Last-hop Pegand then the involved Pegs in succession join their parent.A new or an alternative branch joining the (S,G) PTMR-tree may not only cross branches of existing Peg Trees for(S,G) traffic but also the SPT for the given (S,G) or eventhe RP-tree for G. Thus, in order not to lose or duplicatedata packets, a procedure analog to the PIM RP-tree to SPTswitch-over has to be applied. This means that new ordiffering states required for a PTMR-tree branch are initiallyscheduled only. During the Marking cycle, Peg Routersschedule their new Parent-Peg and subsequently, in the Peg-joining process, all involved routers schedule their (S,G,Peg)state. Effectively installing these states takes place indownstream succession when the scheduled routers see thefirst data packet coming down the new path. Routers whichactually have to switch their incoming interface initiate an(S,G)-specific Prune on the abandoned path._______________4 Using a hop-by-hop procedure to find a PTMR router on thelocal subnetwork of a known source involves considerableprocessing and requires PTMR connectivity. Pertinant wouldbe to apply an anycast or, in IPv4, a directed broadcast to thesource’s DR. But the latter function is poorly supported andproblematic if subnetting is involved.When an initial Last-hop Peg is activated, after a randomdelay it triggers a Marking cycle. From then on Markingcycles are periodically triggered by the active Last-hop Peg.A Marking cycle starts with the Last-hop Peg initiating aRequest message for source S. For each received (S,G)Request message, source S’s First-hop Peg starts a Markmessage which is relayed back to the requesting Last-hopPeg. The Mark message is sent hop-by-hop to the PTMR-neighbor towards the requesting Last-hop Peg, on theprevailing policy-sensitive path for the given (S,G) traffic.(In an advanced concept, the routing decision could even bebased on an attached flow label). Mark messages aremulticast hop-by-hop to the ALL-PTMR-ROUTERSgroup. They contain the addresses of (S,G) as well as of therequesting Last-hop Peg and the targeted PTMR neighbor.Every MBR contacted on the path establishes itself as (S,G)Peg Router for its MD. Before forwarding the Markmessage, it takes note of the conveyed Parent-Peg addressand replaces it with its own address. If a contacted MBR isnot already (S,G) Peg Router, i.e. if a new (or a differentbranch) for the Policy Tree is asked for, it schedules forjoining the conveyed (S,G) Parent-Peg. On the other hand,if it is already in the correct (S,G,Peg) state it has to takeno further action. Finally, if the contacted MBR is already(S,G) Peg but the Mark message conveys a different Parent-Peg address, this Peg is the merging point of twocontesting parallel paths, caused either by conflicting PolicyRoutes or by a policy change. If the state’s hold-down isexpired, it schedules the new Parent-Peg; otherwise itretains its existing state. The first Peg which schedules adifferent Parent-Peg sets the Alter-flag in the Mark messageand also makes a note of this.The Mark message will finally reach the requesting Last-hop MD. If it is intercepted by one of the domain peers ofthe requesting Last-hop Peg, this router will become thenew Last-hop Peg (i.e. the closest MBR for the givendomain on the forward path from the source). It stillforwards the Mark message towards the replaced Last-hopPeg. However, on this path the Parent-Peg Address field isnot modified anymore.Concluding the Marking cycle, the requesting Last-hop Pegdistributes an Announce message on the prevailing Peg Tree(initially the intra-domain branches of the PIM SPT) to allof its last-hop routers, informing them about the address ofthe current Last-hop Peg. In addition, the status of theAlter-flag in the Mark message is copied into the Announcemessage. Announce messages are marked for the All-PTMR-ROUTERS group address and multicasted hop-by-hop on the Peg Tree. Others than last-hop routers ignore thecontent of the Announce message. Intermediate routersforward it, Child-Pegs however drop it.A set Alter-flag in a Mark message (and subsequently in theAnnounce messages which the last-hop routers receive)indicates that the Policy Route has changed and that thereare Peg Routers scheduled to join a new or different Parent-Peg. In this case, a Peg-join has to be executed. In order toprepare the scheduled Policy Route for data flow, the intra-domain routers as well as the Pegs now have to be statescheduled. This is achieved by concatenating Peg-joins towards the source, starting from the last-hop routers. Thus,if a last-hop router receives an Announce message with theAlter-flag set, it initiates a Peg-joining process. Peg-joinsare sent hop-by-hop towards the Parent-Peg and eitherinstall a new (S,G,Peg) router state or change the Parent-Peg entry of an existing one. Every Peg which receives aPeg-join completes its state scheduling and sends the Joinmessage on towards its scheduled or valid Parent-Peg. Withthe completion of the scheduling, the actual switch-overtakes its course. Peg-joins can be distinguished from regularSPT-joins (which catch CFR changes towards the givenPeg) by having a Peg address attached. (Figure 5).

SMD1MD2Figure 5: Peg Joining Process

Sets Alter flagMark messageSMD1MD2

Adds Stop flagPeg-join

12SMD1MD2

3Hold-down expiredStops Join In order to secure all required modifications to the PolicyRoute, Peg-joins have to proceed at least up to the last ofthe Pegs (on the way from the source!) whose Parent-Pegentry is already valid. Its downstream neighbor is the Pegwhich set the Alter-flag. When this router hands on the Peg-join, it appends it with a flag which instructs its Parent-Pegto terminate the joining process5._______________5Actually, the Peg-join process could stop when any firstrouter on the existing PTMR-tree has been reached. But intra-domain routers cannot be aware of modifications in upstreamMDs. With the chosen mechanism, if the Peg which notesdown the Join stop is on a defeated (parallel) branch, then thePeg-joining will proceed up to the source!If, in the course of an RPF-tree reshaping, a branch of anexisting tree allowing (S,G) traffic is joined or crossed, alltree branches below the switching router are forced tofollow. Thus, local last-hop routers and downstream MDswhich are served by them will join the modified PTMR-treeimmediately too. Otherwise, they will remain on theirprevailing tree until they too receive a Mark messagereflecting the current Policy Route. (Last-hop routerslocated on the RP-tree join only after having switched to theSPT).6.4 Maintaining the PTMR-tree ModeThe Policy Tree for a given group is maintained accordingto prevailing policies, by means of periodic or event-drivenMarking cycles. If for some reason the Marking cyclemechanism becomes dysfunctional, multicast packets maystill be delivered, however on a frozen Policy Route. Thisproblem is resolved thus: Last-hop routers which do notreceive periodic Announce messages in due time anymoreare made to switch back to the group’s RP-tree.Microscopic connectivity (i.e. the PTMR-tree) on the otherhand is maintained by periodic and event-driven PIM Joinsand Prunes based on state, topology and membershipchanges. This includes state changes due to modification oflocal delivery policies. If a source stops sending data packetsor if their delivery on the present PTMR-tree gets disrupted,last-hop routers join the group’s RP-tree again, inaccordance with PIM’s soft state refresh mechanism. If last-hop routers still see the source to be active, they will jointowards it again.A new last-hop router initially joins towards an RP for thegiven group G. If it decides to join the PIM SPT of a recog-nized active source and the new branch joins up the localPeg Tree for (S,G), then delivery on the relevant PTMR-treeis already established. With the next periodic Marking cycle,the new last-hop router will learn about its current Last-hopPeg; from then on it is able to join the Peg Tree directly.On the other hand, if the first MBR reached when joiningthe PIM SPT is not already an active (S,G) Last-hop Peg, itwill become initial Last-hop Peg and hence triggers a newMarking cycle. Last-hop routers which do not have to servelocal or downstream group members anymore prunethemselves event-driven off the Peg Tree. If a Peg has noattached members of group G anymore, it prunes towards itsParent-Peg.

7SummaryPolicy-sensitive Multicast Delivery. For an accept-able overhead in terms of bandwidth consumption, controltraffic, router state dimension and processing expense, wide-area multicasting needs to employ receiver-initiated,receiver-originating delivery tree construction, based ondistributed route calculation. Such (sparse mode) conceptsare inherently based on a joining mechanism, which in turnis dependent on Come-from Routing (CFR). If CFR isprovided by a separate facility, it involves great expenditure.Thus, in currently deployed MR protocols, CFR multi-casting is based on RPF information, which can be derivedfrom the prevailing unicast routing. While thisapproximation entails a substantial cost reduction, it maylead in asymmetric environments to divergent paths. Suchsituations may be due to deriving CFR information from anextraneous routing facility or to asymmetric link and policyconditions, with the effect that shortest path delivery as wellas (multicast-specific) policy control cannot be guaranteed.Bidirectional multicast delivery trees allow optimaldispersion of multicast packets dispatched from sourceslocated on the tree itself. But they cannot be applied incomprehensive policy routing which includes complyingwith shortest-path, QoS and other source-specific criteriaand requires, in addition to "true" CFR, source-specificunidirectional multicast delivery.Source-originating tree construction (for scalability insparse mode it needs to be receiver-initiated as well) wouldlend itself to establishing policy-sensitive multicastdelivery. Particularly, source demand policies could beenforced, even if source routes are employed. However,receiver-initiated source-originating tree construction re-quires a source to individually establish receiver-specificpaths to known active receivers, which are then fused asmuch as possible into a delivery tree. This leads to a controlmessage congestion at the sources. As a result, groupmember location and traffic aggregation mechanisms ofsource-originating tree construction exhibit poor scalability.BGMP. Inter-domain MR models are currently emergingwhich not only cope with heterogeneous MD routingprotocols and scalability issues but also accommodatepolicies imposed by provider domains. This shiftsarchitectural design priority away from group stateminimization and delivery quality. Inter-domain MR facesproblems with the control plane interoperability of different(intra-domain) MR protocols, requiring multicast trafficencapsulations and even protocol modifications. MulticastBorder Gateway Protocol (BGMP) is such an inter-domainMR proposal. It builds core-based inter-domain (bidirec-tional) delivery trees, by apply CFR based on BGP-typeunicast routing. The underlying path vector conceptprovides genuine CFR on the domain level, but only if aspecific multicast RIB and multicast-specific path updatesare provided. In the general case, a separate multicast-specific (unicast) inter-domain routing facility has to beprovided underneath. By aligning MDs and ASs, BGMPallows an efficient AS policy control because many of therequired functions and resources are already provided by thepresently deployed BGP. Still, if unicast/multicast topologyand policies are not congruent, the expenses in terms ofrouter processing, memory space and control traffic overheadincrease accordingly.With its bidirectional multicast packet dispersion, BGMP isdeficient in asymmetrical environments. Moreover, itcannot support source-specific delivery criteria. It is indeedpossible for BGMP to comply with requests for source-specific delivery, but for the sake of reduced protocolcomplexity, only in restricted cases.BGPM’s policy control potential is restricted to the pathselection procedure and policy constraint support of BGP’sunderlying node routing paradigm and path vector concept.This implies for example that network-specific policiescannot be supported. Furthermore, to consider CFRinterfaces only is a policy mechanism which may not bediscriminatory enough, even for AS policy. For example,traffic barriers imposed by AS policies may be by-passed ifa source is covered by a prefix which is homed to more thanone domain.PTMR. The PTMR concept whose architecture and proto-col outline are presented in this paper aims at an efficientsolution for attaining policy-sensitive data packet deliveryin Internet-wide multicast, across various domains, evenunder asymmetric conditions. PTMR’s characteristic featureis the forwarding of multicast packets in accordance withany underlying multicast-relevant routing, includingcomprehensive policy routing (supporting source-specificpolicies as well as shortest-path and QoS criteria). PTMRapplies receiver-initiated, source-originating tree construc-tion, but restricts it to a macroscopic layer (alleviating thesource congestion problem inherent in this approach). Thus,policy-sensitive paths to receiver clusters (contained byMDs) are established, defined in terms of MDs. PTMR doesnot need to be aligned with ADs, routing domains and inter-domain (unicast) routing. MDs actually function as policydomains. The fact that PTMR is a single-layer concept,which is independent of the prevailing routing control(s),considerably alleviates the interoperability problem of MRdomains and allows optimal fusion of transit traffic andlocal delivery. PTMR is based on PIM-SM which providesfor the source/receiver handshake and for initial source-specific trees. Its affinity to PIM leads to synergy, on theprotocol level as well as with individual mechanisms.PTMR proceeds from PIM-SM operation; ist activation isoptional. The source/receiver handshake is established bythe PIM RP-mode. In order to reduce source congestion,establishing policy-dedicated delivery is randomly delayed.For completely symmetric conditions (assumed to be themost frequent case), a PTMR tree branch is isomorphic tothat on the SPT and no state change occurs when switchingfrom the SPT to the PTMR tree. Building a PTMR branchstarts with individual group members switching to the SPT.But the PTMR procedure is only dependent on SPTconstruction for establishing the Last-hop Peg of the newPolicy Tree branch. Thus its completion may beinterrupted, either intentionally or due to blocked PIM SPTdelivery. The given alternatives offer an optimal administrative choice, based on the given expected session length,network environment conditions and delivery requirements:• Remaining in PIM-SM mode:• RP-tree No tree switch-over and SPT state necessary• SPT Improved delivery quality Policy-compliant in a symmetric environment • Activating PTMR:• Completing the SPT Low PTMR latency in a symmetric environment(Otherwise improved delivery quality) SPT state necessary• Not completing the SPT Increased PTMR latency in any caseNo intermediate SPT state necessaryIf the source/receiver mapping is a priori known, asassumed in Single-source Multicasting, a unique single-source PTMR tree could be established, starting directlywith the PTMR procedure.PTMR-tree. The PTMR architecture is characterized by astructure called Policy Tree, which is the product ofmacroscopic source-originating tree construction. It isformed by the merging of Policy Routes, i.e. macroscopicpaths from source to group member MDs (Last-hop MDs)given by a sequence of MDs which satisfies the policyrequirements of the source and the involved domains andsupports the requested service quality. Policy Routes aremarked (pegged) with Peg Routers (domain ingress routers)according to prevailing forward routing criteria. A PTMR-tree, i.e. the microscopically completed Policy Tree, isestablished by last-hop routers as well as Child-Pegs CFR-joining towards their Parent-Peg. This results, within anMD, to a Peg-rooted delivery tree (called Peg Tree) whichoptimally aggregates all congruent paths, those for localdelivery as well as those for transit. The fact that PTMRconsiders neither how a path which it pins to a Last-hopMD has as been established, nor what route selectioncriteria were involved, makes this concept independent ofthe underlying macroscopic policy model and the prevailingrouting. Particularly, comprehensive policy routing canthus be supported, e.g. enforcing source-given policiesusing header routing, whereby the Pegs provide a (loose)path set-up.Formal Model. Formally, the PTMR model is ageneralization of the PIM Sparse Mode architecture. Ingeneric PIM SPT delivery, all members of group G aredirectly joined towards the source S, i.e. all routers maintain(S,G) state with the CFR interface for S as the incominginterface. In PTMR however, routers’ incoming interface forS is the CFR interface for the Parent-Peg. Microscopicallythe PTMR-tree is maintained by periodic and event-drivenJoins and Prunes based on CFR information and on groupmember presence. Policy on the other hand is imposedindependently by the selection of Peg Routers. Since policychanges are much less dynamic than connectivity andmembership changes, periodic updating of the Policy Treemay be exercised less aggressively, reducing controlmessage overhead and source congestion.Policy Compliance. For PTMR-tree delivery toguarantee compliance with a given policy set, multicastpacket delivery within a domain has to follow themacroscopic path which was taken by the Mark messageand led to the given Policy Route, i.e. each transit domainhas to complete its Policy Tree span accordingly. Thus, itsCFR must not produce divergent paths, i.e. genuine CFRhas to be applied. This is very costly, but the RPFapproximation cannot guarantee policy-sensitive multicastpacket delivery. PTMR provides a flexible concept whichallows MDs to contribute different service qualities or,reversely, prepare their transit delivery conditions accordingto what they offer to the global network. The minimumcost solution consists in all MDs resorting to RPF. In thiscase macroscopic access, transit and route selection policiesare complied with. On the other hand, support formicroscopic policies like shortest path and QoS can only beprovided if no asymmetric conditions exist. This can besecured in an MD by either installing genuine CFR or byavoiding asymmetries through administrative measures. Ifthe actual multicast transit provided by the MDs isinadequate, in the case of an additive metric, smoothdegrading takes place.The PTMR architecture allows arbitrary granularity of itsMDs, i.e. policy domains. The obvious choice for MDs arethe Administrative Domains. Finer MD granularityfacilitates securing intra-domain symmetry in order toovercome the RPF deficiency. Also, in header routing,congruence between actual source route and the macroscopic(loose) set-up path can thus be improved. However, finerMD granularity increases PTMR overhead and the sourcecongestion correspondingly.PTMR Policy Tree construction adheres to requirementsimposed specifically on multicast traffic. A Policy Tree isspecific to a source and a given multicast group, but notmore. Thus, only those policies can be accommodatedwhose routing criteria for (S,G)-specific multicast packetdistribution can be mapped onto a single spanning tree. Ifthe network is furnished with a flow control concept, policycriteria with wider scope and higher granularity could beaccommodated. Yet the resulting larger number of policytrees would entail increasing complexity and overhead. Onthe other hand it would allow multicast traffic spreading.Comparing PTMR and BGMP. PTMR is a single-layer wide-area multicast routing protocol based on arbitrarymulticast policy domains. Being source-specific, it isburdened by the control expense of receiver-initiated source-originating tree construction and the control trafficcongestion at the source. BGMP on the other hand is aninter-domain multicast routing protocol applied betweenmulticast routing domains. Its main problem is inter-operability with intra-domain MR protocols. For buildingdomain delivery trees, both protocols rely on underlyingrouting potentiality; BGMP consults a multicast-relevantRIB for CFR information and PTMR marks prevailing(policy-compliant) paths. If more than simple inter-domain access and transit policies need to be supported, bothconcepts are dependent on appropriate intra-domain delivery.PTMR requires a priori extensive PTMR functionalitydeployment, expanded from PIM-SM technology, whichbrings substantial basic control expense. BGMP on theother hand allows smooth incremental transition fromexisting technology and resources, i.e. AS-aligned multicastinter-domain routing based on BGP (whose path vectormechanism allows the establishing of come-from paths) andwith selected MR protocols for intra-domain routing. Thus,when only control of simple AS access and transit policiesis required, BGMP’s efficiency is optimal. However, therouting expense is dependent on the extent of divergentpaths. If a richer policy model has to be supported, bothconcepts require a correspondingly elaborate underlyingrouting strata. For BGMP this leads to significantproblems, e.g. with aligning underlying routing layers withmulticast routing and with MD interoperability, and itwould soon exceed the potential of BGP-type routing. For(unlimited) source-specific policy support, BGMP wouldalso have to be appended by a tree switch-over procedure,which would be extremely complex if bidirectional sharedtree delivery is retained. PTMR on the other hand is capableof accommodating any underlying routing protocol,including comprehensive policy routing, i.e. shortest-path,QoS and other source-specific delivery.Appendix:PIM-SM Protocol Synopsis (Brief description of PIM-SM, emphasizing aspectsrelevant for understanding the PTMR extension.)PIM-SM has been introduced as a simple, flexible andscalable architecture, designed to avoid excessive data trafficand routing state explosion in Internet-wide multicasting. Itapplies RPF-joining, with routing information derived fromexisting unicast routing. However, it is independent of itstype (PIM: Protocol Independent Multicast!). [6][16].PIM-SM is based on a group-shared delivery tree whichforwards traffic from all active sources to a specific group,called (*,G) traffic. The root of the group-shared tree iscalled Rendezvous Point (RP). It is targeted by sourceswhich become active. A last-hop router RPF-joins thegroup-shared tree (RP-tree) initially. Upon seeing trafficfrom source S and when the traffic type warrants it, it willswitch to a shortest-path source tree (SPT), which isforwarding (S,G) traffic. According to the PIM-SMprotocol, last-hop routers switching over to the SPT maywait until they have received a minimal number of datapackets from the given source within some given interval.This avoids the overhead of SPT state when small numbersof packets are sent sporadically.Recipients establish their branch of a multicast delivery treeby means of router states which are installed by sending aJoin message hop-by-hop towards the source (or an PR). Arouter hands on a Join message only on its RPF interface,i.e. the interface it would use to send its own traffic to themulticast source (or an RP). In order to prune unwantedbranches from the delivery tree, Prune messages are used.Prune messages are processed analog to Join messages, butthey eliminate router state: If due to a received Prune arouter eliminates an outgoing interface entry and it does notthen have to serve members of the given group anymore,the Prune message is sent on upstream. (On an outgoinginterface to a multi-access network, it must be made surethat no other branch contests the pruning!) Join/Prunemessages are multicast hop-by-hop to the ALL-PIM-ROUTERS group. They contain the address of the targetedupstream neighbor.If a source starts emitting multicast packets, the localelected router (Designated Router, DR) sends them IP-encapsulated to the RP (register phase). The RP then joinstowards the sending source. A last-hop router first joins theRP-tree for the given group, by sending a Join messagetowards the RP. When switching to an SPT, it sends anSPT-join message directly towards the source. Routers onthe way create an (S,G) state. The SPT-join may cross RP-tree branches on its way. Thus, in order to avoid loosing orduplicating packets during the transition phase, the switch-over is only scheduled, by marking the (S,G) entry with aflag. The effective (S,G) states are installed in downstreamsuccession when the scheduled routers see the first datapacket coming down the SPT path. The scheduling flag isthen removed. Routers which actually have to switch theirincoming interface to the SPT initiate a source-specificPrune on the abandoned RP-path. This is achieved byrestricting the (*,G) shared forwarding state in the involvedrouters with a negative entry for source S. Last-hop routerson tree branches below the router which actually joins upthe SPT are forced to this delivery mode too.For maintaining delivery trees, PIM uses Joins for periodicand event-driven state refreshes. In steady state each routersends its parent periodic refreshes to capture state, topologyand membership changes. If a router does not receive Joinmessages for an outgoing interface anymore, it eliminatesthe corresponding entry. On the other hand, if it does notreceive any relevant data packets anymore, it will time-outthe pertinent state. (This type of control is called soft staterefreshing). When a last-hop router with attached activegroup members times out a source-specific state, iteliminates the corresponding negative entry towards the RPagain. If unicast routing changes, routers send a Join on thenew RPF incoming interface and a Prune on the previousone. Join/Prune messages contain aggregated information.A single message contains both a Join and a Prune list,each containing a set of source addresses tagged whethertheir joining/pruning applies to the RP-tree or the SPT.Routers with directly connected group members as well assources have to know an RP for the multicast group. RPsare administratively designated and their identity isdistributed.

AcknowledgmentsThis work was partially supported by Cisco Systems, SanJos� and by Neu-Technikum Buchs (NTB), Switzerland. Iwould like to thank Cisco Systems for inviting me to spenda sabbatical with them and its IOS development team fortheir hospitality and support. Moreover, I would like toextend my thanks to the anonymous referees for commentson an earlier version of this paper. Last but not least, I amgrateful to Mary Baker for the visitor privileges at StanfordUniversity and to Paul Milsom.References [1]Z. Wang, J. Crowcraft. "Quality-of-Service Routingfor Support of Multimedia Applications".IEEE Journal on Selected Areas in Communications,Vol. 14, No. 7. Sept. 1996. [2]R. Braudes, S. Zabele. "Requirements for MulticastProtocols". RFC 1458, May 1993. [3]M. Steenstrup. "An Architecture for Inter-DomainPolicy Routing". RFC 1478, June 1993. [4]D. Estrin, D. Zappala, T. Li, Y. Rekhter. "SourceDemand Routing Protocol: Packet Format and For-warding Specification".Work in progress, March 1995. [5]S. E. Deering. "Multicast Routing in a DatagramInternetwork".Ph.D. Thesis, Stanford University, Dec. 1991. [6]D. Estrin et all. "An Architecture for Wide-AreaMulticast Routing". Proceedings of the ACMSIGCOMM, London, Aug. 1994. [7]D.Meyer. "Some issues for an Inter-domain MulticastRouting Protocol". Work in progress, March 1997. [8]Y. K. Dalal, R. M. Metcalf. "Reverse PathForwarding of Broadcast Packets". Communications ofthe ACM, 21(12):1040-1048, Dec. 1978. [9]L. Wei, D. Estrin. "The trade-offs of Multicast Treesand Algorithms". Proceedings of the 1994 Internat.Conference on Computer Communications andNetworks, San Francisco, Sept. 1994.[10]M. Myjak et all. "Scenarios and Appropriate Protocolsfor Distributed Interactive Simulation".Work in progress, March 1997.[11]D. Cheriton, H. Holbrook. "Single-source Multicast".Work in progress.[12]T. Pusateri. "Distance Vector Multicast RoutingProtocol". Work in progress, Aug. 1997.[13]A. Ballardie. "Core Based Trees (CBT) MulticastRouting Architecture". RFC 2201. Sept. 1997.[14]J. Moy. "Multicast Extensions to OSPF". MOSPF:Analysis and Experience". RFC 1584, March 1994.[15]D. Estrin et all. "Protocol Independent Multicast(PIM): Dense Mode Protocol Specification".Work in progress, Aug. 1997.[16]D. Estrin et all. "Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol Specification".RFC 2117. June 1997.[17]J. Moy. "OSPF Version 2". RFC 1247, July 1991.[18]A. Thyagarajan, S. Deering. "Hierarchical DistanceVector Multicast Routing for the MBone".Proceedings of the ACM SIGCOMM, Cambridge,Mass., Oct. 1995.[19]Y. Rekhter, T. Li, editors. "A Border GatewayProtocol (BGP-4)". RFC 1771, March 1995.[20]V. Paxson "End-to-End Routing Behavior in theInternet". Proceedings of the ACM SIGCOMM,Stanford, CA., 26. Aug. 96[21]D. Thaler. "Interoperability Rules for MulticastRouting Protocols". Work in progress, March 1997.[22]W. Fenner. "Domain-Wide Reports". Work in progress.[23]S. Deering, B. Cain, A. Thyagarajan. "Internet GroupManagement Protocol, Version 3".Work in progress. Dec. 1997[24]T. Bates et all. "Multiprotocol Extensions for BGP-4".RFC 2283. Feb. 98[25]D. Thaler, D. Estrin. D. Meyer "Border GarewayMulticast Protocol (BGMP): Protocol Specification".Work in progress, March 1998.[26]D. Estrin et all. "The Multicast Address Set Claim(MASC) Protocol". Work in progress, Nov. 1997.[27]A. Ballardie, B. Cain, Z. Zhang. " Core based TreeMulticast Border Router Specification".Work in progress, March 1998.[28]M. Sola, M. Ohta, T. Maeno. Scalability of InternetMulticast Protocols". Submitted toINET ’98 Conference. Geneva 23. July 1998.[29]D. D. Clark. "Policy Routing in Internet Protocols".RFC 1102, May 1989.