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ABSTRACT

Non-repudiation allows an exchangedzta betweenwo principals in such a mannénat the
principalscannot subsequentjeny their participation ithe exchange. Current non-repudiation
schemes, while providing amandatory proof of origin service, generallyprovide only
discretionaryproof of receiptsince it is difficult toenforce the return of theroof of receiptby
the recipient.

In this paper a new scheme fachieving mandatory mutualon-repudiation is proposed,
encompassingoth mandatoryproof of originand mandatorproof of receipt The fundamental

feature of the scheme is that the proofsoafin and receiptare notexchanged untiboth
principals have submitted their digitally signed evidencettastedthird party intermediaryThis
ensureghat if thenon-repudiatiorprotocol is notcompleted, neithegprincipal can gain from the
exchange. An added advantagthat the process of dispute arbitratiomassiderablysimplified

since a small number of rules are required to decide whether an alleged data exchange took place.

Keywords Non-Repudiation, DigitalSignatures, Proof oOrigin, Proof of Receipt,Dispute
Arbitration, Security Protocols, Public-Key Cryptography.

1. INTRODUCTION

Repudiation is the denial by one of the entities involved in a communication of Ipavtrgypated

in all or part of the communication [ISO89]. Non-repudiation is concenmdpreventing such a
denial. With sender non-repudiatidhe originator of a dateaxchange is provided withpaoof of

receipt (POR) which proves that therecipient receivedthe data.Receiver non-repudiation
provides the recipient with@roof of origin(POO) which proves that the originator sent the data.
The proofs of origin and receipbnstitute non-repudiation evidence informatiBnincipals can
exchange evidence information, either through direct peer-to-peer communication or indirectly via
a third-party intermediary (see figure 1).
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Figure 1: Non-Repudiation Service




The correcgeneration of evidence information is crucial to non-repudiation pfdef of origin
must associate thdentity of the originator with thelataexchanged in such a mannbat the
originator cannotleny this association. Likewisthe identity of the recipient is associatedith
the proof of receipt The evidence must beéndeniable and unforgeable. Thgs®perties are
achieved through the use of digital signatures.

A non-repudiation service must provide an arbitration framework for addressing disputes. If a
dispute arises, itmay be possible for the disputing principals to resolve it themselves by
exchanging anaxaminingthe evidence information. If thisloes notsuffice, then amagreed
arbitrator,which istrusted by botlprincipals, is called upon to reach a settlem&he entities
involved in the exchange present evidence to this arbitrator who uses avedtdgffined rules to
decide, based on the evidence submitted, whether or not an exchange took place.

The remainder of this sectidmiefly presents the approach @fisting non-repudiation schemes.
In section 2, we discuske use ofligital signatureswhich are used to generate non-repudiation
evidence information. In section 3, we outlithee key feature ofour method. The third-party
services required fahe operation obur scheme arpresented in section 4. In section 5, gixe
step-by-step details @ur non-repudiatiorprotocol. The dispute arbitration processliscussed

in section 6 and thdecision-making rulesre given. Finally, our conclusionsare presented in
section 7.
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Figure 2 : Simple Non-Repudiation Scheme

1.1 General Approach to the Non-Repudiation Problem

Non-repudiation is sometimdmplemented using a simpleeer-to-peer protocolhereby the
originator sends thmessage along withis signature, thus providintpe recipient withthe proof
of origin for the message anthe recipient, inturn, returns asignedproof of receiptto the
originator (see figur@). Examples of techniques based on this method can be fojBdrin91]
and [Herd95].

Generally,the difficulty with such non-repudiation schemes is in enforcing mandatory evidence
exchanges. From figure 2 above, it is climat therecipient will obtainthe proof of originso that

the sender non-repudiation is a mandatory service. Howeveprdb&of receiptservice is more
difficult to implement [KBN88] and is generally discretionary in nature.



2. DIGITAL SIGNATURES

A non-repudiation service musindeniably associate thedentities of the @mmunicating
principals withthe non-repudiatioevidence information. This is achieved using digital signatures
[DH76]. A digital signature is formed usirige secrekey ofthe signingentity. If thissecret key
hasnot beencompromised, then the signatureurforgeable and undeniable. Verify a digital
signature, the public key of the signing entity is used. In the X.509 recommendation [CCITT88], a
digital signature scheme is defingdich alsoprovides for datantegrity validation. Figure 3
illustrates the generation and validation of the digital signature,@®éntity A for message M.
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Figure 3: Digital Signature Generation and Validation
Signature generation is as follows:

I. A Modification DetectionCode (MDC) is generated for Msing a one-way hashing function
h.
MDC = h(M)

The MDC is a short datitem of standard lengtlvhich is a function othe completanessage
so thatany difference, no mattenow small, betweentwo messages will causdifferent
checksums to be generated.

ii. The signature DSGis obtained by decrypting this MDC with the secret key &f the signer.
DSG, = Do(MDC)

iii. The signed message S then consistthefplaintext message M witthe signature DSG
appended to it.
S=M+ DSG



During signature validatiorthe original MDC isrecovered by encrypting DSGwith the public

key k,. A new MDC' is generated thashing M. ComparinyiDC and MDC' reveals whether or

not the signature is valid. It can be seen that this scheme provides for data integrity. If M is altered
in any way, then the MDC' generated during signature validation will be different from the original
MDC. This indicates that the signed message should be rejected.

2.1 Reliability of Digital Signatures

For thedigital signaturenechanism to function reliablgertain assurances need to be provided in
relation to the goodness of the public/secret key pairs.

I. To verify the digital signature of an entity A, ifsublic key k is required. Iffalse signatures
are to be detected, then it mustgmessible toknow with absolute certainthat k, does, in
fact, belong tothe entity A. CertificategCCITT88] provide such assurance. ¢&rtificate
unforgeably associatése name of a principal with its public key anddigitally signed by the
trustedcertification authority ofthat principal, thusensuringthat thepublic key contained
therein is secure and correct [WC92].

ii. If asecretkey has been compromised, tliea correspondingublic key is ndonger deemed
to be good. In such a case, the certification authority will revoke the certdmati@ningthat
key [GGKL89]. A digital signature formed using a compromised keynad valid and
therefore, a signature verifier must be sure that the public key to be used in the verification has
not been revoked.

iii. A certificate has a limited validity period. A digital signature is only valid if the secret key used
in its generation is irdate. However, a disputean arise in relation to a non-repudiable
exchange after the keys used have expired.ids pointsout, if long-term non-repudiation is
to be achieved, imay benecessary to make use of expired certificates during arbitration
[Linn91]. Therefore, théime of signingmust be known for a piece of evidenoérmation.
Time-stamps are used for this purpose (see section 4.2).

To ensure thabnly good public keysre used, the appropriate certificates should be obtained
from the certification authoritiesmmediately prior to the execution of the non-repudiation
protocol. This provides a signature verifier witlhe most up-to-date revocation status of a
certificate. A certification authority isusted byits principalsnot todistribute revoked oinvalid
certificates.

3. OUR NON-REPUDIATION SCHEME

We propose a non-repudiation schemkich provides for mandatoryroof of origin and
mandatoryproof of receipthrough the use of a trustéurd party intermediarycalledthe Non-
Repudiation Server (NRS). THrasis of this scheme tkat the proofs obrigin and receipt are
not exchanged untiboth principals have submitted their signed evidencéhto NRS.Figure 4
illustrates thetwo phases involved. In phase 1 thie schemethe NRS gathers thevidence
information (proofs oforigin and receipt) in suchwaay that therecipient cannokearnthe proof



of origin and the originator canntgarnthe proof of receipt Whenthe NRS is in possession of
both pieces of evidence, it then distributes thesethi® communicating parties in phase 2.
Therefore, it is mandatory for bognincipals to provide evidence tbhe NRS. Ifthis isnot done,
then neithemprincipal can gain fronthe message transfer. The detailstlo¢ dispute arbitration
procedure for our scheme can be found in section 6.
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Figure 4: Proposed Non-Repudiation Scheme

The main benefit ofour scheme is that dllows for easier enforcement of thproof of receipt
service.Both the originatoand therecipient mustulfil their roles beforeany useful information
is exchanged between them. In additiony schemeallows the use ofvery simple dispute
arbitration rules.

4. TRUSTED THIRD PARTY REQUIREMENTS

Our non-repudiatioservice requires thall communication betweethe originator andecipient
takesplacethrough a trustedhird party intermediary andhat all digitally signed evidence is
accompanied by reliablend trustworthy time-stamps. These requirementssatisfied through
the provision of a non-repudiation serv@MRS) and aime-stamping authorityTSA). Both of
these are trustedntities. Two principals exchanginglatamay not necessarilytrust eachother,
butthey mustboth trust the jasdiction andreliability of the non-repudiation server and timae-
stamping authority. In a higrchicalnetwork environmentthe establishment of suctiust may
require the use of a trust-pathechanism{WC92], whereby an entity is assumed ttast its
parent entitywhich in turn trustsits parent, and son. A trust-path is thusormed from the
originator and recipient to a common authority which is then trusted by both.

4.1 Trusted Third Party Non-Repudiation Server
The proposed non-repudiation scheme depends on a non-repudiation server to co-ordinate the

exchange otthe requiredpieces ofproof information. Thefollowing points can benoted in
relation to the NRS:



I. The NRS is independent of the communicating principals and is trusted by them.

ii. The NRSwill not distribute proofinformation to eitheone of thecommunicating principals
unless it possesses the appropriate proof information for distribution to the other principal.

iii. The NRS receivethe proof of origindirectly fromthe originator ando-operatesith the
recipient to generate thpgoof of receipt

iv. Once the NRSas receiveall required pieces gbroof informationfor both @mmunicating
principals, then it willnot renege ints duty to distribute the appropriat@ormation to each
principal. Therefore, if the NRS has possession of the pramfmation, it is assumetiat the
communicating principals can readily obtain this information.

The role of this NRS is critical to the operation of the non-repudiagorce and we recommend
thatsome additional provisions be made outside scope of the protocspecification to ensure
its feasibility. Contractual agreements should be made betieeprotocol users so thidiey are
legally bound to accept the authority of the NRS. With such agreemeptace it is assumed
that, once the NR8as obtaineall the necessary evidence, usare assumed to be capable of
receiving this evidence frohhe NRS. Such agreements prevent users ftenyingreceipt of
proof information fromthe NRSitself. In this waythe NRS can be seen &ut as an agent for
each of thecommunicating principals. The possild&uctureand content of such contractual
agreements are a question of law andbaygondthe scope ofhis paper. A secongrovision is to
use a statutory authorization to empower the MR&to regulate its role amdsponsibility. This
would mean that the NRS is legally bound to fulfil its duty honestly.

4.2 Trusted Third Party Time-Stamping Authority

One of the features of X.508ublic key certificates ishat they have limited validityperiods.
During a non-repudiatioprotocol execution, nprincipal should makese of a certificatevhich
has expired. However, in the case of a dispute occurring aftealitity period of a certificate, it
may be necessary to make use tife expired certificate for signatuneerification during
arbitration. Therefore, thigme of signingneeds to be known for eaclyitally signed piece of
evidence, to determine whether the corresponding public key was valid at that time.

The time of signing is recorded by appending a time-starntipetevidencenformation. However,
some care is needed here. If te@nmunicating principalare toapply theirown time-stamps,
then there must be some guararntestheir local time referencese accurate and tamper-proof.
For alarge distributed system, it can G#ficult to provide such a guarantee. It is preferable to
make use of a third partyhich istrusted by botltommunicating parties to provideliable time-
stamps. If a message M is to be stamped, it is transmittdee tone-stamping authorityvhich
appends its owrdentifier TSA and the time-stamp and theignsthe entire message. Thee-
stamping authority provides a generic service andotsconcerned with the contents of the
message being stamped. The operation is illustrated in figure 5.



Since, when using such a technigtiggre will be shortdelay between theime of signature
generation and theme at whichthe time-stamp isipplied, it must behe responsibility of the
requesting principal to ensure that its certificate does not expire during the time-stamping process.

Message M
e,
A TSA
Requesting -~ @@ Time-Stamping
entity (M + time + TSA) + DSG, Authority

Figure 5 : A Trusted Third Party Time-Stamping Service

5. A PROTOCOL TO IMPLEMENT OUR NON-REPUDIATION SCHEME

This protocol enables two principals to exchange non-repudiatioproof information,
incorporating mandatomgroof of originand mandatorproof of receipt

5.1 Notation
In the protocol specification given below, the following notation is employed:

The two pieces of evidence information exchanged during a non-repudiable exdrangfee
Proof of Origin(POO) and th&roof of Receip(POR). Their structures are as follows:

POO = [( [typd, A B msp dsgh, TSAl]ts dsgTSA
POR = [( [typ@, B A b POD dsgp, TSAZ}S dsgTSA

where,

typel : field which indicates that this structure is intendedpaeaf of origin
type2 : field which indicates that this structure is intendedpeaf of receipt
A : the distinguishing identifier of the originator

B : the distinguishing identifier of the recipient

TSA : the distinguishing identifier of the time-stamping authority

msg : the message to be exchanged

h(M) : a one-way hashing function applied to message M

[M]dsgX : the digital signature of entity X appended to the message M
tsl, ts2 : the time-stamps

{M1,M2} : the concatenation of messages M1 and M2 without any change to their contents

The remaining notation used in the protocol specification is as follows:



ky : public key of entity X

ky 1 : secret key of entity X

{M}k : encryption/decryption of message M using the key k

nl_NRS, n2_NRS : random nonces generated by the NRS

S - R :{M}: This means that the entity S sends message M to entity R.

5.2 Protocol Steps

The diagram of figure 6 illustratéke interactions between tloemmunicating principals. The
numbers on the transition arcs refer to the protocol steps described below.
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Figure 6 : The Non-Repudiation Protocol

Step 1: A - TSA : {p_po0 }Ksa
Before entering into any communication with the NRS, originator A must first gengyedefeof
origin which includes a valitime-stamp. To this end, A first constructpatial proof of origin
p_poo, which is forwarded to the TSA to have the time stamp appended.

p_poo = [typel, A, B, msg]dsgA

Step 2: TSA - A:{POO }k,

The TSA adds a time-stamp to the received p_poo to form a complete POO.
POO = [p_poo, TSA, ts1]dsgTSA

The POO is sent to A who can verify that the time-stamp is valid.



Step 3: A -~ NRS:{"N_R_req"}
The originator initiates communication withe NRS bysending a message requesting a non-
repudiable data transfer.

Step 4: NRS - A:{nl1_NRS }k,
The NRS sends ehallenge noncal_NRS to A. Since A will requirthe use of k* to recover
this nonce, only the authentic A will be able to discover its value.

Step 5: A - NRS:{[n1_NRS, POO, p_por]dsgA }krs
Originator A formulates a message incorporatitng challenge response nl_NRSwhich
guarantees to the NRS that the message is not a replay, the corud¢tef originand apartial
proof of receipp_por which is defined as follows:

p_por = {type2, B, Ah(POO)}
While it would be possibléor the NRSitself to constructthis p_por from theeceivedPOO, the
originator provides it here so as to minimise computation on the part of the NRS.

Step 6: NRS - B : {[n2_NRS, p_por]dsgNRS }k
The NRSinitiates the proof of receiptgeneration by forwarding thp_por along with the
challenge nonce to the recipient.

Step 7: B - TSA: {s_p_por }kiga
B signsthe receivedp_porwith his secretkey k-t to form thesigned partial proof of receipt
S_p_por as follows:
S_p_por = [type2, B, AR(POO)]dsgB
This s_p_por is then sent to the TSA to have a time-stamp appended.

Step 8: TSA - B: { POR}Kg

The TSA appends a time-stamp to the received data, thus forming a complete POR.
POR =[s_p_por, TSA, ts2]dsgTSA

This is then returned to B who can verify that the time-stamp is valid.

Step 9: B - NRS:{[n2_NRS, POR]dsgB }kgrs
B now returns the complete POR to the NRS along witltltalenge nonca2_NRS. The NRS
can verify that the POR received is valid and is not a replay.

Step 10: NRS - B : { POO }kg
The NRS stores a copy of the P@RJ POO for later use. The POO is sent torélegient who
can examine the data contained therein.

Step 11: NRS - A: {POR }k,
The NRS sends the POR to the originator.



6. HANDLING DISPUTES IN OUR NON-REPUDIATION SCHEME

If a dispute arises in relation to a non-repudiatd¢aexchange, an agreed arbitratehich is

trusted by bottprincipalsmay becalled upon to resolvie. The entitiesnvolved inthe exchange

present evidence to this arbitrator who makes use of arbitration rules to reach a decision regarding
the exchange. Three entitiegy submit evidence the NRS, the originator and the recipient. The
arbitrator'sdecision-making rules must allof@r the submission of any combination of evidence

by these three entities. In reaching a decision, the arbitrator will deem that a data exchange did not
take place in the absence of sufficient evidence to prove otherwise.

The decision-making rules are as follows:

I. If originator knows PORthen this isproof that therecipient receivedhe data, i.e. the data
exchange did take place

ii. If recipient knowsPOO,then this isproof that the originatodid sendthe datawhich the
recipient now possesses, i.e. the data exchange did take place

iii. If NRS knows PORthen this isproof that the protocol deast successfullgompleted step
9, by which stage, the data exchange is deemed to have taken place

iv. If NRS knows POOthen this isproof that the protocol déast successfullgompleted step
5, by which stage, the data exchange is not deemed to have taken place

Using these four rules, it ipossible to reach a decision regardany claimed non-repudiable
exchangeFor instance, if the originatssubmits aPOR, then regardless of whetlay of the
otherentities submit evidencéhe arbitrator knows that trexchangeook place. Table 1 shows
the different possibilities of evidence submission éimeldecisions which follow fronthem. The
symbol X' indicates a "don't carestate. Thdirst threerows of this tableare directly obtained
from rules i, ii andii above. For each of these casegdence submitted by jusine of the
participating parties isufficient toprove that theexchangdook place. The lastow isbased on
the fact that thesubmission othe POO by the NRS does not prove a datehange (rule iv).
Therefore, if no evidence is submitted by ttkerparticipants, then the arbitrator must conclude
that the data exchange did not take place.

NRS Submits Originator Recipient | Data Exchange
POO POR| Submits POR| Submits POO Took Place
X YES X X YES
X X YES X YES
X X X YES YES
X NO NO NO NO

Table 1: Criteria for deciding Dispute Arbitration Rules



7. CONCLUSIONS

We have proposed a solution fzhieving a non-repudiabtiata transfeservice which provides
for mandatoryproof of originand mandatorproof of receipt

Our service makes use pliblic-key cryptography and dependent on a number of assumptions.
We believethat all assumptions aristifiable. Perhaps the mostucial feature othe scheme is
the heavy dependency ote trust in thenon-repudiation server. However, soradditional
provisions such as contractual agreements betiWeensers or a statutory authorization for the
NRS can justify this dependency.

The actual non-repudiable exchange is realisednbgins of a communicatigorotocol which
involvesthe originator of the data, the NR&d therecipient ofthe data. We have presented the
dispute arbitration rules which apply to tpitocol. These rules are based solely ondhiglence
submitted to the arbitrator by the various parties involved.

One of the features afur technique ishat fact thattcommunication between end users is not
peer-to-peer but rather, takes place via a centralised third party intermé&diargecessitates the
use of additionaimechanisméor establishingrust insuch an intermediary such e formation

of trust-paths. In addition, the practical applicationth& non-repudiatioservice is limited by the
legal environment whichgoverns it. In a world-widecommunications environmentggal
jurisdictions vary andhe trustissues associated with non-repudiation become more complex.
Therefore, it is envisagethat primary scope ofapplication forthe non-repudiatiorservice is
within domains which fall under a single legal jurisdiction.

The binding nature of non-repudiatioevidence necessitatése use offormal techniques to
ensure that theon-repudiatiorprotocol isfree fromerrors orsecurity defects. A formadroof of
correctness for our protocol can be found in [CS95].
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