To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 1 �Internet Mobility 4x4Stuart Cheshire and Mary BakerComputer Science Department, Stanford UniversityStanford, California 94305, USA{cheshire,mgbaker}@cs.stanford.eduAbstractMobile IP protocols allow mobile hosts to send and receive packetsaddressed with their home network IP address, regardless of the IPaddress of their current point of attachment in the Internet.While some recent work in Mobile IP focuses on a couple ofspecific routing optimizations for sending packets to and frommobile hosts [Joh96] [Mon96], we show that a variety of differentoptimizations are appropriate in different circumstances. The bestchoice, which may vary on a connection-by-connection or even ona packet-by-packet basis, depends on three factors: the characteris-tics the protocol should optimize, the permissiveness of the net-works over which the packets travel, and the level of mobile-awareness of the hosts with which the mobile host corresponds.Of the sixteen possible routing choices that we identify, we de-scribe the seven that are most useful and discuss their benefits andlimitations. These optimizations range from the most costly, whichprovides completely transparent mobility in all networks, to themost economical, which does not attempt to conceal locationinformation. In particular, hosts should retain the option to com-municate conventionally without using Mobile IP wheneverappropriate.Further, we show that all optimizations can be described using a4x4 grid of packet characteristics. This makes it easier for a mobilehost, through a series of tests, to determine which of the currentlyavailable optimizations is the best to use for any given correspon-dent host.1. IntroductionThe increasing number of portable computers, combinedwith the growth of wireless services, makes supporting In-ternet mobility important. Mobile hosts need to switchbetween networks in different administrative domains asthey move around the network, and they need to switchbetween different types of networks (cellular telephone,packet radio, Ethernet, etc.) to achieve the best possibleconnectivity wherever they are located.We believe that IP is the correct layer at which to implementbasic mobility support, rather than lower or higher layers.The problem with link layer solutions is that they arelimited to a single medium. For example, one of the currentways of providing mobile Internet access is to use a cellulartelephone and modem to dial into a central PPP [RFC1661]server. While this method provides connectivity (albeit at acost of about 40¢ per minute), it is limited to a single tech-nology � cellular telephony. Since its inception in the early1970s, one of the most important guiding principles of theInternet has been to seek general-purpose solutions thatwork for all network technologies, not special-purposehardware-specific solutions [Cer74]. Similarly, mobilitysolutions that require widespread changes at layers aboveIP would be highly impractical.The challenge for supporting mobility at the IP layer ishandling address changes. Even if the IP address of amobile host�s network interface changes when it movesfrom one network to another, the mobile host should be ableto continue corresponding with other machines in theInternet. Most mobile IP protocols [Bla94] [Gup96] [Hag93][Ioa93] [Myl93] [Per94] [Per96a] [Tas94] [Ter94] address thisproblem by allowing a mobile host to use its home networkIP address no matter where it currently resides. Of theseprotocols, the protocol specified by the Internet EngineeringTask Force (IETF) [Per96a] has become the most popular. Itis simple, compatible with existing applications and hosts,and places no special burdens on normal IP routers in theInternet.When trying to implement the IETF protocol, however, weran into several problems that led us to conclude that onesize does not fit all. There are at least two areas warrantingfurther investigation. Firstly, the basic protocol does notwork in some security-conscious networks. Secondly, theroute used for packets from other hosts to the mobile host isnot the most efficient. We believe that different optimiza-tions are appropriate in different circumstances. Forinstance, a mobile host corresponding with a host that isphysically connected to the same Ethernet segment shouldnot require every packet to travel via its home agent.Choosing the best way to send packets depends upon whatcharacteristics should be optimized, the permissiveness ofthe networks through which the packets must travel, andwhether or not the correspondent hosts have any awarenessof mobility. The best choice may even vary on a packet-by-packet basis.Permission to make digital/hard copies of all or part of this material with-out fee is granted provided that the copies are not made or distributedfor profit or commercial advantage, the ACM copyright/server notice,the title of the publication and its date appear, and notice is given thatcopyright is by permission of the Association for Computing Machinery,Inc. (ACM). To copy otherwise, to republish, to post on servers or toredistribute to lists, requires prior specific permission and/or a fee.SIGCOMM �96 - Stanford, California, USA, August 1996' 1996 ACM

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 2 �In the next section we briefly outline our Mobile IP protocol,which is based strongly on the Draft IETF Mobile IPproposal (soon to become an official RFC). In Section 3 welist our optimization goals and give examples of some of thedifficulties we faced in trying to achieve them.We then show how to implement the desired optimizationsand describe the circumstances in which each is suitable.Section 4 describes the four ways that a mobile host cansend packets to a correspondent host, and Section 5 de-scribes the four ways that a correspondent host can sendpackets to a mobile host. We then describe in Section 6 howthese two different choices influence each other. The choicesare not completely independent, and the capabilities of thecorrespondent host constrain which combinations are appli-cable for the mobile host to use. In any particular situation, amobile host should choose the best alternative that is avail-able to it.In Section 7 we give the current status of our implementa-tion and propose some future work.Although this paper assumes that a mobile host is commu-nicating with a conventional non-mobile correspondenthost, the same techniques and optimizations apply equallywell if both hosts are mobile.2. Basic Mobile IPThe goal of Mobile IP is to allow a mobile host to send andreceive packets addressed with its home IP address regard-less of its current point of attachment to the Internet, and tomaintain communication associations (such as TCP connec-tions) even if the point of attachment changes during theirlifetime. Users should not have to restart their applicationswhenever they change location, especially applications suchas remote logins that build up significant state at the remoteendpoint. It is important to note that computers do not needto be turned on continuously in order to maintain quiescentTCP connections; putting a laptop computer to sleep whilemoving it from place to place does not necessarily breakconnections. On our laptop computers running Linux wefrequently have idle telnet connections that are preservedfor hours, and sometimes even for days or weeks, while thelaptop computer is sitting unused in �sleep� mode.In order to meet these goals of location transparency andconnection durability, each mobile host has a permanenthome IP address that does not change. This unchangingaddress enables conventional Internet hosts, which areunaware of mobility issues, to communicate with the mobilehost. If the address changed each time the mobile hostchanged its point of connection to the Internet, then ourrequirement of connection durability would not be met,because TCP connections to other Internet hosts wouldbreak every time the mobile host moved.When the mobile host is at home, it sends and receivespackets using its home IP address and functions like anormal non-mobile Internet host.When it is away from home, the mobile host obtains atemporary �guest� connection to the Internet at the site it isvisiting. This connection may be obtained by connecting toan Ethernet segment and asking a friendly network admin-istrator to assign an IP address to the visiting host; it may beobtained by connecting to an Ethernet segment and havingan address assigned automatically by DHCP [RFC1541], orthe connection may be obtained via communication with anIETF �foreign agent� that has been placed on the networkexpressly for the purpose of supporting visiting mobilehosts.After the mobile host has connected to the visited network(directly, or via a foreign agent), it registers its new locationwith its home agent. The home agent is a machine on themobile host�s home network that acts as a proxy on behalfof the mobile host for the duration of its absence. The homeagent uses gratuitous proxy ARP [RFC1027] to capture all IPpackets addressed to the mobile host. When packets ad-dressed to the mobile host arrive on its home network, thehome agent intercepts them and uses encapsulation (oftencalled �tunneling�) to forward them to the mobile host�scurrent location, as shown in Figure 1.If the mobile host moves again to a different point ofattachment on the Internet, then it must again inform itshome agent of its new location. During this transitionperiod it may be possible to lose packets, but higher-levelInternet protocols are already responsible for mechanismsto ensure reliable packet delivery where required, so it is notnecessary to duplicate this functionality within Mobile IP.As shown in Figure 1, delivering packets in the oppositedirection, from the mobile host to the correspondent host, issimpler. The mobile host transmits its packets into theInternet, addressed directly to the correspondent host.Because the source address in the packets is the mobilehost�s permanent home source address, when the corre-spondent host replies to those packets, the replies will find

HACH MH

Figure 1. Basic Mobile IP.This figure shows communication involving a mobilehost (MH) away from its home network, its homeagent (HA) and a correspondent host (CH). In thesefigures, squares represent Internet hosts, clouds repre-sent administrative network domains, thin arrowsrepresent normal IP packets being sent from one hostto another, and thick arrows represent IP packets thatcarry an encapsulated IP packet. Here, the administra-tive domain represented by the cloud is the mobilehost�s home domain.

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 3 �the mobile host even if it moves; all replies will travel indi-rectly via the home agent. The latency and availablebandwidth over the two different paths may be significantlydifferent, but this is not unusual for IP. The IP specificationmakes no promises about the path that packets will take,and much of the current Internet backbone already routespackets going in different directions over different paths[Par96].The IETF Mobile IP proposal says that mobile hosts mayconnect directly to the visited network or indirectly via a�foreign agent�. When connecting via a foreign agent, thehome agent tunnels packets to this foreign agent, whichdecapsulates them and delivers the enclosed packet to themobile host.Our implementation of the protocol emphasizes self-suffi-ciency for mobile hosts. They connect directly to the Internetand operate independently without requiring a foreignagent. It is impractical for mobile hosts to assume thatforeign agent services will be available everywhere. Fortu-nately it is not difficult for mobile hosts to provide theirown mobility support in the absence of foreign agents[Bak96]. Foreign agents may be able to provide useful serv-ices to mobile hosts, but they also restrict the freedom of themobile host to choose from the full range of possibleoptimizations.The most important of these optimizations, which foreignagents prevent, is the freedom to forgo the services ofMobile IP for communications that do not need them. A lotof work has been done to make protocols client-originatedwherever possible. The trend towards using POP [RFC1725]to retrieve electronic mail is one such example. Mobile IPmakes it possible to send packets addressed to a mobile hostwithout knowing its current location and to be able to set updurable connections. These are important facilities, but theyshould not be provided at the expense of the ability tooperate with the efficiency of a normal Internet host.Some researchers [Tas94] have proposed a different ap-proach to the mobility problem, by assigning a new uniquepermanent identifier to every host on the Internet. Theypropose rewriting transport protocols like TCP to identifyconnection endpoints using this new identifier instead ofthe location-dependent IP address. While this may appearto result in a more �elegant� solution, it offers no real bene-fits over the more pragmatic solution proposed by the IETF.The information contained in this hypothetical enlargedTCP header with its unique endpoint identifiers is semanti-cally identical to the information contained in the IETF�sencapsulated IP and TCP headers taken together. Althoughadding an encapsulated IP header to the packet consumesslightly more space than a redesigned TCP header might,this overhead can be minimized by use of Generic RoutingEncapsulation [RFC1702] or Minimal Encapsulation [Per95].In addition, there is no need to invent a new namespacewhen the existing IP address namespace is already wellunderstood, and we already have established mechanismsfor allocating, assigning, and managing unique identifiers inthat namespace.3. Project GoalsIn this section we describe the areas for optimization andimprovement over the basic Mobile IP protocol, and theconstraints to which we must adhere. The purpose of theoptimizations is to achieve efficient delivery of packets, interms of their size and the path they take through the net-work. These factors affect the delivery latency and the loadon the shared resources in the Internet. There are two con-straints. The first is that we may not assume any specialsupport from routers, except for normal IP routing. Thisconstraint is motivated by the end-to-end argument [Sal84],which states that we should not burden the network withfunctions that can be performed equally well, or better, atthe endpoints. The second constraint is that packets becorrectly deliverable to their destination: the choice of feasi-ble optimizations is constrained by the permissiveness ofthe networks over which the packets travel and the level ofmobility awareness of the correspondent host. (The term�correctly deliverable� is used in the normal context of a�best-effort� datagram network, meaning that with highprobability packets are successfully delivered. Existingcauses of packet loss still exist, even when using Mobile IP.)3.1 Ensure DeliverabilityAn important goal is that all Mobile IP systems be able towork correctly in the current Internet and interoperatecorrectly with current hosts, but there are situations whereeven the IETF Mobile IP solution fails. For security or policyreasons, many networks will not deliver packets which aresent the way the IETF specification describes.In most networks, the packets from the mobile host willnever reach the correspondent host, for the reason illus-trated in Figure 2. When the packet arrives at the boundary

HA CH MH

Figure 2. Problem with Source Address FilteringThe home agent encapsulates the correspondent host�s packetsand correctly forwards them to the mobile host. Unfortu-nately, the mobile host�s replies are discarded by a security-conscious boundary router and never reach the correspondenthost to which they are addressed.

Figure 3. Bi-directional TunnelingBy tunneling all of its packets via the home agent, the mobilehost avoids their being discarded by the routers at the bound-ary of its home domain.

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 4 �of the home institution, the boundary router will see apacket coming from outside the home network, with asource address claiming that the packet originates from amachine inside the home network. Most network adminis-trators, concerned about security, will configure boundaryrouters to drop such packets. Many network services,including the majority of NFS servers, determine whether ornot they can safely trust the host sending the packet solelybased on the source address of the packet. If we allowmachines outside our network to send in packets with sourceaddresses claiming to originate from trusted machineswithin our network, we effectively allow any machine on theInternet to impersonate any machine in our organization.Although in most cases replies will not get back to themachine originating the attack, many kinds of attack can beperformed without needing to see any replies.Another reason that packets sent by the mobile host mightbe discarded is that most end-user networks have a policyforbidding transit traffic. (Transit traffic is traffic passingthrough an intermediate network on the way to its finaldestination.) Some network administrators enforce thispolicy by configuring routers to discard packets with sourceaddresses that appear to be invalid. Most traffic on theInternet backbone is transit traffic, but tail circuits, such as a100Base-T connection to a desktop computer, are typicallynot expected to carry transit traffic. Packets appearing onsuch a tail circuit with source addresses belonging to aforeign network normally indicate some inappropriate useof the network, and would be discarded by the router.The solution to these problems, which has also been de-scribed in [Mon96], is shown in Figure 3. By having themobile host encapsulate outgoing packets and send themvia the home agent, the inner packets are protected fromscrutiny by routers. The boundary router only sees packetscoming from a machine at some other institution (themobile host using a temporary care-of address belonging tothat institution) going to a local machine (the home agent).These packets are able to travel through the router, and thehome agent can send the enclosed packets on the local net-work on behalf of the mobile host. This lengthens thedistance that the packets travel but meets the deliverabilityrequirement.Note that it is not just �firewall� routers that will drop thesepackets. Even the most forgiving of boundary routers wouldbe expected to perform the rudimentary source addresschecks described above. Firewall routers usually imposemuch stricter restrictions. In situations where a mobile useris communicating with home services protected by a fire-wall, we anticipate that the firewall itself would be set up toact as the mobile user�s home agent, sitting as it does on theboundary between the untrusted outside world and thetrusted world inside.3.2 Minimize LatencySubject to the constraint that the packet must be successfullydeliverable to the destination, our next goal is to minimizethe distance that it travels through the Internet. Packetsdelivered via the home agent typically travel furtherthrough the Internet than they would if they were deliveredby the optimal unicast route. As well as increasing theround-trip delay observed by the communicating parties,this also affects other users by increasing the overall load onthe shared resources of the Internet.In Figures 2 and 3 the extra distance added by indirectdelivery is small compared to the distance that the packetswould travel anyway. Even if the mobile host had beencommunicating directly with the correspondent host, thepackets would still have had to make the long journeyacross the Internet between the two sites.Unfortunately in Figure 4 the extra distance is not small.When they travel indirectly via the home agent, packets sentby the correspondent host travel significantly further than isnecessary. It would be more efficient if a correspondent hostcould discover that the mobile host is nearby, and send thepackets directly to it. A correspondent host that is aware ofmobility issues should be allowed to do this.We and others [Joh96] have approached this problem bydeveloping an optional routing optimization mechanism toavoid the overhead of indirect delivery via the home agent,as shown in Figure 5. A correspondent host with enhancednetworking software can learn the mobile host�s temporarycare-of address, and then perform the encapsulation itself,sending the packet directly to the mobile host. This avoidsthe overhead of indirect delivery.There are several ways that a smart correspondent host canlearn that a host is mobile and learn its current temporarycare-of address. We are implementing two mechanisms. Thefirst is that when the home agent forwards a packet to themobile host, it may also send an ICMP message back to thepacket�s source, informing it of the mobile host�s current

HA CH MH

Figure 4. Behavior when CH is Close to MHThe correspondent host addresses packets to the mobile host�spermanent home address. The Internet naturally delivers thepackets to the mobile host�s home network, where the homeagent encapsulates them and sends them to the mobile host.Outgoing packets from the mobile host are delivered in thenormal fashion, directly to the correspondent host.

Figure 5. A Smart Correspondent Host.The correspondent host knows the mobile host�s temporarycare-of address, so it encapsulates the packet itself and sends itdirectly.

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 5 �temporary care-of address. The second is an extension to theDomain Name Service [RFC1034], similar to the current MXrecords which provide alternative addresses for mail deliv-ery [RFC974]. A mobile host that is away from home, butnot currently changing location frequently, could register itscare-of address with the extended DNS service. When asmart correspondent looks up a host name and sees that ithas a temporary address record in addition to the normalpermanent address record, it then knows that it has theoption to send packets directly to that temporary address.It has also been proposed [Per96b] that support for routeoptimization should be included in the base IPv6 specifica-tion [RFC1883] for all IPv6 hosts.3.3 Minimize SizeIn addition to the overhead that indirect delivery adds, en-capsulation also adds overhead by increasing the size of thepackets. Encapsulation typically adds 20 bytes to the size ofthe packet in IPv4, and more in IPv6. If the addition of theextra 20 bytes makes the packet exceed the IP maximumtransmission unit (MTU) for a particular link, then thepacket will be fragmented, doubling the packet count. Toavoid this overhead, we should avoid encapsulation whenpossible.4. Outgoing PacketsIn this section we look at how to achieve our previouslydescribed optimization goals for outgoing packets from themobile host. Although we could use loose source routing,this achieves little that can�t be done equally well using anencapsulating header [Per96c]. Current IP routers typicallyhandle packets with options much more slowly than theyhandle normal unadorned IP packets. In IPv6, sourcerouting is performed exclusively using routing headers,which is equivalent to encapsulation.Other than loose source routing the only way to influencethe path that the packets take through the Internet is by thechoice of source and destination addresses in the IP header.If we choose to encapsulate the packet, then we also havethe freedom to choose the source and destination addressesin the encapsulating IP packet.If we choose not to encapsulate IP packets, then the mobilehost sends out normal IP packets exactly as a conventionalnon-mobile host does. The source address of such a packetidentifies the entity with which the correspondent host iscommunicating. If the mobile host uses its home IP addressas the source address, then its mobility remains transparentto the correspondent host. As described in Section 3.1, somenetworks will discard such packets if they are sent directlyto the correspondent host. If the mobile host instead uses itstemporary care-of address, then the packets will not bediscarded by the network, but transparent mobility is lostand TCP connections will be unceremoniously broken whenthe mobile host moves. Both of these addressing techniquesare appropriate in some situations and not in others.To achieve transparent mobility and successful delivery insecurity conscious networks, we use encapsulation. Encap-sulation increases the size of the packet, but it has advan-tages. It allows us to use different source addresses in theinner and outer headers. We use the home IP address as thesource address of the inner packet, to preserve locationtransparency. We use the temporary care-of address as thesource address of the outer packet, so that security con-scious routers will not discard it.When using encapsulation, we have to choose which hostwill perform the decapsulation. The most conservativechoice is to send the packets back to the home agent fordecapsulation and subsequent delivery to the correspondenthost. We know that we can rely on our own home agent toperform decapsulation for us, but the packets may travelsignificantly further through the network than is necessary.The most aggressive choice is to send the packets directly tothe correspondent host. This avoids indirect delivery via thehome agent but can only be used if the correspondent hostis able to process encapsulated packets. As before, both ofthese techniques have situations where they areappropriate, and situations where they are not.Figures 6 and 7 show the choices the mobile host mustmake. For packets sent unencapsulated, it has a choice oftwo possible source addresses for the packet: the permanenthome address or the temporary care-of address. For packetssent encapsulated, it must decide whether to send theencapsulating packet to its home agent or directly to thecorrespondent host. Below we summarize these four deliv-ery choices available to the mobile host and give examplesof situations where each is useful. In our notation �S� de-notes the source address, and �D� denotes the destinationaddress. In the cases where the packet is encapsulated, �s�and �d� denote the source and destination addresses in theencapsulating (outer) header.Out-IE: Outgoing, Indirect, Encapsulated(Conservative mode)s= From temporary care-of addressd= To home agentS= From permanent home addressD= To correspondent hostAdvantages: 1. Avoids the risk of an intervening routerdiscarding the packet because it appears to have an invalidsource address for the network from which it originates.2.˚The correspondent host is unaware that the packet origi-nated on a mobile host, and needs no special software toreceive the packet.Disadvantages: 1. Indirect delivery. 2. Encapsulation over-head.Motivation: All mobile hosts must support tunnelingthrough the home agent, since this is the only method thatcan be relied upon to work in all situations. For example, amobile host in a network with source address filtering,communicating with a correspondent host that is not mo-bile-aware, has no choice but to use Out-IE.Privacy concerns provide another motivation for tunnelingthrough the home agent. In some situations, mobile usersmay not wish to reveal their current location to the corre-

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 6 �spondent host. In these cases, sending all outgoing packetsindirectly via the home agent may be the method the userwants, even when other more efficient alternatives are alsoavailable.Out-DE: Outgoing, Direct, Encapsulated(Decapsulation-capable correspondent host)s= From temporary care-of addressd= To correspondent hostS= From permanent home addressD= To correspondent hostAdvantages: 1. Direct delivery. 2. Avoids the risk of anintervening router discarding the packet because it appearsto have an invalid source address for the network fromwhich it originates.Disadvantages: 1. Encapsulation overhead. 2. The corre-spondent host must have the capability of decapsulatingencapsulated IP packets.Motivation: Out-DE is the best choice for a mobile host in anetwork with source address filtering, communicating witha correspondent host that is able to process encapsulatedpackets.Out-DH: Outgoing, Direct, Home Address(No source address filtering)S= From permanent home addressD= To correspondent hostAdvantages: 1. Direct delivery. 2. No encapsulation over-head. 3. The correspondent host is unaware that the packetoriginated on a mobile host, and it needs no special softwareto receive the packet.Disadvantages: 1. An intervening router may discard thepacket because it appears to have an invalid source addressfor the network from which it originates.Motivation: Out-DH is the best choice when none of therouters on the path from the mobile host to the correspon-dent host performs source address filtering.Out-DT: Outgoing, Direct, Temporary Address(No Mobile IP)S= From temporary care-of addressD= To correspondent hostAdvantages: 1. Direct delivery. 2. No encapsulation over-head. 3. Avoids the risk of an intervening router discardingthe packet because it appears to have an invalid sourceaddress for the network from which it originates.Disadvantages: 1. The permanent home address is not usedat all. Hence, packets sent this way forgo the benefits ofMobile IP � if the mobile host moves to a new location thenreply packets addressed to the old temporary address willbe lost.Motivation: Out-DT is the best choice when transparentmobility is not required. For example, HTTP connections arefrequently very short lived, and if the host does moveduring the brief life of the connection, causing it to break,the user has the option of clicking the Web browser�s�reload� button. In many cases the user may prefer the smallrisk of an occasional incomplete image, rather than the largecost of slowing down all Web browsing with the overheadof using Mobile IP for every connection. Connectionlessdatagram transactions, such as DNS name lookups, mayalso be usefully performed this way.5. Incoming PacketsIn this section we look at how to achieve our previouslydescribed optimization goals for incoming packets sent toS = MH or COAD = CHPayload�Figure 6. Outgoing Packet Sent UnencapsulatedThe source address (shaded) may be either the mobilehost�s permanent home address (MH) or its temporarycare-of address (COA). The destination address (D) is theaddress of the correspondent host (CH).s = COAd = HA or CHS = MHD = CHPayload�Figure 7. Outgoing Packet Sent EncapsulatedFor the inner (encapsulated) packet, the source address (S)is the mobile host�s permanent home address (MH), andthe destination address (D) is the address of the corre-spondent host (CH). For the outer packet, the sourceaddress (s) is always the mobile host�s temporary care-ofaddress (COA), but the destination address (shaded) iseither the address of the home agent (HA), or the addressof the correspondent host (CH), depending on which hostis to decapsulate the packet.

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 7 �the mobile host from a correspondent host. Normally, pack-ets sent by a correspondent host will be straightforward IPpackets addressed to the mobile host�s permanent homeaddress, since today�s correspondent hosts run conventionalIP networking software that is unaware of mobility issues.However, over time, hosts will be enhanced so that theirnetworking software is aware of mobility issues. As withthe mobile host, the only way a correspondent host caninfluence the path that the packets take through the Internetis through its choice of source and destination addresses inthe IP header. If it chooses to encapsulate the packet, then italso has freedom to choose the source and destinationaddresses in the encapsulating IP packet.The destination address identifies the entity with which thecorrespondent host is communicating. If the correspondenthost uses the mobile host�s home IP address as the destina-tion address, then the packets will be successfully deliver-able regardless of where in the Internet the mobile host isconnected, but they may not travel by the most efficientroute. If the correspondent host instead uses the mobilehost�s current temporary care-of address, then the packetswill be delivered efficiently, but transparent mobility is lostand TCP connections will be broken without warning whenthe mobile host moves. Both of these addressing techniqueshave situations where they are appropriate and situationswhere they are not.To achieve transparent mobility and efficient delivery, weuse encapsulation. Encapsulation increases the size of thepacket, but it allows us to use different destination ad-dresses in the inner and outer headers. We use the home IPaddress as the destination address of the inner packet, topreserve location transparency, and we use the temporarycare-of address as the destination address of the outerpacket, so that it will be routed directly to the destination.When both the mobile host and the correspondent host arephysically connected to the same link-layer network seg-ment, there is a better alternative than any of the threechoices listed above. In this situation, the IP packet need notpass through any Internet routers at all. It can be delivereddirectly to the mobile host in a link-layer packet, withoutinvoking IP-layer routing mechanisms. In this case, the IPpacket that the correspondent host sends looks exactly thesame as the packet that a host with no mobility awarenesswould send. The only difference is in the link-layer destina-tion to which the packet is addressed.Figures 8 and 9 show the possible kinds of packets that canarrive at the mobile host. For packets sent unencapsulated,directly from the correspondent host, the destinationaddress will either be the temporary care-of address or, inthe special case of two hosts on the same link-layer segment,it may be the home address. For packets sent encapsulated,the source address will depend on whether the packet wasencapsulated at the correspondent host or whether it wasfirst sent to the home network and encapsulated there bythe home agent.Below we summarize the four ways that a correspondenthost can send packets to a mobile host, and give examples ofsituations where each is useful. Note that these four waysare not the same as the four options for outgoing packets,although when the choices for incoming and outgoingpackets are compared, some symmetry does emerge.In-IE: Incoming, Indirect, Encapsulated(Correspondent unaware that host is mobile)S= From Correspondent hostD= To Permanent home addressOn arrival at the home agent, the packet is encapsulated tomake:S = CHD = MH or COAPayload�Figure 8. Incoming Packet Sent UnencapsulatedThe source address (S) is the address of the correspondent host(CH). The destination address (D) may be either the mobilehost�s permanent home address (MH) or its temporary care-ofaddress (COA).s = HA or CHd = COAS = CHD = MHPayload�Figure 9. Incoming Packet Sent EncapsulatedFor the inner (encapsulated) packet, the source address (S)is the address of the correspondent host (CH), and thedestination address (D) is the mobile host�s permanenthome address (MH). For the outer packet, the destinationaddress (d) is the mobile host�s temporary care-of address(COA). When the mobile host receives the packet, thesource address (shaded) may be either the home agent�saddress (HA), or the address of the correspondent host(CH), depending on who performed the encapsulation.

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 8 �s= From home agentd= To temporary care-of addressS= From correspondent hostD= To permanent home addressAdvantages: 1. The correspondent host is unaware of thespecial status of the mobile host, and needs no special soft-ware to send the packet.Disadvantages: 1. Indirect delivery. 2. Encapsulationoverhead.Motivation: All Mobile IP systems must support tunnelingthrough the home agent, since this is the only method thatcan be relied upon to work in all situations. For example,current Internet hosts will simply address packets to themobile-host�s home IP address, so the home agent must bepresent and able to forward those packets to the mobilehost.In-DE: Incoming, Direct, Encapsulated(Mobile-aware correspondent host)s= From correspondent hostd= To temporary care-of addressS= From correspondent hostD= To permanent home addressAdvantages: 1. Direct delivery.Disadvantages: 1. Encapsulation overhead. 2. The corre-spondent host needs to be aware of the special status of themobile host, and needs special software to look up thetemporary address and perform the encapsulation.Motivation: In any situation where the correspondent host ismobile-aware and knows the mobile host�s current care-ofaddress, sending the packets directly is preferable tosending them via the home agent.In-DH: Incoming, Direct, Home Address(Same physical network segment)S= From correspondent hostD= To permanent home addressAdvantages: 1. Direct delivery. 2. No encapsulation over-head.Disadvantages: 1. Only applicable when the correspondenthost and the mobile host are connected to the same networksegment.Motivation: In-DH is the best choice when visiting anotherinstitution and connecting to their network to access data orservices on that network. As well as being a fairly commoncase, the benefit of avoiding communicating through thehome agent can be significant, especially if the visitedinstitution is in Japan and the home agent is at MIT.In another context, this delivery technique is already usedwhen a mobile host operates using a separate foreign agent.The foreign agent uses this delivery technique to deliver thepacket over the final hop to the mobile host.In-DT: Incoming, Direct, Temporary Address(No Mobile IP)S= From correspondent hostD= To temporary care-of addressAdvantages: 1. Direct delivery. 2. No encapsulation over-head.Disadvantages: 1. The permanent home address is not usedat all. Hence, packets sent this way forgo the benefits ofMobile IP � if the mobile host moves to a new location thenpackets addressed to the old temporary address will be lost.Motivation: As described in Section 4, this may be useful forshort-lived connections and short connectionless datagramexchanges. Also, when a mobile host chooses to initiate adirect communication using its temporary care-of address,replies from the correspondent host will implicitly be sentback to that temporary address without it ever being awarethat any mobility issues are involved.6. 4x4 ChoicesThe choices presented in Sections 4 and 5 are not independ-ent. For some communication mechanisms, such asdissemination of information via unreliable multicaststreams, one-way packet delivery may be sufficient. How-ever, the majority of protocols require two-way communi-cation in order to operate. An NFS request requires a re-sponse, and a TCP data segment requires an acknowledge-ment. This means that for any conversation between twohosts, two decisions must be made: How packets from themobile host are to be sent, and how packets to the mobilehost are to be sent. Because these decisions are not inde-pendent, not all of the sixteen possible combinations areuseful.Figure 10 shows the possible combinations. Below wedescribe the useful combinations starting with the first row,which is the most conservative and most location transpar-ent, and ending with the last row, which is the least trans-parent. We then describe why the darkly shaded options inthe fourth row and fourth column are not useful.6.1.1 Row A (Communication with Conventional Corre-spondent Host)The first row of the chart shows combinations that areuseful when the mobile host is communicating with a con-ventional Internet host that is not aware of mobility issues.All packets the correspondent host sends addressed to themobile host�s permanent address will be routed na�vely tothe home agent, hence all incoming packets will be deliv-ered by the indirect, encapsulated method.However, the mobile host still has a choice about how itsends outgoing packets back to the correspondent host:In-IE/Out-IE. The mobile host can send outgoing packets,encapsulated, to the home agent. This is the most conserva-tive approach to Mobile IP. All that is required is for themobile host to be able to send and receive packets from asingle other host on the Internet � its home agent. If itcannot do even this, then it can be reasonably claimed that

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 9 �the mobile host is not in any meaningful sense connected tothe Internet at all.In-IE/Out-DE. The mobile host can send outgoing packetsdirectly to the correspondent host, while still encapsulatingthem to shield the home source address from examinationby routers along the path. For this method to work, the cor-respondent host does not need to be fully mobile-aware, butit does need to be able to decapsulate encapsulated IPpackets. Some operating systems, such as recent versions ofLinux, have this capability built-in. However, automaticdecapsulation is a feature that should be used with caution.Hosts that perform automatic decapsulation lose somedegree of firewall protection � automatic decapsulationmakes it easy to spoof packet source addresses � so auto-matic decapsulation should only be done on hosts that usestrong authentication mechanisms instead of simply trust-ing the packet addresses.In-IE/Out-DH. The most efficient choice for the mobile hostis to send outgoing packets directly to the correspondenthost, unencapsulated. This does not require any specialcapabilities on the part of the correspondent host, but somerouters may discard such packets.6.1.2 Row B (Mobile-Aware Correspondent Host)If the correspondent host is mobile-aware and knows themobile host�s current temporary care-of address, thenchoices from row B become available. The correspondenthost can bypass the step of sending the packet to the homeagent for encapsulation, and instead it can encapsulate thepacket itself and send it directly to the mobile host.The mobile host may choose to reply directly with an en-capsulated packet (In-DE/Out-DE), or to avoid encapsula-tion overhead, it may choose to reply directly with an unen-capsulated packet (In-DE/Out-DH). The first category (In-DE/Out-IE) is also valid, but is unlikely to be used. If thecorrespondent host is able to send packets directly to themobile host, then the mobile host should also send itsreplies directly.6.1.3 Row C (Both Hosts on Same Network Segment)When the correspondent host and the mobile host areconnected to the same network segment, routers need notbe involved with the communication at all. The correspon-dent host can simply generate the IP packet, and then sendit directly to the mobile host, even though na�ve examina-tion of the destination IP address would suggest that it doesnot belong on this network segment.When a mobile host receives a packet this way, it shouldreply the same way, using (In-DH/Out-DH). The first twocategories, (In-DH/Out-IE) and (In-DH/Out-DE), are alsovalid, but are unlikely to be used. If the correspondent hostis able to send packets directly to the mobile host in a singlelink-layer hop, then the mobile host should reply the sameway.Out-IEOutgoingIndirect,EncapsulatedOut-DEOutgoingDirect,EncapsulatedOut-DHOutgoingDirect,Home AddressOut-DTOutgoingDirect,Temp. AddressConventionalCorrespondentHostRow A: In-IEIncomingIndirect,EncapsulatedMost conservative:most reliable,least efficientRequires onlydecapsulation ca-pability of the cor-respondent hostRequires thereto be no security-conscious routerson the path

Mobile-AwareCorrespondentHostRow B: In-DEIncomingDirect,EncapsulatedRequires fullymobile-awarecorrespondenthostRequires thereto be no security-conscious routerson the path

Both Hosts onSame NetworkSegmentRow C: In-DHIncomingDirect,Home AddressRequires bothhosts to be onsame networksegment

ForgoingMobilitySupportRow D: In-DTIncomingDirect,Temp. Address

Most efficient, butforgoes benefits ofMobile IPFigure 10. Internet Mobility 4x4This figure shows useful ways that a mobile host can communicate with a correspondent host. The different rows show routing op-tions for incoming packets to the mobile host, and the different columns show options for outgoing packets from the mobile host. Eachbox lists key attributes of that particular communication mode. Lightly shaded boxes indicate combinations that would work correctlywith current protocols such as TCP, but for other reasons would not normally be used. Darkly shaded boxes indicate combinationsthat would not work correctly with current protocols such as TCP. Note that a single host may have many different conversations inprogress at the same time, choosing for each of them the communication mode that is most appropriate.

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 10 �6.1.4 Row D (Forgoing Mobility Support)We believe that the most important option, and the leastemphasized in the current Mobile IP literature, is thatmobile-aware applications should be able to specify whenthey do not want the services of Mobile IP. They should beallowed to send and receive normal, non-mobile IP packets.The last element of the table (In-DT/Out-DT) represents thisoption. In effect this is the way that most people currentlyconnect their portable computers to the network when theyvisit some other institution. In the absence of Mobile IP,they have no other choice.However, even when a host is capable of using Mobile IP,there are many cases where it might choose not to. Com-municating directly incurs no Mobile IP overhead and canbe used beneficially in some situations without requiringany mobile-awareness on the part of the correspondent host.Some applications may not need to have connectionsmaintained when the mobile host moves, especially if con-nections are short, moves are rare, and the application hasits own higher-level recovery mechanism. A simple exampleis viewing Web pages. HTTP connections are typically veryshort-lived, and if the connection is broken then the Webbrowser handles it by displaying a broken icon in place ofthe missing picture. The user can choose to either accept thebroken icon, or to click the �Reload� button to try again.Our Mobile IP support software itself communicates usingthe temporary address when registering with the homeagent. It has no choice, since until it has registered with thehome agent the other Mobile IP delivery services are notavailable.Another case where applications should be given the optionto bypass Mobile IP services is when using IP multicast[RFC1112]. One of the goals of IP multicast is to reduceunnecessary replication of network traffic. Tunneling multi-cast packets from the home network to the visited networkis therefore a little self-defeating. It would be better if themulticast application were able to join the multicast groupthrough its real physical interface on the current localnetwork, rather than through its virtual interface on itsdistant home network.6.1.5 Inapplicable CombinationsThe other entries in the fourth row and fourth column of the4x4 table (shaded dark grey) are not especially useful. Thechoices in the fourth column denote cases where the mobilehost sends packets using the temporary care-of address, notsimply as the source address of an outer encapsulatingheader, but as the sole means of determining whence thepacket originates. If the mobile host sends packets usingonly its temporary care-of address to identify their source,then the correspondent host would almost certainly reply tothose packets using that same address. The networkingsoftware on the correspondent host would not be expectedto have any way of even knowing that the host it�s commu-nicating with has other addresses.The choices in the fourth row denote cases where the corre-spondent host sends packets addressed to the mobile host�stemporary care-of address. If the mobile host receivespackets addressed to its temporary care-of address, it oughtto reply using that as its source address, or the correspon-dent host will have no way to associate the reply with thepacket that caused it. For these reasons, the use of the tem-porary care-of address for communication in one directioneffectively mandates the use of the same address for thecorresponding return communication. Except in contrivedcircumstances, trying to mix temporary care-of addresseswith permanent addresses as communication endpoints isnot of any use.7. ImplementationWe have implemented our Mobile IP protocol in Linux. Weoverride the IP route lookup routine and replace it with aroutine that consults a mobility policy table before the usualroute table. This allows us to control, on a packet by packetbasis, whether a packet should use Mobile IP, and if sowhich interface to use. For the unencapsulated options, theinterface is a physical interface. If the packet is to be encap-sulated, then the routine directs IP to send the packet to ourvirtual interface, which encapsulates the packet and resub-mits it to IP. This framework allows us to use all of thealternatives that we have described.The choice of source IP address, and whether or not to en-capsulate, needs to be made not only when sending apacket, but also at certain other times. For instance, thisdecision must also be made when TCP decides what ad-dress to use as the endpoint identifier for a TCP connection.Overriding the IP route lookup routine (instead of modify-ing the IP send packet routine) allows us to capture all ofthese crucial decision points automatically, without anyextra special-case work.Having provided the framework that allows us to controlhow packets are sent, we are now experimenting withvarious ways to make the actual decision about whichmethod to use in each case. Below we describe the choices tobe made by the mobile host, and the choices to be made bythe correspondent host. We will be making our softwarefreely available at http://mosquitonet.stanford.edu.7.1 Mobile Host ChoicesFor the mobile host, there are two decisions to make. Thefirst is whether to use the home address or the temporaryaddress. If using the home address, then the second decisionis which of the three home address methods to use.7.1.1 Temporary Address or Home Address?There are two ways to make the decision of whether to usethe home address or the temporary address. One way is fora mobile-aware application to make the decision explicitly,and the other is for the host�s networking software to makethe decision based on heuristics.In our Linux implementation, mobile-aware applicationsindicate their preferences to the networking software bybinding their sockets to specific addresses. If the applicationbinds its socket to the source address of (any of) the ma-

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 11 �chine�s physical interface(s), then the packets sent throughthat socket are sent directly through that interface usingOut-DT, honoring the application�s desired source address.If a socket is not bound to a particular address, or is boundto the host�s permanent home address, then that is taken asan indication that the application is not mobile-aware, andour Mobile IP software should use its heuristics to decidewhich kind of source address to use. One of the heuristicswe are experimenting with for TCP is to make the decisionbased on port numbers. For example, connections to port 80are likely to be HTTP requests and can safely use Out-DT.Similarly, UDP packets addressed to UDP port 53 are likelyto be DNS requests and can also safely use Out-DT.7.1.2 Which Home Address Method to useIf the mobile host has decided to use its permanent homeaddress, then it must decide which of the three home ad-dress methods to use. The mobile host keeps a cache of thecurrently selected delivery method associated with eachtarget IP address. This saves it from having to make the de-cision afresh for every packet and allows it to build up ahistory, for each correspondent host, of which communica-tion methods have proven to be successful and which havenot.One way the mobile host can choose which home addressdelivery method to use is to start with the most conservative(Out-IE), and then over the lifetime of the conversationtentatively try each of the more aggressive options (Out-DEand Out-DH), at each stage being prepared to return to theconservative method if the more aggressive method fails[Fox96]. Unfortunately, this can be wasteful, because inmany cases either one or both of Out-DH and Out-DE willwork fine, and having every conversation start out overlyconservative is wasteful.Another way for the mobile host to choose which homeaddress delivery method to use is to start with the mostaggressive (Out-DH). If this fails it can then try the moreconservative options (Out-DE and then Out-IE) until onesucceeds. Unfortunately, this can also be wasteful becausein some easily identifiable circumstances, such as connect-ing to resources behind a protective gateway at the homeinstitution, Out-DH is known to fail every time.One solution to the question of which delivery method tostart with is to allow the user, as part of the configuration ofa Mobile IP machine, to specify rules stating which ad-dresses Mobile IP should begin using in an optimistic modeand which addresses it should begin using in a pessimisticmode. These rules could be specified similarly to the wayrouting table entries are currently specified, as an addressand a mask value. This would allow a single rule to identify,for example, the entire home network as a region whereOut-IE should always be used.In the discussion above, we tacitly assume that the IP layerhas some way to tell whether delivery is �succeeding� or�failing�, but in current operating systems this information isnot readily available. This is not a new problem. The Eth-ernet Address Resolution Protocol (ARP) Specification[RFC826], written fourteen years ago, mentions the problemof stale ARP cache information. It suggests that when trans-port-level protocol software suspects that packets are notbeing delivered correctly it should indicate this to the lowerlayer software, but it also says that �implementation ofthese is outside the scope of this protocol.� We propose thatthe required behavior could be obtained by a simple addi-tion to the IP programming interface: all IP clients (e.g. TCP)could indicate, for every IP packet they send and receive,whether the packet is an �original� packet or a retransmis-sion. If the IP layer sees repeated retransmissions to a par-ticular address, then this suggests that the currently selecteddelivery method may not be working. Similarly, if the IPlayer sees repeated retransmissions from a particularaddress, then that suggests that acknowledgements are notgetting through, which also indicates that the currentlyselected delivery method is not working. We have not yetimplemented this.7.2 Correspondent Host ChoicesFor the correspondent host, the choices are relativelysimple. If the correspondent host is not mobile-aware then itwill simply send normal IP packets, which means it is usingthe In-IE method. The same is true of a correspondent hostthat is mobile-aware, but is not yet aware that the host withwhich it is communicating is a mobile host.If a mobile-aware correspondent host knows that the hostwith which it is communicating is a mobile host, and itknows the current care-of address, then it can encapsulatethe packets and send them directly to that address. In thiscase it is using the In-DE method.If the correspondent host knows that the mobile host is onthe same Ethernet segment then it should also reply di-rectly, using the In-DH method.Finally, if the mobile host has chosen to initiate communi-cation using its temporary care-of address, then the corre-spondent host, whether or not it is mobile-aware, will nec-essarily reply using that address, which means it is usingthe In-DT method.8. ConclusionsOne size does not fit all. Different situations call for differentsolutions, and our Mobile IP protocol gives mobile hosts thefreedom to use the best solution for each situation. We areable to optimize for latency, packet size and Internetresource utilization. The best choice for each individualpacket or conversation depends on what characteristics theprotocol should optimize, the permissiveness of the net-works over which the packets must travel, and the level ofmobile-awareness of the hosts with which the mobile hostcorresponds.Most communication does not need to use Mobile IP. Webelieve that all hosts should retain the ability to communi-cate using normal IP when that is appropriate. Mobile IPprovides useful services, but these facilities should not beprovided at the expense of losing the ability to operate as anormal Internet host.

To appear in the proceedings of SIGCOMM �96. Made available on the authors� ftp server with permission of the ACM (www.acm.org)� 12 �Nevertheless, with the growing use of mobile computersand wireless networking, it is increasingly important that IPevolve to support mobile connections. Even though telnetconnections may generate much less traffic than Webbrowsing, they are still important, and in a future world ofubiquitous mobile computing it is vital that long-livedconnections be supported as well as short-lived communi-cations.9. AcknowledgementsWe are grateful for the very helpful comments on this paperfrom Armando Fox, Hugh Holbrook, Nick McKeown,Venkat Padmanabhan, Craig Partridge, Charles Perkins,Elliot Poger, Xinhua Zhao, the anonymous SIGCOMMreviewers, and the anonymous student reviewers in CraigPartridge�s Stanford CS341 networking class.We are also very grateful to Jonathan Stone for his contri-butions to the ideas in this paper.This work was supported by an NSF Faculty Career Devel-opment Award, a Robert N. Noyce Family Junior FacultyChair, and the Center for Telecommunications at StanfordUniversity.10. References[Bak96]Mary Baker, Xinhua Zhao, Stuart Cheshire &Jonathan Stone. Supporting Mobility in Mos-quitoNet. 1995 Winter USENIX, January 1996.[Bla94]Trevor Blackwell et al. Secure Short-Cut Routingfor Mobile IP. 1994 Summer USENIX, June 1994.[Cer74]V.G. Cerf and R.E. Kahn. A Protocol for PacketNetwork Interconnection. IEEE Trans. on Com-munications, Vol 22, No. 5, May 1974, pp. 637-648.[Gup96]Vipul Gupta and Abhijit Dixit. The Design andDeployment of a Mobility Supporting Network.To appear in the International Symposium onParallel Architectures, Algorithms, and Net-works, June 1996.[Fox96]Armando Fox, Personal communication, April1996.[Hag93]R. Hager, A. Klemets, G. Maguire, M. Smith, F.Reichert. MINT - A Mobile Internet Router. 43rdIEEE Vehicular Technology Conference, NewJersey, USA, May 93.[Ioa93]John Ioannidis and Gerald Q. Maguire Jr. TheDesign and Implementation of a Mobile In-ternetworking Architecture. 1993 WinterUSENIX, January 1993.[Joh96]David B. Johnson and Charles E. Perkins. RouteOptimization in Mobile IP. draft-ietf-mobileip-optim-04.txt� work in progress, February 1996.[Mon96]G. Montenegro. Bi-directional Tunneling forMobile IP. draft-montenegro-tunneling-00.txt �work in progress, January 1996.[Myl93]Andrew Myles and David Skellern. ComparingFour IP Based Mobile Host Protocols. ComputerNetworks and ISDN Systems, vol. 26, pp. 349-355, 1993. Also Proceedings of 4th JointEuropean Networking Conference, Trondheim,Norway, pp. 191-196, 10-13 May 1993.[Par96]Craig Partridge, CS341, Stanford University,Spring 1996.[Per94]Charles E. Perkins, Andrew Myles, and David B.Johnson. The Internet Mobile Host Protocol(IMHP). Proceedings of INET �94, June 1994.[Per95]Charles E. Perkins. Minimal Encapsulationwithin IP. draft-ietf-mobileip-minenc-01.txt �work in progress, 25 October 1995.[Per96a]Charles E. Perkins. IP Mobility Support. draft-ietf-mobileip-protocol-16.txt � work in progress,22 April 1996.[Per96b]Charles E. Perkins and David B. Johnson. Mo-bility Support in IPv6. draft-ietf-mobileip-ipv6-00.txt � work in progress, 26 January 1996.[Per96c]Charles E. Perkins. IP Encapsulation within IP.draft-ietf-mobileip-ip4inip4-02.txt � work inprogress, May 1996.[RFC826]David C. Plummer. An Ethernet Address Reso-lution Protocol. RFC 826, November 1982.[RFC974]Craig Partridge. Mail Routing and The DomainSystem. RFC 974, January 1986.[RFC1027]Smoot Carl-Mitchell. Using ARP to ImplementTransparent Subnet Gateways. RFC 1027, Octo-ber 1987.[RFC1034]P. Mockapetris. Domain Names � Concepts andFacilities. RFC 1034, November 1987.[RFC1112]S. Deering. Host Extensions for IP Multicasting.RFC 1112, August 1989[RFC1541]Ralph Droms. Dynamic Host ConfigurationProtocol. RFC 1541, October 1993.[RFC1661]William Simpson. The Point-to-Point Protocol(PPP). RFC 1661, July 1994.[RFC1702]Stan Hanks, Tony Li, Dino Farinacci and PaulTraina. Generic Routing Encapsulation over IPv4networks. RFC 1702, October 1994.[RFC1725]John G. Myers and Marshall T. Rose. Post OfficeProtocol - Version 3. RFC 1725, November 1994.[RFC1883]Steve Deering and Bob Hinden. Internet Proto-col, Version 6 (IPv6) Specification. RFC 1883,December 1995.[Sal84]J. H. Saltzer, D. P. Reed and D. D. Clark, End-To-End Arguments in System Design. ACM Trans-actions on Computer Systems, Vol.2, No.4, No-vember 1984, pp. 277-288.[Tas94]Mitchell Tasman. Protocols and Caching Strate-gies in Support of Internetwork Mobility. Ph.DThesis, University of Wisconsin, October 1994.[Ter94]Fumio Teraoka, Keisuke Uehara, Hideki Suna-hara and Jun Murai. VIP: A Protocol ProvidingHost Mobility. Communications of the ACM,August 1994.