Taming Xunet III

Nikos G. Aneroussis, Aurel A. Lazar and Dimitrios E. Pendarakis

Department of Electrical Engineering and Center for Telecommunications Research Columbia University, New York, NY 10027-6699 e-mail: {nikos,aurel,dimitri}@ctr.columbia.edu

Abstract

An architecture for network management and control for emerging wide-area ATM networks is presented. The architecture was implemented on XUNET III, a nationwide ATM network deployed by AT&T. The Xunet network management system is based on the OSI standards and includes configuration, fault and performance management. An OSI agent resides at every switching node. Its capabilities include monitoring of cell level quality of service in real time and estimation of the schedulable region. The complexity and accuracy of real-time monitoring functionalities is investigated. To provide realistic traffic loads, distributed traffic generation systems both at the cell and call level have been implemented. In order to study the trade-off between the network transport and signalling system we have implemented a virtual path signalling capability. Our experiments show that the ability of a network to admit calls is limited by two distinct factors: the capacity of the network and the processing power of the signalling system. Depending on the bandwidth requirement of calls, the limit of one or the other will be first reached. This is a key observation, unique to broadband networks.

1. Introduction

Xunet is one of the five Gigabit testbeds (also known as the BLANCA testbed) sponsored by the Corporation for National Research Initiatives. It has been deployed by AT&T in collaboration with several universities and research laboratories in the United States [FRA92]. Figure 1 shows the topology of the backbone network. Xunet has two principal hardware components: routers and switches. Transmission links between the switches are currently rated at 45 Mbps and are gradually substituted with 622 Mbps optically amplified lines. Each router attaches a local area network to the backbone network. The router, based on a Silicon Graphics workstation, has two interfaces: one to a local FDDI ring; the other through a 200Mbps ATM trunk to the switch (see also Figure 4). A variety of standard network interfaces (TAXI, HiPPI) will be available in the near future. A Silicon Graphics workstation serves as the switch Control Computer at each network node. The Control Computer runs the switch control software that performs signalling, control and fault detection functions. It is connected to an Xunet switch through an Ethernet interface.

Xunet is an ideal broadband networking platform for experimentation, not only for high-bandwidth networked applications, but also for the evaluation of software experiments that will enable the deployment of the emerging ATM networks. For example, Xunet can be used to evaluate algorithms for connection management as well as admission control, scheduling, flow control and buffer management.

In this spirit, we have started two projects that we believe are central to taming the complexity and ensuring the smooth and efficient operation of ATM networks. The first project has the objective of defining a network management architecture for ATM networks and will be described in Section 2. Section 3 presents the second project that aims at developing and evaluating algorithms and software for the efficient utilization of network resources. In Section 4, results of network experiments on the cell and call performance are presented.

The combined work in the two projects allows us to load, monitor, control and evaluate a broadband network that spans the continental United States in a very simple and flexible manner from a single workstation.

2. The Xunet OSI Management System

The summer of 1992 we started, using Xunet as a testbed, the development of a network management system based on the then evolving OSI standards for network management [ANE93]. The challenges were many: Firstly, since Xunet is an ATM network, the design of the management system is fundamentally different from current SNMP-based management systems for IP-based networks. Secondly, little was known at that time on the implementability of the OSI management standards on any given platform, and, in addition, the number of available OSI managed systems was extremely limited.

Columbia Xunet Network Management Center

CMIS/CMIP

Berkeley

LLNL-Sandia

Chicago

Oakland

Madison

Urbana

MurrayHill

OSI Manager

Rutgers

Newark

Exper

Figure 1: The Xunet Topology and Management System

2.1 The OSI Management Model

The OSI management model is a client/server or manager/agent interaction model [ISO88]. According to this model, network entities (either physical, like hardware modules, or logical, like virtual circuits) are mapped into managed objects for monitoring and control purposes. The managed objects are also referred to aslogical objects and the network entities that they represent asreal objects. A Management Agent contains the information about the managed objects in the Management Information Base (MIB). The MIB is an object-oriented database. Managed objects are characterized by a set of attributes that reflect the state of the corresponding real object and behavioral information, that defines the result of management operations on the managed object. A proprietary protocol can be used for linking the state of every real object to its logical counterpart in the MIB. The Manager connects to the agent(s) and performs operations on the objects in the MIB using CMIP (the Common Management Information Protocol). These operations are of synchronous nature, i.e., they are initiated by the manager who, then, waits for a reply from the agent(s). Events of asynchronous nature (notifications) such as hardware faults can be emitted from the agent(s) to the manager using the event reporting primitive of CMIP.

2.2 Goals of the Xunet Management System

We have set the following goals for the management project on Xunet:

1. Identify the structure of the required management system for an ATM network. At the agent side this involves the definition of the structure and behavior of Managed Objects, the Inheritance and Containment Hierarchy, etc. At the manager side this involves the definition of the scope and functionality of management applications, the appropriate user interfaces, etc.

2. Investigate the implementation issues (expandability, fault tolerance, state consistency between the logical and the real objects, methods of communication between them, etc.)

3. Based on the experience with the prototype management system, propose integrated management solutions for emerging ATM networks. At the same time propose a standard MIB structure for management agents, in analogy with the MIB-II standard for Internet MIBs.

From the five functional areas covered by the OSI management model, we have chosen to investigate in depth a configuration, fault and performance management architecture for Xunet (the remaining functional areas being security and accounting management). The fault management architecture enables us to monitor closely all the network switches for hardware faults, such as link level errors, buffer overflows, etc. The objective of the performance management architecture is to maintain and possibly improve the Quality of Service observed by the user at the call level (call setup time, call blocking probability) based on measurements extracted from the network control software. The manager is then able to affect performance of the entire network by controlling the distribution and allocated networking capacity of Virtual Paths (VPs) in the network. Network performance is also observed at the cell level, by computing the bandwidth utilization of virtual circuits and other useful cell-level statistics.

2.3 Implementation

As the basis of our OSI Management system, we have selected the OSIMIS software [KNI91]. OS- IMIS provides an agent that manages the OSI transport layer of a Unix workstation, but can also provide support for more generic management applications. The package also includes a few management applications that retrieve information from the agents using the CMIP protocol. Our implementation expanded the agent with managed objects for Xunet and the management applications to include powerful graphics that depict the operational state of the network and a control interface that facilitates the overall management task.

The management applications typically run at Columbia University, or the AT&T Murray Hill site. TCP/IP sockets are used at the transport layer to connect to the agent at each site. Inside the agents, communication between logical and physical objects is achieved by using a proprietary protocol between the agent and the Xunet switch. For this purpose, we use UDP/IP packets travelling over a local Ethernet. The structure of the system is shown in Figure 2.

2.4 The OSI Agent

The OSI agent contains managed objects for configuration, fault and performance management. The agent consists logically of two major groups of Managed Objects.

2.4.1 Hardware Configuration and Fault Management Group (HCFMG)

For the purpose of configuration and fault management, we have implemented managed object classes for each Xunet hardware module, such as SwitchBoard, QueueModule, etc. Each module is polled at regular time intervals by the agent to detect possible faults. A hardware fault triggers a notification inside the agent, which in turn can generate a CMIS Event Report primitive if the appropriate Event Forwarding Discriminator object has been created by the manager [ISO91b]. Currently, more than 300 different hardware errors can produce an equal number of event reports, something which gives extensive fault monitoring capabilities to the manager. The configuration and state of

Queue Mod 1

Queue Mod 2

SwitchBoard ether

Xunet Switch

SGI Control Computer

Link Controller

VP Admission

Sched Region

Signalling Engine

Contract Region

Admission Controller

Connection Mgmt Software

OSI Agent

MIB

OSIMIS

Line 1

Line 2

OSI Manager

VC1 VC2 VP1

SrcDest 1 Link 2

Workload Monitoring System

VC Create VC Delete VC Reject

VP Create VP Set VP Delete

Switch Configuration Fault Management

Virtual Path Management

Performance Monitoring Network Topology

Figure 2: Structure of the Xunet Management System

Call/Cell Generation

VC Block

Queue Mod 3 Line 3

the hardware modules is obtained from the Xunet switch every 20 seconds. The information is processed internally to update the corresponding managed objects.

The set of the hardware managed objects also gives complete configuration information of every switch. The management applications can display graphically the configuration and indicate the location of every generated event report.

2.4.2 Performance Management Group (PMG)

The PMG consists of a set of managed objects that closely monitor the performance of Xunet both at the cell and at the call level. In our model, one agent is installed at every ATM switch. The agent processes the information about call attempts appearing at the local switch. For each successful call attempt, an object of class VCEntity is created that models the corresponding Virtual Circuit connection (VC). The information is also processed by a set of objects dedicated to performance management at the call level, that measure quantities such as call arrival rates, call blocking probability, call setup time, call holding time, etc. [ISO92]. Call level performance is measured for three different abstractions that jointly give a complete view of network performance. In the first abstraction, the call-level performance is measured for outgoing links from the local switch. Only call requests that have selected this link are used to compute the call level performance statistics. These are stored in an object of class Link. There is one such object instance for each outgoing link from the local switch. Similarly, we measure the call-level performance for each Virtual Path that begins at the local cross connect, by computing the performance properties only for calls that use this VP to reach their destination. The information is stored in an object of class VirtualPath . Finally, if the call request originates from a network interface directly connected to the local-cross connect, an object of class SourceDestination (SD) is used to monitor the performance related properties between two nodes, regardless of the path that calls follow to their destination. SD objects are very useful to the manager for isolating two nodes and observing the call activity between these nodes only. This information is essential for making decisions on the VP distribution policy. In addition to measuring the call-level performance, Link and VirtualPath objects contain general configuration information for the corresponding links and VPs that originate from the current node.

As shown in Figure 2, the OSI agent receives four types of events from the local signalling entity: VC-Create, VC-Delete, VC-Block (when no network resources for the VC are available) and VC- Reject (any other cause), with the appropriate parameters. When a Managed Object of class VCEntityis created inside the MIB (upon a VC-Create event), it is logically related to the appropriateLink, SourceDestination or VirtualPath objects. Every 30 seconds, the Xunet switch is scanned to compute the number of cells transmitted or dropped for each VC. At the same time we use this information to update the total number of cells transmitted or lost on a Link, SourceDestination or VirtualPath based on the relations defined when the VC was created. In this way we can obtain also aggregate cell level statistics. The VC object is removed by a deletion event.

All 4 event types cause the agent to update some internal counters in the corresponding Link/ SourceDestination/VP objects. Additional processing is performed at a regular time interval (usually set to 60 seconds). At that time, the agent calculates the values for the call-level performance related attributes, taking into account only the events that occurred during the past interval. For example, when a VC is created, a counter that registers the call arrivals is incremented. At the end of the 60 second period, the arrival rate is calculated, and the counter is reset to zero. All other attributes are calculated in a similar fashion.

VP management functions are performed by the manager who communicates with the agents through the CMIP interface. When the management application issues an M-Create command with the appropriate parameters, a VP managed object inside the MIB is instantiated, and the Xunet signalling entity is informed to initiate a VP setup procedure. VPs can be subsequently modified by the M-Set command operating on the appropriate object, and deleted with an M-Delete command.

2.5 The OSI Manager

Xunet is currently monitored and controlled through a Motif/X-Toolkit-based application. The same application is used to run controlled call and cell generation experiments. It consists of six tightly interconnected subsystems (Figure 2). Every subsystem contains the appropriate display tools and management interface functions for a specific management task:

1. Switch Configuration: Displays the hardware configuration of the switch using information from the objects of the HCFMG.

2. Fault Management: Receives OSI Event reports from the agents, that are related to hardware problems, and uses the Switch Configuration subsystem’s display functions to inform the manager about the nature and location of the problem.

3. Network Topology: Displays a map of the network, with all switches, links and attached user-network interfaces (also called “Xunet Routers”). The displayed objects can be selected and observed independently. Support is also provided for displaying the route and configuration information of VPs.

4. Virtual Path Management: The manager is able to create and subsequently control Virtual Paths with M-Create and M-Set operations. The VP control task is guided by the observations obtained from the Performance Monitoring system.

5. Performance Monitoring: Collects the information that is provided by the PMG objects in each node and displays it using the functions of the Network Topology subsystem. The information can be either displayed in textual form, or graphically. In the latter case, we use time series plots that are updated in real-time. The plots allow us to observe the performance “history” of the network and the effects of VP management controls.

6. Call and Cell Generation: The Xunet signalling entities contain a call generation facility. A managed object inside the local agent makes it possible to control the call generation parameters in terms of destination nodes, call arrival rate and call holding time on a per traffic class basis. The call generation system can also be linked to the Xunet cell generator (to be described in the following section) for real-time cell generation.

The management application is located at Columbia University and serves as a comprehensive monitoring and control tool for Xunet. Figure 3 shows a capture of the application displaying the call level performance of the network.

3. Infrastructure for Cell Level QOS Monitoring and Control

3.1 The Need for a Cell Generation System

In order to validate and quantify the performance of the network, it is necessary to be able to provide different traffic loads. For example, in order to test the performance of different scheduling algorithms, loads close to the network capacity are necessary. In experimenting with such algorithms, a network developer cannot rely on real traffic loads provided by applications running on the network; not only are these applications independently operated and hence difficult to coordinate, but they are unreliable and, most importantly, not reproducible. Therefore, to avoid these problems we need to generate artificial traffic loads that emulate real application traffic.

Clearly, the effectiveness of this approach depends on the ability to accurately match the characteristics of the traffic to be emulated. In general, artificial traffic is generated according to traffic models that specify parameters such as the interarrival time between successive packets and the size of packets, according to a probability distribution. Typical examples include the Poisson model, commonly assumed for data traffic and the on-off model used for packetized voice traffic [SRI86]. Traffic produced from emerging applications such as video-conferencing, still image servers and real-time video transmission exposes more complex characteristics ([LAZ94], [MEL94]).

Therefore, building a network traffic generator requires meeting two conflicting requirements: implementing traffic models that accurately match real traffic characteristics, while achieving high traffic generation speeds in real-time. The former requires high computational complexity while the later calls for computational simplicity.

Figure 3: The Xunet Management Tool

3.2 Architecture of the Xunet Cell Generator

Figure 4 shows the Xunet router with its two interfaces: one connected to the FDDI ring and one connected to the ATM switch. The ATM interface is based on an AT&T Hobbit-processor and communicates with the host computer over a VME bus; for simplicity it will be called the Hobbit board. As can be seen in this figure, all traffic offered to the backbone network originates either from the workstations on the FDDI ring or from the router host computer.

A natural first choice for generating artificial traffic was to use the processor of the router. However, since the host computer supports a general purpose operating system and since the system clock can be read only through a system call, such an approach cannot guarantee accurate timing. Moreover, experiments reported in [BER93] have shown that the VME bus is a bottleneck in achieving high throughput.

Using the Hobbit board for generating artificial traffic appeared to be an appealing option for several reasons: first, the processor is supplied with a clock readable through Direct Memory Access, that can provide an accurate source of timing for generating interarrival times. Control over timing is simplified by the fact that the board supports no operating system. Second, the board can load directly the network switches while bypassing the higher layers of the protocol stack, without a need for frequent VME bus transfers. Finally, most of the data operations are under software control: programming and modifying the interface software is relatively simple and the memory on the Hobbit board is accessible to both the host computer and the Hobbit processor.

Using the Hobbit board also imposes constraints that are due to the limitations on memory space and lack of floating point capabilities. An additional constraint is that real application traffic should be supported simultaneously, with as little interference as possible. In other words, reprogramming the Hobbit board to provide traffic generation capabilities should preserve the original functionalities of the board as ATM interface for the XUNET router.

In order to meet our design requirements of modeling accuracy and high generation speed, in accordance with the above constraints, we designed a two layer traffic generation system. Traffic generation tasks are divided into two sets of subtasks, one that executes on the host computer and one that executes on the Hobbit processor. Tasks running on the Hobbit processor are the ones that require accurate timing and have to be performed for every data unit (packet or frame) of a given traffic stream. Tasks performed on the host computer do not require accurate timing or need to be performed only once for each traffic stream (i.e., at call set up). The separation of tasks is supported by a protocol that governs the exchange of information between the host computer processor and the Hobbit processor. The protocol is based on handshaking and uses a set of flags that can be read and written by both processors. Information is exchanged through a part of the Hobbit board memory which is designated as the communicating area and which is accessible to both processors. This separation ensures that the number of VME bus transfers is minimized.

In order to provide flexibility and support of accurate traffic models, a traffic source is described by a generic multistate model. For each state of the model the following three probability distributions are specified:

1. Interarrival time of packets. 2. Packet size.

3. Sojourn time in the state.

The one step transition probabilities among states are specified by a transition matrix. Once the traffic model is specified, a program running on the host computer abstracts this information by sampling the specified probability distributions into respective arrays. Information contained in the arrays is then passed to the Hobbit processor at call set-up time. In order to generate a random number distributed according to some probability distribution, a program running on the Hobbit board generates a uniformly distributed integer pseudo-random number that indexes the respective array. Since any probability distribution is abstracted by an array, computational complexity for the Hobbit processor is of the same order of magnitude for all distributions. A user wishing to experiment with the traffic generator can specify a new model using a simple language or use one of the predefined models ([SRI86], [BER87], [LAZ94], [MEL94].) Both operations will be supported by the network management graphical user interface.

The traffic generation program can be run in two modes. In the static mode, a number of calls, each one of a specified class (that correspond to a given traffic model), are set up and remain active throughout the duration of an experiment. In the dynamic or call generation mode, new calls can be set up and old calls can be torn down during the duration of the experiment. In the call generation

Host Computer Processor (SGI 4D310)

HOBBIT BOARD

Figure 4: Xunet router configuration

FDDI Ring Interface

FDDI RING

VME

Line Inter-

200 Mb/s Fi-

XUNET

XUNET

ATM Interface

mode the user specifies the call arrival and departure rates for any source-destination pair and any class of calls. Call arrival and departure processes are assumed to be Poisson.

The call generation mode provides the capability to experiment with the performance of the signaling software and to conduct meaningful experiments with call admission and bandwidth allocation algorithms, as will be mentioned in Sec. 5.

3.3 Real-Time Monitoring of Cell Level QOS

Monitoring the quality of service (QOS) experienced by real-time traffic is essential in order to evaluate the performance of the network and study different broadband architectures and control algorithms. The existing Xunet hardware and software provides limited support for QOS measurements. This is due to the fact that support of measurement functionalities would require a significant increase in hardware and/or software complexity.

Our solution to this problem was to implement QOS monitoring functionalities in the ATM interface software and make their use optional. When a call is set up, a monitoring option is specified; this can be any of the following: no monitoring, loss monitoring only or both loss and delay monitoring. The reason for providing no option for delay monitoring only is that, as shown in Sec. 4.1, the complexity of delay monitoring is significantly higher than that of loss, so there is little additional complexity for monitoring loss when this is already done for delay. Differentiating between traffic streams on the basis of their monitoring options is achieved by using the two lowest bits of the Xunet ATM cell header [FRA92]. These bits, which were previously unused, mark different monitoring options, as shown in Table 1.

It should be noted that in Xunet the basic unit of data is a frame, a collection of ATM cells. Traffic from various applications is segmented into frames which are then transmitted as ATM cells. The final switch in the path from the source to the destination reassembles whole frames and delivers them to the Xunet router. Correct reassembly is guaranteed by the fact that all scheduling disciplines operating in the switches satisfy the first-in first-out property (FIFO) for cells that belong to the same virtual circuit. Hence, the delay perceived by applications running on the network is the delay experienced by frames and not by individual cells. Therefore, all our delay measurements will refer to the delay measured for end-of-frame (EOF) cells.

The following cell QOS parameters can be measured on an end-to-end basis (from source to destination):

Table 1: ATM Cell Types Bit 1 Bit 0 Type of Cell

0 0 Traffic not subject to monitoring

0 1 Cells monitored for loss only

1 0 Cells monitored for delay (and loss)

1 1 Cells reflected at the destination

1. Cell loss rate : measured in the receiver. In order to measure the number of lost cells, the source places a cell sequence number in the payload of each EOF cell. This sequence number refers to the total number of cells transmitted, not only the EOF cells. The receiver keeps track of the last sequence number observed and upon receipt of a new frame updates the number of lost cells according to the following equation:

(cells lost) += (sequence number in new frame) - (sequence number in last frame) - (number of cells received in new frame)

The accumulated number of lost cells is divided with the latest sequence number which, for all practical purposes is equal to the total number of cells transmitted, to yield the cell loss rate

2. Average r oundtrip delay : measured at the source. EOF cells of traffic streams monitored for delay are timestamped. The timestamp, which is the value of the Hobbit timer, is placed in the cell payload. Upon receipt at the destination these cells are reflected back to the source, after their type of cell bits are changed to 11. This ensures that endless loops do not occur. Non - EOF cells are discarded at the destination. Finally, upon receipt of the reflected cell the sender obtains the current value of the timer and subtracts the timestamp to determine the roundtrip delay. Let t(i) denote the transmission time of the i-th frame, t^r(i) the time that the reflected EOF cell is received and n the total number of reflected EOF cells. The average roundtrip delay is then given by

(EQ 1)

3. Maximum and minimum r oundtrip delay : measured at the source. Calculated similarly to the average roundtrip delay.

4. Average sour ce-destination jitter : measured at the destination. This quantity measures the difference in delay between successive frames received at the destination. It should be pointed out that no global synchronized clock is available in Xunet. Furthermore, the Hobbit board timers have varying frequencies^1. It is therefore practically impossible to measure the absolute delay for arbitrarily distributed frame interarrival times at the source. However, time measurements obtained from the same clock can be compared, as is done in measuring the roundtrip delay. Let t(i) denote the transmission time of the i-th frame and r(i) the time it is received at the destination. Notice that t(i) and r(i) refer to different clocks. The average delay jitter is then calculated as follows,

(EQ 2)

where n is the total number of frames received. In this equation it is assumed that the source and destination clocks have the same frequency; if this is not the case, [r(i)-r(i-1)] and [t(i)-t(i-1)] have to be respectively multiplied so as to normalize the difference.

1. The clock frequency of the Hobbit processor can take any of the following three values: 20Mhz, 24Mhz and 25Mhz.

T 1 n -- tr i( ) t i( )– [ ] i 1= n ∑ =

J 1 n 1–( )

------------------ r i( ) t i( )– [ ] r i 1–( ) t i 1–( ) – [ ] – i 1= n ∑^1_{n 1–( )}^{------------------ r i( ) r i 1–( )–[ ] t i( ) t i 1–( )–[ ]–}

i 1= n ∑ = =

Like the traffic generator system, the QOS monitoring system is also organized in a two-layered architecture: The Hobbit processor maintains for each active connection the minimum set of variables that are necessary in order to compute the QOS parameters. These variables are updated with each new frame arrival. Calculation of the actual QOS parameters is done on the host computer, using the variables that are read from the Hobbit board memory. The frequency of this calculation is specified as a parameter to the program; typically it is much smaller than the frequency of the arrival of frames.

We exemplify the layered architecture with the calculation of delay jitter: the Hobbit processor maintains for each connection the variables t(i-1), r(i-1), and n, as well as the sum of the last equation. t(i) is read from the received EOF cell and r(i) from the receiver clock. Observe that all these variables are integer quantities. To calculate the jitter, the host computer program divides the sum with the number of received frames n. This is a computationaly intensive operation that requires floating point accuracy and that needs to be performed only when the jitter has to be calculated.

As a conclusion of this section, we would like to emphasize the fact that delay measurements are significantly more computationaly intensive than loss measurements. Operations required to update the number of lost cells are just a few additions and subtractions while for delay, absolute value, multiplication (to normalize different frequencies) and function calls to read timers have to be performed. Also, subtracting timestamps has to take into account the wrap-around effect that occurs when the value of a timer crosses 0 (in the case of the Hobbit board timer this takes place approximately every 3 min). This will be demonstrated in Section 4.1.

3.3.1 Access of Distributed Measurements in Real T ime

As mentioned in section 3.3, of the QOS parameters monitored, throughput and roundtrip delay are measured at the source, while delay jitter and cell loss are measured at the destination. However, knowledge of all parameters in both the source and the destination nodes is desirable in order to maintain real time information about the state of the network. This is particularly true of the newly proposed receiver-initiated reservation protocols, such as RSVP [ZHA93], which focus on multipoint-to-multipoint communications.

We are therefore faced with the problem of fast and efficient access to distributed measurements. In order to solve this problem, we use a technique similar to that termed as “piggybacking” in flow control: A receiver communicates to the sender the local measurements by placing the value of the variables maintained for a connection on the payload of reflected cells of that connection. Since these variables occupy just 8 32-bit words, the payload of a single ATM cell is sufficient and therefore no additional overhead traffic is created. Communicating measurements from the sender to the receiver requires transmission of 5 32-bit words for each connection. These are placed in the EOF cells travelling on the forward connection.

This technique ensures that local measurements can be shared by all network nodes in a speedy fashion and with minimal overhead traffic. As a result, every node maintains and continuously updates the QOS parameters for a set of connections to and from any other network node. As explained in Sec. 3.3, the Hobbit board maintainscumulative measurements; a user program extracts and presents the value of QOS parameters in time intervals of specified duration.

3.3.2 Accuracy of Real Time Measurements

A fundamental problem associated with every measurement device is that testing its accuracy requires that, either the measured quantities have to be known in advance, or the measurements have to be compared to those obtained from another device, considered apriori accurate. The later approach is clearly out of question in our case. In order to apply the former, we have to conduct experiments in an environment that is as deterministic as possible. Since service times are in general easier to estimate than queueing delays, a requirement for these experiments is that there should be almost no queueing delay involved and negligible or accurately known propagation delays.

Our first objective was to estimate what part of the measured delay is due to queueing at network switches and links and what due to processing at the Hobbit boards caused by the monitoring code. To this end, we conducted an experiment whose setting is shown in Figure 5: Two Xunet routers, MH.RT and MH.GRT are connected through two switches, MH and MHEX, all of which are physically located in Murray Hill. The capacity of all links is 200Mbps; this drops to 160Mbps if coding on the fiber is taken into account. The distance between the two routers is approximately 300ft. Traffic is generated at very low rates from MH.RT to MH.GRT, with reflected cells travelling on the reverse path, as shown in Figure 5.

Frames are generated according to an interarrival time of 0.1sec and a fixed, but varying, frame size. This low rate guarantees that queueing delay is practically negligible. Figure 6 shows the measured average roundtrip delay versus the frame size in ATM cells. The plot strongly suggests a linear dependency, which is not surprising: service time in queues involved is expected to increase linearly with the frame size. To these measurements we fit a line of the form , where n is the frame size in cells, D is the roundtrip delay and A, B are constants to be determined. Least Squares fit yields A=7.83μsec and B=54.05μsec; the corresponding line is also shown in Figure 6. A represents the delay due to each non-EOF cell of the frame, and B the delay due to the EOF cell. Observe that only the End-Of-Frame cell is reflected on the reverse direction of Figure 5.

We would like to identify what part of the constants A and B is attributed to transmission delay at the links and switches between the two routers. For determining B, we first conducted the following experiment^2: a VCI that loops between the two switches MH and MHEX was created and a single cell injected into the loop. By measuring the throughput of that VCI on the switch console we inferred the time to complete a single loop, 9.04μsec. This number is in excellent agreement with an estimate of 9μsec, derived from switch hardware specifications and the approximate distance be-

2. This experiment was originally suggested by Bill Marshall

Figure 5: Experimental setting to test the monitoring system accuracy

MH MHEX MH.RT MH.GRT reflected (EOF) cell

ATM Frame

D A n 1–( ) B+ = tween the two switches. (In addition, we have taken into account four times the transmission time of an ATM cell on a 160Mbps line, two for each direction, that is 10.6μsec.) The remaining delay, 34.45μsec can be attributed to processing due to delay monitoring. This includes processing and reflecting the incoming EOF cell at the receiver, as well as processing the reflected cell at the sender.

Finally, for A we subtracted the transmission time of an ATM cell for each frame reassembly. This happens twice in our experiment, once for every switch. Hence 2.53μsec is the processing delay at the receiving router for each non-EOF cell. Note that this time is not related to QOS monitoring, since all monitoring operations are carried out only at EOF cells. However, it gives the speed at which the Hobbit board can receive incoming cells.

Combing these two constants allows us to both estimate the actual network delay values from the quantities measured and analytically predict the maximum throughput under delay monitoring. To illustrate the latter, assume that the process of frames (of constant size) arriving at the receiver Hobbit board is described by a M/D/1 queueing system. Then, the maximum throughput such that the receiver Hobbit processor utilization is kept below 70% is plotted in Figure 6 (b)^3, along with the experimentally measured throughput, also shown in Figure 7 (b).

4. Network Experiments on Cell and Call Performance

This section presents a number of call and cell level experiments that have been conducted on the Xunet III platform. Cell level experiments focus on monitoring the performance of the network in real time and on evaluating the schedulable region of the Xunet switches. Call level experiments have the objective of measuring the performance of the Xunet signalling system for the VC set up

3. In this calculation, we assume that 2/3 of the 34.45msec delay is due to the receiver and the remaining 1/3 due to the sender. This assumption is based on a comparison of the number of operations in each side. We also assume that the receiver is not transmitting any traffic other than reflected cells. If this is not the case, the maximum processor utilization should be decreased accordingly.

Figure 6: (a) Average delay versus frame size and (b) Predicted throughput based on the queueing model developed

(a) (b)

and the trade-off between call processing load and wasted bandwidth corresponding to several VP distribution policies.

4.1 Cell Level Experiments

The first experiment presented here quantifies the complexity associated with monitoring the QOS parameters. All results reported in this section have been based on traffic loads, generated with the traffic generator system. However, these results should also be valid for real traffic loads, since the complexity of monitoring does not depend on the manner in which the traffic streams were generat- ed. Figure 7a shows the maximum total throughput of the traffic generator vs. the frame size in number of cells. For each point in the graph traffic load is generated by 10 identical calls with a fixed frame size and a constant interarrival time that corresponds to the total throughput shown. No monitoring is required for any of the 10 traffic streams. As observed in the graph, for frame sizes larger than 32 cells the generator throughput exceeds 160 Mbps, which is the maximum capacity of the fiber linking the router and the switch (taking into account encoding on the fiber).

In order to study the complexity of monitoring, we need to avoid excessive losses and delays that are due to congestion on the link itself and, instead, focus on delays caused by processing on the routers due to the monitoring of the QOS parameters. Therefore, in Figure 7b we repeat the results of Figure 7a for packet (frame) sizes up to 32 cells and also plot the resulting maximum throughput when all traffic streams are monitored for loss or delay (and loss), respectively. The traffic load is again provided by 10 different calls. The results show that while loss monitoring reduces the total throughput only slightly, delay monitoring causes a significant reduction, of the order of 50%.

In the next experiment we monitored the delay and loss for two classes of traffic under two different paths. In the first path, traffic generated at the MurrayHill NJ router called MH.RT, is sent to the Newark NJ switch (called NWRK) and then to the second router in MurrayHill, called MH.GRT (see

Figure 7: Total throughput of the Xunet traffic generator vs. packet size, for diferent monitoring options.

(a) (b)

Figure 11). Cells reflected are sent over the 200 Mbps line connecting MH.RT and MH.GRT. Clearly, on this path the bottleneck is the 45 Mbps line to NWRK. In the second path, traffic generated at MH.RT, is sent to MH.GRT and reflected cells return along the same path. This setting does not involve any 45 Mbps lines.

Loading is provided by two traffic classes: the first consists of a very low rate source, which generates 1 single-cell packet every 100ms and the second of a source with average rate 4.24 Mbps, with exponential interarrival times and constant frame size 10 cells. Practically all ofered load is provided by the second source. The first traffic class could be considered a low rate, class C traffic carrying control information [LAZ90a].

Figure 8 shows the roundtrip delay experienced by the two traffic classes. Note that the vertical axis in Figure 8(b) is logarithmic. Two observations are noteworthy: first, delays appear to increase sharply when the offered load exceeds 40 Mbps, which is approximately the maximum capacity of the 45 Mbps line when encoding is taken into account. Second, while the delay of the second class “explodes” after the 40Mbps limit, the delay of the first class remains within reasonable values. This is due to the fact that the scheduling algorithm in the switches is purely round-robin; since the number of active virtual circuits is fixed, the low rate source is always guaranteed a service rate comparable to its arrival rate. In both figures the corresponding values obtained in the second experiment setting are displayed (dotted lines). As expected, the delays for both classes of traffic are very low, since the total offered load is much less than the 160 Mbps limit.

In the last experiment of this section, we demonstrate how information obtained from the monitoring process is abstracted to provide input parameters for network control and management algorithms. An important QOS abstraction used by the admission control and virtual path capacity allocation algorithms is theschedulable region of a network link or switch [HYM91]. Intuitively, the schedulable region of a queueing system is the set of points in the space of possible loads for which the quality of service requirements are guaranteed. In this experiment we calculated the schedulable region of

Figure 8: Comparison of roundtrip delay for low rate (a) and high rate (b) sources, over two different paths.

(a) (b)

the MH-MHEX link of Xunet, shown in Figure 9. Two traffic classes are assumed; the first corresponds to JPEG-like video traffic of average rate 5.9 Mbps [LAZ94] and the second is a Poisson stream with the same average rate. The corresponding schedulable region was calculated under the QOS requirement that average cell loss rate does not exceed 2 10^{-4}, and is shown Figure 9. Points that lie below the boundary correspond to combinations of loads that satisfy the QOS requirement, while points above do not.

4.2 Performance of the Signalling System for V irtual Circuit Set-Up.

In this experiment, the network was loaded with an artificial call pattern. Our goal was to measure the performance of the signalling system under heavy call arrivals. For each call, the signalling system sets up a VC by traversing all the nodes in the path and patching the appropriate connections in each node. Call generators that can be controlled from the management station have been built into the signalling software running on every network node. Generation is controllable for each destination in terms of the call arrival rate and call holding time for each of the five traffic classes supported by Xunet [SAR93]. The network was homogeneously loaded from five sites (Murray Hill, Rutgers U., U. of Illinois, Berkeley and LLNL) with Poisson call arrivals and an exponential holding time with a mean of 3 minutes. We used only video calls (assumed to consume a peak of 6 Mbps/call) and voice calls (64 Kbps/call) in a ratio of 1:10 (i.e., the arrival rate of voice calls is 10 times greater). All the links in the experiment described here are of 45 Mbps capacity. The schedulable region (SR) of each link assumed to be given by a two dimensional hyperplane. We used peak rate allocation, and according to this scheme, the SR can accommodate a maximum of 7 video calls or 703 voice calls. The admission control policy used was complete sharing [HYM93].

Figure 10 shows the measurements obtained by gradually increasing the call generation rate. Each measurement (throughput, call setup time, call blocking etc.) is computed by adding (or averaging) the respective measurements for the video and voice traffic. Both the call throughput and call blocking due to resource unavailability (the “Throughput” and “Blocked Percentage” curves) rise almost linearly with the call arrival rate. The sudden drop in the total call throughput is due to the overloading of the signalling system with call setup requests. At that point, the call setup time and the per-

Figure 9: Schedulable region of an Xunet link under the QOS requirement: Cell Loss Rate < 2 10^{-4}

centage of calls blocked due to congestion of the signalling system (the “Rejected Percentage” plot) start to rise sharply. The “Blocked Percentage” curve drops because the strain has now been moved from network transport to call setup, and thus, calls contend for signalling resources rather than network resources. During overload, only a small percentage of total call attempts is actually established and, therefore, the probability that these calls will find no networking capacity available is diminished. In the extreme situation, all calls are blocked while the networking capacity of all links is unused.

The congestion situations seem to appear first at the Newark and Oakland switches, that are the first to become overloaded with call request messages. It is therefore essential for the network manager to regulate the call arrival rate at the entry points in the network. We have found experimentally that by restricting the signalling load to about 450 messages per minute at each node, the network operates within the capacity of the signalling processors. For this purpose we have implemented a simple overload control mechanism that notifies all adjacent nodes of the level of (signalling) congestion. When no congestion occurs, there are no restrictions on how many messages can be transmitted. When a signalling processor observes that the rate of incoming requests has exceeded a predetermined threshold, it sends a message to all the upstream nodes to reduce by a certain percentage the amount of call requests destined for the particular node. This number depends on the level of the observed congestion. The upstream nodes then block a percentage of the signalling messages before they can be received from the congested node.

Figure 10: Performance of the Signalling System

4.3 Performance T rade-off due to VP Capacity Allocation

This experiment had the objective of measuring the call-level performance under different VP distribution policies. In order to study the trade-off between the network throughput and the allocation of networking capacity to VPs, we have performed the following experiment on the east coast segment of the network. This four node segment consists of two nodes in MurrayHill (called MHEX and MH), one node in Newark (NWRK), and one at Rutgers University (RUTG) all connected in tandem.

The generation ratio between video and voice calls was 1:100. The call arrival rate from each call generator was kept fixed throughout the experiment. The generator at MHEX produced traffic to NWRK (180 calls/min) and RUTG (210 calls/min). The generator at MH produced only traffic to RUTG at 180 calls/min. The generator at RUTG produces traffic to NWRK at 180 calls/min. One VP is established from MHEX to RUTG (Figure 11). The signalling overload control that was de-

scribed in the previous experiment was disabled.

Following [HYM93], the networking capacity of each VP is described by the Contract Region [HYM93]. The Contract Region (CR) is a subset of the Schedulable Region of every link traversed by the VP, and is reserved for exclusive use by the calls that use that VP. In the experiment presented here, only the traffic from MHEX to RUTG is allowed to follow the VP. Calls that find the VP full (i.e., there is no networking capacity available in the CR) and calls from other traffic generators follow a hop by hop call setup procedure, that is, trying to secure bandwidth on each hop. By contrast, calls that follow the VP contest for bandwidth only at the VP source point. The capacity of the VP varies from 0 to 100 percent of the capacity of the smallest link on the VP (the MH->NWRK link which is rated at 45 Mbps). When the VP capacity is at 100% only calls from MHEX to RUTG are allowed, since all other calls find no available resources to proceed to their destination. When the VP capacity is reduced to 0, all calls are attempting the regular VC setup procedure. Figure 12 shows the obtained measurements. The throughput curve reveals that the maximum throughput is attained when the VP contract region is approximately 30 percent of the link schedulable region. This happens because below that value, an increasing amount of call requests from MHEX to RUTG find the VP full and use the regular VC setup procedure, thereby forcing the signalling entity at MH and NWRK into an overload state, that causes high call setup times and higher blocking. When the VP contract region increases above 30 percent, the throughput drops slowly as the extra capacity allo-

MHEX

VP MHEX -> RUTG

MH NWRK

RUTG

to NWRK to RUTG

to RUTG to NWRK

Figure 11: Network Topology for the VP experiment

200 Mbps

45 Mbps

45 Mbps

MH.RT

MH.GRT

cated for the VP is partially unused, and as a result a larger percentage of the interfering traffic (that does not follow the VP) is blocked. The fourth plot depicts the average number of signalling messages needed to establish (or reject) an incoming call. The numbers drop as the VP increases in capacity, as calls from MHEX to RUTG follow the VP and use less hops to reach the destination.

The insights gained through the measurements reported in this section confirm that the configuration of VP services will play an important role in the operation of large scale ATM networks. The major research challenge is to understand the fundamental trade-off between the overall network throughput and the processing load on the signalling system and to provide algorithms for VP capacity allocation that achieve an optimal operating point while guaranteeing Quality of Service at the call level and satisfying apriori bounds on the processing load of the call processors. In [ANE95] one such algorithm is given.

Rather then trying to maximize the overall throughput, the VP distribution problem can also be considered from the point of view of non-cooperative networks, where each VP controller is trying to selfishly maximize its own performance be requesting bandwidth for its end-to-end VPs. This leads to a problem that can be formalized as a non-cooperative game and was explored in [LAZ95].

Figure 12: Virtual Path performance vs. allocated networking capacity

5. Summary

In this article we presented an architecture for network management and control implemented on XUNET III, a nationwide Gigabit ATM network. We explained the work involved in developing a powerful management system from instrumenting the network with distributed traffic generation, monitoring and control capabilities at the cell and call level, to the design of an integrated management application based on the OSI standards. We studied the complexity and accuracy of real-time monitoring functionalities and how monitoring information can be shared efficiently by different network nodes. In order to study the trade-off between the network transport and signalling system we implemented a virtual path signalling capability.

An important result of our experiments is that the ability of a network to admit calls is limited by two distinct factors: the capacity of the network, expressed by the schedulable region, and the processing power of the signalling system. Depending on the bandwidth requirement of calls, the limit of one or the other will be first reached. This is a key observation, unique to broadband networks.

Overall, our work has shown that by applying powerful network management and control software tools, it is possible today to directly operate a complex real time network as if it would be a real time one processor simulator. As such, our work is a contribution towards shifting the emphasis from simulations to the equivalent but much more challenging and realistic environment of real time networking.

Acknowledgments

The authors would like to acknowledge the significant contribution of Charles Kalmanek and Srinivasan Keshav in the work described in this paper. This work was funded in part by NSF Grant CDA- 90-24735, and in part by a grant from the AT&T Foundation.

References

[ANE95] Aneroussis, N. G. and Lazar, A.A., “Virtual Path Control for ATM Networks with Call-Level Quality of Service Guarantees”, CTR Technical Report # 410-95-16, Center for Telecommunications Research, Columbia University, New York, NY 10027.

[ANE93] Nikos G. Aneroussis, Charles R. Kalmanek and Van E. Kelly, “Implementing OSI Management Facilities on the Xunet ATM Platform,” in Proceedings of the Fourth IFIP/IEEE International Workshop on Distributed Systems: Operations and Management, Long Branch, New Jersey, October 1993.

[BER87] Dimitri Bertsekas and Robert Gallager, “Data networks”, Prentice Hall, NJ, 1987. [BER93] Alan Berenbaum, Joe Dixon, Anand Iyengar and Srinivasan Keshav, “A flexible ATM-host interface for XUNET II,”IEEE Network, July 1993.

[FRA92] A.G. Fraser, C.R. Kalmanek, A.E. Kaplan, W.T. Marshall and R.C. Restrick, “Xunet 2: A Nationwide Testbed in High-Speed Networking,” in Proceedings of the IEEE Globecom, Florence, Italy, May 1992.

[HYM91] Jay M. Hyman, Aurel A. Lazar, and Giovanni Pacifici, “Real-time scheduling with quality of service constraints,”’IEEE Journal on Selected Areas in Communications, vol. 9, pp. 1052-1063, September 1991.

[HYM93] Jay M. Hyman, Aurel A. Lazar, and Giovanni Pacifici, “Modelling VC, VP and VN Bandwidth Assignment Strategies in Broadband Networks”,Proceedings of the Workshop on Network and Operating Systems Support for Digital Audio and Video, Lancaster, United Kingdom, November 3-5, 1993, pp. 99-110.

[ISO88] Information Processing Systems - Open Systems Interconnection, “OSI Management Framework,” October 1988. International Standard 7498-4.

[ISO91b] Information Processing Systems - Open Systems Interconnection, “Systems Management - Fault Management - Part 5: Event Report Management Function,” July 1991. International Standard 10164-5.

[ISO92] Information Processing Systems - Open Systems Interconnection, “Systems Management - Performance Management - Part 11: Workload Monitoring Function”, April 1992. International Standard 10164-11.

[KNI91] George Pavlou Graham Knight and Simon Walton, “Experience of Implementing OSI Management Facilities,” in Integrated Network Management, II (I. Krishnan and W. Zimmer, editors), pp. 259–270, North Holland, 1991.

[LAZ90a] Aurel A. Lazar, Adam T. Temple and Raphael Gidron. “An Architecture for Integrated Networks that Guarantees Quality of Service”, International Journal of Digital and Analog Communication Systems, Volume 3. pp. 229-238.

[LAZ90b] Aurel A. Lazar, Giovanni Pacifici and John S. White, “Real-Time Traffic Measurements on MAGNET II,” IEEE J. Select. Areas in Communications, Vol. 8, No. 3, April 1990.

[LAZ94] Aurel A. Lazar, Giovanni Pacifici and Dimitrios E. Pendarakis, “Modeling video sources for real-time scheduling”, ACM/Springer Verlag Journal of Multimedia Systems, Vol. 1, No. 6, 1994, pp. 253-266.

[LAZ95] Aurel A. Lazar, Ariel Orda and Dimitrios E. Pendarakis, “Virtual Path Bandwidth Allocation in Multi-User Networks”, Proceedings of INFOCOM’95, Boston, MA, April 2-6, 1995, pp. 312-320.

[MEL94] Benjamin Melamed and Dimitrios Pendarakis, “A TES-based model for DCT-com-pressed “Star Wars” video”, Communications Theory Mini-Conference at GLOBE- COM 94, San Francisco, CA, Nov. 28 - Dec. 2, 1994.

[SAR93] H. Saran, S. Keshav, C.R. Kalmanek and S.P. Morgan, “A Scheduling Discipline and Admission Control Policy for Xunet 2", Proceedings of the Workshop on Network and Operating Systems Support for Digital Audio and Video, Lancaster, United Kingdom, November 3-5, 1993.

[SRI86] K. Sriram and W. Whitt, “Characterizing superposition arrival processes in packet multiplexers for voice and data”,IEEE J. Select. Areas in Communications, vol. SAC- 4, pp. 833-846, Sept. 1986.

[ZHA93] Lixia Zhang, Stephen Deering, Deborah Estrin, Scott Shenker and Daniel Zappala, “RSVP: A New Resource Reservation Protocol”,IEEE Network, September 1993, pp. 8-18.