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ABSTRACT hardware or aréme-consumingi.e., high power consumption).
Recently, several authentication protocols for PCSs have been

Masquerading and eavesdroppirge major threats to the proposed by standard bodies [6, M), 11] and independent

security of wireless communications. To provide proper researchers [1, 2, 5, 12, 13]. With different considerations in

protection for the communication of the wireldis&, contents of mind and techniques used, each one has its own prasaadn

the communication should be encipherednd mutual different applications [3, 5, 7, 13, 17, 18].

authentication should be conducted betwten subscriber and The service of personal communication systems is provided

the serving network. Severptotocols havebeen proposed by by multiple regional networks, each operated under a different

standards bodies and independent researchers in recent years &ministration. One subscriber could roaramong several

counteract these threats. However, the strength of gresecols networks. For most systemshe subscriber and hisiome

is usually weakened in theopaming environment where the network share an authenticatikay with which they can prove

security breach of a visited network coukhd to persistent  themselves to each other during the authentication process. In the

damages to subscribeso visit. The subscriber's identity is not  roaming situationinstead of the authenticatidwy itself, some

well protected in mosprotocols, and appropriate mechanisms security parameters derivém the authenticatiokey are sent

solving disputes on roamingills are not supported either. To  from theroamer's home network the visited network so it can

solvethese problems, new authenticatimotocolsare proposed perform the authentication process. To minimize ttelay

in this paper with newgecurity featureshathave not beefully caused by the interactions with theme network during the

explored before. authentication process, either several seteofirity parameters
are generated and transferred in batch to the visited network in
advance ofhe authentication, or the same values ofsébeurity

I. INTRODUCTION parameters are repeatedly used in several instances of
authentication to cut some traffic. Without transferring the
In personal communication systems, open accet®etoadio ultimate secret (the authenticatitey) to the visited network,

exposes the context @ommunication ovethe wireless link this approach reduces the risk of exposing the authentidagion
between a mobile unit and the wired netwoBkich openness  which causes serious damagette service. In case ofsecurity
also gives anintruder the opportunity to masquerade as a breach, the security of the service is expecta@dover after the
legitimate subscriber to make free calls. To provide proper compromised securitparameters expire. Theecurity can also
protection onthis wireless link, security features, such as be recovered by discardintpese security parameters sfich
confidentiality and fraud control, need to be provided. In compromise is detected. Neverthelgbgse security parameters
principle, these features can be achieved through authenticatioimpose extrasecurity burden orthe visited networkfor its
protocolsthatverify the identities of entities on both ends of the storage and management. As thare many networks in the
wireless link and establish a secret seskmbetween them for PCSs, each operated under a different administration with a
the following secret communication. Although, protocols on different level of protection, some networkse more vulnerable
wired networks with similar features have been available, it than others to attackBom intruders or insidersOnce these
woul not be appropriate to apply them directly the PCSs security parameteigecompromisedeither by an intruder or an
environment because of some specific requirements in theinsider, fraud will happen in the designated period. Sometimes,
wireless environment. For example, considerations on hardwarethe damage caused is far more serious and persistent than what is
complexity, battery powesnd validation delay have forbidden a first thought. For example, the (Kc, R, S) tuple in GSNIL1],
mobile unit from performing computations that require expensive KS in DECT [10], orthe SSD in USDC [9]are known by the
attacker, he can use it to impersonate a legal network (base
station) to establish aconnection with the corresponding
subscriber, and hence can drsgme private information of the
* To appear on SIGCOMM’'95 conversation, e.g.the identities of partiesnvolved in the
conversation. The attacker can also then pretend tbebether
party of the call to gather furtheinformation until such
impersonation is detected. This attack can be repeatedly
launched in GSM because the mobile unit is not designed to
detect used security parameters. In USDC, though, a new SSD



can be re-established through SSD Updafrotocol.
Unfortunately, it caronly be invoked bythe serving network. If
an intruder tries to masquerade as a legal networkydret
invoke SSD Updatéerotocol atall. In DECT, an independent
protocol is provided forthe subscriber toverify the serving
network. Invoking this protocol is optional. If a subscriber
suspects that theerving network is being impersonated, he can
invoke this protocol atthe cost of either extradelay or
bandwidth. Even withpublic-key approach, some subscriber-
specific sensitive information could also be found in a visited
network, e.g., theommon keyn of RCE and MU inMSR+DH

[2]. With knowledge ofn, the attackecan always impersonate
the legal subscriber within this specific network.

value to some persons [16he actual identity of the subscriber
should not be exposed to the outsideinfortunately, such
confidentiality is not rigorously supported in currestandards.
In fact, a roamer's identity can even bielden from visited
networks.

3. Mutual authentication: In earlier cellular systems, a call
request made by a roamer is granted even while authentication is
still underway. Bythe time the resultcomes out, several
fraudulent callsnay have already been completed. Such delay is
because of the lack of proper intercardgemmunicatiorand has
caused billions of dollars in losses to the carri@ls Though

with the establishment of intercarrier agreement, the validation

Under some situations, an old session key can also be derivedprocess can be completed beftire first call is granted, i.e., the

without having to break a mobile unit or a service provider. With
this compromised sessiokey together with other recorded

so called first-call shut dowmhe modification ofserial numbers
and theeavesdropping on radio signaisll leave thedoor open

information, an attacker can make fraudulent calls or masqueradgor wicked attackers tocommit fraud. With theemergence of

as a legitimate serving network to establish a falsenection
with the subscriber.

In this paper, new authenticatigmotocolsare developed to
providebettersecurity forthe personatommunication systems.
These protocolwill solve problems resultinfjom compromised
sessiorkeys or security breaches on weadited networks. New
security features, which include subscriber-ID confidentiality and
the mechanism to solve disputes/er roamingbill, are also
provided. One distinct feature of thepmtocols isthe use of
conventional secret-key techniques in combination witidern
public-key techniquesnd thetrade-off made betweehese two
techniques. Fothe rest of the paper, we will first outline the

desired security features and implementation requirements of thethrough the use of

authentication protocols for PCSs in Section Then, new
protocolsare proposed in Sectiofil alongwith the analysis in
Section IV. A short conclusion is given in Section V.

Il. DESIRED SECURITY FEATURES AND
IMPLEMENTATION REQUIREMENTS
A. Security

1. Sessiorkey establishment: Radio signals transmitteer the

new digital systems, moderyptographic techniques can now
be used to eliminate such fraud caused by masquerading. A
similar problem is the impersonation of a serving network by the
intruder, which causes problems as mentioned in Section |I.
Therefore, it is important for a subscriband the serving
network to mutually authenticate each other in
authentication process.

4. Non-repudiation of service: Ftine service provider, it is
desirable that a subscribeannot denythe bill incurredfrom
services he requested. Similarly, the subscriber should not be
wrongly charged due to any billing error or security breach on the
serving network. Theoretically, both goals can be achieved
digital signatureld4]. But it is never
recommended in anystandard for the large amount of
computations involved. Ithis paper, we willtry to provide a
limited version of the non-repudiation service betwesamers
and the visited network.

the

B. Implementation requirements

An important consideration to provide proper authentication
over this wireless link is thecomputational overhead on the
mobile units. Because of the considerations about hardware
complexity, battery powegnd computation delagome mobile
units, e.g., pocket cellular telephones, canngberform

air in currentcordless and cellular systems can be intercepted complicated operationthat require expensive hardware or are

easily by commerciallyavailable scanners. In thadvanced
digital systemsthis problemstill exists. Toprotect thecontents

of communication from eavesdropping, messagesst be
transmitted in ciphertext. Therefore, during the authentication
process, @ommonsecret must be agreed upontbg subscriber
and the serving network. This sesslay can beepeatedly used

in some situations &sund in [13]and optionally inDECT [10].

But due to security concerns, mgsbtocolsrequire a new key
for each session.

2. Caller ID confidentiality: Irthe traditional telephongystem, a
subscriber is connected toe local office through afixed line.
This line automatically identifiesthe subscriber (theghone
number). However, inthis wireless environment, withostuch
physical association, a subscrileas tosomehow provide his
identity to the serving networfor necessary verification. As a
subscriber's identityi,e., his currentocation, may be ofspecial

time-consuming. Such limitations almost excluiie use of,
generally, timeconsuming public-key cryptographic techniques
that can providethe desired non-repudiation serviégobably,
this iswhy strong subscriber-ID confidentiality is not supported
in current standards. Cellular Digital Packet Data [l63R+DH
[2], andthe one proposed byziz and Diffie [1] are examples
that usepublic-key techniques. These protocokxqjuire many
more computations in comparisevith those that usene-key
cryptographic techniques.  Anotherconcern with public-key
approaches is theevoking of certificates, whichrequire
complicated mechanisms to handle. Conventionak-key
cryptographic algorithms providast operations on enciphering
and deciphering, and are therefore used for secret communication
if one common secret key is agreed uponamong the
communicatingparties.Even inthe authenticatiomprocessthat
establishes aommonsessiorkey for this wireless linkthey are
still preferred in current standards.



Another consideration ishe validation delay. During the
validation process, in addition to tikemputation performed by
the participating parties, messages arehanged between a
subscriber and the serving network or between a vigiggdork

and the subscriber's home network. These interactions, especially

those on the radio, cause validation del®educing such

interactions is an important issue in designing authentication «

protocols.

Ill. PROTOCOLS

A. Motivation

Though a subscriber does not need to share a secret

authenticatiorkey with the serving network as demonstrated in
protocols [1, 2, 6] using public-key techniquéseseprotocols
inevitably involve a greatdeal of computation andthe key
certification/revocation problem. This vehy protocols proposed
herechoose to have secret authenticatiokey shared between a
subscriber and the serving networkowever, to reduce a
roamer’s trust on the visited networlkcsapability of protecting
sensitive data (which is specific tioe roamer) so thanhanced
security services can be provided, public-key techniquealso
incorporated in theroposed protocols. But nothat it is the
network operator only, ndhe subscribersyho needs tachoose

a privatekey and then makes theorresponding public key
known to its subscribersaccording tothe chosenpublic-key
cryptosystem. This approach avoidshe problems of key
certification/revocation. Complications of implementation and
computations incurred can also be absorbedthay network,
which has sufficientcomputing resourcesinstead of the
subscriber,who may only beequipped with apocket-sized
device.

B. Terms and notations

The service of personal communication systems is provided,
by multiple regional networks, each operated under a different

administration. Every network choosesits own public-key
cryptosystem. When aser wants to subscribe to the service, he
chooses one network dss home network (HN)and becomes
home subscriber ofthis network. Upon subscription, the
subscriber gets a secret authenticatiey k shared with his
home networkand thehome network’s publikey eqn. When a

subscriber roams into an area operated by another network, h&

has to register at this visited network (VN) ahdcomes a
visiting subscriber of that network. serving network, which

may be a visited network or the subscriber's home network, is the

one which is currently providinghe service to the subscriber

¢ [...]: a sequence of values to be encrypted

e fi(e; [...]), f2(e; [...]): public-key encryption functionwith e

as the public key.

gu(k; [...), gz2(k; [...]): Secret-key encryption/decryption

algorithms with k as the secret key.

hq(a, b), h(a, b): one-way hash functions with two

parameters, oone-key encryption/decrypticgorithms with

a as the key and as the message to be encrypted.

¢ hg(r): one-way hash function with one parameter.

¢ the subscriber's authenticatiay, which isonly known by
the subscriber and his home network.

¢ j: local counters kept ithe mobile unit and theserving
network, respectively.

¢ UID: subscriber's identity.

¢ NID: network identity.

e TID, TID: the subscriber'temporary identity given by the
serving network. It hides the subscribeesl identity from
outsiders.

» k;: session key established among the subscriber, his HN, and
the VN in round 1.

Note thatyq andg, need not be different. Different notations
are used to differentiate their roles in firetocols. Fothe same
reason,f; andf, can also behe same. The presentation of the
following protocols assumethat the subscriber is in a visited
network. f; andg: are chgen bythe home network, whilef,
and g> are universally agreedamong all networks. If the
subscriber happens to be in hisme networkthe role of VN is
indeed taken by the HN, and the interaction between a VN and
the HN does nogxist. Butsuch a difference is transparent to the
subscriber.

C. Mobile station registrations
The following protocol is invoked when a subscriber roams
into a new service area and asks for the registration.

Step 0. The base statigaf the serving network) generates and
broadcasts a new random numaéor the next incoming call.

Step 1. When a subscriber roams into a new seiea, he
chooses a random numbdeand computeg = gq(k; [a]), andy
fiegn: [UID, X, b]). He then sendsy, a , and the
corresponding HN's identitiID, to the VN for the registration.

Step 2. The VN passes the request to HN. To elimirggiayed
messages, the VN can reject the requestdbes not contain the

who may be a caller or a callee. The wireless link to be protected€sha

can bethe one betweerthe caller and the network or the one
between the network and the callédthough protocols for the
latter areseldom discussed, theway not be systematically the
same as the protocols for the former one. In each dbliog/ing
protocols,the subscriber and the serving network wétify the
identity of each other, and a new sedeey will be established
between them if both identities awdrrect. Inthis paper, a

Step 3.Upon receivinghe request, the HNecryptsy to get the
subscriber's IDthen fetches the subscriber's sedwy k, and
decryptsx to see ifa is present. If so, the Hecognizes the
caller as a legitimate subscriber; otherwise, the call is rejected.
The HN now computesg=hq(x, b), ky = ho(k, rg), and the
commonsessiorkey kg = ho(kg_1, 1g), S$=1, .., mwherer; =

subscriber and the mobile unit are regarded as an intact parthi(k, k-1), t=1, .., m to be used by this registered subscriber for
Authentication between a user and the mobile unit is not the following calls. At last, the HN sendldg, b, andc; = ha(ry), t

covered. Following is a list of notations used in these protocols.

=1, .., mtothe VN.



Step 4. VN assigns a temporary ident®D, to this subscriber, establishment of theonnection. Fothe valid response, a new

sets itdocal variablg to 1, and sendg = gz(kg; [TID, b, eyN]) temporary identityTID’ is assigned to the subscriber becaused
back tothe mobile unit. ThisTID will be used later in the the original TID is exposed. Then it sets sessikey k.=k; =
protocol for mobile terminations. h2(kj_1, r) and sends baclg = gz(kj; [TID, ri]) to the

subscriber. Lastly, it increases the valug lof 1.
The subscriber, knowing, b and k, computesky and
decryptsz to see ifb is present. If so, he believes that he has After receiving3, the subscribedecrypts it tosee ifr; is

successfully registered ithe legitimate VN. Henow sets his present. If so, he has established the ses@pk.=k; with the
local variablei to 1. From now onthe subscriber and the VN  |egitimate network. The subscriber then storesTiiz as the
will use the information gathered irthis phase tomutually new temporary identity and increase the valuielyf1.

authenticate each othefor each call of mobile station
originations and mobile station terminations without interacting
with the HN. In fact, if a call is to be established right after the |v. ANALYSIS
registration kg can be immediately used as the session key.

As in GSM, DECT, and USDCthe protection on the A. Security
communication between VMnd HN is left unspecified. The In the protocols proposed here, a subscriber's dezyas not
reason is obvious - the protection on the communication betweentransferred to the visited networdpon registrationall security
VN and HN should be handled by existing inter-domain parameters, which includéhe challenge, response, and the
protocols. It would be inefficient if protection mechanisms session keys, requirefbr the future authentication of the
between VN and HN must be invoked by each individual request subscriber and the serving netwanle mutually decided by, b

from roamers. Giverthe protection is embedded ithe end-to- and the subscriber's authenticatlay, k. With possession

endprotocol between a roamand his HN (i.e., the Vidannot  the subscribecan prove himself by presentings to theserving

read the context between the roamer hisdHN), it could be network. Knowingthe checking values;'s, the servingnetwork

redundant because the authenticatiwacessstill needs to be  can verify the legitimacy of the subscriber.

carried out betweenhis VN and the roamer's HN and the While roaming, a visited network cannot knaive next

required protection can be easily achieved throutis sessionkey until a visiting subscriber makes a request by

authentication process. presenting thecorrect r;. Possible exposure of the roamer’s
security parameters stored ihe visited network agound in

D. Mobile station originations GSM, DECT, andJSDC isthus eliminatedEven when a (used)

Within the designated period after theccessful registration,  session key is compromised, it does not lead to the masquerading
each call request i made by the subscriber shouttirgagh the  of a serving network or the masquerading of a subscriber because

following steps: both entities aremutually verified for each service provided.
Neither does it lead to theompromise othe next session key
Step 1. The subscriber computgs= hq(k, k1) and a = becauser; is not yetavailable, orr; is just transmitted in
faeyn; [UID, ril), and sends to the visited network. ciphertext under the visited network’s pubkiey. Through such
arrangements, we reduce the roamer’'s trust on a visited
Step 2. The visited network decryptgo getUID andr;. If UID network’s capability of protecting roamer-related sensitive data .
is a registered subscriber amgl(r;) equals to theheck valueg;, Another good feature thatcomeswith such arrangement is
it acceptsthis as a valid call request; otherwise, it rejec{s the the resolution of disputes daill caused by roaming. Whenever
request. For the valid request, it sets seskayrk. = ki = hz(kj_ services areprovided to a roamer from foreign domains, the
1, 1j), and sends badk = gz(kj; [ri]) to the subscribetastly, it correspondingri's presented by the roamare stored in the
increases the value pby 1. visited network. The visited network has no abilitycampute
ri's by itself. So, under the assumptitrat network operators do
After receiving3, the subscribedecrypts it tosee ifr; is not conspire, the visited netwodannot charge a subscriber for
present. If so, he believes he has establisheddimnonsecret services he does not request because the visited network will not
k; with the legitimate network and sé¢s= k; as the sessiokey. havethe correctr;'s. Forthe same reason, if a visiting subscriber
Finally, he increases the valueidfy 1. has indeed been provided wittie services, heannot repudiate
them later because, excdpt himselfand hishome network, no
E. Mobile station terminations oneelsecould havepresented thesg's. Notethat such dispute
resolution applies tall services requested, except thst one,
Step 1. The visited network broadcdaFIb. after the registratiorf-or the last service, the visiting subscriber
can always clainthat thecommunication isdisrupted after he
Step 2. The subscrib&tD uses the previous session Key; , to submits j, though practically, such disruption cannot occur often.
computerj = hq(k, k_q) anda = fa(ey; [UID, r]) and sendst With the incorporation of public-key algorithmf and fa,
to the visited network. subscriber-ID confidentiality is provided in theggotocols.
Different from previous work$l, 2] in which roamers directly
Step 3. The visited network decryptgo getUID andr;. If UID verify certificates presented by visited networks, tagy

is a registered subscriber anglr;) equalsc;, it acceptshis asa  accompanied byhe correctb is deemed valid becausely the
valid response to receive the call; otherwise, it stops the legitimate network can obtaib from the roamer's home



network. So when a network is brokemly other networks,
instead of all their subscribers, need tonbéfied of thevoided
eyN (i.e., thecompromised network). Roamease free of the
problem of certificate revocation.

choose botli; andf; to be thdow exponentRSA algorithm, for
example gin=evn=3, then the encryption takes only two modular
multiplications. For the normal  512-bit RSA
encryption/decryption  operation, ittakes 768 modular

As demonstrated in these protocols, the mutual authenticationmultiplications on average. Thas, time requiredfor the

between a subscriber and the network is based gpodsession

of the secret authenticatiokey. One may argue that the
incorporation of public-key algorithms, which in some sense
seem to be redundant, could mahkk errors of theprotocols.
Here we can showhat thisworry is unnecessanSupposef;
does not function atall. The protocol of mobile station
registrations can be rewritten as follows:

Subscriber Network

o>

NID, UID, i(k, [a]) , b

v

Gz(ko; [TID, b])

'y

Althoughthe feature of subscriber IEonfidentiality is lost, the
mutual authentication isstill effectively performedand the
security (achieving a secret sessikey known only to the
legitimate subscriber and the network) of the resulprgocol
can be formally proved using BAN logic [4]. Fire situations of
mobile station registrations and mobile station terminations, the
protocols are secure unless the attackean compromise a
sessiorkey and at the same time break {néblic-key algorithm
fa.

So far, thesubscriber-ID confidentiality denotethat the
subscriber's identityi.e., his currentocation) is not exposed to
eavesdroppers. With slight modificationstte above protocols,
a roamer's githercaller's or callee's) identity can be kémm
visited networks if theTID is given bythe roamer's home
network.

B. Performance
In the protocol for mobilestation registrations, it takemly
one round of message exchange betwbensubscriber and the

visited network, and one round of message exchange between th 1]

visited network and theorresponding home network. For both
mobile originations and mobile terminations protocolthere is
no need fothe VN tocontactwith the roamer’s HN because VN
can verifythe identity of the roamer argbt up the session key
from information given bythe roamer’s HN when theoamer
registered. In therotocol for mobilestation originationspnly

one round of message exchange is required between the[3]

subscriber and the serving network. While in fivetocol for
mobile station terminations, onextra message is required,
which is inevitable from the network to the subscrib&or the
notification of an incomingeall. In all threeprotocols,the most
significant computation required othe mobile unit is the
operation of encryptions with publi@y eqn andeyn. Now if we

encryption ofthe low exponentRSA algorithm isonly 1/384 of
that requiredor normalRSA operations. (With the fastest RSA
chip [15], a normal encryption/decryption operati@kes 10°
second.) Altogether, the minimization of interactions and
simplification of computation othe mobile unit speed up the
verification and therefore reduce the totdelay on the
authentication process.

V. CONCLUSION

Security and implementation requirementsr personal
communication systems habeen discussed. To provide better
protection, new protocolsvith more security featuresyhich
reduce the roamer’s trust on a visited networepability of
protecting roamer-related sensitive data withdotolving
complicated computations, were proposed and #mlyzed in
this paper. Here wesummarize the properties of the new
protocols:

Non-repudiation of the service by roamers.

Incorrect bill cannot be charged on roamers.

(The above twofeatures are based on the assumption that
service providers do not conspire.)

A compromised sessiokey does not compromise the
contents of thdollowing sessions, nor does it lead to the
masquerading of either the subscriber or thervice
provider.

Compromise of a network does not affect subscribers of
others.

Computation on the subscriber is simple, i.e., the battery of
the mobile unit can last longer.

Number of interactionsamong the subscriber and the
networks are minimizedTogether with previous property,

it speeds up the verification and therefore reduces the total
delay of validation.
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